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Abstract

This guide providesinstructions to retrieve the Bitwarden Password Manager events viaintegration. Once
the logs start coming into EventTracker, the reports, alerts, and categories can be configured.

Scope

The configuration details in this guide are consistent with EventTracker version 9.3 or above and Bitwarden
Password Manager (Classic 2019 Enterprise Organizations, Enterprise Organizations, and Teams Organizations on-
Premises and Cloud).

Audience

Administrators who are assigned the task to monitor the Bitwarden Password Manager events using
EventTracker.
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Overview

Bitwardenis a free and open-source password management service that stores sensitive information
such as website credentials in an encrypted vault. Bitwarden offers a cloud-hosted service as well as the
ability to deploy the solution on-premises.

EventTracker helpsto monitor events from the Bitwarden Password Manager. Its dashboard and
reports will help you to monitorcipher and userevents that occur within the organization.

Prerequisites

= EventTracker v9.3 or above should be installed.
=  Auserwith administrator access for the Bitwarden Password Manager.
= Port should be allowed in the firewall.

Configuring Bitwarden Password Manager to Forward Logs to
EventTracker

The Bitwarden Password Manager is combined with EventTracker by the Integrator based on the API
Integration to forward logs to the EventTracker Manager.

3.1 Getting API details from Bitwarden PM console

1. Login to the Bitwarden PM console.
2. Goto the Settingstab > My Organization.
3. Click the View API Key and copy the below details

o client_ID
o client_secret

@ My Organization
o ‘ I Business Portal —»
& Vault = Manage & Tools of Settings
SETTINGS My Organization
I My Organization Organization Name
Subscription My Organization
Billing Billing Email
Two-step Login
Business Name
Identifier
APl Key

Your API key can be used to authenticate to the Bitwarden public API. Learn more

View API Key Rotate API Key
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3.2 Integrating Bitwarden Password Manager with EventTracker

1. Downloadthe Bitwarden Password Managerintegrator package on the EventTracker Agent machine
fromthe following link:
https://www.netsurion.com/knowledge-packs/bitwarden-password-manager

2. Runthe downloaded ETS_BitwardenPM_Integrator.exefile.
The ETS Bitwarden Integration window opens.

3. Tocheck the Integratorversion, goto Help > About. Make sure you are using the latest version of
Integrator.

. ETS BitwardenPM Integrator X ‘

Help ‘

Bitwarden Password Manager Configuration

Endpoints (& Cloud-hosted " Self-hosted
URL |"t:3 /fidentity bitwarden .com
Client ID ﬂ
Client Secret |

Organization [

| Cancel

4, Selectthe hostedservice type:
o Cloud-hosted (Default selected)
o Self-hosted (on-premises)

5. Forthe Self-hosted type, enterthe Bitwarden PM URL (https://your.domain. com).

= ETS BitwardenPM Integrator X

Help |

Bitwarden Password Manager Configuration

Endpoints (" Cloud-hosted (¢ Self-hosted
URL  |hitps doma
Client ID [
Client Secret |
[

Organization

| Cancel

6. Providethe ClientID, ClientSecretsaved from the Bitwarden PM console.

© Copyright Netsurion. All Rights Reserved. 5
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7. Provide the Organization name displayed underthe EventTracker Manager.
8. Click Validate Credential.

A message window will pop up stating Credentials Validated Successfully.
9. Click OK.

Bitwarden Password Manage hguration

Endpoint| ETS BitwardenPM Integrator = |

UR
0 Credential Validated Successfully.

Client |

Client Secrq
Organizatio OK |
10. Click Finishto complete the integration.
-
Help
Edit Configuration ‘
Eitwarden Paszword Manage figuration
Endpoints ' —
ETS BitwardenPM Integrator ped ‘

0 BitwardenPM Integration configured successfully

oK |
| Finish I Cancel ‘

© Copyright Netsurion. All Rights Reserved. 6
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4. EventTracker Knowledge Packs

Afterthe logs are received by the EventTracker Manager, the Knowledge Packs can be configuredinto
EventTracker.

The following Knowledge Packs (KPs) are available in EventTrackerto support the Bitwarden Password
Manager.

4.1 Categories

= Bitwarden PM: CipherEvents - This category will allow users to search events specificto the cipher-
related events performedin the Bitwarden Password Manager.

= Bitwarden PM: Group and Collection Events- This category will allow usersto search groupsand
collect management activities performed in the Bitwarden Password Manager.

= Bitwarden PM: Organization Events- This category will allow usersto search the organization
management activities performed in the Bitwarden Password Manager.

= Bitwarden PM: Provider Userand Organization Events- This category will allow usersto search the
eventsrelatedtothe provideruserand provider organization management performed in the
Bitwarden Password Manager. Providers are administration entities in Bitwarden thatallow the
Managed Service Providers (MSPs) and Resellers to create and fully manage the multiple client
organizations on behalf of the individual business customers.

= Bitwarden PM: UserEvents- This category will allow searching activities performed by the usersto
manage their Bitwarden Password Manageraccount.

4.2 Alerts
= Bitwarden PM: Login Failed - This alert will be triggered when the userlogin failure is detectedin
the Bitwarden Password Manager.
= Bitwarden PM: MFA Disabled - This alert will be triggered when the userdisablesthe Two-Step
Login in the Bitwarden Password Manager.
= Bitwarden PM: Policy Updated- This alert will be triggered when the organization policy is updated
in the Bitwarden Password Manager.

4.3 Reports
= Bitwarden PM - UserLogin Failure Report: This report provides a detailed summary of the user
login failure events detected. It contains a user IP address, username, user email, device type, and
more.

UserlD Email Event Name IP Address User Type Device Type
4c1681bf-2b47-4901-a598- Jim jim45@contoso.edu User_FailedLogIn 10.103.75.190 User i0S
ad8d014690a9

81d0de2b-35¢9-45dd-a93c- Mark Robie MarkRobie@contoso.edu User_FailedLogIn 110.25.148 38 Owner Chrome
ad94011a2f72

81d0de2b-35¢9-45dd-a93c- Mark Robie MarkRobie@contoso.edu User_FailedLogIn 110.25.151.2 Owner Chrome
ad94011a2f72

© Copyright Netsurion. All Rights Reserved. 7
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= Bitwarden PM - User Login Success Report: This report provides a detailed summary of the user
login success events. It contains a user IP address, username, user email, device type, and more.

User UserlD Email IP Address User Type Device Type

Mark Robie 4c1681bf-2b47-4901-a598-  jimd5@contoso.edu 10.113.75.190 User Chrome Extension
ad8d014690a9

Mark Robie 4c1681bf-2b47-4901-a598-  MarkRobie@Contoso.edu 10.113.75.190 User 108
adB8d014690a9

Jim 08b3530d-e4e2-49c4-be3c-  jim45@contoso.edu 110.25.150.25 Owner Chrome
ad920131bfa2

= Bitwarden PM - Cipher Events Report: This report provides a detailed summary of the Cipher
events. It contains a Cipher|D, the userwhotriggered the event, user email, device type, event
name, and more.

UseriD Email Event Name IP Address Item ID User Device Type
4c1681bf-2047-4901-a598-  jim454@contoso.edu Cipher_ClientViewed 114.25.151.13 Td4811c4-9492-4738-83ee-  Jim Chrome Extension
ad8d014690a% ad8d01483329

4c1681bf-2047-4901-a598-  jim454@contoso.edu Cipher_ClientAutofiled 114.25.151.13 Td4811c4-9492-4738-83ee-  Jim Chrome Extension User
ad8d014690a9 ad8d01483329
4c1681bf-2047-4901-a398-  jim454@contoso.edu Cipher_ClienfToggledPasswor 114.25.151.13 064f7163-c39b-459b-%edb-  Jim Chrome Extension User
ad8d014690a9 dVisible adba011095¢3

= Bitwarden PM - Group and Collection Management Report: This report provides a detailed summary
of the group and collection managementevents. It contains an event name, group ID/collection ID, a
userwhotriggered the event,and more.

UserlD Collection ID Email Event Name IP Address

08b3530d-e4e2-49c4-bedc- c98dd2ca-6643-41fc-8a34-  jim45@contoso.edu Collection_Deleted 114.25.150.25

ad920131bfa2 ad92013247a5

08b3530d-e4e2-49c4-bedc-  dcddcade-e05d-4038-a850-  jimd5@contoso.edu Collection_Created 114.25.150.25 Jim Chrome Qwner
ad920131bfa2 ad9400cafd83

08b3530d-e4e2-49c4-be3c- jim45@contoso.edu Group_Created 114.25.150.25 Jim Chrome Owner

ad920131bfa2

= Bitwarden PM - User Events Report: This report provides a detailed summary of events performed
by usersto manage theiraccounts. It contains an eventtype, username, user email, device type, and
more.

© Copyright Netsurion. All Rights Reserved. 8
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UserlD Email Event Name IP Address User Device Type User Type
08b3530d-e4e2-49c4-be3c-  jimd5@contoso.edu User_ChangedPassword 10.25.150.25 Jim Chrome Owner
ad920131bfa2

08b3530d-e4e2-49c4-be3c-  jim45@contoso.edu User_Updated/Enabled2fa 75.10.202.158 Jim Chrome Owner
ad920131bfa2

08b3530d-e4e2-49c4-be3c-  jimd5@contoso.edu User_ChangedPassword 10.25.150.25 Jim Chrome Owner
ad920131bfa2

= Bitwarden PM - Organization Events Report: This report provides a detailed summary of the
organization’s managementevents. It contains an event type, username, user email, device type,

and more.

UserlD Email Event Name IP Address User User Type
08b3530d-e4e2-49c4-be3c-  jim45@contoso.edu OrganizationUser_Updated Jim Owner
ad920131bfa2

08b3530d-e4e2-49c4-be3c-  jim45@contoso.edu Organization_Updated 10.25.148.38 Jim Owner
ad920131bfa2

08b3530d-e4e2-49c4-be3c-  jim45@contoso.edu OrganizationUser_Removed Jim Owner
ad920131bfa2

= Bitwarden PM - Provider Userand Organization Events Report: This report provides a detailed
summary of the provider users and provider organization’s managementevents. It contains an
eventtype, username, useremail, device type, and more.

4.4 Dashboards

= Bitwarden PM: Login Failure Detected by the Username

Bitwarden PM: Login Failure Detected by Username G-
Series: log_action
10
5
0
. e
\\,\*“‘0 ‘\L<o‘3‘ <
((\3

N
o

user_failedlogin
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= Bitwarden PM: Login Failure Detected by the Geo-Location

Bitwarden PM: Login Failure Detected by Geo-Location

= Bitwarden PM: Login Success by the Username

Bitwarden PM: Login Success by Username

Jim mark robie [ charlie jumbo
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= Bitwarden PM: Login Success by Geo-Location

Bitwarden PM: Login Success by Geo-Location

= Bitwarden PM: Cipher Events

Bitwarden PM: Cipher Events

—

cipher_updated

f2ael712.2-4223-3f5d-ﬂ@pﬂeﬁ_‘éﬁ3a&ogg|edhiddenr visible

ciphié? ;mgaa.samszs.am@cf.
4b97a6a3=083d-4157.9fed-adb00140d962

er_cr
cipher_clientviewed

db -abef-451h-a3¢7-a 1383c3f <
aBb6b1cd-8c19-4c11-9dea-adb001

cipher_clienttoggledpasswordvisible

cipher_clientautofilled

© Copyright Netsurion. All Rights Reserved. 11



Netsurion.

=  Bitwarden PM: MFA Disabled Users

Bitwarden PM: MFA Disabled Users

charlie jumbo mark robie

= Bitwarden PM: User Status Information

Bitwarden PM: User Status Info

Series: user_type

awner user

© Copyright Netsurion. All Rights Reserved. 12
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=  Bitwarden PM: Top Device Type

Bitwarden PM: Top Device Type

Series; device_name

200
150
100
50
0 o i » A # — ¢
\QP‘Q \Qp'\ \Qﬂl ] g *\0‘?'& *\Qﬁ'CJ *\Qﬂ'b \Qﬁj
chrome extension chrome windows —m- 03 firefox

= Bitwarden PM: Organization Management Events

Bitwarden PM: Organization Management Events

organizationuser_updated ~ organizationuser_confirmed [ organizationuser_invited

M organization_updated I organizationuser_removed

© Copyright Netsurion. All Rights Reserved. 13
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= Bjtwarden PM: User Account Activities

Bitwarden PM: User Account Activities

Series: src_user_name

3
2
1
0
. - L
< &eﬁ‘ o?d
\)56 - \)se_‘la
jim

= Bitwarden PM: Group and Collection Management Events by the Username

Bitwarden PM: Group and Collection Management Events by Username

Series: log_action

3
6
4
2
0 ¢
,-\\‘-{\
collection_created collection_deleted group_created
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5. Importing Bitwarden Password Manager Knowledge Pack into
EventTracker

1. Launch the EventTracker Control Panel.
2. Double click Export Import Utility.

EventTracker Control Panel

- (O -
EventTacien: 9

i Eo Jh Ez, =

T
EventVault Diagnostics License Export Import| Append
Manager Uttility Archives
IE g I: g =
EventTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi... Manageme... Configuration
@ "
Change Audit About
EventTracker

E-mail: support@Event Tracker.com

3. Click the Import tab.

5.1 Categories
1. Click the Category option, and then click the Browse|:| button.

s Export Import Utility = ':'-
Export | Import

1. Provide the path and file name of the Categories file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Options Location

) Fitters
O Alerts

() Systems and Groups |S|0L||'c:e : |m

) Token Value
() Repors

) Behavior Cormelation

Impaort | | Close

© Copyright Netsurion. All Rights Reserved. 15
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2. Locate the Categories_Bitwarden PM.iscatfile, and then click the Open button.
3. Toimport the categories, click the Import button.

EventTrackerdisplays a success message.

Export Import Utility -

o Selected category details are imported successfully,

4. Click OK, and thenclick the Close button.

5.2 Alerts
1. Click the Alertoption, and thenclick the Browse|:| button.

'y Export Import Utility == -
Export | Import
1. Provide the path and file name of the Alers file. Use the °..." button to browse and locate the import file.
2. Click the Import button.
Options Location
O Category Import E-mail settings
B Set Active
' Filters

\ = - e This setting is applicable only for imports from Legacy {wx)
@ Only if notifications set Alert files. For v7. the active status will be set based on

O By defaut "Active” key available in the corfiguration section.

) Systems and Groups Watchlist Configuration

Import Watchlist configuration

This setting is applicable only for alerts which have Advanced watchlist configured.

B Mote: If this option is enabled the user should make sure the watchlist groups are available
) Repors on the console where the alerts are imported.

) Token Value

() Behavior Comelation

Source :

*jsalt |ﬁ|

Impart | | Close

2. Locate the Alerts_Bitwarden PM.isalt file, and then click the Open button.
3. Toimport the alerts, click the Import button.
EventTrackerdisplays a success message.

Export Import Utility -

o Selected alert configurations are imported successfully.

© Copyright Netsurion. All Rights Reserved. 16
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4. Click the OK button, and then click the Close button.

5.3 Knowledge Objects

1. Click the Knowledge Objects underthe Adminoption onthe EventTracker Manager page.

y | Admin= Toals =

= EventTracker:s

E:— Active Watch Lists [E] collection Master [ Group Management [ systems & / Dashb

A Aerts @ Carrelation (\.‘ IP Lookup Configuration ;é" Users

1 @ Behavior Correlation Rules m Diagnostics {. Knowledge Objects :'[% Weights
ﬂ Behavior Correlation Settings ‘7‘ Event Filters 'ﬁ‘ Manager [ Windows Agent Config
Potential Cyber Breaches Indicators of Cc . 5 :
Unsafe o fons or processes, new TCP entry point USB acthities, MNewsen :_] Casebook Configuration [_] Eventvault {: Parsing Rules
n|: Category [&] FAQConfiguration ‘-?. Repaort Settings

Aftacker — News

# / Admin / Knowledge Objects

obiects @ | T| &

(:.\\ ‘a Adtivate Now

Groups @I 1
EventTracker
3. Click the Browse button.
Import
Close
17

© Copyright Netsurion. All Rights Reserved.
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4. Locate the file named KO_Bitwarden PM.etko.
5. Selectthe check box and then click the * Import option.

Import
Object name Applies to Group name
Bitwarden PM Bitwarden PM Bitwarden PM

6. Knowledge Objects (KO)are nowimported successfully.

5.4 Reports

1. Click the Reports option and select the New (*.etcrx) option.

L3 Export Import Utility = '='-
Export | Import

1. Provide the path and file name of Schedule Report file. Use the "..." button to browse and locate the import file.
2. Click the Import button

Mote : K report(s) contains template, first impart template and proceed with exportimpart utility.
Options Location

) Category

O Fitters

() Systems and Groups
“issch
O Token Value

®) Heports

) Behavior Comelation

Close

2. Locate the file named Reports_ Bitwarden PM.etcrx and select all the check boxes.

© Copyright Netsurion. All Rights Reserved. 18
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'-. Reports Import pet

Note : If report(s) contains template, first import template and proceed with report import process.

Select file || || selectiie

Available reports

Title | | r Show all - Q||
A Thie Sites Groups Systems eques
1] Bitwarden PM - Cipher Events Report | WIN-MCKKRLNGKOI Undefined
[Z EDIT  Bitwarden PM - Group and Collection ... | WIN-MCKKRLNGKOI Undefined
4 | EDIT | Bitwarden PM - Organization Events R | WIN-MCKKRLNBKOI Undefined
[ EDIT  Btwarden PM - Provider User and Org... | WIN-MCKKRLNEKOI Undefined
[ | EDIT | Bitwarden PM - User Events Reports WIN-MCKKRLNGKOI Undefined
[ EDIT | Btwarden PM - User Login Failure Rep__ | WIN-MCKKRLNGKOI Undefined
4 | EDIT | Bitwarden PM - User Login Success R... | WIN-MCKKRLNBKOI Undefined

< >

Note: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report(s) from [——]aM ~ atintervalof | _ | minutes | Set [0)

Replace | | to | || Replace Assign systems |

T | ®
Note: Make sure that Ste(s), Group(s) and System(s) selections are valid

3. Click the Import ¥ buttonto importthe report. EventTracker displays a success message.

Selected reports configurations are imported successfully

5.5 Dashboards

NOTE: Below steps given are specific to EventTracker9 and later.

1. Openthe EventTrackerin a browserand log on.

Home

My Dashboard

1

Threats

Indicators of Compromise

Incidents . _
ntry point USE activities, Mew senices or software install B

Behavicr Comrelation

Change Audit

Compliznce

© Copyright Netsurion. All Rights Reserved. 19
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2. Navigate to the My Dashboard option as shown above.

3. Click the Import ¥ button as shown below.

EventTracker: 2 sanine Toose @ eradmin -

My Dashboard & /Dashboard / My Dashboard

DF @1 @0

4. |mportthe dashboard file Dashboards_Bitwarden PM.etwd and select the Select All checkbox.
5. Click the Import as shown below.

Mote: If dashlet configured using persisted repont, first import the report and proce
dashlet

1 with importing

Available widgets

Select All
Bitwarden PM: Login Failu... Bitwarden PM: Login Failu...
Bitwarden PM: Login Succe... Bitwarden PM: Login Succe...
Bitwarden PM: Cipher Even.. & Bitwarden PM: MFA Disable...
Bitwarden PM: User Status... Bitwarden PM: Top Device ...

Bitwarden PM: Management ...

Importis now completed successfully.

Selected dashlets imported successfully.

6. Inthe My Dashboard page select ® to add the dashboard.

© Copyright Netsurion. All Rights Reserved. 20
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My Dashboard f / Dashboard / My Dashboai

[BleenrTo

CheckPoint Trend Micr... Microsoft ...

7. Choose the appropriate name for the Title and Description. Click Save.

Add Dashboard

itle

Bitwarden PM

Description

Bitwarden Password Manager

Save Delete Cancel

8. Inthe My Dashboard page select @ to add dashlets.
9. Selecttheimported dashletsand click Add.

Customize dashlets

Bitwarden Q
Bitwarden PM: Cipher Events Bitwarden PM: Login Failure Det... Bitwarden PM: Login Failure Det... Bitwarden PM: Login Success by...
Brtwarden PM: Login Success by... Bitwarden PM: Management Ev... Bitwarden PM: MFA Disabled Us... Bitwarden PM: Top Device Type

Bitwarden PM: User Status Info

Add Delete Close

© Copyright Netsurion. All Rights Reserved. 21
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6. Verifying Bitwarden Password Manager Knowledge Pack in
EventTracker

6.1 Categories
1. Logonto EventTracker.
2. Click the Admindropdown, and then click Category.

— EventTrackers

Home §—' Active Watch Lists [ Collection Master [ Group Management [ systems & /Dashi
A Alerts ©) carrelation €, 1P Lookup Configuration D users
0 1 O Behavior Carrelation Rules ﬂ Diagnostics ) Knowledge Objects :'['1 Weights
"a Behavior Correlation Settings 2! Event Filters [&] Manager ] Windows Agent Config
l':ﬂf!':ﬁal ?Yb‘i::;iii‘fwmmwwm Lgfii‘f;mﬂiﬁ £7] Casebook Configuration [2] Eventvault () Parsing Rules
@ FAQ Configuration &7 Report Settings
Attacker - News

3. Inthe Category Tree to view the imported category, scroll down and expand the Bitwarden PM
group folder toview the imported category.

Category

Category Tree Search

=i~ All Categories
E] *All error events

é E] *All information events

é E] *All warning events

E] *Security: All security events

J E Bitwarden PM

' E] Bitwarden PM: Cipher Events

E] Bitwarden PM: Group and Cellection Events
E] Bitwarden PM: Organization Events
| E] Bitwarden PM: Provider User and Organizatior

: E] Bitwarden PM: User Events

6.2 Alerts

1. Logonto EventTracker.
2. Click the Admin menu, and thenclick Alerts.

© Copyright Netsurion. All Rights Reserved. 22
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— EventTrackers:

,’ Admin~
n Home §= Active Watch Lists [E Collection Master [ Group Management [ systems
a D Alerts ©) corelation (), IP Lookup Configuration @D users
2 @ Behavior Correlation Rules ﬂ Diagnostics ) Knowledge Objects ."l"v Weights
"a Behavior Correlation Settings <7/ Event Filters [&] manager ] Windows Agent Config
5‘2'9&'1“3' qwf:;eaChiTmm“M‘ L';gmamrsh:iiﬁ 7] casebook Configuration [9] eventvaurt () Parsing Rules
ofs Category ®) FAQ Configuration ) Report Settings
M L o
Attacker - Mews

3. Inthe Search box, type Bitwarden PM, and then click the Go button.
The Alert Management page will display an imported alert.

O Alert Name ~ Threat Active
() @§ Bitwarden PM: Login Failed & (@)
O % Bitwarden PM: MFA disabled ® ‘)
(0 @§ Bitwarden PM: Policy Updated ® [ @)

4, To activate the imported alert, toggle the Active switch.

EventTrackerdisplays a message box.

Successfully saved configuration.

[] Prevent this page from creating additional dialogs

5. Click OK, andthen click the Activate Now button.

NOTE: Please specify the appropriate systemin alert configuration for better performance.

6.3 Knowledge Objects

1. Inthe EventTracker webinterface, click the Admin dropdown, and then select Knowledge Objects.

— EventTracker::
n §= Active Watch Lists [F collection Master [ Group Management [ systems & / Dashb
a A Alerts ©) carrelation &), IP Lookup Configuration &R users
1 () Behavior Correlation Rules  [FT Diagnostics @ Knowledge Objects £+ weights
L -
& Behavior Correlation Settings 21 Event Filters [&] manager [ windows Agent Config
il C.Ybf:n'fa:himpmwp_.“ Indicators of C€ ) caenaok conniguration [2] eventvaur (ZJ Parsing Rules
ofs Category @' FAQ Configuration 1% Report Settings
2 o
Attacker - News

2. In the Knowledge Object tree, expand the Bitwarden PM folder to view the imported Knowledge
Object.

© Copyright Netsurion. All Rights Reserved. 23
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Knowledge Objects

Groups @ & i
=

Bitwarden PM @‘ |£|

3. Click Activate Now to apply imported Knowledge Objects.

6.4 Reports

1. Inthe EventTracker web interface, click the Reports menu, and then select Report Configuration.

— EventTracker::

Report Configuration

Report Dashboard Indicators of Compromise
USE activities, New senvices or software install E

2. Inthe Reports Configuration pane, select the Defined option.
3. Click the Bitwarden PM group folderto view the imported reports.

Reports configuration: Bitwarden PM

@ m &
] Title

(] Z'_b_ij Bitwarden PM - User Login Failure Report

(] j'_»_j Bitwarden PM - User Login Success Report

[ Z::b::j Bitwarden PM - Group and Collection Management Report
(] > Bitwarden PM - Cipher Events Report

(] Z_.b.:j Bitwarden PM - User Events Reports

(] Z::b::j Bitwarden PM - Organization Events Report

(] ﬁ_.b.: Bitwarden PM - Provider User and Organization Events Report

© Copyright Netsurion. All Rights Reserved. 24



Netsurion.

6.5 Dashboards

1. IntheEventTrackerweb interface, click the Home Button and select My Dashboard.

Home

Drashboard

My Dashboard

"l
P Threats

2. Inthe My Dashboard page select @ to add dashlets.
3. SearchBitwarden, you can see the imported dashlets.

Customize dashlets

Bitwarden ‘ Q

Bitwarden PM: Cipher Events Bitwarden PM: Login Failure Det... Bitwarden PM: Login Failure Det... Bitwarden PM: Login Success by...

Bitwarden PM: Login Success by... Brtwarden PM: Management Ev... Bitwarden PM: MFA Disabled Us... Bitwarden PM: Top Device Type

Bitwarden PM: User Status Info

Add Delete Close
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About Netsurion

Flexibility and security within the IT environmentare two of the mostimportant factors driving business
today. Netsurion’s cybersecurity platforms enable companies to deliver on both. Netsurion’s approach of
combining purpose-built technology and an ISO-certified security operations center gives customers the
ultimate flexibility to adapt and grow, all while maintaining a secure environment.

Netsurion’s EventTracker cyberthreat protection platform provides SIEM, endpoint protection, vulnerability
scanning, intrusion detection and more; all delivered as a managed or co-managed service.

Netsurion’s BranchSDO delivers purpose-built technology with optional levels of managed services to multi-
location businesses that optimize network security, agility, resilience, and compliance for branch locations.
Whetheryou need technology with a guiding hand or a complete outsourcing solution, Netsurion has the
modelto help drive yourbusiness forward. To learn more visit netsurion.com orfollow us

on Twitteror LinkedIn. Netsurionis#23 among MSSP Alert’s 2021 Top 250 VISSPs.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSP’s SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support
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