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Abstract

This guide provides instructionsto retrieve the Microsoft Defender events viathe Azure Event Hub and then
configure the Azure function app to forward the logs to EventTracker. After EventTracker receives the logs
fromthe EventHub, the reports, dashboard, alerts, and saved searches can be configured.

Scope

The configuration details in this guide are consistent with EventTracker version 9.3 and later and Microsoft
DefenderforEndpoint.

Audience

The Administrators who are assigned the task to monitor the Microsoft Defender events using
EventTracker.
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Overview

Microsoft 365 Defenderis a unified pre-and post-breach enterprise defense suite that natively
coordinates detection, prevention,investigation, and response across endpoints, identities, email, and
applications to provide integrated protection against sophisticated attacks.

EventTracker helpsto monitor events fromthe Microsoft Defenderfor Endpoint. Its dashboard and
reports will helpyou track, alert information, and alert evidence whichin turn help to detectfile-less
attacks, backdoor drops, and virus/malware.

Prerequisites

An Azure Subscriptionand a userwhoiis a global administrator.

Azure Resource group.

EventTracker Manager public IP address.

Download Azure integration package from ETS Microsoft Defender Forwarder.zip

Configuring Event hub to Forward Logs to EventTracker

Microsoft Defender can be integrated with EventTracker by streamingthe logs to the Azure Event Hub,
and from Azure Event Hub to EventTracker.

3.1 Creatingan Event Hubs namespace and an Event Hub
The Event Hubs namespace contains one or more Event Hubs. The configured Azure services create Event
Hub in these namespaces to store activities and diagnostics logs.

1. Loginto portal.azure.com
2. Navigate to All services > Event Hubs > Add.

« Dashboard > Event Hubs
+ Create a resource Event Hubs -
% Home Default Dirsctory
[E pashboard

_ see a subscription? Open Directory + Subscription settir
*= All services
ter by name... Al rescurce groups ~ | | Alllocations ~ | | Altags ~ | | Neogrouping -
FAVORITES
(@) Resource groups
NAME TYPE RESOURCE GROUF LOCATION SUBSCRIFTION
All resources
D Rrecent
w8 Virtual machines
Subscriptions
= Monitor
= Help + support
% Advisor
=) Cost Management + Billing

Try changin: e looking for
Create event hubs namespace

Q DevTest Labs

o3 Lab Accounts

= Event Hubs
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3. Createanamespace. Provide aNamespace Name, e.g. MyEventTrackerHub, Resource group, and any
othersettings -> Review + Create.
Recommendation: Create and choose Resource group Name with “EventTracker”. It would give a
better picture of the billing for the services.

Home Event Hubs Create Namespace

"z.." Create Namespace

&= Event Hubs

Basics Features Tags Review + create

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * Azure subscription 1 v

Resource group * ETSIEM v

Create new
INSTANCE DETAILS

Enter required settings for this namespace, including a price tier and configuring the number of throughput units.

Namespace name * MyEventTrackerHub N

.servicebus.windows.net

Location * (US) West US 2 N
Pricing tier (View full pricing details) * | Basic (1 Consumer group, 100 Brokered connections) v I
Throughput Units * O 1|

4. Onthe Event Hubs namespace page, Click Properties under Settings on the left panel and copy the
Resource ID value, Which will be usedin furthersteps (4.1step 3)
o= Stream-defenderevents | Properties

0 Event Hubs Namespace
|)3 Search (Ctrl+/) | &«
Name
) a
Settings ‘ Stream-defenderevents T3] |

Shared access policies
Resource type

4 Scale -
‘ Microsoft.EventHub/namespaces (] |

@ Geo-Recovery

. Lacation
- Encryption

‘ Central India (in] |

E] Locks Location 1D

‘ centralindia S |
Entities
&4 Event Hubs Resource ID

I /subscriptions/5ab4a53e-dff3-40ac-b1cc-e6ab7f26e177/resourceGroups/az_con_gp_01/providers/Microsoft.EventHub/namespa... IDI

Monitoring

5. Onthe EventHubs namespace page, select Event Hubs on the left menu. At the top of the window,
click + Event Hub.

© Copyright Netsurion. All Rights Reserved. 5
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" myehubns - Event Hubs X
[ N -

- O Refresh

Z overview

al Access control (1AM) NAME STATUS MESSAGE RETENTION PARTITION COUNT
# 7ags no Event Hubs yet.
¥ Diagnose and solve problems

Events
Settings

Shared access policies

Geo-Recovery

Firewalls and virtual networks
= Pproperties
& Locks

2 Automation script

Entities

. Event Hubs

Monitoring
Alerts
il Metrics

Diagnostic settings

6. Type a name for your Event Hub and provide the EventHub name, partition count based on your
environment, Copy the Event Hub name which willbe used in further steps (4.1Step 3), and then click
Create.

All services > Event Hubs > MyEventTrackerHub | Event Hubs > Create Event Hub
Create Event Hub

Event Hubs

Name * ©

[ Eventtrackertiub] ~]

Partition Count @O

O 2 |

3.2 Configuring Azure Function app to forward data to EventTracker
Azure Functionsis a solution for easily running small pieces of code, or functions, in the cloud. For more
details on the function app overview and cost, referto the link.

1. Navigate to All Services > Function App and click the + Add button.

© Copyright Netsurion. All Rights Reserved. 6
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All services > Function App

Function App

secintelkp

-+ Add S Manageview v () Refresh ‘ Assign tags

Subscription == all Resource group == all @

Showing 0 to 0 of 0 records.

Name T

2. Inthe configure function app window,
e In ProjectDetails, select the desired subscription and Resource Group.

¢ InInstance Details:
o  Provide a function app name, like FunctionEventTracker.

o SelectCode in Publish option.
o In Runtime stack, select PowerShell Core.
(@)

Select the appropriate region.

Recommendation: Create and choose Resource group Name with “EventTracker”. It would give a better

picture of the billing forthe services.

© Copyright Netsurion. All Rights Reserved.
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Create Function App

Create a function app, which lets you group functions as a logical unit for easier management, deployment and sharing
of resources. Functions lets you execute your code in a serverless environment without having to first create a VM or
publish a web application.

Project Details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources.

Subscription * © | PAYG-ET-AZURE-KP-DEV ~ |

Resource Group * () ‘ az_con_gp_01 v ‘

Create new

Instance Details

Function App name * FunctionEventTracker v

.azurewebsites.net

Publish * |§| Code O Docker Container

Runtime stack * | PowerShell Core s |
Version * | 7.0 A |
Region * | Central US N |

3. Click Next: Hosting.
e UnderStorage Section, select your storage account.
e Underthe Operatingsystem, select Windows.
e UnderPlan, choose a plan of your choice.

© Copyright Netsurion. All Rights Reserved. 8
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All services Function App > Function App

Function App

Basics Hosting Monitoring Tags Review + create

Storage

When creating a function app, you must create or link to a general-purpose Azure Storage account that supports Blobs,
Queue, and Table storage.

Storage account * (New) storageaccountetsie9304 ~

Create new

Operating system

Windows is the only supported Operating System for your selection of runtime stack.

Operating System * ( _‘

Plan

The plan you choose dictates how your app scales, what features are enabled, and how it is priced. Learn more [2

Plan type * O Consumption (Serverless) ~

| < Previous ‘ ‘ Next : Monitoring >

4. Click Review + Create.

5. Afterthe Function app is created, navigate to All services > Function App > FunctionEventTrackerto
do further configuration and click on Advanced tools under Development Tools.

(A FunctionEventTracker | Functions
Function App

‘)3 Search (Ctrl+/) ‘ « -+ create () Refresh
Development Tools -
Console ‘ 2 Filter by name...
[N Advanced Tools
<> App Service Editor (Preview) \:I Name T
i! Extensions D EventHubTriggerT

6. Click Goand provide Azure credentials.

© Copyright Netsurion. All Rights Reserved. 9
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IS FunctionEventTracker | Advanced Tools
Function App

|)3 Search (Ctrl+/) | «

Development Tools - l \ Advanced Tools

Console
Advanced Tools provides a collection of de

N Advanced Tools =
I Lo —

> App Service Editor (Preview)

i] Extensions

7. A newbrowserwindow opens. Select PowerShell from Debug console menu.

CMD

| + 4items

8. Click on + and click on New folder provide a folder name such as
ETS_Microsoft_Defender_FunctionApp.

S5items A& @ A

New folder

. New file .
£y - @ ASPNET

9. Click on folderwhich was created on last step

[+ ©6Gitems # @G A

Name
=0 I".'r ETS_Microsoft_Defender_FunctionApp I
La W ASP.NET

10. Copythe Base path as shown below, which will be usedin the future step (step 21)

(Example path: - C:\home\ETS_Microsoft_Defender_FunctionApp)

© Copyright Netsurion. All Rights Reserved. 10
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...  ETS_Microsoft_Defender_FunctionApp +

Name

Kudu Remote Execution Console
Type ‘exit’ then hit ‘enter’ to get a new powershell process.
Type ‘cls’ to clear the console

PSs C:\home>
cd "C:\home\ETS Microsoft Defender FunctionApp"
PS C:\home\ETS Microsoft Defender FunctionApp>

11. Drag and drop the Support folder (as received in the integration package) to create a folder. A new
Support folderis added.

... I ETS_Microsoft_Defender_FunctionApp +

Mame
.Ll:l AW Support

12. Navigate to the Support/ folderand click on the Edit button for the Details.xml file.

.../ Support + 4items # @ &

Name
70 I Data Encryption.dl
i[e B Details.xm
70 B Etsins.dll
70 I EvtTrkList.dll

13. Here,
e Inline number9, mgr_name, provide the EventTracker Managerhostname.
e Inline no. 10, mgr_port, enterthe EventTracker Manager port number, e.g., 14505.
e Inline number 11, mgr_ip, provide the EventTracker Manager public IP address.
e Inlinenumber13, org_name, provide your organization nameand org_name can only contain
A-Z,a-z,0-9, and Underscore(_).

© Copyright Netsurion. All Rights Reserved. 11
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<0Objs version="1.1.0.1"
xmlns="http://schemas microsoft.com/powershell /2004/04">
<Cbj RefId="0">
<TN RefId="0">

(LT STy
{THTHT

<T>System.Management.Automation.PSCustomObject</T>
€ <T>»System.Object</T>
. </TN>
8 H <MS>
<S N="mgr_name">ET.CONTOSO.LOCAL</S> <!-- Replace with EventTracker manager name. e.g., ET.CONTOSO.LOCAL -->
1 <§ N="mgr_port">14505</S> <!-- Replace with EventTracker manager port. e.g., 14505 -->
11 <§ N="mgr_IP">198.17.23.198</5> <!-- Replace with EventTracker manager public IP address. e.g., 198.17.23.1%8 -->
12 <§ N="sys_ip">»>127.0.0.1</s>
13 <S N="org_name">EventTracker</5> <!-- Replace with Organization Name. e.g., EventTracker -->
14 - </MS>
NI | </0bi>
17 L</objs>

14. Click Save.
15. Come back to the Function APP tab (navigate to All services > Function App > FunctionEventTracker)
to do further configuration and click Functions under Functions.

Functions

I i+l Functions I

App keys

App files

16. Click Create.

(A FunctionEventTracker | Functions
Function App

‘)3 Search (Ctrl+/) | « + Create Q) Refresh

4> Qverview

|)3 h\ter by name...

@ Activity log
gp, Access control (IAM)
Name T
< Tags
No results.

£ Diagnose and salve problems
@ Ssecurity

Events (preview)

Functions
] Functions
App keys

App files

17. Selectthe Developin portal option and click the Azure Event Hub trigger.

© Copyright Netsurion. All Rights Reserved. 12
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Create function X

Select development environment
Instructions will vary based on your development environment. Learn more

Development environ... I © Develop in portal v ‘I

Select a template

Use a template to create a function. Triggers describe the type of events that invoke your functions. Learn more

‘ Y Filter |
Azure Service Bus Queue trigger A function that will be run whenever a e -~
Azure Service Bus Topic trigger A function that will be run w

Azure Blob Storage trigger A function that will be run whe

A function that will be run whenever an event hub receives a new event

Azure os DB trigge A function that will be run w uments change in a document collection
oT Hub (Event Hub) A function that will be run whenever an loT Hub receives a new event from loT Hub (Event Hub)
SendGrid A function that sends a confirmation e-mail when a new item is added to a particular queue

Azure Event Grid trigger

Durable Functions HTTP starter chestrator functior

Frwrusicaar A

»
18. In the Event Hub connection, click New.
Create function X
Azure Service Bus Topic trigger A function that will be run whenever a i the specified Service Bus topic
Azure Blob Storage trigger A function that will be run whenever a blob is added to a specified container
Azure Event Hub trigger A function that will be run whenever an event hub receives a new event
Azure Cosmos DB trigger A function that will be run whenever documents change in a document collection
0T Hub (Event Hub) A function that will be run whenever an loT Hub rec new event from loT Hub (Event Hub)
SendGrid A function that sends a confirmation e-mail when a new item is added to a particular queue
Azure Event Grid trigger A function that will be run whenever an event grid receives a new event
rable Functions HTTP starter A function that will trigger wher rit receives an HTTP request to execute an orchestrator functior _
P ;
Template details
We need more information to create the Azure Event Hub trigger function. Learn more
New Function* | EventHubTrigger1 |
Event Hub connection *@ | No existing connections available e |

Event Hub name *® | samples-workitems |

Event Hub consumer group® | $Default |

© Copyright Netsurion. All Rights Reserved. 13
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19. Let Azure populate the available Event Hub namespace and Event Hub. Select the desired ones and

click Ok.

20. Click Create.

Create function

Mew Event Hub connection
(@) Event Hub :__:l loT Hub I_; Custom App Setting

Event Hub connection*

Microsoft Defender

Event Hub connection*

Microsoft Defender

Event Hub connection *

RootManageSharedAccessKey (nam

X

Azure Service Bus Topic trigger A function that will be run whenever a message is added to the specified Service Bus topic

Azure Blob Storage trigger A function that will be run whenever a blob is added to a specified container

Azure Event Hub trigger A function that will be run whenever an event hub receives a new event

Azure Cosmos DB trigger A function that will be run whenever documents change in a document collection

oT Hub (Event Hub) A function that will be run whenever an loT Hub receives a new event from loT Hub (Event Hub)

SendGrid A function that sends a confirmation e-mail when a new item is added to a particular queue

Azure Event Grid trigger A function that will be run whenever an event grid receives a new event

Durable Functions HTTP starter A function that will trigger whenever it receives an HTTP request to execute an orchestrator functior _

i

»

Template details
We need more information to create the Azure Event Hub trigger function. Learn more
New Function* ‘ EventHubTrigger1 |
Event Hub connection*® ‘ hubaks_RootManageSharedAccessK... ~ |

Event Hub name*©

Event Hub consumer group®

=

New

‘ samples-workitems |

‘ $Default |

Cancel

21. Click Code+Testand copy the contents of ETS_Microsoft_Defender_forwarder.ps1 (as received in the
integration package) and paste it into the given run.ps1 window in the Azure function app portal and
replace the path which was copied on step 10 (Example path: - C:\home\ETS_Azure_FunctionApp)

and click Save.

© Copyright Netsurion. All Rights Reserved.
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== EventHubTrigger1 | Code + Test

<P
Function

[0 search (ctrl+/) | « & Save | X Discard () Refresh 0 Test/Run T Upload

A} Overview

testing1603 \ EventHubTrigger! \ | run.pst ~
Developer .
1 <4 -=========>ETS Microsoft Defender Forwarder <=========
Code + Test 2
3 File Name 1 ETS_Microsoft_Defender_Forwarder.psil
Integration 4 Version 1.0
B Monit 5 Created 128-03-2022
vionitor 6 Author :-Harish C M, Netsurion Technologies PVT. LTD. (&€wEventTrackera€d)
Function Keys 7 Purpose 1 This script will help to forward Microsoft Defender for Endpoint logs from Event hub to EventTracker.
8
9 #>
10 param($eventHubMessages, $TriggerMetadata)
11 $path = ”C:\home\ETiJ-ucr‘osoftiDeFenderiFor‘war‘der' #Replace *path folder with the Base path where:you have uploaded Support folder
12 #checks 1T the Base path 1s exlst
13 if(Test-path $path)

3.3 Cost Management
e Thebelow-mentioned services are charged by Microsoft based on usage.
o Function App
Click here Function-App-price-tier to know more on pricing details.
o EventHub
Click here Event-Hub-price-tier to know more on pricing details.

3.4 Verifying Function App
e Oncethe Function Appis deployed, follow the below-mentioned steps to verify the deployment.
1. Login to https://portal.azure.com/
2. Searchfor Function App service.
3. Click on created Function App.

4. On successfuldeploymentthe screen would look as shown below.

|/D }Search (Ctrl+/) | « f srowse () Refresh [] Stop ' Restart L Get publish profile “) Reset publish profile L Download app content

Qverview o Click here to access Application Insights for monitoring and profiling for your app. —

E Activity log

N Essentials JSON View
A Access control (IAM)
Resource group (move) URL
¢ Tags az con gp 01 https://xyz321.azurewebsites.net
&2 Diagnose and solve problems Status Operating System
Running Windows
@ security Location App Service Plan
Central Indi; ASP-azcongp01-9¢11 (Y1: O
Events (preview) entralindia azcongps . )
Subscription (move) Properties
Functions PAYG-ET-AZURE-KP-DEV See More
. Subscription ID Runtime version
¥4 Functions 5abda53e-dffe-40ac-blcc-e6a671262177 3420
App keys Tags (edit)
cli ere to add tag
App files Click h 0 add tags

e Sometimesdue tothe mismatch of the extension package one could see below-mentioned error.
Below are the steps provided to remediate the issue.

" Browse () Refresh [> Start 4 Get publish profile “) Reset publish profile 4 Download app content [i] Delete & Senc

Q Microsoft.Azure.WebJobs.Script: One or more loaded extensions do not meet the minimum requirements. For more information see https://aka.ms/func-min-extension-versions.
ExtensionStartupType EventHubsWeblJobsStartup from assembly ‘Microsoft.Azure.WebJobs.EventHubs, Version=4.1.1.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35' does
version of 4.3.0.0. Update your NuGet package reference for Microsoft. Azure. WebJobs.Extensions.EventHubs to 4.3.0 or later.

o Tocheck the extension bundle.

© Copyright Netsurion. All Rights Reserved. 15
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1. Click on Appfiles underthe Function section in the left pane of the function App home
page

2. Choose host.jsonfrom the dropdown

Modify the version details in the JSON file to "version":"[2.¥*, 3.0.0)"

4. Click Save.

w

Functions -

testvd00 \I host.json ]

Deployment

@ Deployment Center 10}

o To check the Function App run time version.

1. Click on Configuration under Settings in the left pane of the function App home page.
2. Click on Function runtime settings.
3. Choose Runtime versionto ~3 from the dropdown.
4. Click Save.
Function App
|)3 Search (Ctrl+/) « () Refresh 7 Leave Feedback
Settings B N ) . . . .
Application settings Function runtime settings General settings
ill Configuration
ax Authentication Runtime version
@ Application Insights ~1 > |
Identi -
entity
~3
0 |

Custom domains @ When the daily usage quota is exceeded, the function app is stopped unt

B TI5/551 settinas

o Click on the Overviewin the left pane to go to the Function App home page.

Now the home page should not be showing the earlier error message as shown below.

© Copyright Netsurion. All Rights Reserved. 16
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@ Ciick here 1o access Application Insights for monitoring and profiling for your app. —

# Essentials

Oac-blcc-e6a67f26e17 3420

4. Configuring Microsoft Defender to Forward Logs to Event hub

Microsoft Defenderfor Endpoint can be integrated with EventTracker by streamingthe logs to the
Azure Event Hub, and from Azure Event Hub to EventTracker.

4.1 Configuring Microsoft Defender to stream events to Event Hub

Login to security.microsoft.com using the admin account and create an event hub namespace, if not
created.

1. Click on Settings on the left paneland click Microsoft 365 Defender.

P Search

i Microsoft 365 Defender

B3 Eval & ~
3 Configuration management Settings
= Email & collaboration ~
B Investigations Name
B Explorer -
A B §82  Security center
El Review
E Microsoft 365 Defender
@ Campaigns
L Endpoints
k  Threat tracker
& Email & collaboration
& Attack simulation training
£, Device discovery
= Policies & rules
b2 Reports
P Health

€Y Permissions & roles

2. Click StreamingAPI and Click on +Add.

Settings » Microsoft 365 Defender

Streaming API

Configure direct export of events from Microsoft 365 Defender to Azure
Account Available Capacity 4/5

Email notifications

+ Add

Preview features

Name Event Hub Resource Group

Streaming API

3. Configure Stream API.

© Copyright Netsurion. All Rights Reserved. 17
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e Fill Name like EventTracker.

e Checkthe box Forward eventto Azure Storage.

e Paste Event-Hub Resource ID (Copiedon 3.1step4).
e Paste Event-Hub name (Copied on 3.1 step6).

e Checkthe box Alerts under Events Types.

e C(Click Submit.

Add new Streaming API settings

Configure new Streaming API settings, in order to forward Microsoft 365 Defender events
to Azure storage and / or event hub. Read about how to fill this form

Name *

‘ EventTracker

|:| Forward events to Azure Storage

Forward events to Event Hub

Event-Hub Resource ID *

/subscriptions/5ab4a53e-dff3-40ac-b1cc-e6a67f26e177/resourceGroups/az_con_g...

Event-Hub name (O

MicrosoftDefender

Events Types (2/20)

v Alerts Q
~ |:\ Devices

ve [ TFmail =l

4. Aftersuccessful configuration the following screen display.
Settings > Microsoft 365 Defender
Streaming API

Configure direct export of events from Microsoft 365 Defender to Azure
Account Available Capacity 3/5

Email notifications

Preview features + Add
Streaming API Name Event Hub Resource Group
EventTracker az_con_gp_01

© Copyright Netsurion. All Rights Reserved. 18
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5. EventTracker Knowledge Packs

After the logs are received by the EventTracker Manager, then the Knowledge Packs can be configured into
EventTracker.

The following Knowledge Packs (KPs) are available in EventTrackerto support the Microsoft Defender.

5.1 Alerts

= Microsoft Defenderfor Endpoint: Critical threat detected: This alert indicates a critical threat s
detectedin Microsoft Defenderfor Endpoint.

5.2 Categories

= Microsoft Defenderfor Endpoint— Alerts: This category of the saved search will allow usersto
parse events specificto the alert info onthe Microsoft Defenderfor Endpoint.

5.3 Reports

=  Microsoft Defenderfor Endpoint - Alerts detail: This report provides a detailed summary of
defenderalerts in Microsoft Defender for Endpoint. It contains a source IP address, remote IP
address, alert ID, detection source, attack technique, severity, device name, remote URL, threat
family, and more.

Attack Detection Alert  Evidence Account Account Account Device Machine
Computer AlertID  Techniques Severity Alert Title Operation Source  Category Role SHA256 TenantID Domain Name  SID Name File Name Folder Path Source P Group
03-25-2022 04.48:54 AM MSDEFEND da6378361 Publish Advanced Impacted dab37836 UacO5foc- "EAMAZ- “Administr “S-1-6-21- Oac05fsc-  “powershell. "C-\Window 10.12.66.101 MTB-LIFE
POINT 659087978 Hunting- 16590879 42384951- NPSMUR ator’, 17456755 42384951 exe", s\\System32
4 - AlertEvide 7814~ 8%a3- K", 93- 89a8-
259418956 nce 26941856 2b5e51830 13871087 25565188051
4 50 66-
15992110
62-500",
03-25-2022 04.48:54 AM MSDEFEND da6378361 [VPowerShell High  Suspicious Publish  EDR Advanced 0ac05f5c- null,
POINT 659087978 (T1059.001)" Powsrshell Hunting- 42334951
14 - ] commandii Alertinfo 80a3-
259418813 ne 205651880
50
03-25-2022 04.48:54 AM MSDEFEND da6378361 Publish Advanced Related  bcB66cfc OacO5fe- "SES-  “Administr "S-15-21- Oac05fsc-  “cmdexe”, “C:\Windo 10.52123 nul,
POINT 659087978 Hunting- dda37e24 42384951- NPSMUR ator’, 17456755 42384951 wsliSystem
14_- AlertEvide dc2634dc 89a8- K" 93- 89a6- 37",
253418813 nce 282c7ale 2b5e51880 13871087 2555188051
6f65209d 50 66-
a17afa1 15994551
05451741 62.500",
4c0e7ch2
7
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5.4 Dashboards

=  Microsoft Defenderfor Endpoint - Threat detected by filename

Microsoft Defender for Endpoint - Threat detected by filename

null cmd.exe powershell.exe

Mar 21 10:15 PM - Mar 28 10:15 PM

=  Microsoft Defenderfor Endpoint - Threat detected by computer

Microsoft Defender for Endpoint - Threat detected by computer

null ec2Zamaz-npsmurk prismusa

Mar 21 10:17 PM - Mar 28 10:17 PM

© Copyright Netsurion. All Rights Reserved. 20



Netsurion.

=  Microsoft Defenderfor Endpoint - Threat detected by signature

Microsoft Defender for Endpoint - Threat detected by signature

null bc86bcfeddasTe24dc2634dc282c7a0e655209da17a8fa105b07414c0e7c527

de96a6eb9944335375dc1ac238336066880d9ffc7d73628efdfe 1b1b160ab32c
Mar 21 10:18 PM - Mar 28 10:18 PM

=  Microsoft Defenderfor Endpoint - Threat detected by techniques

Microsoft Defender for Endpoint - Threat detected by techniques

@

suspicious process discover
suspicious powershell command line

Mar 21 10:34 PM - Mar 28 10:34 PM
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6. Importing Microsoft Defender Knowledge Packs into
EventTracker

NOTE: Import the Knowledge Pack items in the following sequence:

= Categories

= Alerts

= Knowledge Objects
= Reports

= Dashboards

1. Launch the EventTracker Control Panel.
Double click the Export-Import Utility.

EventTracker Control Panel

- O -
EventTracker 9

o N W

EventVault Diagnostics License Export Import] Append
Manager Utility i

B 0§ EBY 33 .4

EventTracker Traffic Analyzer Agent

o TrapTracker
Agent Confi... Manageme...  Configuration
@ .
Change Audit About
EventTracker

E-mail: support @Event Tracker.com

3. Click the Import tab.

6.1 Categories
1. Click the Category option, and then click the Browse ] button.

e Export Import Utility = I='-
Export | Import

1. Provide the path and file name of the Categories file. Use the . button to browse and locate the import file
2. Click the Import button.

Options Location

O Fiters
O Aerts

() Systems and Groups Source :

) Token Value
) Reports

O Behavior Comelation

Import | | Close
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2. Locate the Categories_ Microsoft Defenderfor Endpoint.iscat file, and then click the Open button.
3. Toimport the categories, click the Import button.

EventTrackerdisplays a success message.

Export Import Utility -

o Selected category details are imported successfully.

4. Click OK, and thenclick the Close button.

6.2 Alerts
1. Click the Alerts option, and thenclick the Browse|:| button.

Iy Export Import Utility = ':'-
Bxport | Import

1. Provide the path and file name of the Mlerts file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

Options Location

O Category Import E-mail settings

~ Set Active ) o i ) =
0= © O romaons s T2 g ket o s o Loy
® Alerts () By default "Active" key available in the configuration section.

() Systems and Groups Watchlist Corfiguration

. Import Watchlist configuration

¥ Tl Thiz setting ig applicable only for alerts which have Advanced watchlist configured.

~ Nate: I this option is enabled the user should make sure the watchlist groups are available
() Reports on the console where the alerts are imported.

() Behavior Comelation

Source

* isalt |ﬁ|

Impaort | | Close |

2. Locate the Alerts_ Microsoft Defenderfor Endpoint.isaltfile, and then click the Open button.
3. Toimport the alerts, click the Import button.
EventTrackerdisplays a success message.
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Export Impaort Utility -

o Selected alert configurations are imported successfully.

4, Click OK, and thenclick Close.

6.3 Knowledge Objects (KO)

1. Click Knowledge Objects underthe Admin option on the EventTracker Manager page.

= EventTracker:s A [ Admn-
Home E'— Active Watch Lists [ Collection Master [ Group Management ] Systems & / Dashb
A Alerts @ Correlation Q IP Lookup Configuration ;%1 Users
1 @ Behavior Correlation Rules !‘! Diagnostics .'I'- Weights

".ﬂ Behavior Correlation Settings F] Event Filters 'E‘ Manager ] windows Agent Config

mi?mﬂf;ﬂiTOmwmt Lr;‘:;ia:f:'r‘ﬂiﬁ .'"] Casebook Configuration I_"] Eventvault CF Parsing Rules
°|r Category [ FAQ Configuration ;?. Report Settings

Attacker - News

Knowledge Objects # / Admin / Knowledge Objects

_
QQ Adivate Now ovjecs@ |T| £ £

=

Groups CA]

EventTracker

3. Click Browse.
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Import

Upload

Close

4. Locate the file named KO_ Microsoft Defenderfor Endpoint.etko.
5. Selectthe check box and thenclick the ) Import option.

Import
Object name Applies to Group name
Microsoft Defender for Endpoint Microsoft Defender for Endpoint Microsoft Defender

6. The Knowledge Objects (KO) are now imported successfully.

File imported successfully.
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6.4 Reports

1. Click the Reports option and select the New (*.etcrx) option.

iy

Export | Import

1. Provide the path and file name of Schedule Report file. Use the °
2. Click the Import button

Note : If report(s) contains template. first import template and proceed with exportimport wtility.
Options Location

Export Import Utility = [ o [

" button to browse and locate the import file

) Category

O Fitters

) Systems and Groups B
issch
O Token Value

() Behavior Comelation

2. Locate the file named Reports_ Microsoft Defenderfor Endpoint.etcrx and select all the check boxes.

Reports Import

Select file [C\Users £ TAdmin \Deskiop Reports_Wcrosch defender for endoort etom Select fle

Avslable reports

Tale Froquonoy  Show of - Q Q
=] Thle Sites. Groups Systems. Frequency
Microsolt Defender for Endpoirt - Alert Undefined

< >
Set run time for report(s) from ——|am - stitervalof [ _ |minies | S= (D

Replace to Reclace Assgn systems

T @

3. Click the Import * buttonto importthe report. EventTracker displays a success message.

Export Import Utility -

Selected reports configurations are imported successfully
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6.5 Dashboards

NOTE: Below steps given are specificto EventTracker9 and later.

1. OpenEventTrackerin a browserandlog on.

My Dashboard

Threats

Indicators of Compromise
USE activities, New services or software install E

2. Navigate to the My Dashboard option.

3. Click the Import ¥ button as shown below.

EventTrackerz: A amine Toois- @ Etagmin -

My Dashboard # /Dashboard / My Dashboard

@R LTOO

4. Importthe dashboard file Dashboards_ Microsoft Defenderfor Endpoint.etwd and select the Select
All checkbox.
5. Click Import as shown below.

Note: If dashlet configured using persisted report, first import the report and proceed with importing

dashlet

Available widgets

Select All

Microsoft Defender for En... Microsoft Defender for En...

Microsoft Defender for En... Microsoft Defender for En...
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6. Importis now completed successfully.

Selected dashlets imported successfully.

7. Inthe My Dashboard page select ®to add dashboard.

My Dashboard # / Dashboard / My Dashboa

[BleensrTo

CheckPoint Trend Micr... Microsoft ...

8. Choose the appropriate name for the Title and Description. Click Save.

Add Dashboard

Title
Microsoft Defender

Description

Microsoft Defender

Save Delete Cancel

9. On the My Dashboard page select @ to add dashlets.

My Dashboard

Microsoft ...

10. Selectthe imported dashletsand click Add.
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Customize dashlets

Microsoft Defender Q

Microsoft Defender For Endpol... Microsoft Defender For Endpol... Microsoft Defender For Endpoil... Microsoft Defender For Endpai...

Add Delete Close

7. Verifying Microsoft Defender Knowledge Packs in EventTracker

7.1 Categories
1. Logon to EventTracker.
2. Click the Admindropdown, and thenclick Category.

— EventTracker::

n Home §—' Active Watch Lists [ Collection Master [ Group Management [ systems & /Dashi
Q A Alerts @ Correlation Q IP Lookup Configuration ;é’\ Users
1 O Behavior Carrelation Rules ﬂ Diagnostics ) Knowledge Objects :'['1 Weights
"a Behavior Correlation Settings 2! Event Filters [&] Manager ] Windows Agent Config
ll:ﬂ;r:tial C'Ybi::nr(izi‘el:wﬂ?mwpﬁt Lg‘:g}f:‘"ﬂiﬁ 7] casebook Configuration [%] Eventvauit () Parsing Rules
©' FAQ Configuration q._\. Report Settings
Attacker - News

3. In the Category Tree, scroll down and expand the Microsoft Defender group folder to view the
imported category.

Category Tree Search
‘_l B Microsoft Defender

' E] Microsoft Defender For Endpoint - Alerts

7.2 Alerts

1. Logon to EventTracker.
2. Click the Admin menu, and thenclick Alerts.

© Copyright Netsurion. All Rights Reserved. 29



Netsurion.

— EventTrackerz: B agin-
n Home §= Active Watch Lists [E Collection Master [ Group Management [ systems
Q A Alerts ©) corelation € 1P Lookup Configuration D users
2 (E) Benhavior Carrelation Rules 1Y Diagnostics 1 knowledge Objects Jr weignts
‘% Behavior Correlation Settings 2] Event Filters [@] Manager O Windows Agent Config
mi'f‘al C."b‘::fac"im,u“wﬁl L';‘:"‘?‘.‘?'T:Liﬁ 7] casebook Configuration [9] Eventvauit [Z) Parsing Rules
off Category [@) FAQ Configuration &7 Report Settings
Attacker — News

& /Dashy]

3. Inthe Search box, type Microsoft Defender, and then click the Go button.
The Alert Management page will display the imported alert.

@ |£| Activate Now Click "Activate Now" after making all changes

O Alert Name A

B @ﬂ Microsoft Defender For Endpoint: Critical threat detected

4. To activate the imported alert, toggle the Active switch.

EventTrackerdisplays a message box.

Successfully saved configuration.

[]Prevent this page from creating additional dialogs

5. Click OK, and thenclick the Activate Now button.

NOTE: Specify the appropriate system in alert configuration for better performance.

7.3 Knowledge Objects

1. Inthe EventTracker web interface, click the Admin dropdown, and then select Knowledge Objects.

= EventTracker:

= Active Watch Lists [ collection Master [F2 Group Management 1 systems

& / Dashb
a A Alerts ©) Correlation &, IP Lookup Configuration D users
1 (B) Behavior Correlation Rules 1% Diagnostics @ Knowledge Objects r weights
L . -
{3 Benavior Correlation Settings 2 Event Filters [B] manager ) windows Agent Config
P“‘i’:‘“' C,Y"f:n'fa“he_sﬂm_mp_,“ L';E'mi!‘,"s & €€ £ casenook conriguration [9] Eventvaurt ) Parsing Rules
ofs Category @ FAQ Configuration ) Report Settings
z o
Attacker - News
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2. In the Knowledge Object tree, expand the Microsoft Defender group folder to view the imported
Knowledge Objects.

Groups @@ W

C |

Microsoft Defender For End... @k |£|

3. Click Activate Now to apply the imported Knowledge Objects.

7.4 Reports

1. Inthe EventTracker web interface, click the Reports menu, and then select Report Configuration.

— EventTracker::

1

Report Configuration

Report Dashboard Indicators of Compromise
USE activities, New senices or software install =]

Explorer

2. Inthe Reports Configuration pane, select the Defined option.
3. Click the Microsoft Defender group folderto view the imported reports.

Reports configuration: Microsoft Defender

@ il &
] Title
O ;:'»-:; Microsoft Defender for Endpoint - Alerts detail

7.5 Dashboards

1. IntheEventTrackerweb interface, click the Home Button and select My Dashboard.
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2. Click Search @ forthe Microsoft Defender. You will see the following screen.

Customize dashlets

Microsoft Defender Q

Microsoft Defender For Endpoi... Microsoft Defender For Endpoi... Microsoft Defender For Endpoi... Microsoft Defender For Endpoi...

Add Delete Close
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About Netsurion

Flexibility and security within the IT environment are two of the mostimportant factors driving business
today. Netsurion’s managed cybersecurity platforms enable companiesto deliver on both.

Netsurion Managed Threat Protection combines our ISO-certified security operations center (SOC) with our
own award-winning cybersecurity platform to better predict, prevent, detect, and respond to threats against
your business. Netsurion Secure Edge Networking delivers our purpose-built edge networking platform with
flexible managed services to multi-location businesses that need optimized network security, agility,
resilience, and compliance for all branch locations. Whetheryou need technology with a guiding hand or a
complete outsourcing solution, Netsurion has the model to help drive your business forward. To learn more
visit netsurion.com or follow us on Twitter or LinkedIn.

Contact Us
Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSPs SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support

© Copyright Netsurion. All Rights Reserved. 33


https://www.netsurion.com/managed-threat-protection
https://www.netsurion.com/secure-edge-networking
https://www.netsurion.com/
https://twitter.com/netsurion
https://www.linkedin.com/company/netsurion/
https://www.netsurion.com/eventtracker-support

