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Abstract

This guide providesinstructionsto retrieve the SQL Server on Azure events viathe Azure Event Hub and
then configure the Azure function app to forward the logs to EventTracker. After EventTracker receives the
logs from the Event Hub, then the reports, dashboard, alerts, and saved searches can be configured.

Scope

The configuration details in this guide are consistent with EventTrackerversion 9.3 or above and the SQL
Serveron Azure.

Audience

The Administrators who are assigned the task to monitor the SQL Serveron Azure events using
EventTracker.
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1. Overview

SQL Serveron Azure gets a high-performing, unified SQL platform built on the industry-leading SQL Server
engine with limitless scalability and intelligent performance and security. Migrate without the need to
redesign yourapps, improve the performance of the existing apps, and build highly scalable cloud
services by switching to Azure —the best cloud destination for your mission-critical SQL Server workloads.
EventTracker helps to monitorevents fromthe SQL Serveron Azure. Its dashboard and reports will help
you track, SQL server activity with the performed statement, actions performed with sessionIdfora
betterunderstanding of database action flow which potentially leads to data loss and manipulation of
organization decisions, functions.

2. Prerequisites

=  An Azure Subscriptionand a userwhois a global administrator.
=  Azure Resource group.
=  EventTracker Manager public IP address.

3. Configuring SQL Server on Azure to Forward Logs to
EventTracker
SQL Serveron Azure can be integrated with EventTracker by streaming the logs to the Azure Event Hub,

and from Azure Event Hub to EventTracker.

3.1 Forwarding Event Hub data to EventTracker
Refertothe configuration of the Azure function app to forward the logs to EventTracker.

3.2 Configuring SQL Server on Azure to stream events to Event Hubs

1. Login to portal.azure.com using the Admin account and create an event hub namespace, if not

created.
2. Searchand select SQL Serverfrom All services.

I,O gg_lserveﬂ

Services

B4 S5Ol Server - Azure Arc

B’ saL Server registries

Bl SQL servers

3. From the left panel under Security select Auditing.
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Security

1 Auditing

© Firewalls and virtual networks
¢l Private endpoint connections
© Microsoft Defender for Cloud
@ Transparent data encryption
Identity (preview)
4. Enable Azure SQL Auditing.

Azure SQL Auditing

Azure SQL Auditing tracks database events and
writes them to an audit log in your Azure
Storage account, Log Analytics workspace or
Event Hub. Learn more about Azure SQL
Auditing &

Enable Azure SQL Auditing @ (@ )

5. Provide the inputs.
In the Audit log Destination section, check Event Hubs and then choose the following options.

Subscription: Select the desired Azure subscription.

Event Hub namespace: Select the Event Hubs namespace.

Event Hub name: Select Event Hub created underthe Event Hubs namespace.
Event Hub policy name: Select the Event Hub policy.

O O O O
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Enable Azure SQL Auditing @ Q

Audit log destination (choose at least one):
D Storage
D Log Analytics

Event Hub

Subscription *

| PAYG-ET-AZURE-KP-DEV v |

Event Hub namespace *

‘ SQL Server ~ |

Event hub name {optional)

‘ S0Lhub % |

Event hub policy name *

| RootManageSharedAccessKey % |

6. Click OK/Save.

4. EventTracker Knowledge Packs

After the logs are received by the EventTracker Manager, then the Knowledge Packs can be configured into
EventTracker.

The following Knowledge Packs (KPs) are available in EventTrackerto support the SQL Serveron Azure.

4.1 Alerts

=  Azure SQL Server: Database level activity - This alert is triggered when the usertries to create, alter,
backup, delete, and perform more actions at the database levelon the SQL Server.

=  Azure SQL Server: Permission granted or revoked or denied- This alert is triggered when the user
tries permission actions such as a grant, revoke, and deny performed on the SQLServer.

=  Azure SQL Server: Role created or deleted or modified- This alert is triggered when the user performs
create, modify, and delete actions for the role on the SQL Server.

= Azure SQL Server: Schema created or deleted or modified- This alert is triggered when the user
performs create, modify, and delete actions for the schemaon the SQL Server.

=  Azure SQL Server: Stored procedure created or deleted or modified- This alert is triggered when the
user performs create, modify, and delete actions for the store procedure on the SQL Server.

= Azure -SQL Server: Table/view created or deleted or modified- This alert is triggered when the user
performs create, modify, and delete actions for the table/view onthe SQL Server.

=  Azure SQL Server: Trigger created or deleted or modified- This alert is triggered when the user
performs create, modify, and delete actions for trigger on the SQL Server.

=  Azure SQL Server: User-created or deleted or modified or password changed- This alert is triggered
whenthe userperforms password change, create, modify, and delete actions for the user on the SQL
Server.

© Copyright Netsurion. All Rights Reserved. 6
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= Azure SQL Server- Server activities- This category of the saved search will allow usersto parse the
eventsspecificto the serveractivities on the SQL Server.

4.3 Reports

= Azure SQL Server- Server activities: This report provides a detailed summary of actions performed on
the SQL Server. It contains a source IP address, username, database name, server name, statement,

session ID, hostname, and more.

LogTime.

12.11-2021 045049 AM 5L SERVER- tue

12112021 04 6949 A SOL SERVER- true
TEST

12112021 045349 AV SOL SERVER- false affer

TEST

4.4 Dashboards

Computer  Succeeded Username Source IP Address Databasename Server name Object Name Statement

jake@conto 10 62119 63 DB-Worker 888 D&-Warker  create user Sam with BCM 10
s0.com password="+

franz@conta 1012119 63 DBFunction  siss DBFunction  SELECT @@SPID;  BCM 1

s0.com

D8Function GRANT CONTROL  BCM 15
ON USER-john TO
Franz

1021863 DBFunction  siss

= Azure SQL Server- Server activities by source username

Azure SQL Server - Server activities by source username

100

50

Series: abject_name

Action 1D Session ID _ Session user name Resource group|

jake@contoso com  a2_con_gp_01

franz@contoso com  az_con_gp_01

jaffer az_con_gp_01

master

o

si-db1

9:48 PM - Dec 14 09:48 PM
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=  Azure SQL Server- Session ID by username

Azure SQL Server - Session ID by username

Netsurion.

s juhn@cun‘tu
- @ .
© © fnke
. ) jake 73 108 @
76 jake
64 @
’ @ ‘e @2 %
78 Jjake
— jake 104
.74 .108 76 .80 .104

dec 07 09:51 PM - Dec 14 09:51 PM

=  Azure SQL Server- Action ID by result

Azure SQL Server - Action ID by result

log_status: true

bcm dbas rcm

Dec 07 09:46 PM - Dec

© Copyright Netsurion. All Rights Reserved.
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5. Importing Azure SQL Server Knowledge Packs into
EventTracker

NOTE: Import the Knowledge Pack items in the following sequence:

= Categories

= Alerts

= Knowledge Objects
= Reports

= Dashboards

1. Launch the EventTracker Control Panel.
Double click the Export-Import Utility.

EventTracker Control Panel

- O -

=13 E ="
Eﬁ = = L | &
= & =
EventVault Diagnostics License Export Import Append
Manager Utility Archives
EventTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi... Manageme... Configuration
@ .
Change Audit About
EventTracker

E-mail: support @Event Tracker.com

3. Click the Import tab.

5.1 Categories
1. Click the Category option, and then click the Browse L] button.

© Copyright Netsurion. All Rights Reserved. 9
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Import

1. Provide the path and file name of the Categories file. Use the *..." button to browse and locate the import file
2. Click the Import button.

Export Import Utility == -

Options Location

O Fiters

O Metts

~ Source
() Systems and Groups

N [ [
) Token Value

) Reports

) Behavior Comelation

Luez

2. Locate the Categories_Azure SQLServer.iscatfile, and then click the Open button.
3. Toimport the categories, click the Import button.

EventTrackerdisplays a success message.

Export Import Utility -

o Selected category details are imported successfully.

4. Click OK, and then click the Close button.

5.2 Alerts
1. Click the Alertoption, and thenclick the Browse|:| button.

© Copyright Netsurion. All Rights Reserved. 10
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L Export Import Utility

Export | Import

1. Provide the path and file name of the Alerts file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

Options Location

@ Gem Import E-mail settings
Set Active

) Filters = P This setting is applicable only for imparts from Legacy {wkx)
@) Only i notfications set Alert files. For w7, the active status will be set based on

= (@] "Active” key available in the configuration section.

® Aetts (_) By default ey o]

() Systems and Groups Watchlist Corfiguration

@ T Import Watchlist configuration

)

B e This setting is applicable only for alerts which have Advanced watchlist corfigured.

~ Mote: I this option is enabled the user should make sure the watchlist groups are available

) Repors on the console where the alerts are imported.

(O} Behavior Comelation

Source

“lsalt |E|

Import | | Close |

2. Locate the Alerts_Azure SQL Server.isaltfile, and then click the Open button.
3. Toimport the alerts, click the Import button.
EventTrackerdisplays a success message.

Export Import Utility -

o Selected alert configurations are imported successfully,

4. Click OK, andthenclick Close.

5.3 Knowledge Objects (KO)

1. Click Knowledge Objects underthe Admin option on the EventTracker Manager page.

© Copyright Netsurion. All Rights Reserved. 11
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—
= EventTracker:s A Admin-
| Home E_— Active Watch Lists [ Collection Master [ Group Management ] Systems #& /Dashb
a A Alerts @ Correlation (.\\ IP Lookup Configuration ;51 Users
1 @ Behavior Correlation Rules ﬂ Diagnostics } Knowledge Objects :'I:. Weights
L . .
g Behavior Correlation Settings ‘71 Event Filters '3‘ Manager ] windows Agent Config
3‘22:"3' qyb‘:::::i’impmwmt ng'@!?[sﬂﬂiﬁ .':] Casebook Configuration ["] Eventvault CF Parsing Rules
n|§ Category [ FAQ Configuration .1;-,_\. Report Settings
Aftacker - News

Knowledge Objects # / Admin  Knowledge Objects

=
Q| Q Adivate Now ovecs@ |T| £

Groups @i

[=»

EventTracker

3. Click Browse.

Import

Close

4. Locate the file named KO_Azure SQL Server.etko.
5. Selectthe check box and then click the * Import option.

© Copyright Netsurion. All Rights Reserved. 12
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Import
Object name Applies to Group name
Azure SQL Server

SQL Server on Azure Microsoft Azure

m Close

6. The Knowledge Objects (KO) are now imported successfully.

File imported successfully.

5.4 Reports

1. Click the Reports option and selectthe New (*.etcrx) option.

fy
Export | Import

1. Provide the path and file name of Schedule Report file. Use the "..." button to browse and locate the import file.
2. Click the Import button

Note : If report{s) contains template, first import template and proceed with exportimport utility
Options Location

Export Import Utility -1= -

) Category

) Filters

) Systems and Groups
“issch
) Token Value

) Behavior Comelation

2. Locate the file named Reports_ Azure SQL Server.etcrx and select all the check boxes.

© Copyright Netsurion. All Rights Reserved. 13
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“& Reports Import x

jote . ¥ report(s) contans template, first mport template and proceed wih report mport process

Sedect file | | Selectfie
Avaisble reports

Azure SQL server - Server activiies.

< >
Note: Set run time option is not appiicable for Defined Reports and Hourly Reports.
Set run time for report(s) from &M - astitervalol | _  mimtes | Se (D
Replace | to Replace Assign systems
Nota: Mok e Wt Stoe, G anc Systom) seloctions s vald, | ¥ | | &)

3. Click the Import # button to importthe report. EventTracker displays a success message.

Export Import Utility -

Selected reports configurations are imported successfully

5.5 Dashboards

NOTE: Below steps given are specificto EventTracker9 and later.

1. OpenEventTrackerin a browserandlog on.

Indicators of Compromise
USE activities, Mew senvices or software install B

2. Navigate to the My Dashboard option.

3. Click the Import ¥ button as shown below.

© Copyright Netsurion. All Rights Reserved. 14
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EventTracker:: & mine Toose @ eradmin -

My Dashboard # / Dashboard / My Dashboard

PFQR L ® 0

4. Importthe dashboard file Dashboards_Azure SQL Server.etwd and select the Select All checkbox.
5. Click Import as shown below.

Note: If dashlet configured using persisted report, first import the report and proceed with importing

dashlet

Available widgets

Select All

Azure SQL Server - Server... Azure 5QL Server - Sessio...

Azure SQL Server - Action...

6. Importis now completed successfully.

Selected dashlets imported successfully.

7. Inthe My Dashboard page select ® to add dashboard.

My Dashboard / Dashboard / My Dashboal

[BleenrTo

CheckPoint Trend Micr... Microsoft ...

© Copyright Netsurion. All Rights Reserved. 15
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8. Choose the appropriate name for the Title and Description. Click Save.

Add Dashboard

Title

Azure SQL Server

Description

SQL Server on Azure

Save Delete Cancel

9. Onthe My Dashboard page select @ to add dashlets.

My Dashboard

Azure SQL ... It

10. Selectthe imported dashletsand click Add.
Customize dashlets

azure Sql server @\

Azure SQL Server - Action ID by... Azure SQL Server - Server activi... Azure SQL Server - Statement e...

Add Delete Close

6. Verifying Azure SQL Server Knowledge Packs in EventTracker

6.1 Categories
1. Logonto EventTracker.

2. Click the Admindropdown, and then click Category.

© Copyright Netsurion. All Rights Reserved. 16
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EventTracker::
n Home 8= Active Watch Lists [F] Collection Master [ Group Management 1 systems
a A\ Alerts @ Correlation Q IP Lookup Configuration ,C.i,)\ Users
1 (&) Behavior Correlation Rules Y Diagnostics G Knowledge Objects  weights
]
U@ Behavior Correlation Settings '-:;—\ Event Filters @ Manager CJ windows Agent Config
5‘22:“3' C,"b‘:::n'fac"im,m,m( L'}g'c‘?t,‘?'su‘:liﬁ 7] casebook Configuration [¥] Eventvault (Zj Parsing Rules
D\E Category [®) FAQ Configuration ;?: Report Settings
Attacker — News

A& / Dash

3. Inthe CategoryTree, scroll down and expand the Microsoft Azure group folderto view the imported
category.

Category Tree Search

:I B Microsoft Azure

: E] Azure S50L Server - Server activities

6.2 Alerts
1. Logon to EventTracker.
2. Click the Admin menu, and then click Alerts.

Tools~

— EventTracker:: B agin-
n Home 8= Active Watch Lists [E Collection Master [ Group Management [] systems
a ©) corelation €}, 1P Lookup Configuration D users
2 (E) Behavior Correlation Rules Y Diagnostics 1 Kknowledge Objects + Weights
" Behavior Correlation Settings ‘T] Event Filters I_i Manager [ windows Agent Config
mi'f‘al C."b‘::fac"im,u“wﬁl L';‘:"‘?‘.‘?'%giﬁ 7] casebook Configuration [9] Eventvauit [Z) Parsing Rules
off Category [@) FAQ Configuration &7 Report Settings

Attacker

= MNews

A / Dashy

3. Inthe Search box, type Azure SQL Server, and then click the Go button.
The Alert Management page will display the imported alert.

© Copyright Netsurion. All Rights Reserved. 17
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Activate Now

&4 Azure SQL Server:
88 Azure SQL Server:

88 Azure SQL Server:

Netsurion.

Click "Activate Now' after making all changes

Alert Name A

Database level activity
Permission granted or revoked or denied

Role created or deleted or modified

w Azure SQL Server: Schema created or deleted or modified

w Azure SQL Server: Stored procedure created or deleted or modified
M Azure SQL Server: Table/view created or deleted or modified

M Azure SQL Server: Trigger created or deleted or modified

O ooooooo O

M Azure SQL Server: User created or deleted or modified or password ...

4. To activate the imported alert, toggle the Active switch.

EventTrackerdisplays a message box.

Successfully saved configuration.

[] Prevent this page from creating additional dialogs

5. Click OK, andthenclick the Activate Now button.
NOTE: Specify the appropriate system in alert configuration for better performance.

6.3 Knowledge Objects

1. Inthe EventTracker webinterface, click the Admin dropdown, and then select Knowledge Objects.
= EventTracker: a

Admin~ Tools ~

n Home §= Active Watch Lists =1 Collection Master [S2 Group Management [ systems A / Dashb
a A Alerts @) correlation € 1P Lookup Configuration D users

1 (&) Benavior Carrelation Rules i Diagnostics @ Knowledge Objects £ weights
B

& Behavior Correlation Settings 2] Event Filters
Indicators of Ce

USE scrites Newsen . | Casebook Configuration [%] Eventvaurt

ofs Category @' FAQ Configuration

Attacker - News

@] manager

) Parsing Rules

&) Report Settings

] Windows Agent Config

2. In the Knowledge Objects tree, expand the Microsoft Azure group folder to view the imported

Knowledge Objects.

[E]

SQL Server .@\ |£

3. Click Activate Now to apply the imported Knowledge Objects.

© Copyright Netsurion. All Rights Reserved.
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6.4 Reports

1. Inthe EventTracker web interface, click the Reports menu, and then select Report Configuration.

— EventTracker:

Report Configuration

Report Dashboard Indicators of Compromise
USE actvities, Mew services or software install E

Explorer

2. Inthe Report Configuration pane, select the Defined option.
3. Click the Microsoft Azure group folder to view the imported reports.
Reports configuration: Microsoft Azure

@0 &
O Title
O ;-}:-: Azure SOL server - Server activities

6.5 Dashboards

1. IntheEventTrackerweb interface, click the Home Button and select My Dashboard.

2. Click Search @ forthe Azure SQL Server. You will see the following screen.

Customize dashlets

aaaaa Sql server Q

Azure SQL Server - Action ID by... Azure SQL Server - Server activi... Azure SQL Server - Statement e...

Add Delete Close

© Copyright Netsurion. All Rights Reserved. 19
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About Netsurion

Flexibility and security within the IT environment are two of the mostimportant factors driving business
today. Netsurion’s managed cybersecurity platforms enable companiesto deliver on both.

Netsurion Managed Threat Protection combines our ISO-certified security operations center (SOC) with our
own award-winning cybersecurity platform to better predict, prevent, detect, and respond to threats against
your business. Netsurion Secure Edge Networking delivers our purpose-built edge networking platform with
flexible managed services to multi-location businesses that need optimized network security, agility,
resilience, and compliance for all branch locations. Whetheryou need technology with a guiding hand or a
complete outsourcing solution, Netsurion has the model to help drive your business forward. To learn more
visit netsurion.com or follow us on Twitter or LinkedIn.

Contact Us
Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSPs SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support
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