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Integrate FortiMail

This guide provides instructions to configure Fortinet FortiMail to generate logs for critical events. Once
EventTracker is configured to collect and parse these logs, dashboard and reports can be configured to
monitor the emails.

The configurations detailed in this guide are consistent with EventTracker Enterprise version 9.x and later,
and FortiMail v6.0 and later.

IT admins, FortiMail administrators and EventTracker users who wish to forward logs to EventTracker
manager and monitor events using EventTracker Enterprise.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2019 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

Fortinet FortiMail is an email security gateway product that monitors email messages on behalf of an
organization to identify messages that contain malicious content, including spam, malware, and phishing
attempts.

FortiMail can be integrated with EventTracker using Syslog. With the help of FortiMail KP items, we can
monitor the spam, and virus happening on mail servers and trigger the alert whenever any virus and spam
detected. EventTracker dashboard will help you to visualize the malicious activities happening mail servers. It
can even create the report which helps to collection malicious activities happening on mail servers on time
bases which help you to review the malicious activities. EventTracker CIM will help you to correlate the
malicious activities with another log source like a virus, spam events, etc.

Prerequisites

e EventTracker v9.x or above should be installed.

e FortiMail v6.0 or the latest version should be installed.

Configure FortiMail Syslog

Go to Log and Report = Log Settings = Remote Log Settings.

Toggle Enable for your preferred profile.

Go to Log and Report - Log Settings - Remote Log Settings.

The Remote Log Settings tab is displayed.

Select New to create a new entry or double-click an existing entry to modify it.
Select Enable to allow logging to a remote host.

Enter a profile name and the IP address of the EventTracker.

Enter the 514 in the port section.

© 0N UAEWDNRE

Select the severity level that a log message must equal or exceed to be recorded and stored from the

Level dropdown menu.

10. Select the facility identifier that the FortiMail unit uses to identify itself from the Facility dropdown
menu.

11. Expand the Logging Policy Configuration and enable the types of logs you want to monitor.

(recommended: Select all)
12. Select Create.

Netsurion. EventTracker
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FortiMail VM

Log to Local Disk

Maintenance

#| Enable
System
— The log file will rotate when either the file size or log time is reached
Encryption Free disk space: 50575(MB)
. ... Logfile size: 20 (MB)
Mail Settings
Log time: 10 (day) At hour:|0:00 >
User Log level: Information >
poli Log options when disk is full
N & Cverwrite Do not log
Profile
AntiSpam
i ~|Logging Policy Configuration
AntiVirus
< EVBM Log wn Souration has ch . ¥ AntVirus Log
e en configuration has change
[—————————— rd Admin login/logout event @  AntiSpam Log
Log and Report ! System activity event
- i POP3 server event | History Log
Log Sefiings Ld IMAP server event
Report Settings v SMTP server event | Encryption Log
Alert Email L4 Update
o4 HA
i WebMail event

Apply Cancel

Figure 1

EventTracker Knowledge Pack (KP)

Once logs are received in EventTracker; alert, reports and dashboards can be configured in EventTracker.

The following Knowledge Packs are available in EventTracker v9.x and later to support FortiMail.

e FortiMail: Virus detected — This alert will trigger whenever the virus is detected in the email
attachments.

e FortiMail: Spam detected — This alert will trigger whenever FortiMail detects spam email.

e FortiMail: User login failure — This alert will trigger whenever the user login fails.

e FortiMail — Virus detected — This report provides information related to FortiMail detecting malicious

attachments in email.
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Threat Type Priority Device 1D Email From Address Email To Address Log ID Session ID
0812012019 0819:52PM | virus | information | FEVM00000000000g | “9°MAIN-€0M (22.22] (MaY B | 01040636 domain.conr | johndoe4@domain com WALFPUZ0ISBOS- | 3 pecpeq | Sftachment document doc.zip
forged)’ u4CFFH3019805 contains suspicious content
0S/20/2019 08:19:52 PM vius | information | FEwMD000O0DOR0gD | 90™AM CD:;E;;;J]("W BE | - ohndoe@domain.com | “johndoez@doman. T | D0000D000D T:g;;::;ﬁg;ﬂg infected "mh:t‘l’:cﬁ';"dﬁzfm I
05/20/2019 08:19:52 PM virus | information | FEV4000000000000 133330 “iohndoeS@domain.com” | “ohndoeS@domain.com” E:gg;:fﬁf[?zzﬁez' infected 'Tr::“:‘;f:;jﬁ;‘:‘q:':;‘:;;‘_jg‘;?“
05/20/2019 08:21:34 PM virus | information | FEVIM000000000000 "3333r “ishndoeS@domain.com” | “johndoeS@domain com™ | 0000000000 T:gg:xgﬁggf; infected TJ;L”;?;EE:{;‘:;?;“Q:““
05/20/2019 08:21:34 PM virus  |information | FEVM000000000000 "“mﬂi”'“;';r[j:j'?;zl (may B | o b ndoe3@domain.com” | “johndosd@domain.com® Ir:g::g;;:;:;; infected zg:tf:ge;::;ICCT'G“:Z“;:;Z;'P
0S/20/2019 08:21:34 PM vius | information | FEVIM000000000000 ““"mai”'m?;r[;;&;_;"(ma" B2 | wiohndoc@domain.com” | “johndoe2@domain.f | 0000000000 T:g;f::;ﬁg;ug infected “m":;;;:":end;;e]?w I
05/20/2019 08:21:37 PM virus  |information | FEVI000000000000 "[3.3.3.3] “phndoeS@domain. com” | “johndoeS@domain. com™ ;:g;;“fﬁg;’i;ﬂ' infected 'Tr::‘iz”izf:fé:ﬂ';:’:ﬁ;‘g‘;?"
0S/20/2019 08:21:37 PM vius | information | FEVM000000000000 "d"mai”'m?;r[;;&;ﬂ”m“ BE | -ohndoe@domain.com | “johndoez@domain. | 0000000000 T:;f;::;g:;ug infected "m“:;:cml;"dngm T
0S/20/2019 08:21:37PM | wvirus | information | FEVIM00000000000p | 9emaim-com (2222 (may B | oo o3 @domain.cont | “iohndoed@domain.con” (UACFFLI201SB08- | o oy | “aftachment document doc.zip
forged) U4CFFtI301980% contains suspicious content
Figure 2

e FortiMail — Spam detected — This report provides information related to FortiMail detecting malicious
URL’s in the mail.

Log Type Priority Client Domain Name  Destination IP Address Device ID Email From Address Email To Address Log ID Session ID Subject Type

- - m f

05/20/2019 08:1%:51 PM | spam | information | *mail.domain.com [1.2.21] "192.168.4.4" FEL “iphndos2@business.com™ 0000000000 u“4g;]":j§::§:§: S"Stlzt"a‘:t“r::"u'sz:f;Jf

05/20/2019 08:19:51 P spam information “smtp.net [2.1.1.2]" "192.168.4.4" FE' ‘mailretur com” | “j in.com” u"rg:;”;xmz::; “Weekly Newsletter” | "Detected by ImageSpam che
. "System Black List:

05/20/2019 08:19:51 PM spam information “smtp.com [4.1.1.4]" "192.168.4.4" FE “johndos com” 0000000000 MCFCDXHMBZZZ: johndoe3@domain.com; list el
U4CFCpXo019222 .

*@*domain.con
"FortiGuard-AntiSpam identi
- n, - - - - . "u4CFCqIVD15230- -
05/20/2019 08:19:51 PM spam  |information 'smtp20.com [1.4.4.1]" 192.168.4.4" FE boun com” i com” u4CFCQIX013230° Offer” spam URI

http:/f/demain. como ffer.htm|

- . “johndoeS@domain.com Perss
4CFCKiM019210-

05/20/2019 08:19:51 PM spam information | “mail.domain.com [1.2.3.4]" "192.168.4.4" FE in.com™ "] com” Y ! “Order” white list: johndoe@domain.

4CFCKIO018210™
Y ! list entry: johndoe@domain. ct
. . [ . - - . - - "u4CFCo48019219- - “System White List: 10.11.12.
05/20/2019 08:21:34 PM spam information | “mail.domain.com [1.2.2.1]" 192.168.4.4° FEV ‘johndoe: .com” 0000000000 LACFCo4A019219" list entry: 10.11.12.14"
. “FortiGuard-AntiSpam identi
4CFCqJV015230-
05/20/2018 08:21:34 PM spam |information| “"smtp20.com [1.4.4.1]" "82.168.4.4" FEN "bounce@d .com” [ “johndoed@d in.com” uaCrea . "Offer” spam URI.
u4CFCqlX018230 -
http:/i/domain. comio ffer.htm
i - - - = 2 "u4CFCnEU019216- .
05/20/2019 08:21:34 P spam information 'smtp.net [2.1.1.2]" 192.168.4.4" FE' ‘mailretur com™ com” P ———— “Weekly Newsletter” | "Detected by ImageSpam che

Figure 3

e FortiMail — User login success and login failure - This report provides information related to the user

login success and user login Failure.

User Name User Interface Log Type SubType Priority Device ID Action Log ID Reason Status
PR ——
05/20/2019 08:19:50 PM |  webmail webmail event | webmail |information |FEVIMO00000000000 | unknown | 0000000000 success| VebMail U;Egrg::?;,,fmm'z'g"‘
05/20/2019 08:19:50 PM | admin GUI(1.23.4) | event | admin |information |FEVMO0OD0000000D | login |00D0OO00OO|  nonme failure Tz a"g":}:'(:“g';;a}fw Bz
05/20/2019 08:19:50 PM | admin GUII23.4) | event | admin |information|FEVMODODD0D0DO00O | login | 0000000000 none  |success| —SST3dmin login successiuly
from GUI1.2.3.4)
05/20/2019 08:19:50 PM | admin SSH(1234) | event | admin |information|FEVIMO00000000000| login | 0000000000 |name_invalid| failure L ag";:(;”g'”aza}"fd Bz
05/20/2019 08:19:50 PM | admin SEH{1.23.4) | event | admin |information |FEVMOD000000D00O | login |0000000000| none  |success| U 3dmin login successfuly
from S5H(1.2.3.4)
05/20/2019 03:19:50 PM | webmail webmail event | webmail |information | FEVI000000000000 | unknown | 0800000000 failure 'wem"'a': ;"39:' :;lre;fer fxe
05/20/2019 08:21:33 PM | webmail webmail event | webmail |information |FEVIM000000000000 | unknown | 0800000000 failure “rem“ﬁ':' '2"’39::;“;;',?"” from
0S/20/2019 02:21:33PM | admin SEH{1.234) | event | admin |information |FEVMOD0D0000D00O | login |0000000000| none  |success| U 3dmin login successfuly
from SSH(1.2.3.4)"
0S/20/2019 02:21:33PM | admin SSH(1.2.3.4) | event | admin |information|FEVIO000000000000| login | 0000000000 |name invalid| failure Userﬁ;";:(;”g'”;:\'!,m from
2.3.4Y
0S/20/2019 02:21:33PM | admin GUI(1234) | event | admin |information|FEVMO00000000000 | login |0000000000| none  |success| SO ?:’D:”é':ﬁ'(': Z”aci;“f”w
0S/20/2019 02:21:33PM | admin GUI(123.4) | event | admn |information |FEVIA000000000000| Iogin  |000000000D|  mone failure Userﬁ%"l:?(:”zg'; Ef!eu from
st R
Figure 4
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e FortiMail — Encryption detail - This report provides information related to the encrypted emails for
the secure reading.

Log Type Device ID Priority  Email From Address Session ID Email Subject Log ID
05/20/2018 08:19:51 PM | encrypt |FEVMDD000000000O |information | johndoe2@domain. comt q?gxgilu\;iﬁ?g;g;:;w ‘ppt fie™ | 0000000000 qm:\z:ig‘;f;”f:u”;u:;sn_ 'Use”'”';r':c'ﬁ;@;zz::;'g”mre“
05/20/2019 08:21:34 PM | encrypt |FEVMDD00000D000O |information | johndoe2@domain. o q_(g;ﬁ;?%?ﬁ?ggg;;w ‘ppt fie™  |000000000D q_(g;;:’ir;sua%?;;aw "Use”ulldcﬁﬁi"::;:”m il
05/20/2019 08:21:36 PM | encrypt | FEVMO0D000000000 | information | jehndos2@domain. comt qm;‘g:f';ﬁﬁfggg;hw ‘ppt fle™ | 0000000000 qm:\ﬁiﬁ‘;‘iﬁﬂ”ﬁuﬂ&;ﬁn_ 'U"‘”j”':':c'iler;@;z:::;‘:”mread
05/20/2019 08:21:38 PM | encrypt |FEVMDD00000D000O |information | johndoe2@domain. com q?gx‘:xﬁﬁ?ggﬁ;;w ‘ppt fie™  [0000000000 q?ngr:ir;iﬁfu?utaw "Userj”ll‘izfﬁ:::;';;”m =
05/21/2019 10:47:34 AW | encrypt |FEVMODO00D0D000O | information | ‘johndos2@domain. cont q_{g;‘g‘gﬁgﬁﬁggg;h&u, ‘ppt fie™ | 0000D0D0OOD qT‘.}:\?‘;?’DisﬂauT_?;D:;SU' nuserj”lldcﬁ;@;gz::;‘;”mread
05/21/2019 10:47:41 AW | encrypt |FEVMO00000000000 |information | ‘johndoe2@domain. cont q?gx‘:xﬁi?g;gg;w ‘ppt fie™  [0000000000 q_(g;‘;if;iﬁiﬁutsw "Userj”ll‘izfg:::;';;”m e
05/21/2019 10:57:54 AW | encrypt | FEVMO00000000000 | information | ‘johndos2@domain. com qnx‘:igﬁﬁ?ggg;au, ‘ppt fie™ | 0000000000 m;&:ﬁg"ﬂiﬂ”:ﬂ”;;;ﬁﬂ_ 'Userj”';ld;er;@;::::;:”mre“
05/21/2019 11:03:21 AW | encrypt |FEVMOOD00D00000O | information | ‘johndoe2@domain. cont q-(g;:.—r{:rExgﬁgggg;;su" ‘ppt fie™  |000000000D q_(g;‘;:’ir;suﬁz%tsw "Userjnlldcﬁﬁzz::;?m =
05/21/2019 11:03:24 AW | encrypt | FEVMOOD00D000000 | information | ‘johndoe2@domain. com q?gxgilu\;iﬁgggg;:;w ‘ppt fie™ | 0000000000 qm:\zzﬂ‘;‘f?f?—'?;D:;BU_ 'Use”'”';r':c'ﬁ;@;zz::;;”mread
Figure 5

e FortiMail — Email filter — This report provides information related to user-created filters for detecting
malicious activities.

Destination IP

Address Client Domain Name Device ID Email From Address Email To Address Log ID Mailer Policy ID Priority Session ID Spam Classifier
0S/20/2019 08:19:50 Pl | statistics | "192.168.1.1" 'm;’,l";;:;,“m FEVI000000000000 | “domain.com” | “johndoe@mailcom” | “johndoe2@domain.com™ | 0000000000 | “mta” | "0:1:4" |information ::':s;;:'{'}‘un:;;:; “User White”
05/20/2019 08:19:51 PM | statistics | "152.168.1.1" "m;\l;e:t:i;l‘lm FEVI000000000000 [ “domain.com™ “johndoe@mail.com™ | “jphndoe2@domain.com” | 0000000000 [ "mta® | "0:1:4" |information “ﬁ:;;g;g;‘:::; "User White™
05/20/2019 08:19:51 Pl | statistics | "192.168.1.1" *Ti;";f'ﬁ_“m FEVI000000000000 | “domain.com™ | com™ | in.com” “mta” | "0:1:1" |information "j:é_fggfﬁg;' “Not Spam
U5/20/2019 08:19:51 PM | statistics '192133100'10 [1;51"}3;;'?41,‘ FEWMODODODODODOD | “domain #* | “johind com"| “jahnd in “mta” | "0:1-4" |information L‘:’ggfgglg;:g: "F"m”“:;’“"m”“
05/20/2019 08:19:51 I | statistics '19215;5_'1”["1" [1"25:'2’1';’1”;]_ FEVI000000000000 | “domain.fr |7 com| i in. " “mta” | "0:1:4" |information T:g&fj:ﬂ”;g:é’: "F“”'G”a:g,’“"“s“m
05/20/2019 08:19:51 PM | statistics | ™192.168.1.1" “smtp.net [4.4.4.4]" |FEVMOO0000000000 [ “domain.fr ‘mailretur | fr “mta” | "0:1:4" |information L'fg;";;mﬁ “Image Spam™
0S/20/2019 08:19:51 PM | statistics | "192.168.1.17 —ma"[;'_az"l'_’:f“m FEVI000000000000 | "domain.com” | “johndoe6@business. " | “johndoe7 @domain.com” | 0000000000 | "mta” | "0:1:4" |information L'fg&?:ﬂuggg “System White”
05/20/2019 08:19:51 Pl | statistics | "192.168.1.1" “53";:‘:;;:"5“ FEVI000000000000 | “domain.fr" W“"""““?ﬁ":“"‘"“‘*” ) fr “mta” | "0:1:4" |information ::':5;5;:;;15; “Not Spam”
0S/20/2019 08:19:51 PM | statistics | "192.168.1.17 —""E";ﬁ;";i]'f“m FEVI000000000000 | ~domain.fr" —J““"d““?::ws'ana"c i @domain. fr* "mta” | "0:1:4" |information ::':é;g;:‘:ﬂ?g; “Not Spam”
05/20/2019 08:19:51 P | statistics “192“3;1“1" [:'T‘:;”ﬁcml FEVMOD0DODODODOD | “domain.com™ | “johndoe: con” |7 in.com” “mta” | "0:1:4" |information T:g;g:;;ﬁg “System Black”
05/20/2018 08:-19:51 P | statistics '1921553_'100'1” [1;31";3';:101, FEVIM000000000000 | “domain = | MeIrEturn@ COMI wighng in.fr" “mta® | "0:1:4" |information L‘:’g&";:g:g:: “Image Spam®

Figure 6

e FortiMail Top 10 Email Spam Detected — This dashboard shows information about the spam detected

in the emails.

Netsurion. EventTracker
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FortiMall Top 10 Email Spam Detected G =X

log_type: spam

[ detected by imagespam check
fortiguard-antispam identified spam uri: hitp://demain.com/of

[ ichndoe3@domain.com personal white list: iohndoe@domain.
May 21 04:39 PM - May 21 07:40 PM

Figure 7

e FortiMail Top 10 Email Virus Detected — This dashboard shows information about virus infected in the

email attachments.

FortiMail Top 10 Email Virus Detected G =%

log_type: virus

I archive bomb detected in attachment(s)
attachment document doc.zip contains suspicious content

I the file 839.zip is infected with malicious behavior.vex 99,
May 21 0:39 PM - May 21 07:40 PM

Figure 8
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e FortiMail User Activities — This dashboard shows information about user login success and user login
failure.

FortiMail User Activities G =X

log_status: success log_status: n/a log_status: failure

to=,: 12.50% (3}

O

[ user admin login successfu I to=johndoe3@domain.con [ user admin login failed fror
user admin login successfu from=<johndoel @domain user admin login failed fror
9 webmail: user 'user' from 1. I from=<ichndoe®domain.« I webmail: loain for 'user' fro

May 21 04:52 PM - May 21 07:53 PM
Figure 9

e FortiMail Email Filters — This dashboard shows information of user-created email filters for finding

malicious activities.

FortiMail Email Filters G =%

Series: log_type

30
20
10
0 e
il e
w&qﬁé@#w “Otwias‘@v%g}s‘@@ “"Bﬁp <
Threat Category
ctatistics

May 21 04:39 PM - May 21 07:40 PM

Figure 10
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Import Knowledge Pack into EventTracker

1. Launch the EventTracker Control Panel.

2. Double click Export/Import Utility, and then click the Import tab.

». EventTracker Control Panel — .
~~ EventTracker:
Asthoratle faarty inisfigrros
p— :
e B & Ty
EventVault Diagnostics License Export Import Append
Manager Utility Archives
f
EventTracker Traffic Analyzer Agent Port About
Agent Confi... Manageme... Configuration EventTracker
E-mail: support@Event Tracker com

Figure 11

3. Import Tokens/Flex Reports as given below.

Alerts

1. Click the Alert option, and then click the browse B button.

Netsurion. EventTracker
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4 Export Import Utility = Py

Expart | Import

1. Provide the path and file name of the dlertz file. Uze the *..." button to browse and locate the import file.
2. Click the Import button,

Optione Location

() Category

() Filters et
Import E-mail settings

@ Alerts Set dctive

Thiz setting is applicable anly for imparts from Legacy
[wEis] Alert files, For v7, the active status will be set

_ based on "Active" key available in the configuration
() By default zechon.

) @ Onlyif notifications set
() Systems and Groups

() RSS Feeds
) Feports Source

* izalt D
() Behavior Rules

1 SCaR

() Token Walue

Import ] [ Close
Figure 12
2. Locate Alerts_FortiMail.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.
EventTracker displays a success message.
Export Import Utility &

:] Selected alert configurations are irmported successtully.

Figure 13

4. Click the OK button, and then click the Close button.

1. Click Knowledge objects under the Admin option in the EventTracker manager page.
2. Locate the file named KO_FortiMail.etko.

Netsurion. EventTracker
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Import
KO_FortiMail.etko Upload
Close
Figure 14
-
3. Now select all the checkbox and then click on the ¥ ‘Import’ option.
Import
Upload
Object name Applies to Group name
FortiMail Events FortiMail 6.0 Fortimail

Figure 15
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4. Knowledge objects are now imported successfully.

File imported successiully.

Figure 16

Login to the EventTracker Enterprise.

Click on Admin >> Parsing Rules.

A Admin= Tools+

E_: Active Watch Lists @ Event Filters
Ay Alerts E] Eventvault QEEI Report Settings (_B
. Behavior Correlation Rules FAC Tile Configuration g Systems
{{"} Behavior Correlation Settings [*2 Group Management 91?‘ Users
ﬂ Casebook Configuration Q IP Lookup Configuration fI"- Weights
D|§ Category - Knowledge Objects ] Windows Agent Config
m Diagnostics @ Manager
-
Figure 17
3. Click on Template and click import configuration Symbol.
Parsing Rules A/ Admin / Parsing Rules
Groups @B oup: . a c ¢[7]
Default o

Figure 18

4. Locate the Template_FortiMail.ettd file and click on import.

Netsurion. EventTracker
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@ Token Template - Moxzilla Firefox - [m| X

6] localhost:8080/EventTracker/Analysis/TokenTemplatelmportExport.aspx?Type=Import - &

selected file is: Template_FortiMail.ettd

Template name Separator Template description Added date Added by Group Name

FortiMail - Email Filter n date=2016-07-31 time=00:00:00 device_id=FEVMOD0000000000 log_i May 20 06:02:07 PM Pavan.t FortiMail
d=0000000000 type=statistics prizinformation session_id="u4CFCnELl
019226-udCFCnEWD19226" client_name="smtp.net [4.4.4.4]" dst_i
p="192.168.1.1" from="mailreturn@sample.fr" to="johndoed@domain.fr'
polid="0:1:4"
solved="0K" direction="in" virus="" disposition="CQuarantine" classifie
r="Image Spam" message_length="303754"

domain="domain.fr" subject="Newsletter" mailer="mta" re

FortiMail - Encrypt Details n date=2016-07-31 time=00:00:00 device_id=FEVMO00000000000 log_i May 20 07:07:44 PM Pavan.t FortiMail
d=0000000000 type=encrypt prizinformation session_id="g79EiV85
007017-q79EiVBTO070170001480" msg="User johndoe@domain.com read
secure message, id:'q79EVES007017-q7IEVETO070170001480', sent from: '
Jjehndoe2@domain.com’, subject: 'ppt file™

FortiMail - Spam Detected n date=2016-07-31 time=00:00:00 device_id=FEVMOD0O000000000 log_i May 20 07:34:41 PM Pavant FortiMail
d=0000000000 type=spam prizinformation session_id="udCFCkiM
019210-u4CFCKIO019210" client_name="mail.domain.com [1.2.3.4]" dst_i
p="192.168.44" from="johndoe@domain.com" to="johndoe@sample.co
m" subject="0rder" msg="johndoe3@domain.com Personal white list: jo
hndoe@domain.corn; list entry: jochndoe@domain.com”

FortiMail - User Login and Logout n date=2016-07-31 time=00:00:00 device_id=FEVMO00000000000 log_i May 20 04:30:26 PM Pavan.t FortiMail
d=0000000000 type=event subtype=admin prizinformation user=admin u
i=55H(1.2.3.4) action=login status=success reason=none msg="User adm
in login successfully from S5H(1.2.3.4)"

Figure 19

5. Templates are imported now successfully.

File imported successfully.

Figure 20

1. Click Reports option and select new (.etcrx) from the option.
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Export Impart

1. Provide the path and file name of Schedule Report file. Use the °._" buttan to browse and locate the import file.
2. Click the Import button
MNote : ¥ reportis) contains template, first import template and proceed with exportimport utility .

Cptions Location
O Category

(O Fiters

O Merts (O Legacy ("issch) @) New (" etcng
() Systems and Groups

() RSS Feeds

(®) Reports

(O Behavior Rules

(O sCAP

() Token Value

Close

Figure 21

2. Locate the file named Flex_Reports_FortiMail.etcrx and select all the checkbox.
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»: Reperts Import X

Note : f reportis) contains template, first import template and proceed with report import process.

Select file |E:\PRODUCT\FortiMaiI\KP ltems"Flex_Reports_FortiMail etcre | | Solectfile
| Awvailable reports

Title | | Frequency Showal . Q| Q

& Title Sites Groups Systems Frequency]|
) il - Email Fitter NTPLDTBLR46 Vet Undefined
M |EDIT |FortiMail - Encryption Detail NTPLDTBLR4E Default FortiMail2019 Undefined
M |EDIT |FortiMail - Spam Detected MTPLDTBLR46 Default FortiMail2019 Undefined
¥ |EDIT |FortiMail - User Login Success and Lo... |NTPLDTBLR46 Default FortiMail2019 Undefined
[ |EDIT |ForiMail - Vinus Detected MTPLDTBLR46 Default FortiMail2019 Undefined

£ >

Mote: Set run time option iz not applicable for Defined Reports and Houry Reports

Set run time for report(s) from || AM ~  atinterval of [ _ | minutes

Replace | [ to | | | Replace | | Assignsystems |

=]
®

Note: Make sure that Site(s), Groupis) and System(s) selections are valid.

Figure 22

3. Click the Import button to import the reports. EventTracker displays a success message.

Export Import Utility >

o Selected reports configurations are imported successfully,

Figure 23

Category

1. Click the Category option, and then click the browse B button.
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' Export Import Utility — *
Export Import

1. Provide the path and file name of the Categories file. Use the ".." button to browse and locate the import file.
2. Click the Import buttan.

Cptions Location
® Category
() Fitters
() Ments

Source
" iscat

() Systems and Groups

() Token Valus

() Reports

() Behavior Comelation

Import Close

Figure 24

2. Locate Category_FortiMail.iscat file, and then click the open button.
3. Toimport category, click the Import button.
EventTracker displays a success message.

Export Import Utility >

o Selected category details are imported successfully.

Figure 25

4. Click the OK button, and then click the Close button.
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In EventTracker 9.0, we have added a new feature that will help to import/export of dashlet. Following is the

procedure to do that:

1. Login into EventTracker Enterprise Web console.

2. Go to My Dashboard option.

EventTracker:

8,333,946

logs processed since install on Dec 30, 20

17

35,002

logs processed today

Contact Us FAQ Help

Figure 26
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EventTracker::

tionable Security Infelligence

am Dashboard

Behavior Correlation
Compliance

MWy Dashboard

Incidents
Threats
Q. Search

B Reports

Figure 27

3. Click on the import button and select .etwd File.

& / Dashboard / My Dashboard

CRCECR RO A Y [ONO)

Figure 28
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@& Import dashlets - Mozilla Firefox — O >
6] localhost:8080/EventTracker/Flex/ImportWidget.aspx wes 'i':? =
~
Import
Mote: If dashlet configured using persisted report, first import the report and proceed with importing
dashlet.
Dashboard_FortiMail.etwd & Browse... Upload
Close
Figure 29

4. Click upload and select Dashboard which you want to import.
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‘ Import dashlets - Mozilla Firefox

— O ot
@ localhost:6080,/Event Tracker,/Flex/ImportWidget.aspx

v @

]
Import

Mote: If dashlet configured using persisted report, first import the report and proceed with importing
dashlet.

W Browse...

Upload
| Available widgets

Select All

FortiMail Top 10 Email Sp... FortiMail Top 10 Email Vi... FortiMail User Activities
FortiMail Email Filters

W

Figure 30
5. Click on the Import button. It will upload all selected dashboards.

Verify Knowledge Pack in EventTracker

1. Login to EventTracker Enterprise.

2. Click the Admin menu, and then click Category.
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H Home E_z Active Watch Lists @ Event Filters
Q A Alerts E] Eventvault
0 0 Behavior Correlation Rules [&" FAQ Tile Configuration

{a Behavior Correlation Settings [52 Group Management

Potential Cyber Breaches Indicators of Cor ) ) ) .
Unsafe connections or processes, new TCP ent... USEB activities, Mew Casebook Configuration Q IP Lookup Configuration
I o|§ Category I t_) Knowledge Objects
Attacker m Diagnostics @ Manager
Figure 31

3. Click the search, and then search with FortiMail.

Category

Category Tree Search

Fortibail

Category

s FortiMail Email Filters

s FortiMail Encrypt Detail
s FortiMail S5pam Detected
s FortiMail User Activities

s FortifMail Virus detected

Figure 32

Alerts

1. Login to EventTracker Enterprise.
2. Click the Admin menu, and then click Alerts.

Integrate FortiMail

4! Admin»

O Parsing Rules
‘C’a Report Settings
|;| Systems

93‘ Users

,T- Weights
=

Windows Agent Config

O

Tools =
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— EventTracker::

n Home g; Active Watch Lists [E] collection Master [F2 Group Management ] systems A& / Dashi
a A Alerts @ Correlation Q IP Lookup Configuration ,@ Users
2 @ Behavior Correlation Rules ﬂ Diagnostics '\'_: Enowledge Objects ."[‘- Weights
B i
% Behavior Correlation Settings \71 Event Filters 'j Manager [ Windows Agent Config
mi':"al qyb'::or(ea‘:he:w.[omwpﬁt ng'c{?l.‘.)ﬁ"‘:ig -:] Casebook Configuration [9] Eventvault O Parsing Rules
n|§ Category [®" FAQ Configuration {] Report Settings
Attacker - News
Figure 33

3. Inthe Search box, type ‘FortiMail’, and then click the Go button.
Alert Management page will display all the imported alerts.

Alerts A& / Admin / Alerts

Show  All v Searchby  Alert name  |v Fortilviail Q| Q

140 == 140
User

System/User Defined Alerts Alerts by Threat Level

Count for system and user defined alerts Count of alerts by threat level
@ Tﬁ_ Activate Now Click 'Activate Now" after making all changes | Total: 3 |Page Size 75 ~

. . Forward as Forward as Remedial Action  Remedial Action .
O Alert Name A Threat  Active E-mail SNMP Sysiog 2t Console at Agent Applies To
[0 &f FortiMail: Spam Detected [ ] [ o) | | | m| O FortiMail 6.0
[0 88 rortiMail: User Login Failure [ o) | | | ] O FortiMail 6.0
O 8§ FortiMail: Virus Detected [ ] [ o) | | | O O FortiMail 6.0
Figure 34

4. To activate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays a message box.

Successfully saved configuration.

Figure 35

5. Click OK, and then click the Activate Now button.

NOTE: Specify appropriate systems in the alert configuration for better performance.
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1. Login to EventTracker Enterprise.
2. Click the Admin menu, and then click the Knowledge Object.
3. In Knowledge Object Group Tree to view imported knowledge object, scroll down and click the

FortiMail group folder.

Knowledge Obiject is displayed in the pane.

Knowledge Objects A / Admin / Knowledge Objects
) =
FortiMail Q | Q Activate Now Objects @ T X 43
GI’DUPS @ @ Tm Object name FortiMail Events (-D |!| o
Appliesto Fortilail 5.0
=
FortiMail Events @ @_ Rules
Figure 36

Login to EventTracker Enterprise.
Click the Reports menu, and then Configuration.

Select Defined in report type.

W oe

In Report Groups Tree to view imported Scheduled Reports, scroll down and click FortiMail group

folder.

Reports are displayed in the Reports configuration pane.
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*/ Reports / Report Configuration / Defined

FortiMail Q Q@

Reports configuration: FortiMail

@ 1 & | Total: 5 |

O Title Created on Modified on

O }:Ej{ FortilMail - Virus Detected May 20 08:11:46 PM May 21 10:4%:56 AM @ +
|:| }_:{ FortiMail - User Login Success and Login Failure May 20 08:09:17 PM May 21 11:01:40 AM (D +
|:| }T{ FortiMail - Spam Detected May 20 08:05:43 PM May 21 11:03:01 AM G} +
O }Ej{ FortiMail - Encryption Detail May 20 08:03:18 PM May 21 11:06:39 AM (D +
D }:E:{ Fortikail - Email Filter May 20 08:00:09 PM May 21 11:17:38 AM (D +

Figure 37

1. Login to EventTracker Enterprise.

2. Click the Dashboard menu, and then My Dashboard.

3. Then click on Customize Dashlet button @ and search for “FortiMail”

Customize dashlets

FortiMail Q

FortiMail Email Filters FortiMail Top 10 Email Spam De... FortiMail Top 10 Email Virus Det... FortiMail User Activities

Delete Close

Figure 38
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1. Login to the EventTracker Enterprise.

2. Click on Admin >> Parsing Rules.

A Admin= Tools=

O — . - —_ . H

9= Active Watch Lists 1@ Ewvent Filters l':; Parsing Rules

Ak Alerts E] Eventvault Q'%J Report Settings (_B

. Behavior Correlation Rules [@] FAQ Tile Cenfiguration g Systemns
g Behavior Correlation Settings [*2 Group Management lﬁ.‘@‘ Users
ﬂ Casebook Cenfiguration Q IP Lockup Cenfiguration fI"r Weights
o L . - -
ofs Category G- Knowledge Objects ] Windows Agent Config
m Diagnostics <] Manager
.
Figure 39
3. Click on Template and search for FortiMail.
Parsing Rules # / Admin / Parsing Rules
Parsing Rule Template

Groups ® &8 Group: FortiMail FortiMail Q @ C1y3
FortiMail m & =~
Groups Mediskid T'M @ Template Name Template Description Added By Added Date Active O
HP ProCurve l‘m— @9 FortiMail - Email Filter FortiMail - Email Filter 5/20/2019 6:02:07 PM O @
IderaSQLCM_Activityl... E @ FortiMail - Encrypt Details FortiMail - Encrypt Details 5/20/2019 7:07:44 PM O @
IderaSQlem_Alerts m @ FortiMail - Spam Detected FortiMail - Spam Detected 5/20/2019 7:34:41 PM O @
It Tm @ FortiMail - User Login and FortiMail - User Login and Logout 5/20/2019 4:30:26 PM O @
IderaSQLCM_Changelog... TIEI_ @ Logout
s T'M @ FortiMail - Virus Detected FortiMail - Virus Detected 5/20/2019 @:47:44 PM O @

Figure 40
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