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Abstract

This guide provides instructions to configure a FortiWeb to send its syslog to EventTracker Enterprise.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise version v8.x or above

and FortiWeb version 5.0- 6.0.

Audience

Administrators who are assigned the task to monitor FortiWeb events using EventTracker.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2018 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

FortiWeb’s Al-enhanced and multi-layered approach protects your web apps from the OWASP Top 10 and
more. Its Web Application Security Service from FortiGuard Labs ensures that you’re protected from the
latest application vulnerabilities, bots, and suspicious URLs, and with dual machine learning detection,
engines your applications and make sure they are safe from sophisticated threats such as SQL injection, cross-
site scripting, buffer overflows, cookie poisoning, malicious sources, and DoS attacks.

EventTracker helps to monitor events from FortiWeb. It's knowledge object and flex reports will help you to
analyse web attacks such as Sql injection, Cross site scripting, Directory traversal etc.

Prerequisites

e EventTracker v8.x or above should be installed.

e FortiWeb version 5.0-6.0 should be configured.

e Create a rule in EventTracker Manager Workstation firewall for inbound and outbound to allow UDP
port 514.

Integration of FortiWeb with EventTracker Manager

e To store log messages remotely on a syslog server, you first need to create the syslog connection
settings.

e Syslog settings can be referenced by a trigger, which in turn can be selected as the trigger action in a
protection profile and used to send log messages to one or more syslog servers whenever a policy
violation occurs.

e You can use each syslog policy to configure connections to up to 3 syslog servers.

To configure Syslog policies,

e Before you can log to syslog, you must enable it for the log type that you want to use as a trigger.
1. Go to Log&Report > Log Policy > Syslog Policy.
2. Click Create New.

Mew Syshog Policy
Policy Mame

ok | Cance

Figure 1
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3. If the policy is new, in Policy Name, type the name of the policy as it will be referenced in the

configuration.
4. Click Create New.

e Syihog Serser

| ] auto
P Address{IPv4)
Part 514

Enable C5V Format

v

Enable TLS

Lok NS

Figure 2

5. InIP Address, enter the EventTracker Manager IP Address.
6. In Port, enter 514 (UDP).

7. Click OK.
You can enable or disable logging for each log type, as well as configure system alert thresholds, and

which policy violations should cause the appliance to retain the TCP/IP packet payload (HTTP headers
and a portion of the HTTP body, if any) that can be viewed with its corresponding log message.

To enable logging,
1. Go to Log&Report > Log Config > Other Log Settings

Configure these settings:
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Other Log Settings

Enable Attack Log L
Enable Traffic Log »
Enable Traffic Packet Log ™
Enable Event Log L
Ignore S5L Errors L

Retain Packet Payload For

Parameter Rule Violation
Hidden Fields Viclation C
HTTP Protocol Constraints L
Signature Detection L
Custom Signature Detection !
Anti Wirus Detection
Custom Access Violation »
Iegal XML Format L
IP Reputation Viclation
llegal File Type L
Cookie Security
Padding Oracle Attack »
FortiSandbox Detection [
Ilegal JSOM Farmat »
llegal File Size »
Trojan Detection L
CSRF Detection >
User Tracking Detection
Account Lockout L
Credential Stuffing Detection L
System Alert Threshaolds
CPU Utilization &0 (60-~FF)
Memory Utilization &0 (60-9%)
Log Disk Utilization &0 (60=-FF)
Trigger Policy [Please Select...] -
)
Figure 3

2. Click Apply.
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To configure log settings,

1. Go to Log&Report > Log Config > Global Log Settings

Configure these settings:

Global Log Settings

8 © Disk

Log Lewel Information -
When log disk is full Crerwrite oldest logs -
B @ syslog

Syslog Policy Please Select -
Log Lewel if ation -
Facility rved | sl use 7 -

B P Alert Mall

Email Policy Please Select -

B O Fortifnalyzer

Log Level Formation -
Fortifnalyzer Policy Please Select -
2 P siEM
Log Level Formation -
SIEM Policy Please Select v
Figure 4
2. Click Apply.

EventTracker Knowledge Pack

Once logs are received by EventTracker manager, knowledge packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to support FortiWeb Business.
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e FortiWeb- Admin activities- This category provides information related to all the admin activities that
are done.

e FortiWeb- Admin login and logout- This category provides information related to all the admin login
and logout activities.

e FortiWeb- Admin login failures- This category provides information related to all the admin login
failures.

e FortiWeb- System activities- This category provides information related to all the system activities
that are done.

e FortiWeb- Attack detection- This category provides information related to all the attacks and threats
that are detected by FortiWeb.

e FortiWeb- Traffic details- This category provides information related to all the web traffic flow that is
observed by the FortiWeb.

e FortiWeb: Admin login failures: This alert is generated when any is admin login failure has happened.
e FortiWeb: Attack detection: This alert is generated when any attack or threat is detected.

e FortiWeb Admin activities - This knowledge object will help us to analyze all the logs related to admin
activities.

e FortiWeb Admin logons - This knowledge object will help us to analyze all the logs related to admin
logons.

e FortiWeb Attack detection - This knowledge object will help us to analyze all the logs related to attack
and threat detection.

o FortiWeb System activities - This knowledge object will help us to analyze all the logs related to
system activities.

e FortiWeb Traffic details - This knowledge object will help us to analyze all the logs related to web
traffic flow.

e FortiWeb- Attack detection- This report gives the information about all the attacks and threats that
are detected by FortiWeb.
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Source P Source Destination Destination Signature  Policy URL Source
Computer User Name Address IP Address Port Subclass  Name Http Method Accessed User Agent Country
08/09/2018 05:34:17 PM  Contoso-11  Unknown 10.08.103 &142 172.20.120.4 443 alert Informati Alert_Deny HTTP Header triggered signature  HTTP Header ThreatIDR Disabled Post [EventTracker/ hitps/tis1 Mozila/4.0(co US
7 on ID 080200001 of Signatures policy Leakage Home.aspx 2 mpatible; MSIE
Disclosur et2-20181025012804 8.0, Windows
e NT5.1;
Trident/d.0;
NET4.0C;
08/09/2018 05:3417 P Contoso-11  Unknown 172.20.120.4 53817 1020822 443 alert saL Alert Parameter{searchValue_0) As-ls Based ThreatIDR Disabled Post [EventTracker/ hitpsitis1 Mozilla/5.0 us
7 Injection triggered signature D 120030003  50L Injection LogSearchiad 2 (Windows NT
(Syntax of Signatures policy vancedSearch &1; WOWEM;
Based V9DemoLrned-20181026161142 aspx rv:24.0)
Detection Gecko/201001
] 01 Firefoxiz4.0
08/0%/2018 05:34.17 P Contoso-11 casey 113.193.182. 62049 1.244.106.25 443 alert Directory Alert_Deny Parameter(hdnJsonFile) triggered Directory ThreatIDR Disabled Post [EventTracker/ hitps/ftis1 Mozilla/5.0 us
226 3 Traversal signature 1D 050180003 of Traversal LogSearch/ad 2 (Windows NT
Signatures policy et2- vancedSearch &1; WOWE;
20181025012904 aspx rv:24.0)
Gecko/201001
01 Firefoxi24.0

Figure 5

Logs Considered

= Nov1303:0354PM Oct 20 08:35:42 1.244.68.100 date=2018-10-29 time=08:35:42 log_id=20000004 msg_id=000000129486 device_id=FVVMO20000175209 vd="root" timezone="{GMT-E:00)Central Time(US&Canada)" type=attack pri=alert main...
event_category +-0

event_computer +- Fortiweb

event_datetime +- 11/13/2018 3:03:54 PM

event.datetime_utc +- 1542101634

event description Oct 29 08:35:42 1.244.68.100 date=2018-10-29 time=08:35:42 log_jd=20000004 msg_id=000000129486 device_id=FVVMO20000175208 vd="root" timezone="({GMT-6:00)Central Time(US&Canada)" type=attack pri=alert mai

n_type="Start Pages" sub_type="N/A" trigger_policy=" severity_level=Low proto=tcp service=https/tls].2 action=Alert policy="ETPVMDFHMDRO6" src=184.58,134.126 src_port=22381 dst=1.244.106.180 dst_port=443 http
_method=get http_url="/EventTracker/Account/Logout.aspx” hitp_hest="mdr6.eventiracker.com" hitp_agent="Mezilla/5.0 (Macintesh; Intel Mac OS X 10_14_0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0353
8.77 Safari/537.36" http_session_id=364F64D5408FBEBWAESDHYTETHXN3BEF msg="Start Page Violation” signature_subclass="N/A" signature_id="N/A" srccountry="United States" content_switch_name="none" server_p

ool_name="ETPVMDFHMDR06-10.255.0.33/32" false_positive_mitigation="none" user_name="Unknown" monitor_status="Disabled" http_refer="https://mdré.eventtracker.com/EventTracker/Admin/Role/Roles.aspx" htt

p_ver
event id +- 30

event log_type +- Application
event_sourte += =yslog
event type +- Informaticn
event_user_domain +- WA
event_user_nome +- N/A

Figure 6

e FortiWeb- Admin login and logout— This report gives the information about all the admin login and
logout activities.

Computer User Name Status Policy Name
02/02013 05:34:17 PM Contoso-11 admin login SUCCEss Uzer admin logged in successfully admincheck
from telnet (10.200.0.1)
08/092018 05:34:17 PM Contozso-11 admin logout SUCCeRs User admin logs out from admincheck

GUI(172.20.120.47)

Figure 7
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= Nov 13040205 PM

event_category
event_computer
event datetime
event_dotetime_utc

event description

event id

event. log_type
event source
event_type
event_user_domain

event_user_name

date=2014-04-10 time=13:31:37 log_id=10000016 msg_id=0000442942845 device_id=FV1KD3A13800002 vd="root" timezone="{GMT~+8:00)Beijing,ChongQing,HongKeong, Urumgi” type=event subtype="system" pri=notice...

+- Fortiweb

/2018

date=2014-04-10 time=13:31:37 log_id= 10000016 msg_id=000044294845 device_id=FV1KD3A13800002 vd="root" timezone="(GMT8:00)Bcijing, ChangQing, HongKeng, Urumgi® type=event subtype="system" pri=notic

e trigger_policy="checkl” user=admin ui=telnet action=lagin ststus=success msg="User admin logged in successfully from telnet (10.200.0.1)"

Figure 8

e FortiWeb- Admin login failures -This report gives information about all the admin login failures.

Computer

User Name Action Status Palicy Name

08/09/2018 05:34:17 PM

Contoso-11 admin lzgin failed

Uzer a login failed from GUI admincheck

Logs Considered

Figure 9

= Nov 13 04:02:05 PM

event_category

event_computer

event_datetime
event datetime_utc

event_description

event id
event_log_type
event source

event type
event_user_domain

event_user_name

date=2014-04-10 time=12:11:53 log_id=10000017 msg_id=000000185892 device id=FVI1KD3A13800012 vd="root" timezone="(GMT=£00Beijing, ChongQing, HongKang,Urumgi' type=event subtype="system" prizalert tr...

+-0

+- Fortiweb

+= 11/13/2018 4:02:05 PM

+- 1542105125

date=2014-04-10 time=12:11:53 log_id=10000017 msg_id=000D00195852 device_id=FV1KD3A13800012 vd="root" timezone="(GMT+&:00)Beijing, ChongQing, HongKong, Urumgi” type=event subtype="system” prizalert t
rigger_policy="check1" user=a ui=GUI action=login status=failed msg="User a login failed from GUI(172.22.6.240)"
+- 30

+- Application

+- syslog

+- Information

+- N/A

+- N/A

Figure 10

e FortiWeb- System activities -This report gives information about all the system activities that are

performed.
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Computer User Name Priority Policy Name

020920128 053417 P Contoso-11  admin critical reboot failed User admin rebooted the device systemcheck
from GUI (172.20.120.47)

02/0972018 053417 P Contoso-11  admin critical shutdown success Uzer admin ghut down the device systemcheck
from GUI(172.22.6.241)

020920128 053417 P Contoso-11  admin notice del SUCCESS User admin has deleted disk log systemcheck
elogl2014-04-09-23.34.02).log
from GUI172.22.6.240)

080972018 053417 P Contoso-11  admin critical downgrade success User admin downgraded the image systemcheck

from GUI (10.200.0.1)

020920128 053417 P Contoso-11  admin critical update BUCCESS User admin manualty update virus systemcheck
signature from GUI (10.200.10.80})
BUCCESS
Figure 11

Logs Considered

event_category +
event computer +- Fortiweb
event.datetime #1713
event_dotetime_utc +- 1542

event_description date=2014-04-10 time=15:22:32 log_id=10000020 msg_id=000000348957 device_id=FVVMO40000018474 vd="root" timezone="(GMT+8:00)Beijing, ChongQing,HongKeng,Urumgi" type=event subtype="system" pri=criti

cal trigger_policy="checkl” user=admin ui=GUI action=downgradle status=success msg="User admin downgraded the image from GUI (10.200.0.1)*

event id - 30
event_log_type +- Application
event_source +- syslog
event_type +- Information
event_user_domain +- N/A

event user name +- N/A

Figure 12

e FortiWeb- Traffic details-This report gives information about all the web traffic flow that is observed by
FortiWeb.

Source IP  Source Destination Destination Policy URL Service Status Source
Computer Address Port IP Address Port Priority Status Reason Name Bytes In Bytes Out Http Method Accessed Name UserAgent Code
08/09/2018 05:34:17 PW  Contoso-11  10.0.8.103 8142 172.20.120.4 80 notice success HTTP GET reguest from none Auto-policy 7575 2338 GET hitp:/fhevww . fo hitp Mozilla/d.0(co 200 us
7 10.0.8.103:3142 to 10.20.8.22:30 rtinet.coméprod mpatible; MSIE
ucts/web- 8.0, Windows
application- NT 5.1,
firgweallifortiv Trident/4.0;
eb.html NET4.0C;
08/09/2018 05:3417 P Contoso-11 172.20 120.4 53817 1020822 80 notice  success HTTPS GET request from none  Auto-policy 5758 3838 GET findex http Wozila/50 200 US
T 172.20.120.47:53817 to (Windows NT
172.20.120.47:80 6.1, WOWB4,
rv:24.0)
‘Gecko/201001
01 Firefoxi24.0

Figure 13
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Logs Considered:

= Nowv130402:05 PM date=2014-04-11 time=09:26:22 log_id= 30000000 msg_id=000000000156 device_id=FVVMOOUNLICENSED vd="root" timezone="(GMT-3:00)Eastern Time(US & Canada)" type=traffic subtype="http" pri=notification proto...
event category +-0
event computer +- Fortiweb

event_datetime +- 11

event datetime utc +- 1542105125

event_description date=2014-04-11 time=09:26:22 log_id=30000000 msg_id=000000000156 device_id=FVVMOOUNLICENSED vdl="root" timezone="(GMT-5:00)Eastem Time(US & Canada)” type=traffic subtype="http" pri=notification prat
o=tep service=htips status=success reason="none" policy="policyl" src=172.20.120.47 src_port=353817 dst=172.20.120.47 dst_port=80 http_request_time=18 hitp_response_time=1 hitp_request_bytes=454 hitp_response
_bytes=3060 http_methed=get hitp_url="findex http_host=

172.20.120.48" hittp_agent="Mozilla/5.0 (Windows NT 6.1; WOW84; rv:24.0) Gecko/20100101 Firefow/24.0" hitp_retcode=200 msg="HTTPS GET request from 1
72.20.120.47:53817 to 172.20.12047:80 " srccountry="United States" content_switch_name="testa" server_pool_name="AutoServerFarm"

event id +- 30

event log_type

event source

event type += Information
event user_domain +- WA
event_ user_name +- WA

Figure 14

Import FortiWeb knowledge pack into EventTracker

NOTE: Import knowledge pack items in the following sequence:

e (Categories

o Alerts

e Token Templates

e Knowledge Objects
e Flex Reports

e Dashboards

1. Launch EventTracker Control Panel.

2. Double click Export Import Utility.
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~ EventTracker:
Astorutie Facury resigaeos
-1} E <
: 1 -
= 9 &
EventVault Diagnostics License Export Import Append
Manager Utility Archives
| =i : | =
— —_—
EventT Traffic Anal Agent Port TrapTracker
Agent Confi... Manageme... Configuration
‘P S O
\&/
Change Audit About
EventTracker
E-mail: support@Event Tracker.com

Figure 15

3. Click the Import tab.

1. Click Category option, and then click the browse [:] button.

Export Import Lility I;Ii-

iy

Export | Irport

1. Provide the path and file name of the Categories file. Uge the ' button to browsze and locate the impaort file.
2. Click the Import buttan,

Optionz Location

®) Category
) Filters
O Alerts

) Systems and Groups Sounce

“iscat ||
() RSS5 Feeds

) Reports
) Behavior Fules
() SCaP

) Token Yalue

Import | | Cloze

Figure 16
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2. Locate Category_FortiWeb.iscat file, and then click the Open button.
3. Toimport categories, click the Import button.

EventTracker displays success message.

Export Import LItility -

o Selected category details are imported successfully.

Figure 17

4. Click OK, and then click the Close button.

1. Click Alert option, and then click the browse :] button.

'L Export Import Utility = 22

Expart | Impart

1. Provide the path and file name of the Alerts file. Use the *..." button ta browse and locate the import file,
2. Click the Impart button,

Optionz Laozation

(") Cateqgom

() Fiers Impart E-mail settings

@ Alerts Set Active
Thiz zetting iz applicable only for imports from Legacy

[whm] &lert files, For 7, the active status will be set

_ bazed on “bctive” key available in the configuration
() By default section,

) @ Only if notifications set
! Systems and Groups

| ASS Feeds
) Reports Source :
" izalt D
1 Behavior Bules

) SCAP

1 Token Walue

Imnpart ] [ Cloze

Figure 18
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2. Locate Alerts_FortiWeb.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.
EventTracker displays success message.

Export Import Utility

:I Selected alert configurations are imported successfully.

Figure 19

4. Click the OK button, and then click the Close button.

1. Click Parsing Rules under Admin option in the EventTracker manager page.

— EventTracker::

n Home E_; Active Watch Lists [E] collection Master [%7 Group Management ] systems 4% / Dashb
a Ak Alerts @ Correlation Q IP Lookup Configuration 9% Users
1 @ Behavior Correlation Rules ﬂ Diagnostics G Knowledge Objects [‘- Weights
ﬂ Behavior Correlation Settings m Event Filters @ Manager ] windows Agent Config
LI:S:QTBI C.Yb‘:":n'fame:”ﬂ,mwpm L';‘:'c‘?t.‘?“&g 7] Casebook Configuration [9] Eventvault [7) Parsing Rules
o|§ Category [®7 FAQ Configuration ‘{] Report Settings
Attacker = News
Figure 20

2. Move to Template and click on import configuration ¥ icon on the top right corner.

3. Inthe popup window browse the file named Template_FortiWeb.ettd.
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selected file is: Template_Fortiweb. ettd

O Template name: Separator Template description Added date Added by Group Name

O Fortiweb- Common Template \n Oct 25 05:18:34 1.244.80.138 date=2018-10-25 time=05:18:34 log_id=20000 Oct 25 04:30:07 PM ETAdmin Fortiweb
008 msg_id=000000704393 device_id=FVVMO20000175487 vd="root" timez
“(GMT-6:00)Central Time{US&Canada)” type=attack pri=alert main_
ignature Detection” sub_type="Information Disclosure” trigger_pe
severity_level=High proto=tcp senvice=https/tls1.2 action=Ale
t policy="ET-Test" src=113.193.182.226 src_port=62043 dst=1.244.106.253
dst_port=443 http_method=post http_url="/EventTracker/Home.aspx” htt
p_host="vSessentialstest.eventtracker.com” http_agent="Mozilla/5.0 (Win
dows NT 10.0; WOWSS; Trident/T.0; rv:11.0) like Gecko” http_session_id=1
26D24DONRZGPIRTATKEIHEUMIFOB465 msg="HTTP Header triggered sig
nature |D 080200001 of Signatures policy et2-20121025012904" signature_s
ubclass="HTTP Header Leakage" signature_id="080200001" srccountry="1
ndia” content_switch_name="none" server_pool_name="ET-Test" false_p
ositive_mitigation="none" user_name="Unknown" monitor_status="Disa
bled" http_refer=" ‘essentialstest, eventtracker.com/EventTracker/
Home.aspx” hitp_version="1x" dev_id="none" threat_weight=3 history_th
reat_weight=0 threat_level=Low ftp_mode="N/A" ftp_cmd="N/A" cipher_
suite="TLS_ECDHE_RSA_WITH_AES_236_GCM_SHA324"

Figure 21

4. Now select all the check box and then click on ¥ Import option.

1. Click Knowledge objects under Admin option in the EventTracker manager page.

—
=— EventTracker:: Toals -
n Home E; Active Watch Lists [E1 Collection Master [ Group Management ] systems & /Dashb
Ak Alerts Correlation Q IP Lookup Configuration D ysers
a "
1 @ Behavior Correlation Rules ﬂ Diagnostics ["— Weights
ﬂ Behavior Correlation Settings (/_1 Event Filters @ Manager [ windows Agent Config
3‘2&?“' f{)'bl:'f:fﬂhgmm“m‘ L';‘:'“‘?!‘?'Snﬂg 7] Casebook Configuration [¥] Eventvault [7) Parsing Rules
off Category [@] FAQ Configuration &7 Report Settings
Attacker - News
Figure 22
2. Click on Import button as highlighted in the below image:
Knowledge ObjECtS # / Admin / Knowledge Objects

Q| Q Adtivate Now Objects (£) LR

EventTiack

Figure 23

3. Click on Browse.

ventTracker::
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|
Import

Upload

Close

Figure 24

4. Locate the file named KO_FortiWeb.etko.

5. Now select all the check box and then click on * ‘Import’ option.

Import
Select file @ Browse... Upload

O Object name Applies to Group name

O Fortiweb Admin activities Fortiweb Fortiweb

O Fortiweb Admin legons Fortiweb Fortiweb

O Fortiweb Attack detection Fortiweb Fortiweb

O Fortiweb System activities Fortiweb Fortiweb

O Fortiweb Traffic details Fortiweb Fortiweb

Figure 25
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6. Knowledge objects are now imported successfully.

{ File imported successfully.

Figure 26

On EventTracker Control Panel,

1. Click Reports option and select New (*. etcrx) option.

. Export Import Utilit —
Export  Import

1. Provide the path and file name of Schedule Report file. Use the "..." button to browse and locate the import file.
2. Click the Import button
Maote : i report(s) contains template, first impaort template and proceed with exportimport utility

Options Location
(O Category

() Filters
() Alerts () Legacy (*issch) i®) New (*.etend)
() Systems and Groups
“issch
() RSS Feeds
(@) Reports
() Behavior Rules

() SCAP

() Token Value

Close

Figure 27

2. Locate the file named Reports_ FortiWeb.etcrx and select all the check box.
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Mote : i report(s) contains template, first import template and proceed with report import process.

Select file [C:\Users\despu\Deskiop' Fortiweb'\Reports_Fortiweb etcrc |[ Selectfie |

Awvailable reports

| Frequency Show all

] Sites

Fartiweb- Admin activitie R155-VM3D Default Undefined
Fortiweb- Admin login and logout R155-VM30 Undefined
Fortiweb- Admin login failures R155-VM30 Undefined
Fortiweb- Attack detection R155-VM30 Undefined
Fortiweb- System activities R155-VM30 Undefined
Fortiweb- Traffic details R155-VM30 Undefined

Mote: Set run time option is not applicable for Defined Reports and Hourdy Reports

Set un time for report{s) from I;IMU'I - ilirlenﬁidlzlrirlla

Replace | o | | [ Replace | [ Assign systems |

Mote: Make sure that Sitels), Group(s) and System(s) selections are valid.

Figure 28

3. Click the Import button to import the reports. EventTracker displays success message.

Export Import Utility x

o Selected reports configurations are imported successfully,

Figure 29
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Dashboard

NOTE- Below steps given are specific to EventTracker 9 and later.

e Open EventTracker Enterprise in browser and logon.

My Dashboard

Threats

Indicators of Compromise

Incidents
UUSE activities. Mew services or software install E

Behavior Comelation
Change Audit

Compliance

Figure 30

e Navigate to My Dashboard option as shown above.
e C(Click on the Import button as show below:

EventTracker

# /Dashboard / My Dashboard

My Dashboard
OB LTOO

Figure 31

e Import dashboard file Dashboard_FortiWeb.etwd and select the dashboards that you require and
click on Import as shown below:

EventTracker:
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Mote: If dashlet configured using persisted report, first import the report and proceed with importing dashlet.

Upload

Available widgets

[ select Al

[ Fortiweb- Denied attack t.. [ Fortiweb- Top attacks det... [ Fortiweb- Attack detectio.. ] Fortiweb- Top destination.. [ Fortiweb- Attack detected..

Close

Figure 32

e Import is now completed successfully.

Selected dashlets imported successfully.

Figure 33

Verify FortiWeb knowledge pack in EventTracker

1. Logon to EventTracker Enterprise.

2. Click Admin dropdown, and then click Categories.

EventTracker:

Actionable Security Intelligence




Integrate FortiWeb

Tools -
L Home 8= Active Watch Lists [E] Collection Master 52 Group Management ] systems A / Dashy]
a A Alerts @ Correlation Q IP Lookup Configuration ,@.‘ Users
1 @ Behavior Correlation Rules ﬂ Diagnostics 1 Knowledge Objects ."[‘- Weights
!:"u Behavior Correlation Settings \71 Event Filters @ Manager CJ windows Agent Config
&E:ZTBI c;ybl:'r:‘f(eaChzT@mwmt Lgflmlorsuﬂg -:] Casebook Configuration [9] Eventvault f:; Parsing Rules
of Cstegory [ FAQ Configuration &7 Report Settings
Attacker - News

Figure 34

3. In Category Tree to view imported categories, scroll down and expand FortiWeb group folder to
view the imported categories.

Category A / Admin / Category
Category Tree Search Category Details
~
i[5, Cisco Sourcefire Prar @ r—
o [ cylance
(=3 Dropbox Event Category Name | Fortiweb- Admin activities
[ EventTracker
. Fortiweb Admin activities
(= Fortigate Firewall B
=+ Fortiweb
o
[E] Fortiweb- Admin login and lagout Appliesto Fortiweb Category version | 1.0
] Fortiwep- Admin togin falures Show In Operations [(Jcampliance (Jsecurity
[E] Fortiweb- Attack detection
[E] Fortiweb- System activities Event Rule add || edit || Delete
(2] Fortiweb- Tarric details

5 [ FortiWiFi logType  EventType  Category Eventld Source User Match in Description Description Exception Lucene Query
{3 Juniper Netscreen Firewall 0 0 o syslog (%)log()7id=\bOOD\G{5]\b\s. Ptype=(\")Pevent.“7sub( ) Ttype=(\")fzdmin Iog_source:"Fortiweb Admin activities”
t1-[=3 Kaspersky Security Center

(=3 Manags Engine AD Manager

Cancel
[ Microsoft ATP

Figure 35

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Alerts.

— EventTracker::

Admin~ Tools~
n Home E; Active Watch Lists [E] Collection Master [52 Group Management ] systems A /Dash
a A\ Alerts @ Caorrelation Q IP Lookup Configuration QQ' Users
2 @ Behavior Correlation Rules ﬂ Diagnostics 1 Knowledge Objects :‘F Weights
'!"'n Behavior Correlation Settings \T\ Event Filters @ Manager L windows Agent Config
f.zfe':"a' qb‘::o’(ea“hgmmwwm L';‘;"“‘?',‘?'Snﬂg 7] Casebook Configuration [¥] eventvault 17 Parsing Rules
ofs Category [@ FAQ Configuration &Y Report Settings
Attacker - News

Figure 36

3. Inthe Search box, type ‘Fortiweb, and then click the Go button.
Alert Management page will display all the imported alerts.
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Alerts & / Admin / Alerts
Show | All v Searchby | Alertname |V fortiweb Q | Q
270 Syrem Im
Low
System/User Defined Alerts Alerts by Threat Level
Count for system and user defined alerts Count of alerts by threat level
@ 1 Ml Click"Activate Now" sfter making all changes
. _ Forward as Forward as Remedial Action Remedial Action -
m] Alert Name A Threat Active E-mail e Syslog oo S Applies To
] @ Fortiweb- Admin login failure ] O O O m] Fortiweb
O §f Fortiweb- Attack detected [ ] [} O O [} [m] Fortiweb

4. To activate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays message box.

Successfully saved configuration.

Figure 38

5. Click OK, and then click the Activate Now button.

NOTE: Please specify appropriate systems in alert configuration for better performance.

1. In the EventTracker Enterprise web interface, click the Admin dropdown, and then click Parsing rules.

— EventTracker::

n Home E_; Active Watch Lists [E] collection Master [%7 Group Management ] systems 4% / Dashb
a Ak Alerts @ Correlation Q IP Lookup Configuration 9% Users
0 1 @ Behavior Correlation Rules ﬂ Diagnostics G Knowledge Objects [‘- Weights
ﬂ Behavior Correlation Settings m Event Filters @ Manager ] windows Agent Config
LI:S:QTBI C.Yb‘:":n'fame:”ﬂ,mwpm L';‘:'c‘?t.‘?“&g 7] Casebook Configuration [9] Eventvault [7) Parsing Rules
o|§ Category [®7 FAQ Configuration ‘{] Report Settings
Attacker = News
Figure 39

2. On Template tab, click on the FortiWeb group folder to view the imported Templates.

EventTracker:
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Parsing Rules A / Admin / Parsing Rules

ParsingRule | Template

e @B oy rores o a ce%

~

b

Cylance

b

Template Name Template Description Added By Added Date Active ]

Fortiveb Common Template Fotiueb- Common Template eraamin 0ct 25043007 M o @

Dropbox

EventTracker

= =

Fortigate Firewall

Fortiweb

FortiwiFi
Linux 05
Macos X
Malwarebytes

Manage Engine AD Man,

) = = | B = S| =

Microosft ATP

MSSQL Audit

b B
SRR I T TR CY

OKTA 550

Figure 40

1. In the EventTracker Enterprise web interface, click the Admin dropdown, and then click Knowledge
Objects.

EventTrackeri: A | Admine  Tools
n Home E_; Active Watch Lists [E] Collection Master [% Group Management ] systems 4% /Dashb
Q Ak Alerts @ Correlation Q IP Lookup Configuration QQ‘ Users
0 1 @ Behavior Correlation Rules ﬂ Diagnostics o Knowledge Objects ,"l‘- Weights
‘. Behavior Correlation Settings 2] Event Filters @ Manager [ Windows Agent Config
E‘:z:“al Cybt::;eachz_r@mwm| Lg‘:'mmﬁ"gig: = | Casebook Configuration H Eventvault O Parsing Rules
o|§ Category [®" FAQ Configuration ‘;p Report Settings
Attacker — News

Figure 41

2. Inthe Knowledge Object tree, expand FortiWeb group folder to view the imported Knowledge objects.

Knowledge Objects & / Admin / Knowledge Objects
Q| a obects @ T X ¥
Groups @@ Object name [Fortiweb Admin activiies @tn

. Appliesto Fortiuen

ropbox
EventTracker - N
Title Log type Event source Eventid Event type
Fortigate Firewall Fortiweb- Admin activities syslog™ [CACRIN-A
=

(illog()id= Hype=(Wevent FsubPtype=(\")admin

Fortiweb Admin activities @ @' Message Exception:
Fortiueb Admin logons @ 1 Evpressions
Fortiweb Attack detection @1 e - - -
(] pression type Expression 1 Expression 2 Format string
Fortiueb System activities @1 -
Fortiwed Tatfic detais @ Regular Expression (1ckey>\w+)= (2" <value> 7|7 <value> [Me}+)) @1

2 Juniper NetScreen Firewall

Figure 42

EventTracker
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Flex Report

1. In the EventTracker Enterprise web interface, click the Reports menu, and then select Report
Configuration.

EventTracker::

Report Configuration

Report Dashboard Indicators of Compromise
USE acthities, Mew services or software install ]

Figure 43

2. In Reports Configuration pane, select Defined option.
3. Click on the FortiWeb group folder to view the imported FortiWeb reports.

Report Configuration A /Reports / Report Configuration / Defined
O scheduled O Queued @ Defined Search. Q  Q M
Report Groups G-

[Spr— i@ *e1na Ly o |
= CiscoWic M & [m] Titie Created on
5 cylance n & [m] 34 Fortiweb- Traffic details Oct 30 05:24:12 P @ &
B i & [m] 34 Fortiweb- Attack detection (0] &
=1 0 & O &3 Fortiweb- System adtivities ® &
B e o &
= 0 &)

— O &3 Fortiweb- Admin login and lagout @ &
(3 Fortiwifi m &
oa——— i @ [m] £ Fortiweb- Admin activities Oct 30 03:47:05 PM Oct 30 04:30:51 PM @ &
B macosx m & I
[ Manage Engine AD Man.. mn &
2 Micosoft ATP M &
[5  Microsoft Dis serv: m &
[ Micosoft Exchange i &

Figure 44
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o WIDGET TITLE: FortiWeb- Denied attack trend

Fortiweb- Denied attack trend E -
a
6 i
4 i
<]
2
i Sl Sl Sl Bl S il "R
3 A% o 3 N e
A v v 2 i e ™
Mow 12 03:34 P - Mow 13 03:35 PR
Figure 45
e WIDGET TITLE: FortiWeb- Attack detected by Source IP Address
Fortivweb- Attack detection by source ip address
Series: log_info
300
200
100
] 1
B <]

Iy-
,\hFEﬁl"

parameter name - (ct00fhdnurl) triggered paramater validation
pararmeter name - (limittime) triggered pararmater validation

paratmeter(hdnisonfile) trinaered signature id 0507180003 of sianatures policy et2-201

Mow 12 02:34 PR - Mo 13 02:35 PM

Figure 46
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o WIDGET TITLE: FortiWeb- Top attacks detected

Fortiweb- Top attacks detected G-
i
<
I directory traversal as-is based sql injection
No 03:34 PM - No 03:35 PM
Figure 47

o WIDGET TITLE: FortiWeb- Attack detection by destination IP address

Fortiweb- Attack detection by desti... G - %

Series: log_info

300
S —
200
100
0 n 3
u‘dbﬂﬁ »—**' :
NCa N

parameter name - (ctl00$hdnurl) triggered paramater validatior
parameter name - (limittime) triggered paramater validation

varameter(hdnisonfile) triaaered sianature id 050180003 of sian

Nov 12 03:34 PM - Nov 13 03:35 PM

Figure 48
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WIDGET TITLE: FortiWeb- Attack detected by geolocation

Fortiweb- Attack detected by geolo...

New Delhi

h

Figure 49
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