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Abstract

This guide provides instructions to configure the Fortinet Firewall to send crucial events to the EventTracker via
syslog.

Scope

The configuration details in this guide are consistent with the EventTracker version 9.3 or later, and the Fortinet
Firewall with FortiOS version 4.0-6.0.

Audience

This guide is for the administrators responsible for configuring the Knowledge Packs in EventTracker.
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1 Overview

Fortinet Firewall provides protection in various areas with other key security features such as anti-virus,
intrusion prevention system (IPS), web filtering, anti-spam and traffic shaping to deliver multi-layered
security for the IT environment.

Netsurion facilitates monitoring events retrieved from the Fortinet Firewall. The dashboard, category, alerts,
and reports in Netsurion’s threat protection platform, EventTracker, collects and analyses firewall events
provides details about security violations, user behavior, and traffic anomalies.

2 Prerequisites

e EventTracker version 9.3 or later must be installed and configured to receive logs.

e Fortinet Firewall with FortiOS V4.0-V6.0 must be installed.

3 Enable Syslog Forwarding in the FortiOS V4.0

Syslog is a standard for forwarding log messages in an IP network. Syslog captures the log information
provided by the network devices.

1. To send logs to syslog server, go to Log & Report > Log Config > Log Settings.

2. Inthe Logging and Archiving section, select Syslog option.

FiZRTINET | FortiGate 140D-POE ®x 0 &
System . logsettngs B
Router
Policy & Objects Logging and Archiving
= ¥ pisk
Security Profiles :
[¥] Enable Local Reports (£
VPN

[¥] send Logs to FortiAnalyzer/FortiManager

User & Device =
1P Address: 10.10.11.62 Test Connectivity

WiFi & Switch Controller i
Upload Option

Store & Upload Logs Daily  ~|at|00:59

") Traffic Log @ Realtime © Unreachable BEEEINES RO Failed: 2208548
®9 Event Log

#38 Security Log
& Report

m

[¥] Encrypt Log Transmission
[¥] send Logs to FortiCloud

5 Account: productmarketing@fortir
&% Log Config )
X Upload Option
* Threat Weight © Store & Upload Logs Daily v at 00:00
&3 Monitor 7 Realtime

[7] Send Logs to Syslog
Server:

[ Event Logging

[7] Enable Al [¥] Endpoint event [¥] WiFi activity event [V] System activity event  [¥] User activity event
[¥] Router activity event [¥] VPN activity event [¥] HA event [¥] Explicit web proxy event =
GUI Preferences
Display Logs From Disk v i
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3. After selecting the check box, the Syslog options appears.

4. Enter the appropriate information for the following:

Option Description
IP/FDQN Enter the domain name or IP address of the syslog server.

Enter the port number for communication with the syslog server,

P
ort usually port is 514.

Select a log level, the Fortinet unit will log all the messages at and

Minimum log level . .
& above that logging severity level.

Facility indicates to the syslog server the source of a log message. By

Facilit default, the Fortinet reports facility as local7.
acili
Y You can change the Facility if you want to distinguish log messages

from other Fortinet units.

Select this option to get the logs in default format.

When you enable default format, the Fortinet unit produces the log in

Enable set format
default format.

default
If you do not enable default format, the Fortinet unit produces plain

text files.

5. After providing the appropriate details, click the Apply button.

Note

Fortinet v4.0 does not support configuring syslog over TLS.

4  Configure Syslog over TLS

Configure Syslog over TLS using the certificate issued by a trusted Certificate Authority (CA).

4.1 Creating a Client Certificate

1. Loginto the Client Machine (CentOS or UBUNTU).

2. Type in the below command.

Command: certtool -p --outfile ca.key.pem

© Copyright Netsurion. All Rights Reserved. 5
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3. Specify the credentials to generate an RSA private key.

4. Typeinthe below command.

Command: certtool -s --load-privkey ca.key.pem —--outfile ca.crt

5. Specify the Common name, the certificate expiry date, and the other following fields as specified in
the below image.

© Copyright Netsurion. All Rights Reserved. 6
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er the URI of the CRL distribution point:

.508 Certificate Information:
Version: 3
1 Number (hex): 5c8b507d01b0840f

Before:
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Extensions:
Basic Constraints
Certificate Authority
Eey Purpose (not critical

Digital signature.
Non repudiation.
pherment.
ificate s=sign

1735d171866f15cE
bffbSdfeZé&6sae

v PIN:

—2ha256: fHYIdANDeIS/ +53+JmWuyOQwdlj SLrR1IXTEEVNYIbIk=

3

Iz the above information
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6. It will generate a client certificate with the name the ca.crt
7. To verify, specify the command: Is

Note

Please capture the certificate location for future use.

5 Enable Syslog Forwarding in FortiOS v5.0-6.0

Use this command to configure the log settings for logging into a remote syslog server (available only in the
CLI). You can configure the Fortinet unit to send logs to a remote computer running a syslog server. Using the
CLI, you can send the logs up to three different syslog servers.

You can even configure additional syslog servers using syslogd2 and syslogd3 commands.

Syntax: Config log {syslogd | syslogd2 | syslogd3} setting

1. Set status to enable to allow logging to a remote syslog server.

Example: set status enable

2. Enable default format to allow the Fortinet unit to produce the logs in default format. Ifyou do not
enable default format the Fortinet unit produces plain text files.

Example: set default enable

3. Specify the facility type. Facility identifies the source of the log message to syslog.

4. Setfacility {alert | audit | auth | authpriv | clock | cron | daemon | ftp | kernel | localO | locall | local2
| local3 | local4 | local5 | local6 | local7 | Ipr | mail | news | ntp | syslog | user | uucp}

Example: set facility local3

5. Specify the port number for communication with the syslog server.

Example: set port 514

6. Specify the reliable delivery of syslog messages to the syslog server.

Example: set reliable enable

7. Specify the IP address of the syslog server that stores the logs.

Example: set server 172.168.22.54

© Copyright Netsurion. All Rights Reserved. 8
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8. Specify the source IP address for syslogd, syslog2 and syslog3.

Example: set source-ip 172.168.22.50

Note

If you need to enable the TLS, please follow the below steps that are optional.

9. Specify the reliable syslog with the TLS encryption.

Example: set enc-algorithm high
10. Specify the TLS version to send logs securely.

Example: set ssl-min-proto-version TLSv1-2

Note

Captured certificate path can be utilized in the below command.

11. Specify the certificate to communicate with the Syslog server.

set certificate "<certificate local path>"

Example: set certificate “/root/CACert.crt”

Importing Certificates
1. Loginto the FortiGate console.

2. Navigate to Systems > Certificates.

=_= FortiGate 60E FGDocs
Security Fabric »
M FOr e »
o Melwork »
I & System W I
Administralors

Adnin Profiles

Firmmwars

Seltings

HA

SNME

Replacement Messages

Replacement Message
Groups

FortlGuard

Reputation

Feature\l'lslhilli
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3. Click Import > CA Certificate.

4. Setthe Type to File, upload the CA certificate file, then click OK.

FortiGate

IG System v B Dolete 3] import> @ View Detaiie & Download Import Certificate x
Aaministrators Name & Type PKCS#12 Certificate  Certificate
Admin Profiles - N Certificatefile | © Upload
Firmware RV Fortinet CA Untrusted € US, ST = Catifornia, L = Sunnyvale. O » Fortinet, OU » Certificaly
Settings El s
HA §¥ Fortinet Factory € =US, ST = Catifomia. L = Sunnyvale, O = Fortinet, OU = FortiGate) e
SNMP ¥ Fortinet S5 € =US, ST = California. L = Sunnyvale, O = Fortinet, OU = FortiGate
Replacement Messages ¥ Fortioet SSLDSA1024  C©=US, ST =California.L = Sunmyvale, O = Fortinet, OU = FostiGate)
Zf:f‘;f’"e"‘ Musion WV Fortinet SSL_DSA2048  C = US, ST = Califorria. L = Suninyvale, O = Fortinet, OU = FortiGate]
FortiGuard T¥ Fortinet SSL_ECDSAZ56 €= US,ST = Callfocnia, L= Suntyyale, O = Fortiet, OU = FortiGatey
Reputation ¥9 Fortinet SSL_ECDSA384 € =US, ST = Catifornia, L = Sunnyvale. O = Fortinet, OU = FortiGats
Feature Visibility §¥ Fartinet SSL_ECDSAS21 € =US, ST=California, L = Sunnyvale, O = Fortinet, OU = FortiGiite)

¥¥ Fortinet SSLLEDA48  C=US,ST =California, L = Sunnyvale, = Fortinet, OU = FortiGate

L T O £

The CA certificate will be listed in the CA Certificates section of the certificates list.

* Generate | # D imports @ L Soarch Q
Name Subject Comments Issuer Expires Status So

¥ Fortinet CA _SSL C = US, ST = California, L = Sunnyvale. O = Fortinet, OU = Certificate Aut This is the default CA certificate the SSL Inspection will use when generat..  Fortinet 2028/09/2320:44:12  © Valid Fa
¥ Fortinet_CA Untrusted C = US. ST = California, L = Sunryvale, O = Fortinet, OU = Certificate Aut This is the default CA certificate the SSL Inspection will use when generat..  Fortinet 2028/05/0109.07:49 © Valid Fau
¥ Fortinet_Factory C = US, ST = California, L = Sunnyvale. O = Fortinet. OU = FortiGate, CN = This certificate is embedded in the hardware at the factory and is unique Fortinet 2056/11/2014:58:17  © Valid Fa
#¥ Fortinet_Factory Backup € = US, ST = California, L = Sunmyvale. O = Fortinet. OU = FortiGate. CN = This certificate is embedded in the hardware at the factory and is unique Fortinet 2038/01/1822:1407 © Valid Fa
¥ Fortinet SSL C = US, ST = California, L = Sunmyvale. O = Fortinet, OU = FortiGate, CN = This certificate is embedded in the hardware at the factory and is unique . Fortinet 2028/09/2320:44:13  © Valid Fau
¥ Fortinet_SSL_DSA1024 C = US, ST = California, L = Sunmyvale. O = Fortinet. OU = FortiGate, ON = This certificate is embedded in the hardware at the factory and is unique Fortinet 2029/01/0313:4632 © Valid Fau
¥ Fortinet_SSL_DSA2048 C = US, 5T = California, L = Sunnyvale. O = Fortinet. OU = FortiGate, CN = This certificate is embedded in the hardware at the factory and is unique Fortinet 2029/01/0313:4633 © Valid Fau
¥ Fortinet SSL_ECDSA256 € = US, ST = California, L = Sunryvale. O = Fortinet, OU = FortiGate, CN = This certificate is embedded in the hardware at the factory and is unique Fortinet 2029/01/03134633 © Valid Fa

¥ Fortinet_SSL_ECDSA384  C = US, ST = Calfornia, L = Sunnyvale. O = Fortinet, OU = FortiGate, CN = This certificate is embedded in the hardware at the factory and is unigue Fortinet 03134633 © Valid Fau

¥ Fortinet SSL_ECDSAS21 € = US, ST = California, L = Sunmyvale, O = Fortinet, OU = FortiGate, CN = This certificate is embedded in the hardware at the factory and is unigue Fortinet 8/18202632 © Valid Fa

¥ Fortinet_SSL_ED448 C = US, ST = California, L = Sunnyvale. O = Fortinet, OU = FortiGate, CN =..  This certificate is embedded in the hardware at the factory and is unique Fortinet 8/1820:26:32 © Valid Fa

¥ Fortinet SSL_ED25519 € = US. ST = California, L = Sunryvale. O = Fortinet, OU = FortiGate. CN = This certificate is embedded in the hardware at the factory and is unique .. Fortinet 318202632 © Valid Fa
U¥ Fortinet SSL_RSA1024 € = US, ST = California, L = Sunmyvale, O = Fortinet. OU = FortiGate, CN =..  This certificate is embedded in the hardware at the factory and is unique . Fortinet 03134632 © Valid Fau
¥ Fortinet SSL_RSA2048  C = US, ST = California. L = Sunnyvale, O = Fortinet. OU = FortiGate, CN = This certificate is embedded in the hardware at the factory and is unique Fortinet 03134632 © Valid Fa
¥ Fortinet SSLRSA4096 € = US, ST = California, L = Sunmyvale, O = Fortinet, OU = FortiGate, CN =..  This certificate is embedded in the hardware at the factory and is unique . Fortinet 2030/08/182026:32 © Valid Fau
¥ Fortinet Wit € = US, ST = Calornia, L = Sunnyvale, O = *Fortinet, Inc”. CN = auth-cert...  This s embedded in the frmware and s the same on every unit..  DigiCert Inc 2021/12/2518:59.59  © Valid Fa

CN = WIN-MCKKRUNSKO! WIN-MCKKRLNSKOL © Valid Us
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6 EventTracker Knowledge Pack

After receiving the logs into the EventTracker, configure the categories and the reports into the EventTracker.

6.1 Alerts

e Fortinet: Administrator logon failed: This alert is generated when an administrator has a login failure.
e Fortinet: Attack detected: This alert is generated when the IPS alert is detected by the Fortinet firewall.

e Fortinet: Configuration changes: This alert is generated when a configuration change is done in the
Fortinet firewall.

e Fortinet: Virus detected: This alert is generated when a virus is detected by the Fortinet firewall.

e Fortinet: Data leak protection: This alert is generated when a DLP event has occurred.

6.2 Flex Reports

e Fortinet- User authentication details- This report provides details about all the user authentication
details.

LogTime Computer Priority User Name Action Status Reason Event Details
1W3INZ017 04:58:51 PM FORTIMET notice “user” authentication failure “reason” "User failed in
failure user
authentication™

TWIW2017T 04:58:51 PM FORTIMNET notice "Peter” FSAE-auth failure: “AD group
KMobi_Tel user
Peter failed in
authentication™

TW3IW201T 04:55:28 PM FORTINET notice “user” NTLM-author failure: “reason” “AD group

© Copyright Netsurion. All Rights Reserved. 11



Netsuion.

Logs Considered:

[~| LOG TIME EVENT ID SITE f COMPUTER USER DOMAIN SOURCE

=] 10/30/2017 5:21:38 PM 333 MNTPLDTBLR3E / Fortin... N/A N/A Syslog

Description:
date=2007-07-01 time=20:2%01 devname=FRT123 device_id=FGT0000000000001 leg_id=000000001 type=event subtype=auth pri=notice vd=root prot
o=1src=196,111.14.54:1051 dst=118.12.10.9%:81 adgroup="Maobi_Tel” user="Peter” ui=10,1.1.21:80(6) action=FSAE-auth status=failure msg="AD group
Mobi_Tel user Peter failed in authentication™

Event Type: Information
Log Type: Application
Category Id: 0

e Fortinet- Administrator logon details- This report provides details about all the admin login and logout
activities.

Computer Priority Virtual Domain User Name Action  Status Profile Event Details

1001872017 05:49:07 P FORTINET information wdom1 admin login failed super_admin Administrator admin logged in failed
from console

10182017 05:49:07 PM  FORTINET informaticn wvdom1 admin login success  super_admin Administrator admin logged in
successfuly from console

Logs Considered:

|E| LOG TIME EVENT ID SITE /f COMPUTER USER DOMAIN SOURCE
|E| 10/30/2017 4:59:25 PM 3333 MTPLDTBLR3E / Fortin... M/A MyA Syslog
Event Type: Information Description:
date=2014-08-28 time=13:57:36 logid=0100032002 typ 1t subtype=system level=alert vd="root" user="hford" ui=https({172.16.86.1) action=login s

Log Type: Application

Category Id: 0 tatus=rfailed reason="passwd_invalid” msg="Administrator hford login failed from https({172.16.86.1) because of invalid password”

=] 10/30/2017 4:58:28 PM 333 NTPLDTBLR3E / Fortin... N/A N/A Syslog

Description:
date=2016-02-12 time=10:48:12 logid=0100032001 type=event subtype=system level=information vd="vdom 1~ logdesc="Admin login successful” sn=1
455302892 user="admin" ui=conscle actiocn=login status=success reason=none profile="super_admin" msg="Administrator admin logged in successfull

Event Type: Information
Log Type: Application

Category Id: 0
y from console”

e Fortinet- Attack detected- This report provides details about all the IPS and IDS attacks that are detected
by the Fortinet firewall.

Source IP Destination IP Destination Attack Service Virtual Source Critical Critical
Address Address Port Action Attack ID Details Name Reference Url Domain Interface Level Score
10M8/2017 05:49:07 PM 192.168.1.183 192.168.70.184 20882 clear_ 8777316 icmp_flood icmp/148/231 hitpwww . fort vdom! port1s critical 0
SE38i0 inet.com/fids/vID
n 18777316

© Copyright Netsurion. All Rights Reserved. 12
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Logs Considered:

|| LOG TIME EVENT ID SITE f COMPUTER USER DOMAIN SOURCE

=] 10/30/2017 5:21:38 PM 333 NTPLDTBLR3S / Fortin... N/A MN/A Syslog

Event Type: Information Description:

Log Type: Application date=2016-02-12 time=14:10:42 logid=0720018433 type=anomaly subtype=anomaly level=alert vd="vdom1" severity=critical srcip=192.168.11.101 dsti
Category Id: 0 p=172.160.45.111 srcintf="port15" sessionid=0 action=clear_session proto=1 service="icmp/146/81" count=306 attack="icmp_flood™ dstport=20882 icm

ptype=0x92 icmpcode=0x51 attackid=16777316 profile="DoS5-pelicy1” ref="httpy//www.fortinet.com/ids/VID16777316 msg="anomaly: icmp_flood, 34
= threshold 25, repeats 306 times” crscore=50 crlevel=critical

e Fortinet- Suspicious web content detected- This report provides details about all the suspicious web
traffic content that is detected by the Fortinet firewall.

Source Destination Host Destination Destination Service Requested Source Destination Bytes Bytes Event Critical Critical
Source IP Address Port  Address IP Address Port Action Name URL Interface Inteface Direction Sent Received Details Level Score
101842017 05:49:07 PM 182.168.1.183 48876 www.youku.com 202.46.41.172 80 blocked HTTP ! port1S port1® outgoing 120 548 URL belengs  high 0
to a denied
category in
policy

Logs Considered:

|| LOG TIME EVENT ID SITE f COMPUTER USER DOMAIN SOURCE
Event Type: Information Description:
Log Type: Application date=2013-10-30 time=11:14:50 devname=FRT123 devid=FG100D3 logid=0315013317 type=utm subtype=webfilter eventtype=urlifilter level=notice vd
Category Id: 0 =" root” policyid=30 identidx=0 sessionid=21843402 srcname=" MacBook-MacBook-Pro-de-B.local” osname=" Mac OS5 X" osversion=" 10.8.5" unauthus

er="bj" unauthusersource=" forticlient" srcip=192.168.11.101.5 srcport=60038 srcintf=" internal2” dstip=172.160.45.111 dstport=80 dstintf=" ISP-Colt" 5
ervice=" http™ hostname=" nagios.foo.net” profiletype=" \Webfilter_Prcfile™ profile=" default” [b][color=#FF0000]status=passthrough [fcolor][/b] reqgtype
=" referral” url=" /nagios3/images/comment.gif” sentbyte=633 rovdbyte=18msg=" URL has been visited” method=domain class=0 cat=255

e Fortinet- Suspicious email content detected- This report provides details about all the suspicious email
traffic content that is detected by the Fortinet firewall.

Mail

Source IP Source Destination IP Destination Service Sender Recipient  Mail Attach
Computer Action Address Port Address Port Name Address Address Subject ment Event Details
10182017 05:49:07 PM FORTINET tagged 192.168.1.183 33244 192.188.70.184 1110 POP3 ji@fortinet.com mm@fortinet. [SMTP:  no email iz
com MyTest reported as
spam by ASE

© Copyright Netsurion. All Rights Reserved. 13
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Logs Considered:

=] LOG TIME

= 10/30/2017 5:21:38 PM

Event Type: Information
Log Type: Application
Category Id: 0

[ )
Fortinet firewall.

Source IP
Address

10MB2017 05:49:07 PM 192.168.1.183

Logs Considered:

=] LOG TIME

10/30/2017 5:21:38 PM

Event Type: Information
Log Type: Application
Category Id: 0

Source IP Source
Address Port
101872017 05:49:07 PM 192.188.1.183 45719

Logs Considered:

=] LOG TIME

=] 10/30/2017 5:21:39 PM
Event Type: Information
Log Type: Application
Category Id: 0

EVENT ID

3333

SITE f COMPUTER USER DOMAIN SOURCE

NTPLDTBLR3E / Fortin... MN/A M/A Syslog

Description:
date=2016-02-12 time=14:01:12 logid=0509020432 type=utm subtype=emailfilter eventtype=pop3 level=notice vd="vdom1" sessionid=64465 user=""
srcip=192.168.11.101 srcport=33244 srcintf="port15" dstip=172.160.45.111 dstport=110 dstintf="port19" proto=6 service=POP3 profile="default™ action
=tagged from="jj@fortinet.com” to="mm@fortinet.com” recipient="testpc3" sentbyte=27 rovdbyte=1592 direction=incoming msg="email is reported as

spam by ASE" subject="[SMTP]: MyTest" attachment=no

Fortinet- Data leak detected- This report provides details about all the DLP event detected by the

Service Bytes Bytes
Sent Received Direction User Agent

Destination

Source

Source Destination IP Destination
Port Address Port Action File Type File N\ame Requested URL Interface Inteface Protocol Name
6171  192.168.70.184 80 block  unknown ssn-docx- /dip/ssn/ssn- port15 port19 6 HTTP 151 90170 incoming  Waget.10.2
pdf-valid.tar docx-pdf-
wvalid.tar
EVENT ID SITE f COMPUTER USER DOMAIN SOURCE
333 MNTPLDTBLRS / Fortin... N/A N/A Syslog

Description:
date=2014-05-01 time=11:54:37 devname=FRT123D devid=FG100D3G 12512498 logid=0954024577 type=utm subtype=dip eventtype=dip level=notice
vd="root" filteridx=0 filtertype=none filtercat=none policyid=8 identidx=1 sessionid=8774608 epoch=2043380188 eventid=0 user="USEMAME" srcip=1
92.168.11.101 srcport=60439 srcintf="internal” dstip=172.160.45.111 dstport=80 dstintf="wan2" service=htip filetype="unknown" sentbyte=0 rcvdbyte=

0 hostname="1.2.com” url="/ws/ps.asmx/GetMailcount” file="GetMailcount” action="log-only" profile="default"

Fortinet- Virus detected- This report provides details about all the virus detected by the Fortinet firewall.

Destination Critical Critical
Inteface Score Level
port19 critical

Virtual Event User Service Source
Action Direction File Name Domain Details Agent Name Interface
Fieis Wgetl.1 HTTP  portls
infected 0.2

Requested
Reference Url URL
http:ifveww . fort hitp:i192.168. blocked incoming eicar.com vdom1
inet. comive?vn 70 184/gicar.c
=EICAR_TEST_ om
FILE

Intrusion
Virus Name Priority type
EICAR_TEST warning Virus
_FILE

Destination IP Destination
Address

EVENT ID SITE f COMPUTER USER DOMAIN SOURCE

333 NTPLDTBLR3S / Fortin... N/A N/A Syslog

Description:
date=2016-02-12 time=11:11:25 logid=0211008192 type=utm subtype=virus eventtype=infected level=waming vd="vdom1" msg="File is infected.” acti
on=blocked service=HTTP sessionid=56633 srcip=192.168.11.101 dstip=172.160.45.111 srcport=45719 dstport=80 srdntf="port15" dstintf="port19" pro
to=6 direction=incoming filename="eicar.com” checksum="1dd02bdb™ quarskip=Mo-skip virus="EICAR_TEST_FILE" dtype="Virus" ref="http:/fwww.fortin
et.com/ve?vn=EICAR_TEST_FILE™ virusid=2172 url="http://192.168.70.184/eicar.com™ profile="default” user="" agent="Wget/1.10.2" analyticscksum="13
1f95c51cc819465fa1 7976 ccacfidd9daaaffd6faleact 3acb3ffbdfdB267T" analyticssubmit=false crscore=50 crlevel=critical

14
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Fortinet- Traffic allowed details- This report provides details about all the traffic allowed by the Fortinet

[ ]
firewall.
Application  Application Bytes  Bytes Destinatio Destination IP Destination NAT Destination NAT Source IP Source SourcelP  Source Traffic  Virtual
Action Category Name Received Sent n Country Address Port IP Address Address Priority Protocol Country Address Port Type Domain
1082017 05:45:07 PM  close  Generalinterest Woetlike  '1605 95 Reserved  192.168.70.134 80 snat 192.168.70.214 nofice 6 Reserved 192.168.1.183"45719  forward vdomi
Logs Considered:
|~| LOG TIME EVENT ID SITE f COMPUTER. USER DOMAIN SOURCE
=] 10/30/2017 5:21:39 PM 333 NTPLDTBLR3S / Fortin... N/A N/A Syslog
Event Type: Information Description:
Log Type: Application Feb 19 23:26:11 cpsutmfwl1 time=23:26:11 devname=FG-Matera-Matriz devid=FG200D3913805186 logid=0000000013 type=traffic subtype=forward le
Category Id: 0 vel=notice vd=root srcip=192.168.11.101 srcport=54256 srcintf="wan1" dstip=172.16045.111 dstport=3389 dstintf="port16" sessionid=193737394 prot
o=6 action=allow policyid=0 dstcountry="Brazil” srccountry="United States" trandisp=noop service="RDP" duration=0 sentbyte=0 rovdbyte=0 sentpki=
0 crscore=30 craction=131072 crlevel=high devtype="Error” mastersrcmac=b8:af67:f6:06:d9 srcmac=b8:afe7 f6:06:d9
e Fortinet- Traffic denied details- This report provides details about all the traffic denied by the Fortinet

firewall.

Source Destination Source Destination Virtual

Bytes Bytes Source IP Source Destination Destination
Device Name Sent Received Address Port IP Address Port Priority Action Interface Inteface Country Country Domain
10/18/2017 05:49:07 PM FG-Matera- 0 0 108.166.82.18 542568 201.16.252.12 73389 notice deny  wani port16 United Brazil root
Matriz 1
Logs Considered:
|~ LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
=] 10/30/2017 5:21:39 PM 333 MNTPLDTBLRS / Fortin... N/A MN/A Syslog
Event Type: Information Description:
Log Type: Application Feb 19 23:26:11 cpsutmfwdl time=23:26:11 devname=FG-Matera-Matriz devid=FG200D3913805156 logid=0000000013 type=traffic subtype=forward le
Category Id: 0 vel=notice vd=root srcip=192.168.11.101 srcport=54256 srcintf="wan1" dstip=172.160.45.111 dstport=3389 dstintf="port16" sessionid=193737894 prot
o=6 action=deny policyid=0 dstcountry="Brazil" srccountry="United States” trandisp=noop service="RDP" duration=0 sentbyte=0 rovdbyte=0 sentpkt=

0 crscore=30 craction=131072 crlevel=high devtype="Error" mastersrcmac=b&:afe7:76:06:d9 srcmac=b&:afeT fe:06:d9
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e Fortinet- VPN logon details- This report provides details of all the VPN logon details.

Source IP Destination
Computer Device Name User Name Address Source Port IP Address  Destination Port Action Status Event Details
10302017 04:58:51 PM FORTINET FG300C351356 "N/A" 1270.0.1 4500 1270.0.2 1659 negotiate  failure "progress IPsec phase 1"
06597
1003042017 04:58:51 PM FORTINET FG300C39136 "N/A" 1270.0.1 2500 1270.0.2 Figs9 negotiate negotiate_ "IPsec phase 1 error”
06397 error
1032017 04:58:51 PM FORTINET FG300C359136 Tjens.weber 1270.0.1 "ssl-login- "55L user failed to logged
06597 - fail" in"
Logs Considered:
IEI LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
IEI 10/30/2017 5:21:35 PM 333 MNTPLDTBLRS / Fortin... N/A N/A Syslog
Description:

Event Type: Information
date=2015-04-10 time=20:26:33 devname=FRT123 devid=FG300C3913606597 logid=0101037128 type=event subtype=vpn level=error vd="root" msg

="progress IPsec phase 17 action=negotiate remip=1270.0.2 locip=1270.0.1 remport=1659 locport=4500 cutintf="port10" cookies="38c1bf7 739747685/
000000000000000" user="MN/A" group="MN/A" xauthuser="N/A" xauthgroup="N/A" vpntunnel="N/A" status=failure init=remote mode=main dir=inbou
nd stage=1 role=responder result=ERROR

Log Type: Application
Category Id: 0

e Fortinet- Configuration changes- This report provides details of all the configuration changes done in
the Fortinet firewall.

Device Name User Name Event Detailzs Action Changed Object Mame Changed Object Type

1030/2017 04:58:51 PN FGA40008( "uszert” "Edit Edit 01" "system. wccp”
system. weocp
101"

103002017 04:55:28 PN FG1403C38 "usert!” "Edit Edit 101" "system.wccp®
system.wccp
101

10302017 05:21:38 PN FRT123X3803{ "user!” "Edit Edit 101" "system.wcop”
system.wccp
101
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Logs Considered:

[~| LOG TIME EVENT ID SITE f COMPUTER USER DOMAIN SOURCE

= 10/30/2017 5:21:38 PM 333 NTPLDTBLR3S / Fortin... N/A N/A Syslog

Event Type: Information Description:

Log Type: Application date=2015-05-18 time=14:13:48 devname=FRT123X200 devid=FG1400000XT logid=0100044547 type=event subtype=system level=information vd="Virt
Category .Id' 0 ualDomain” logdesc="Configure ocbject attribute” user="user1” ui="jsconsole” action=Edit cfigtid=1790967809 cfgpath="system.wccp” cfgobj="101" cfga

ttr="password[ENC K7taRRarXYdpMNvARTgktleMcecPblBEgsROPLK[ITtFAJE1gnhoGStE4PKISPGYodn/Z/f26bccGOFDpsgdscGzMONwrNUVITIxkizVE/YawD
Bk DmdAICIeFVHIGSH gwVhxgjzbcmWSF5al 6Fcg Afykdgjhdylelp/oWks3 bXaCT20/6juah X AlqBHYSZICMIw==->ENC K7taRTt0SmYF15bAdZes 1 UWbKzwzF
yD/0nrQ6IHHODirekdtDCtdrT519/ GlwarmkmASThNS+ Tidmrrcod 1 FNdedglQtegVx+C 1163RWEOp -+ D68aD5c0g BXkO05An308EGo4+ Gy Y IrTyUtG 1QEGYID)
TZhTKYNmpxCis5PdHFZeGROMjvhiB7cowsGjHpskFkdug==]" msg="Edit system.wccp 101"

e Fortinet- Application control- This report provides details about all the application control policies and
the rules defined by the Fortinet firewall.

Virtual Source IP Source Destination Destination Application Application Requested Service Event Source  Destination

Domain Address IP Address  Port Name Category  URL Name Details Interface Inteface
5 3.13.67.11 443 pass  Facebook SocialMedia / HTTPS  SocialMedia porti2 portd

10232017 06:06:36 PM  Fortinet  information root 10.0.45.228 62
: Facebook,
10/23/2017 06:06:36 PM  Fortinet information root 10.16.40.10 "soes 5215116208 43 pass  HTTPS.BRO Web.Client [ HTTPS  Web.Client: port10 portd
6 WSER HTTPS.BRO
WSER,
10/23/2017 06:06:36 PM  Fortinet  information root 10.16.40.10 5984 52.15.116.208 443 pass HTTPS.BRO Web.Client / HTTPS  Web.Client: port10 portd
-] WSER HTTPS.BRO
WSER,
Logs Considered:
|~| LOG TIME EVENT ID SITE f COMPUTER USER DOMAIN SOURCE
=] 10/30/2017 5:21:39 PM 3333 MNTPLDTBLRS / Fortin... N/A N/A Syslog
Event Type: Information Description:
Sep 06 13:24:29 inetl date=2017-09-06 time=13:24:29 devname=FRT123 devid=FG90003915800932 logid="1059025704" type="utm" subtype="app-ctr

Log Type: Application

Category Id: 0 I" eventtype="app-ctrl-all” level="information” vd="root” logtime=1504722269 appid=15832 srcip=192.168.11.101 dstip=172.160.45.111 srcport=62292

dstport=443 srcintf="port12" srcintfrole="lan" dstintf="port9" dstintfrole="wan" proto=6 service="HTTPS" policyid=283 sessionid=377512625 applist="P
almer Application Control Intemal” appcat="5ocial.Media” app="Facebook” action="pass™ hostname="*facebook.com” incidentserialno=443331406 url

="{" msg="5ocial.Media: Facebook,” apprisk="medium" scertcname="*facebook.com”
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6.3 Dashboard

e Fortigate Firewall- Login Failed by User

Fortigate Firewall- Login Failed by User 0G - %

M john mike

Sep 08 03:07 PM - Sep 15 03:08 PM

e Fortigate Firewall- Intrusion Detection by Destination IP Address

Fortigate Firewall- Intrusion Detection by De... G - X%

M 74.151.21.45 16.21.141.12 M 16.121.141.2 M 65.182.174.12

Sep 08 05:48 PM - Sep 15 05:49 PM
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e Fortigate Firewall- Intrusion Detection by Source IP Address

Fortigate Firewall- Intrusion Detection by So... 0C - X

M 10.2.13.201 2.58.230.27 M 50.96.223.124 W 172.20.10.79

Sep 08 05:48 PM - Sep 15 05:49 PM

e Fortigate Firewall- Login Failed by Geo-Location

Fortigate Firewall- Login Failed by Geo-Location... G - %

Sep 08 05:48 PM - Sep 15 05:49 PM

© Copyright Netsurion. All Rights Reserved. 19
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e Fortigate Firewall- Intrusion Detection by Threat Name

ity, syn from server at state: syn_rcvd

file submitted to sandbo>

N/A

anomaly: tcp_port_scan, 101 > threshold 100, repeats 139 times.

e Fortigate Firewall- Login Failed by Source IP

Fortigate Firewall- Login Failed by Source IP G -x

M 66.28.84.132

Sep 08 05:48 PM - Sep 15 05:49 PM
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e Fortigate Firewall- Intrusion Detection by Source IP Geo-Location

Fortigate Firewall- Intrusion Detection by Source IP Geo-Location 0G - X

Sep 08 07:00 PM - Sep 15 07:01 PM

e Fortigate Firewall — Login Activities by User

Fortigate Firewall- Login Activities by User G -

I admin joeb [ kenneth M maxx M maya

Sep 08 07:44 PM - Sep 15 07:45 PM
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e Fortigate Firewall- Login by Source IP Address

Fortigate Firewall- Login by Source IP Address 0C - %

W 206.127.97.151 [ 97.74.1034 1M 192.43.172.30 M 205.171.2.25
W 208.91.112,53 M 68.2.16.30

Sep 08 07:49 PM - Sep 15 07:50 PM

e Fortigate Firewall- Login by Source IP Geo-location

Fortigate Firewall- Login by Source IP Geo-location G- %
®e
° o
&

Sep 08 07:49 PM - Sep 15 07:50 PM
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e Fortigate Firewall- Traffic by Source IP address

Fortigate Firewall- Traffic by Source IP address 0eC - x

110.2.14.24 192.168.168.238 M 10.0.0.3 [H 10.41.9.100

Sep 08 05:48 PM - Sep 15 05:49 PM

e Fortigate Firewall- Traffic by Destination IP address

Fortigate Firewall- Traffic by Destination IP address 0C - X

M 68.2.16.30 97.74.103.4 1M 192.43.172.30 M 205.171.2.25 [ 206.127.97.151
W 208.91.112.53

Sep 08 05:48 PM - Sep 15 05:49 PM
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e Fortigate Firewall- Traffic by Source IP Geo-Location

Fortigate Firewall- Traffic by Source IP Geo-Location G-

&

e Fortigate Firewall- Traffic by Destination IP Geo-Location

Fortigate Firewall- Traffic by Destination IP Geo-Location G = 3
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7 Import Fortinet Firewall Knowledge Pack

Import the Knowledge Pack items in the following sequence.

e (Category

o Alerts

e Token Template

e Flex Reports

e Knowledge Objects
e Dashboards

1. Launch the EventTracker Control Panel.

2. Double click the Export Import Utility, and click the Import tab.

"g EventTracker Control Panel — X

Netstrion. ‘ EventTracker

EventTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi... Manageme... Configuration
2 =
A .‘. / N
Change Audit About
EventTracker

E-mail: support @Event Tracker.com
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7.1 Alerts

1. Inthe Import tab, click Alerts, and then click the Browse lIl button to locate the file.

Py Export Import Utility = P

Expoit | Import

1. Pravide the path and file name of the Alerts file, Uge the ', button to browse and locate the import file,
2. Click the Impart buttan,

Options Lacation

(7)) Category

) Fiters Import E-mail setings

@ Alerts Set Active
Thiz zetting iz applicable only for importg from Legacy

[wEx] &lert files. For 7. the active status will be st

bazed on "Active’ key available in the configuration
(0 By default sechon.

i @ Only if notifications set
() Spstems and Groups

) RSS Feeds
") Reports Source
" izalt E]
(") Behavior Rules
() SCAP

) TokenValue

’ Import ] [ Cloze

2. Inthe Browse window, locate the Fortinet Firewall.isalt file, and then click Open.
3. Toimport alerts, click Import.

4. EventTracker displays a success message on successfully importing the selected file in Alerts.

-

Export Import Utility | =

:I Selected alert configurations are imported successfully,

5. Click OK or the Close button to complete the process.
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7.2 Token Template

1. Inthe EventTracker Manager console, hover over the Admin menu and click Parsing Rules.

l- Admin Tools =

2rs '::)‘ Parsing Rules N/

—
it | Contains set of rules which tell what kind of data you want
Configuration [ Systems

2. Inthe Parsing Rules interface, click the Template tab.

3. Click the Browse button and locate the .ettd file, and then click Open.

Import
selected file is: Template_Fortigate Firewall.ettd T

O Template name Separator Template description Added date Added by Group Name

O Fortigate Firewall \n Feb 19 23:26:11 cpsutmfw01 time=23:26:11 devname=FG-Matera-Matriz ~ May 09 04:28:39 AM ETAdmin Fortigate Firewall

devid=FG200D3913805186 logid=0000000013 type=traffic subtype=forw

ard level=notice vd=root srcip=108.166.82.181 srcport=>54256 srcintf="w

an1" dstip=201.16.252.12 dstport=3389 dstintf="port16" sessionid=1937

37894 proto=6 action=deny policyid=0 dstcountry="Brazil" srccountry

="United States” trandisp=noop service="RDP" duration=0 sentbyte=0 r¢

vdbyte=0 sentpkt=0 crscore=30 craction=131072 crlevel=high devtype

="Emor” mastersrcmac=b8:af:67:6:06:d9 sremac=b8:af:67:16:06:d9

4. Select the template check box and then click the Import ¥ button.

5. EventTracker displays a successful message on successfully importing the selected Template file in
Template.

Templateis) imported successiully

6. Click OK or the Close button to complete the process.
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7.3 Flex Reports

1. Inthe Import tab, click Reports and then click New (*.etcrx).

B Export Import Utility Aad - X
Export  Import
1. Provide the path and file name of Schedule Report file. Use the °..." button to browse and locate the import file,
2. Click the Import button

Mote : I reportis) contains template, first import template and proceed with exportimport wtility .
COptions Location

O Category

() Fiters

O Alerts () Legacy (*issch) (® New (" etcn)
() Systems and Groups Source :
“issch
(O RSS Feeds
® Reports

() Behavior Rules
) SCAP

() Token Value

2. Inthe Reports Import window, click Select file to locate the Fortinet Firewall.issch file, and then click
Open.

= Reports import b

Mote : If report{s} contains template, first import template and procesd with exportimport ity

Select file [E\My KF\Fortinet Fortinet Reports(4.0-6.6) storx | [ select fie

Available reports

Title | | Frequency Showal
O Thie Sites Systems Frequency
| | Fortinet (All-Administrator logon details | NTPLOTBLR38 EventTracker Undefined
[ |EDIT | Fortinet (Alll-Application control NTPLDTBLR38 Defautt Fortinet Undefined
[ | EDIT | Fortinet (All-Attack detected NTPLDTBLR38 EvertTracker Undefined
[J | EDIT | Fortinet (All-Configuration change details NTPLDTBLR38 EventTracker Undefined
[ |EDIT | Fortinet (All}-Data leak detected NTPLOTBLR38 EventTracker Undefined
[ | EDIT | Fortinet (All}-Suspicious email cortent .. | NTPLDTBLR38 Event Tracker Undefined
[] |EDIT | Fortinet (All}-Suspicious web content d... | NTPLDTBLR33 EventTracker Undefined
[] |EDIT | Fortinet (All}-Traffic alloweddetails NTPLDTBLR38 EventTracker Undefined
[ | EDIT | Fortinet (All}-Traffic denied details NTPLDTBLR38 Event Tracker Undefined
[ |EDIT  Fortinet (All-User authertication detalls  NTPLDTBLR38 EventTracker NTPLDTELR38 Undefined
[ | EDIT | Fortinet {All-Vius detectsd NTPLOTBLR38 Event Tracker Undefined
O

Fortinet (Al-WPN logon details NTPLDTBLR38 EventTracker NTPLDTBLR38 Undefined

< >

Note: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report(s) from || AW+ atintervalof | _ | minutes

Note: Make sure that Site(s), Group(s) and Systemi(s) selections are valid El
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3. Select the check box of all the files and click the Import ¥ button to import the selected files.

4. EventTracker displays a success message on successful importing of the selected file in Reports.

Export Import Utility -

Selected reports configurations are imported successfully

5. Click OK or the Close button to complete the process.

7.4 Knowledge Objects (KO)

1. Inthe EventTracker Manager console, hover over the Admin menu and click Knowledge Objects.

EventTracker::
Home E; Active Watch Lists D Collection Master F:‘ Group Management |:| Systems & /Dashb
A\ Alerts @ Correlation Q IP Lookup Configuration 9,3\ Users
'I @ Behavior Correlation Rules ﬂ Diagnostics f[‘- Weights
\ﬂ Behavior Correlation Settings )yﬂ Event Filters @ Manager CJ Windows Agent Config
Eﬁﬂ?ﬁﬂ&?ﬂimmm {g‘:mﬁg {7] casebook Configuration [¥] Eventvautt 1) Parsing Rules
°E Category [@) FAQ Configuration Q Report Settings

- News

Attacker

2. Inthe Knowledge Objects interface, click the Import ¥ button to import the KO files.

KnOW|edge Objects # / Admin / Knowledge Objects

aa wes®[E]2 &
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3. Inthe Import window, click Browse and locate the .etko file.

Import

Select file... Upload
O Object name Applies to Group name
(] Fortigate Firewall FortiOS 4.0 to 6.0 Fortigate Firewall

4. Select the check box and then click the OVERWRITE option.

5. EventTracker displays a successful message on successfully importing the selected file in Knowledge
Objects.

File imported successtully.

6. Click OK or the Close button to complete the process.

7.5 Dashboard

1. Loginto the EventTracker web interface and go to Dashboard > My Dashboard.

Home

My Dashboard

1

Threats

Indicators of Compromise

Incidents
USE activities, New senvices or software install B

Behavior Comelation
Change Audit

Compliance
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2.

5.

In the My Dashboard interface, click the Import ¥ button to import the dashlet files.

EventTracker:: A imin- Tools- @ ETAdmin -

My Dashboard # / Dashboard / My Dashboard

PN LT OO

In the Import window, click Browse to locate the file with the .etwd extension (for example
Dashboards_Fortinet Firewall.etwd) and then click Upload.

Select the Select All checkbox to select all the dashlet files and click Import to import the selected
dashlet files.

[ —

Note: If dashlet configured using persisted report, first import the report and proceed with importing dashlet.

@ Browse...

Upload

Available widgets

I Select All
=

The EventTracker displays the success message on successfully importing the dashlet files.

Selected dashlets imported successfully.
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8 Verify Fortinet Firewall Knowledge Pack

8.1 Alerts

1. Inthe EventTracker web interface, hover over the Admin menu and click Alerts.

EventTracker::

n Home §= Active Watch Lists [E] Collection Master [5 Group Management ] systems A& / Dashif
a ©) correlation €, 1P Lookup Configuration D Users
2 () Behavior Correlation Rules  [Fi{ Diagnostics & Kknowledge Objects £ weignts
5 Behavior Carrelation Settings 2] Event Filters (2] manager ] Windows Agent Config
a‘ii':“al C."b':::ﬁi'zTomwm‘ l:‘:mu‘ig {7] casebook Configuration [9] Eventvautt [Z) Parsing Rules
off Category [@) FAQ Configuration &7 Report Settings
Attacker = News

2. Inthe Alerts interface, type Fortinet in the search field, and click the Search “ button.

3. The Alerts interface will display all the imported Fortinet alerts.

A |_ E RT M A N AG E M E N T Show Al v Searchby | Alert name v fort QQ

@ ACTIVATE NOW Click “Activate Now" after making all changes Total: 15 PagesSize 25 v

FORWARD FORWARD REMEDIAL -~ REMEDIAL
AS AS

ALERT NAME ~ THREAT ACTIVE E-MAIL MESSAGE RSS IONECr i APPLIES TO
SNMP  SYSLOG A Al
CONSOLE AGENT
Fortinet: Data Leak Protection High Fortinet 4.0-5.6
Fortinet:Administrator Logon Failed High Fortinet 4.0-5.6
Fortinet:Attack Detected High Fortinet 4.0-5.6
Fortinet:Configuration Changed High Fortinet 4.0-5.6
Fortinet:Virus Detected High Fortinet 4.0-5.6

DELETE

4. To activate the imported alerts, click Active, which is available next to the respective alert name.

5. EventTracker displays a success message on successfully configuring the alerts.

Successfully saved configuration.
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6. Click OK and click Activate now to activate the alerts after making the required changes.

Note
You can modify the required alert separately, and select the respective alert name check box,

and then click Activate Now to save the alert modifications.

Note

In the Alert Configuration interface, specify the appropriate System for better performance.

8.2 Token Template

1. Inthe EventTracker web interface, hover over the Admin menu and click Parsing Rules.

2. Go to the Template tab and click the Fortinet Firewall group folder to view the imported Token

Parsing Rules /A g Rul
Template
P
Groups @ BB Group: Fortigate Firewall Q C !. T
Fortigate Firewall il @ i
@ Template Name Template Description Added By Added Date Active C
May 25 02:25:39 AM ] @

Fortigate Firewall Fortigate all tokens(4.0-6.0) ETAdmin

# -4

PSSl Move to group

8.3 Flex Reports

1. Inthe EventTracker web interface, click the Reports menu, and then click Report Configuration.

EventTracker::

Report Configuration

Report Dashboard Indicators of Compromise
USE activities, New senvices or software instail =]

Explorer

2. Inthe Reports Configuration interface, select the Defined option.
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3. Inthe Report Groups Tree scroll down and click the Fortinet Firewall group folder to view the imported
Scheduled Reports.

4. EventTracker displays the reports for Scheduled Reports in the Reports configuration pane.

Reports configuration: Fortigate Firewall

@mé

(] Title Created on Modified on

O » Fortigate- User login and logout Sep 15 01:52:33 PM Sep 15 01:54:01 PM O f; +
O r3 Fortigate- SSL VPN user login failure Sep 15 01:52:33 PM Sep 15 01:54:01 PM O G’j +
O » Fortigate- Administrator login and logout Sep 15 01:52:33 PM :54:01 PM O f; +
O Z:b:: Fortigate- Configuration change details Sep 1501:52:33 PM Sep 15 01:54:01 PM O G’j +
O » Fortigate- IPS attacks detected Sep 15 01:52:33 PM Sep 15 01:54:01 PM O f; +
O Z:b:: Fortigate- Suspicious web content detected Sep 1501:52:33 PM Sep 15 01:54:01 PM O G’j +
O » Fortigate- Suspicious email content detected Sep 15 01:52:33 PM Sep 15 01:54:01 PM O f; +
O r3 Fortigate- Data leak detected Sep 15 01:52:33 PM Sep 15 01:54:01 PM O G’j +
O » Fortigate- Virus detected Sep 15 01:52:33 PM Sep 15 01:54:01 PM O fg +
O r3 Fortigate- Traffic allowed details Sep 15 01:52:33 PM Sep 15 01:54:01 PM O G’j +

Note

Specify the appropriate systems in the report wizard for better performance.

8.4 Knowledge Objects (KO)

1. Inthe EventTracker web interface, hover over the Admin menu and click Knowledge Objects.

2. Scroll down and select FortiGate in Objects pane, and the imported FortiGate object details will be
displayed.

Knowledge Objects A / Admin / Knowledge Objects
g a @ e ® T & O
Groups @& I Object name Fortigate Firewal [CRR AR -

Applies to Fortios 4.0 16 6.0
Z Fortigate Firewall
Fortigate Firewall @ 0 Aules
Title Event source Source Type Log type Event id Event type
*) Fortigate Firewall syslog* Fortigate Firewall [CACRINA

Message Signature
Message Exception:

Expressions

Expression type Expression 1 Expression 2 Format string

Regular Expression (7<key>[Ms]+)[=]["P(2<Values [*="1+)["\s$] @0
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8.5 Dashboard

1. In the EventTracker web interface, go to Home > My Dashboard, and click the Customize dashlets

@ button.

-
Dashboard

[} My Dashboard

2. Inthe Customize dashlets interface, search for Fortigate in the search field.

M / Dashboard / My Dashboard

PO LITOO
Customize dashlet

3. The following Fortinet Firewall dashlet files will get displayed.

Customize dashlets

fortigate Q
O Fortigate-Application Accessed ... O Fortigate-Events O Fortigate-Traffic by Destination ... O Fortigate-Traffic by Source IP A...
] Fortigate-Traffic by Priority O Fortigate-VPN Accessed by User O Fortigate-VPN Traffic by Direction

Add Delete Close
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About Netsurion

Netsurion® delivers an adaptive managed security solution that integrates our XDR platform with your existing
security investments and technology stack, easily scaling to fit your business needs. Netsurion's managed
offering includes our 24x7 SOC that operates as your trusted cybersecurity partner, working closely with yourIT
team to strengthen your cybersecurity posture. Our solution delivers Managed Threat Protection so you can

confidently focus on your core business.

Headquartered in Ft. Lauderdale, FL with a global team of security analysts and engineers, Netsurion is
a leader in Managed Detection and Response (MDR) and a Top 25 Global MSSP. Learn more at netsurion.com.

Contact Us
Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSP’s SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support

© Copyright Netsurion. All Rights Reserved.

36


https://www.netsurion.com/
https://www.netsurion.com/eventtracker-support

