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Abstract 

This guide provides instructions to configure the Fortinet Firewall to send crucial events to the EventTracker via 

syslog. 

Scope 

The configuration details in this guide are consistent with the EventTracker version 9.3 or later, and the Fortinet 
Firewall with FortiOS version 4.0-6.0. 

Audience 

This guide is for the administrators responsible for configuring the Knowledge Packs in EventTracker. 
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1 Overview 

Fortinet Firewall provides protection in various areas with other key security features such as anti-virus, 

intrusion prevention system (IPS), web filtering, anti-spam and traffic shaping to deliver multi-layered 

security for the IT environment.  

Netsurion facilitates monitoring events retrieved from the Fortinet Firewall. The dashboard, category, alerts, 

and reports in Netsurion’s threat protection platform, EventTracker, collects and analyses firewall events 

provides details about security violations, user behavior, and traffic anomalies. 

2 Prerequisites 

• EventTracker version 9.3 or later must be installed and configured to receive logs. 

• Fortinet Firewall with FortiOS V4.0-V6.0 must be installed. 

3 Enable Syslog Forwarding in the FortiOS V4.0 

Syslog is a standard for forwarding log messages in an IP network. Syslog captures the log information 

provided by the network devices. 

1. To send logs to syslog server, go to Log & Report > Log Config > Log Settings. 

2. In the Logging and Archiving section, select Syslog option. 
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3. After selecting the check box, the Syslog options appears. 

4. Enter the appropriate information for the following: 

Option Description 

IP/FDQN Enter the domain name or IP address of the syslog server. 

Port 
Enter the port number for communication with the syslog server, 
usually port is 514. 

Minimum log level 
Select a log level, the Fortinet unit will log all the messages at and 
above that logging severity level. 

Facility 

Facility indicates to the syslog server the source of a log message. By 
default, the Fortinet reports facility as local7.  

You can change the Facility if you want to distinguish log messages 
from other Fortinet units. 

Enable set format 
default 

Select this option to get the logs in default format. 

When you enable default format, the Fortinet unit produces the log in 
default format. 

If you do not enable default format, the Fortinet unit produces plain 
text files. 

 

5. After providing the appropriate details, click the Apply button. 

Note 

Fortinet v4.0 does not support configuring syslog over TLS. 

4 Configure Syslog over TLS 

Configure Syslog over TLS using the certificate issued by a trusted Certificate Authority (CA). 

4.1 Creating a Client Certificate 

1. Log in to the Client Machine (CentOS or UBUNTU). 

2. Type in the below command. 

Command: certtool -p --outfile ca.key.pem 
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3. Specify the credentials to generate an RSA private key. 

4. Type in the below command. 

Command: certtool -s --load-privkey ca.key.pem --outfile ca.crt 

5. Specify the Common name, the certificate expiry date, and the other following fields as specified in 
the below image. 
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6. It will generate a client certificate with the name the ca.crt 

7. To verify, specify the command: ls 

Note 

Please capture the certificate location for future use. 

5 Enable Syslog Forwarding in FortiOS v5.0-6.0 

Use this command to configure the log settings for logging into a remote syslog server (available only in the 

CLI). You can configure the Fortinet unit to send logs to a remote computer running a syslog server. Using the 

CLI, you can send the logs up to three different syslog servers. 

You can even configure additional syslog servers using syslogd2 and syslogd3 commands. 

Syntax: Config log {syslogd | syslogd2 | syslogd3} setting 

1. Set status to enable to allow logging to a remote syslog server. 

Example: set status enable 

2. Enable default format to allow the Fortinet unit to produce the logs in default format. If you do not 
enable default format the Fortinet unit produces plain text files. 

Example: set default enable 

3. Specify the facility type. Facility identifies the source of the log message to syslog. 

4. Set facility {alert | audit | auth | authpriv | clock | cron | daemon | ftp | kernel | local0 | local1 | local2 
| local3 | local4 | local5 | local6 | local7 | lpr | mail | news | ntp | syslog | user | uucp} 

Example: set facility local3 

5. Specify the port number for communication with the syslog server. 

Example: set port 514 

6. Specify the reliable delivery of syslog messages to the syslog server. 

Example: set reliable enable 

7. Specify the IP address of the syslog server that stores the logs. 

Example: set server 172.168.22.54 

http://docs-legacy.fortinet.com/fgt/handbook/cli_html/FortiOS%205.0%20CLI/config_log.17.15.html#ww1543604
http://docs-legacy.fortinet.com/fgt/handbook/cli_html/FortiOS%205.0%20CLI/config_log.17.15.html#ww1543604
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8. Specify the source IP address for syslogd, syslog2 and syslog3. 

Example: set source-ip 172.168.22.50 

 

Note 

If you need to enable the TLS, please follow the below steps that are optional. 

9. Specify the reliable syslog with the TLS encryption. 

Example: set enc-algorithm high 

10. Specify the TLS version to send logs securely. 

Example: set ssl-min-proto-version TLSv1-2 

 

Note 

Captured certificate path can be utilized in the below command. 

11. Specify the certificate to communicate with the Syslog server. 

set certificate "<certificate local path>" 

 

Example: set certificate “/root/CACert.crt” 

Importing Certificates 

1. Log in to the FortiGate console. 

2. Navigate to Systems > Certificates. 
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3. Click Import > CA Certificate.  

4. Set the Type to File, upload the CA certificate file, then click OK. 

 

5. The CA certificate will be listed in the CA Certificates section of the certificates list. 
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6 EventTracker Knowledge Pack 

After receiving the logs into the EventTracker, configure the categories and the reports into the EventTracker. 

6.1 Alerts 

• Fortinet: Administrator logon failed: This alert is generated when an administrator has a login failure. 

• Fortinet: Attack detected: This alert is generated when the IPS alert is detected by the Fortinet firewall. 

• Fortinet: Configuration changes: This alert is generated when a configuration change is done in the 
Fortinet firewall. 

• Fortinet: Virus detected: This alert is generated when a virus is detected by the Fortinet firewall. 

• Fortinet: Data leak protection: This alert is generated when a DLP event has occurred. 

6.2 Flex Reports 

• Fortinet- User authentication details- This report provides details about all the user authentication 
details. 
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Logs Considered: 

 
 

• Fortinet- Administrator logon details- This report provides details about all the admin login and logout 
activities. 

 

Logs Considered: 

 
 

• Fortinet- Attack detected- This report provides details about all the IPS and IDS attacks that are detected 
by the Fortinet firewall. 
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Logs Considered: 

 
 

• Fortinet- Suspicious web content detected- This report provides details about all the suspicious web 
traffic content that is detected by the Fortinet firewall. 

 

Logs Considered: 

 
 

• Fortinet- Suspicious email content detected- This report provides details about all the suspicious email 
traffic content that is detected by the Fortinet firewall. 
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Logs Considered: 

 
 

• Fortinet- Data leak detected- This report provides details about all the DLP event detected by the 
Fortinet firewall. 

 

Logs Considered: 

 
 

• Fortinet- Virus detected- This report provides details about all the virus detected by the Fortinet firewall. 

 

Logs Considered: 
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• Fortinet- Traffic allowed details- This report provides details about all the traffic allowed by the Fortinet 
firewall. 

 

Logs Considered: 

 
 

• Fortinet- Traffic denied details- This report provides details about all the traffic denied by the Fortinet 
firewall. 

 

Logs Considered: 
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• Fortinet- VPN logon details- This report provides details of all the VPN logon details. 

 

Logs Considered: 

 
 

• Fortinet- Configuration changes- This report provides details of all the configuration changes done in 
the Fortinet firewall. 
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Logs Considered: 

 
 

• Fortinet- Application control- This report provides details about all the application control policies and 
the rules defined by the Fortinet firewall. 

 

Logs Considered: 
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6.3 Dashboard 

• Fortigate Firewall- Login Failed by User 

 

 

• Fortigate Firewall- Intrusion Detection by Destination IP Address 
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• Fortigate Firewall- Intrusion Detection by Source IP Address 

 

 

• Fortigate Firewall- Login Failed by Geo-Location  
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• Fortigate Firewall- Intrusion Detection by Threat Name 

 

 

• Fortigate Firewall- Login Failed by Source IP 
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• Fortigate Firewall- Intrusion Detection by Source IP Geo-Location 

 

 

• Fortigate Firewall – Login Activities by User 
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• Fortigate Firewall- Login by Source IP Address 

 

 

• Fortigate Firewall- Login by Source IP Geo-location 
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• Fortigate Firewall- Traffic by Source IP address 

 

 

• Fortigate Firewall- Traffic by Destination IP address 
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• Fortigate Firewall- Traffic by Source IP Geo-Location 

 

 

• Fortigate Firewall- Traffic by Destination IP Geo-Location 
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7 Import Fortinet Firewall Knowledge Pack  

Import the Knowledge Pack items in the following sequence. 

• Category 

• Alerts 

• Token Template 

• Flex Reports 

• Knowledge Objects 

• Dashboards 

1. Launch the EventTracker Control Panel. 

2. Double click the Export Import Utility, and click the Import tab. 
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7.1 Alerts 

1. In the Import tab, click Alerts, and then click the Browse   button to locate the file. 

 

2. In the Browse window, locate the Fortinet Firewall.isalt file, and then click Open. 

3. To import alerts, click Import. 

4. EventTracker displays a success message on successfully importing the selected file in Alerts. 

 
 

5. Click OK or the Close button to complete the process. 
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7.2 Token Template 

1. In the EventTracker Manager console, hover over the Admin menu and click Parsing Rules. 

 

2. In the Parsing Rules interface, click the Template tab. 

3. Click the Browse button and locate the .ettd file, and then click Open. 

 

4. Select the template check box and then click the Import  button. 

5. EventTracker displays a successful message on successfully importing the selected Template file in 
Template. 

 
 

6. Click OK or the Close button to complete the process. 



 
 

 

 

© Copyright Netsurion. All Rights Reserved.                                                                                                                              28 

7.3 Flex Reports 

1. In the Import tab, click Reports and then click New (*.etcrx). 

 

2. In the Reports Import window, click Select file to locate the Fortinet Firewall.issch file, and then click 
Open. 
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3. Select the check box of all the files and click the Import  button to import the selected files. 

4. EventTracker displays a success message on successful importing of the selected file in Reports. 

  

5. Click OK or the Close button to complete the process. 

 

7.4 Knowledge Objects (KO) 

1. In the EventTracker Manager console, hover over the Admin menu and click Knowledge Objects. 

 

2. In the Knowledge Objects interface, click the Import  button to import the KO files. 
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3. In the Import window, click Browse and locate the .etko file. 

 

4. Select the check box and then click the OVERWRITE option. 

5. EventTracker displays a successful message on successfully importing the selected file in Knowledge 
Objects. 

 

6. Click OK or the Close button to complete the process. 

 

7.5 Dashboard 

1. Log in to the EventTracker web interface and go to Dashboard > My Dashboard. 
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2. In the My Dashboard interface, click the Import  button to import the dashlet files. 

 

3. In the Import window, click Browse to locate the file with the .etwd extension (for example 
Dashboards_Fortinet Firewall.etwd) and then click Upload. 

4. Select the Select All checkbox to select all the dashlet files and click Import to import the selected 
dashlet files. 

 

 

5. The EventTracker displays the success message on successfully importing the dashlet files. 
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8 Verify Fortinet Firewall Knowledge Pack 

8.1 Alerts 

1. In the EventTracker web interface, hover over the Admin menu and click Alerts. 

 

2. In the Alerts interface, type Fortinet in the search field, and click the Search  button. 

3. The Alerts interface will display all the imported Fortinet alerts. 

 

4. To activate the imported alerts, click Active, which is available next to the respective alert name. 

5. EventTracker displays a success message on successfully configuring the alerts. 
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6. Click OK and click Activate now to activate the alerts after making the required changes. 

Note 

You can modify the required alert separately, and select the respective alert name check box, 

and then click Activate Now to save the alert modifications. 

 

Note 

In the Alert Configuration interface, specify the appropriate System for better performance. 

 

8.2 Token Template  

1. In the EventTracker web interface, hover over the Admin menu and click Parsing Rules.  

2. Go to the Template tab and click the Fortinet Firewall group folder to view the imported Token 
template. 

 
 

8.3 Flex Reports 

1. In the EventTracker web interface, click the Reports menu, and then click Report Configuration. 

 

2. In the Reports Configuration interface, select the Defined option. 
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3. In the Report Groups Tree scroll down and click the Fortinet Firewall group folder to view the imported 
Scheduled Reports.  

4. EventTracker displays the reports for Scheduled Reports in the Reports configuration pane. 

 
 

 Note 

Specify the appropriate systems in the report wizard for better performance. 

 

8.4 Knowledge Objects (KO) 

1. In the EventTracker web interface, hover over the Admin menu and click Knowledge Objects. 

2. Scroll down and select FortiGate in Objects pane, and the       imported FortiGate object details will be 
displayed. 
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8.5 Dashboard 

1. In the EventTracker web interface, go to Home > My Dashboard, and click the Customize dashlets 

 button. 

 
  

2. In the Customize dashlets interface, search for Fortigate in the search field. 

 

 

3. The following Fortinet Firewall dashlet files will get displayed. 
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About Netsurion 

Netsurion® delivers an adaptive managed security solution that integrates our XDR platform with your existing 
security investments and technology stack, easily scaling to fit your business needs. Netsurion's managed 
offering includes our 24x7 SOC that operates as your trusted cybersecurity partner, working closely with your IT 
team to strengthen your cybersecurity posture. Our solution delivers Managed Threat Protection so you can 
confidently focus on your core business. 

Headquartered in Ft. Lauderdale, FL with a global team of security analysts and engineers, Netsurion is 
a leader in Managed Detection and Response (MDR) and a Top 25 Global MSSP. Learn more at netsurion.com. 
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Contact Numbers 
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