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Integrate F-Secure Client Security

This guide provides instructions to configure an F-Secure Client Security to send its syslog to EventTracker
Enterprise.

The configurations detailed in this guide are consistent with EventTracker Enterprise version v9.x or above
and F-Secure Client Security 12.x or 13.x.

Administrators who are assigned the task to monitor F-Secure Client Security events using EventTracker.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2018 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

F-Secure Client Security is much more than anti-malware — it offers next-gen protection elements such as
threat intelligence, behavioral analysis and proactive protection against all the latest threats.

EventTracker helps to monitor events from F-Secure Client Security. Its knowledge objects and flex reports
will help you to analyze firewall, application control, threat and spyware related details.

Prerequisites

e EventTracker v9.x or above should be installed.
e F-Secure Client Security 12.x or 13.x should be installed.
e Required Access to the F-Secure Policy Manager Console.

e Firewall Exception to the port 514 should be configured.

Integration of F-Secure Client Security with EventTracker
manager

To forward F-Secure Client Security alerts through F-Secure Policy Manger, configure as shown below:

1. Logon to F-Secure Policy Manger.

2. Select Server configuration in Tools from the menu.

File Edit View Tools Help

Installation packages...
‘ Reporting...

Change password...

Hosts outside the dofReiCllt GG IE
Users...

Pending (0}
Unmanaged (0]

Server configuration...

Preferences...

Figure 1
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3. Click Syslog.

4. Select Forward alerts to syslog and enter the EventTracker Manager address.
By default, alerts are forwarded to syslog using UDP port number 514.

5. Select the message format Syslog (RFC 3614).

Hosts Alerts and reports Mail server Email alerts Syslog Keys Backup Updates cache

b Forward alerts to syslog

Server address:  |192.168.1.207
Message format: | Syslog (RFC 3164) w

Protocol: upp

oK Cancel

Figure 2

6. Click OK.

EventTracker Knowledge Pack

Once logs are received by EventTracker manager, knowledge packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to support F-Secure Client Security.

e F-Secure Client Security - Application blocked — This alert will be generated when a suspicious

application is blocked.
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e F-Secure Client Security - Spyware detected — This alert will be generated when a spyware is detected
at the endpoints.

e F-Secure Client Security - Virus detected — This alert will be generated when a virus is detected at the
endpoints.

e F-Secure Client Security: Malware blocked — This alert will be generated when a malware execution is
blocked.

e F-Secure Client Security: Application Blocked-This category provides information related to the
suspicious applications or processes blocked at the endpoints and its attributes.

e F-Secure Client Security: Web Traffic Scanning - This category provides information related to the
websites blocked at the endpoints.

e F-Secure Client Security: Virus detected - This category provides information related to the threats or
malicious file contents detected at the endpoints and its attributes.

e F-Secure Client Security: Spyware detected - This category provides information related to the
spywares detected at the endpoints and its attributes.

e F-Secure Client Security Application Blocked - This knowledge object will help us to analyze logs
related to the suspicious applications or processes blocked at the endpoints and its attributes.

e F-Secure Client Security Web Traffic Scanning - This knowledge object will help us to analyze logs
related to websites blocked at the endpoints.

e F-Secure Client Security Virus detected - This knowledge object will help us to analyze threats or
malicious file contents detected at the endpoints and its attributes.

e F-Secure Client Security Spyware detected - This knowledge object will help us to analyze logs related
to the spywares detected at the endpoints and its attributes.
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Flex Reports

® F-Secure Client Security - Application blocked — This report gives the information about suspicious
applications or processes blocked at the endpoints and its attributes.

Object 1D Host Hame Domain Tree Path User ID
1.361.41 221353 2147483647 1 Contoso-pc rootDesktopsDesktops  60cST0CE-2803-11e6-

o Windows 10/Contoso-pc  b393-7013d1 562400

Application Path
i userstksridownloadztis|
light client 54241225 (11 exe

Message
CYo3a707a3doc99eShea0s45145  Application was blocked. This was
GaS4e9450465 determined to be a high-risk
application by system control
heuristics. Application path;
Yzwsersiksridownloadstis light
cliert 84241228 (1).exe File hash:
c7dBa707a3decH0eShas0545145
Bas4eb45d468
CcYo3a707a3doc99eshea0s48145  Application was blocked. This was
Ga94e9450465 determined to be & high-risk
application by system control
heuristics. Application path:
Ycwsersiksridownloadstis light
cliert 84241223 exe File hash:
cVdBaf07a3decH0eSha05451 458
Bas4e845d468

07i05/2015 02:2244 P FSECURE

07i05/2015 02:22 44 P FSECURE 1.3.6.1.4.1 2213.53.2147463647 1 Contogo-pc roctDesktopsDeskiops  60cS8f0cE-2503-11e6-

a1 Windovs 10/Contoso-pe  b993-7013d1 562400

i userstksridownloadztis|
light client 54241225 .exe

Figure 3

Sample logs:

= Jud o 0559 P Jul 0% 13:32:57 580F-secure(l May 18 080047 frecure Dangenous application blocked [alemMeta @0 eod ="1.3 6141358 140G 101" thogt="d1k-3

i 4= 1260 B ATRBTIS T B ccnce Je e a2 0cf
event_computer g Frecume

event_detinohion Jul 03 1332853 580 - tecure0? Muy 18 020047 frecure Dangerausd application blocked JalertMeta@) aid="1.3.61.4.1.2113.53. 2 M M6 7101 tha

ASE° wid="Tndalded- B33 110507 Be - Oa Si0eaF 100" domam TreePath=" Desketapi/Tiesktop s \Wind ot 10/ “ mediage="Applicat

on wni blocked, This was determired ko be o haghenrk spplicstian by ne

naral P

nci, Apphoation path: \Neuserdjkhappdatsilocalappitd. 0

cdjhSle wrlr ok g degeowsyghlibe. tion_YodfedefciBIasfa® 00010004 _ab 1afde G2 B04TE6 ibranyadmimistrationamunencodicexe File hash: 1dBa6de 182 8- 172875
ST0d S ccacetoees iRl
event_id o= HHEE
eveni_log hipe = Appheation
EVENL_BOUrTe #= ayilog

Figure 4

e F-Secure Client Security Web Traffic Scanning — This report gives the information about websites
blocked at the endpoints.

[Computer Object

User Hame  User ID Host Hame Domain Tree Path
095a73d4-59d7-955a-e0a4- Contoso-pc  rootDeskiopsDeskiops

Object Hame
http ooy google didfur Pea=t&rct  Trojan Script.

Message

FSECURE 136141 22M312.2147483647 .7 5076 Malicious contert was blocked  Web Traffic Scanning &lert

22 Sac] Ob2d3aed

Windows 100Contoso-pc

=j&y=&esrc=sisource=webacd=1
&ved=2ahlREwilliM_TnbAhvHhEY
KHEtDOY GFjA LA ey CIARAVELM=h
tpaTrojan Script. 745076F Trojan .S
cript 74507 6Fgmai.comTrojan.Scrip
1.745076F Susg=A0v Y aw3d=E3ZB
IHEH 7 BgNUE 2 i

Figure 5

Intection: Trojan.Script. 745076
Ohject name:

it ey google kvl ?sa=t&rct
=j&g=8esro=s8source=web&cd=1
Eved=2ahUKEwiliit_7nbAhYHEY
KHGEDOYQFAAegRIARAvEur=h
ttpATrojan. Soript T45076F Trojan S
cript. 7 4507EFgmai comTrojan Sorip
t 7 4a07EF Busg=A0Y aw3dxE3SE
H=HTBgMUS 28 Action:
hialicious contert was hlocked.
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= Jul 03 05:29:55 Pr

action
erent_computer

event_descnption

event id
event_log_type

svent_source

Integrate F-Secure Client Security

Jul 03 13:35:53 580f-secure02 Jun 4 141927 fsecure Web Traffic Scanning &lert: Malicious Content Blocked [alertheta@0 oid="1.3.6.1.41.2213.12.21474836..,

+- Malicious contentwas blocked

+- Fsecure

Jul 03 13:38:53 580F-secure02 Jun 4 141227 frecure Web Traffic Scanning Alert: Malicious Content Blocked [alertheta@0 0id="1.2.61.4.1.2213,12,21474836

47.722" shost="dsk-sdbkex1" uid="095a73d4-a2d7-9553-e0ad-5ac10b2d5aed" domainTreePath=" Desktops/Desktops Windows 104 "
message="Web Traffic Scanning Alert Infection: Trajan.Script. 745076 Object narne: httpy/ Ao google.dkfurlfsa=tirct=jfig=&esrc=sfisource=webicd

=18wed=2ahUKEwililil_7nbARVHhEYKHORD O OF jASe g QIARAY Sturl=httpATrojan, Script, 745078F Trojan, Script, PA3076F grai, cornTrojan, Script, 745 076F &
usg=A0 a3 dxE3SBIH K 7BgMu S2xENi Action: Malicious contentwas blocked."]

+- 3333

+- Lpplication

+- syslog

Figure 6

e F-Secure Client Security - Virus detected — This report gives the information about threats or
malicious file contents detected at the endpoints and its attributes.

Object ID Host Hame Domain Tree Path File Hame User Hame User ID Message File Path
FSECURE 136141 221312.2147483647 2 Contoso2-pc rootMember BehavesLike:BAT Delet  williams e6c01642-835-9522-1bf4- The file was guarartined  Malicious code found in file Ejcplstartistart bat
o7 ServersiContoso2-po [ 075797350021 Ejoplstartistart bat. Infection:
Behaveslike: BAT Delete Action:
The file was quarantined
FSECURE 1.36.1.4.1.221312.2147T483647 2 Contoso-po root/Laptops/Laptops JSiTrojan Cryxos 1623 sam c3006Ccc-2190-1102-a85c- The file was quarantined  Malicious code found in file CilzersihnntppDatalocalPacka
o7 Windowes 10/Cortoso-po fol261 tha9sat

Sample logs:
= Jul 09 05:22:54 PhA

action
sWENL_computer

vent_descrption

sent_id
svent_log_type

sWent_source

Cilzersihnk\spplDatailocalPacka gesMicrosoft MicrosoftEdye_Swe
gesMicrosoft MicrosoftEdge_Bwe  kyb3dShbwed8CW00T WicrosoftEd
kyb3cShbwe W00 MicrosoftEd ge\CacheCSI4R4XDindex4 htm.
ge\ZachelCs ZaRaxDnindex4 him.

Infection: J=:Trojan.Cryxos. 1623

Action: The file was gquarantined.

Figure 7

Jul 03 13:38:53 580f-secure 02 Jun 11 10:12:53 fsecure Virus Alert: Quarantined [alertMeta@0 0id="1.2.6.1.4.1.2213.12. 2147483647, 207" shost="

+- The file was quarantined

+= Fsecure

Jul 03 13:38:53 580f-secured? Jun 11 101253 fsecure Virus Alert: Quarantined [alerthdeta@ 0id="1.3.61.4.1.2213.12, 2147383647, 207" shost="

"uid="c3006cce-2f0d-11b2-a85c -fd261fba25af" domainTreePath=" Laptops/Laptops Windows 10/ "ressage="Malicious code fo
und in file CHUsersthnb’\AppDatatLocalPackages\Microsoft.MicrosoftEdge_Buekyb3dBbh bue ACEOITMicrosoftEd gel Cache\BOCIZVG Chindexd htm, In
fection: 15 Trojan.Cryeos 1623 Action: The file was quarantined. "]

+- 3333

+- Application

+=- syslog

Figure 8

F-Secure Client Security Spyware detected — This report gives the information about spywares detected

at the endpoints and its attributes.
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Host Hame User ID Object ID Domain Tree Path  Threat Hame Threat Family Threat Type Object Hame Message
07052018 02:22:41 PM - FSECURE  Contoso-pc e6o01642-a295-9a22- 1.361 4.1 2213.12.2147483647. none rootMember Gen:Application Bundle tiskweare E‘bcl'FinalvediaPlayer2011 Setu Spyware detected: Type: riskvware
1bf4-07 5797350021 290 ServersiContoso-pc 1 installQ pexe Family: Mame:
Gen:Application Bundler InstalllG
Chiject;

E:'bclFinalMediaPlayer2011 Setup e
xe Action: nane

07052015 02:2242 P FSECURE  Contoso-pc  eBc01642-8295-9a22- 1.36.1.4.1 221312.2147483647. none rootMember Application Bundler. AH riskweare E'kelutDownloadsiSetup_FileVi Spyware detected. Type: riskvare
Thfd-07 579735002 290 ServersiCortoso-pc N ewyPro_2016 exe Family: Mame:
Application Bunder. AHN Ohbject:
E:'kelutDownloadsiSetup_File'iew
Pro_2016 exe Action: none

Figure 9
Sample logs:
= Jul 09 05:30:18 Prd Jul 03 13:38:53 580F-secure2 May 6 02:48:27 fsecure Spyavare Alert [alertbeta@0 o0id="13.6.1.4.1.2213.12, 21474236472 00" shost=" "uid="ebc01642...
action +- naone
eEnt_computer += Fiecure
svent_descrption Jul 03 13:38:53 580F-secure02 May 6 094837 fsecure Spywvare Alert [alertbeta@0 0id="1,3.6.1.4.1.2213.12, 2147483647.290" shost=" tuid="ebc01642-
ae05-0322-1hf4-075707350b 2" domainTreePath=" Mermnber Servers/ " message="Spyware detected: Type: riskware Family: Mame: Genid
pplication.Bundlerlnstallld Object: ENbohFinalbdediaPlayer2 0711 Setup.exe Action: none, "]
svent id +- 3333
svent_log_type +- Application
svent_source +- syslog

Figure 10

Import F-Secure Client Security knowledge pack into
EventTracker

NOTE: Import the knowledge pack items in the following sequence:

o Alerts

e (Categories

e Knowledge Objects
o Flex Reports

e Dashlets

1. Launch the EventTracker Control Panel.

2. Double click Export-Import Utility.

EventTracker:
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— *
" EventTracker:
Ackratl Sacasty risipeca
i E° " &
I 5 <
EventVault Diagnostics License Export Import Append
Manager Utality Archives
o™ X
| LN |
EventTracker Traffic Analyzer Agent Port TrapTracker |
| Agent Confi___ Manageme. .. Configuration
| o
Change Audit About
EventTracker
‘ E-mail: support @Event Tracker .com
Figure 11
3. Click the Import tab.
1. Click Alert option, and then click the browse button.
B Export Import Utility - X

Expart  Import

1. Provide the path and file name of the Alerts file. Uze the *..." button to browse and locate the impaort file.
2. Click the Irmpart buttan.

Dptiors Location
@) e Import E-mail zettings
Set Active
) Filters P Thiz setting is applicable only for imports from Legacy (vEx]
® Onily if rotfcations set Alert files. For w7, the active status will be set based on
By default “ductive' key available in the configuration section,
® Alert o
erts
(O Systemns and Groups W atchlist Configuration

Import " atchlizt configuration

This getting is applicable only for alerts which have Advanced watchlist configured.
Mote: If thiz option is enabled the user should make sure the watchlist groups are available
O Reports on the console where the alerts are imported.

() Token Value

() Behavior Comelation

Source :
D:hproductsfsecuritytkphalers_F-Secure Client Secure.isalt | I:I

Import Close

Figure 12
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1. Locate Alert_F-Secure Client Secure.isalt file, and then click the Open button.
2. Toimport alerts, click the Import button.

SR — e

o Selected alert configurations are imported successfully.

Ok

Figure 13

3. Click OK, and then click the Close button.

1. Click Category option, and then click the browse [:] button.

B Export Import Utility —

Export  Import

1. Provide the path and file name of the Cateqgaries file. Use the '.." button to browse and locate the inmpart file. |
2. Click the Import buttan, I

Location

Optiong
(@) Category

() Filkers
() Blerts

() Systems and Groups Sialz ¢

sraductsfzecurnityikphCategony_F-Secure Client Security iscat

() Token Walue

) Reports

() Behavior Conelation

Impaort Cloze

Figure 14

2. Locate Category_F-Secure Client Security. iscat file, and then click the Open button.

EventTracker:
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3. Toimport categories, click the Import button.

EventTracker displays a success message.

Export Import Utility =
o Selected category details are imported successfully.

QK

Figure 15

4. Click OK, and then click the Close button.

1. Click Knowledge objects under Admin option in the EventTracker manager page.
2. Locate the file named KO_F-Secure Client Security .etko.

Import

kiD_F-Secure Client Security.etko Uplaad

Close

Figure 16

3. Now select all the checkbox and then click on ‘Import’ option.
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Import
Selectfile.., Upload
¥/ Object name Applies to Group name
#  F-Zecure Client Security Application Blocked F-Zecure Client Security 12 and abowe F-Secure Client Security
#|  F-Secure Client Security Spyvare Detected F-Secure Client Security 12.x and abowe F-Secure Client Security
#|  F-Secure Client Security Wirus Detected F-Secure Client Security 12.x and abowe F-Secure Client Security
#|  F-Secure Client Security Web Traffic Scanning F-Secure Client Security 12 and abowve F-Secure Client Security

Figure 17

4. Knowledge objects are now imported successfully.

localhost:B080 says

File importad successfully.

Figure 18

1. Click Parsing rules under Admin option in the EventTracker manager page.

2. Move to Template and click on import configuration ¥ icon on the top right corner.

3. Inthe popup window browse the file named Token_F-Secure Client.ettd.

EventTracker:
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Template name Separator Template description Added date Added by Group Name

F-Secure Client  \n Jul 03 13:38:53 580f-secure02 Jun 29 11:50:49 580F-SECUREDZ2.aabenraa local Dangerous application blocked [alertMeta®0 oid="1.3. Jul 05 . F-Secure
Security- 6.14.1.2213.53.2147483647.101" shost=" " uid="60c8f0c8-2808-11e6-b998-7013d1562400" domainTreePath=". 02:52:47 PM Client
Application aa/Desktops/Desktops Windows 10/dsk-s4w31594" message="Application was blocked. This was determined to be a high-risk appli Security
blacked cation by system control heuristics. Application path: \P\c\users\ksr\downloads\isl light client 84241228 (1).exe File hash: c7d8a707a

3dccO0e5bc505481486a5429454468"]

F-Secure Client  \n Jul 03 13:38:53 580f-secure02 May 4 11:13:33 580F-SECURE(2.aabenraalocal Spyware Alert [alertMeta®0 oid="1.3.6.1.4.1.2213.12.21 Jul 05 F-Secure
Security- 47483647.290" shost=" " uid="eb6c01642-ae95-9a22-1bf4-075797350b2f" domainTreePath=" /Member Servers/580f 03:39:30 PM Client
Spyware 01" message="5pyware detected: Type: riskware Family: Malware Name: Gen:Application.Bundler.InstalllQ Object EA\bc\FinalMedia Security
Detected Player2011Setup.exe Action: none. ]

F-Secure Client  ‘n Jul 04 18:44:31 NTPLDTBLRAT Jul 4 18:44:26 10.0.2.15 Virus Alert: File deleted [alertMeta@0 o0id="1.3.6.1.4.1.2213.12.2147483647.20  Jul 05 F-Secure
Security-Virus 2" shost="contoso-pc” uid="contoso-pc” domainTreePath="Root/contoso-pc" suser="contoso-PC\contoso” message="Malicious co  04:23:15 PM Client
detected de found in file C\Users\contoso\AppData\Local\Temp'537d898a-9fcf-4236-9625-1973ce5d3 1e5.tmp. Infection: EICAR_Test_File Act Security

ion: The file was deleted. "]

F-Secure Client  \n Jul 04 18:44:31 NTPLDTBLRAT Jul 4 12:44:30 10.0.2.15 Web Traffic Scanning Alert: Malicious Content Blocked [aleriMeta@0 oid="1.3. Jul 05 F-Secure
Security-Web 6.1.4.1.2213.12.2147483647.722" shost="contoso-pc" uid="contoso-pc" domainTreePath="Root/contoso-pc” suser="contoso-PCico  04:58:20 PM Client
Traffic Scanning ntoso” message="Web Traffic Scanning Alert Infection: http://www.eicar.org/download/eicarcom2.zip Object name: EICAR_Test_File Security

Action: Malicious content was blocked."]

Figure 19

4. Now select all the checkbox and then click on ¥ Import option.

On the EventTracker Control Panel,

1. Click Reports option, and select new(etcrx) from the option.
B Bxport Import Utility — >
Export Import
1. Pravide the path and file name of Schedule Report file. Use the .. button to browse and locate the import file.

2. Click the Import button
Mote : i report(s) contains template., first import template and proceed with exportimport utility.

Options Location

O Category

() Fiters
O Ners (®) Legacy (“issch) () Mew (*stem)

() Systems and Groups ST

|'.issch

() Token Valus

(® Reports

() Behavior Comelation

Impart Close

Figure 20
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2. Locate the file named Reports_ F-Secure Client Security. etcrx, and select all the checkbox.

{a1 Reports Import

Mate : If repart|z) contains kemplate, first import template and procesd with report import process.

Select hle |D:\product\fsecurity\kp\ﬂeports_F-S ecure Client Secunty. etors | | Select file
Availlable reports
Title | Frequency Show all A Q Q
| Tide Sites Groups
] NTPLDTELR 47
[ |EDIT | F-Secure Client Securty - S pyware detected MTPLOTELRA4F Default
[A |EDIT |F-Secure Client Security - Vius detected MTPLOTEBLR4F Default
[ |EDIT | F-Secure Client Securty - Web Traffic Scanning MTPLOTELRA4F Default

Mote: Set run time option iz not applicable for Defined Repaortz and Howrly Reports

Set run time for report{s] from I;I AW - at interval of I;I minutes

|| Feplace || Aszzign spstems |

Replace | to |

Mote: Make sure that Site(s), Groupls) and Spstem(s] selections are walid.

Figure 21

3. Click the Import button to import the reports. EventTracker displays a success message.

Export Import Utility et

Selected reports configurations are imported successfully

Figure 22
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Dashlets

1. Open EventTracker Enterprise in the browser and log in.

My Dashboard

Threats

Indicators of Compromise

Incidents
USE activities, Mew services or software install E|

Behavior Comelation

Change Audit

Compliance

Figure 23

2. Navigate to My Dashboard

3. Click on import configuration ¥ icon on the top right corner.
4. In the popup window browse the file named Dashboard_F-Secure Client Security .etwd.

Mote: If dashlet confiqured using persisted report, first import the report and proceed with importing
dashlet,

Dashboard_F-Security Client Security, etud Uplaad

Close

Figure 24
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5. Now select all the available checkboxes and then click on Import option.

Available widgets

¥ Select All
¥ F-Secure Client Security .. #) F-Secure Client Security .. #) F-Secure Client Security ...
¥ F-Secure Client Security ... ¥ F-Secure Client Security ..,

Figure 25
6. Click ‘customize’ @ to locate and choose created dashlet.
Customize dashlets

f-secure| Q

F-Secure Client Security - 2ppli.. F-Secure Client Security - Spyne.., F-Secure Client Security - Virus .. F-Secure Client Security - Yirus .

F-Secure Client Security Web Tr.,

Delete Close

Figure 26

7. Click Add to add dashlet to the dashboard.
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Verify F-Secure Client Security knowledge pack in
EventTracker

1. Inthe EventTracker Enterprise web interface, click the Admin drop-down, and then click Alerts.
2. Inthe search box, enter F-Secure and then click the Search button.

3. EventTracker displays alert of F-secure.

Alerts A/ Adrmin / Alerts
Show | 4l ¥ Searchby | Alertname ¥ f-secure Q [~}
134 = I
Uear l 23
SystemfUser Defined Alerts Alerts by Threat
Count far system and user defined alerts Count of alerts by threat leve
(-D Tl Click 'Activate Now' after making all changes Total: 4 Page Size 25 v
Alert Name & Threat Active E-mail Forward as Forward as Remedial Action  Remedial Action Applies To
SMMP Syslog at Console at Agent
% F-Secure Client Security - &pplication blocked F-Secure Client Security 12:cand above
W F-Secure Client Security - Spyware detected F-Secure Client Security 12.x and abowve
B8 F-secure Client Security - Virus detected F-Secure Client Security 125 and above
Gﬁ' F-Secure Client Security: Malware blocked F-Secure Client Security 1250 and above
Figure 27

1. Login to EventTracker Enterprise.
2. Click the Admin drop-down, and then click Categories.

3. In Category Tree to view imported categories, scroll down and expand the F-Secure Client Security
group folder to view the imported categories.
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——
Category Tree Search

=+ All Categories

@ *A&| errar events

@ *&| information events
@ Al warhing events

@ *hecurity: All security events
[ Aruba Airdizive

gg Aruba 05

'!'JB Bitdefender GravityZone
'!'JB Bluecoat Content Analysis
gg Change Audit

gg Cisco AMP

[ Cisca ASA Firewall

39 F-Secure Client Security

E F-Secure Client Security - Lpplicatic
@ F-Secure Client Security - Spyanware |
@ F-Secure Client Security - Wirus Det

Total category groups: 20 Total categories: 405

Last 10 modified categories

Mame

F-Secure Client Security - Virus Detected
F-Secure Client Security - Spynrare Detected
F-Zecure Client Security - Spplication Blocked
F-Secure Client Security Web Traffic Scanning
Ms RRAS: Request Discard

kA5 RRAS: Authentication Failure

M5 RRAS: Accounting Type

M RRAS: Access Reject

MAS RRAS: Access Accept

M5 RRAS: Accept-Request

Figure 28

Modified date

Jul 09 05:27:16 P
Jul 09 05:26:51 P
Jul 09 05:26:36 P
Jul 06 12:27:49 P
Jun 26 06:36:44 Pr
Jun 26 06:55:56 PR
Jun 26 08:55:42 PR
Jun 26 06:55:27 PR
Jun 26 06:55:14 PR

Jur 26 06:55:00 PR

1. In the EventTracker Enterprise web interface, click the Admin drop-down, and then click Knowledge

Objects.

2. In the Knowledge Object tree, expand the F-Secure Client Security group folder to view the imported

Knowledge objects.

IKnowIedge Objects I

Search objects., Q Q
Grou ps (-B @ @_ Ohject name F-Serure Client Security Application Blocked

1 - Appliesto F-Secure Client Security 1250 and above

=

F-Secure Client Securit.., @ ’j Rules
F-Secure Clignit Secutit, @ |‘|l|' Title Log type Event source
F-secure Client Securit... g @ F-Secure Client Security Spplication Blocked syslog*
]

F-Secure Client Securit...

Expressions
Expression type
Regular Expression
Regular Expression

Regular Expression

Message Signature:

kdessage Exception:

Expression 1
(P ke o+ =T dvalue = 2T

(7<=Filehs +hash) *7(7=\"])

(P<=Lpplication’s +pathle|Malware's + path e FE=Filehs +hashy)

Figure 29

Event id Event type

oid' = *Fshost\="Tuidy="?domainTreePathh = *fmessagel="(Application’s +|Action’s +by\s +malwarehs +washs +blocked

Expression 2

A / Admin f Kn

owledge Ohjects

Objects@ T :!. o

2a &
[CRACRINA
Format string
2=
1:File Hash Ltj IL_-J
Tihpplication Path sz 11_4

EventTrac
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Token Templates

1. Inthe EventTracker Enterprise web interface, click the Admin drop-down, and then click Parsing rules.
2. On Template tab, click on the Cisco IWAN group folder to view the imported Token Values.

Parsing Rules A / Admin / Parsing Rules
Parsing Rule Template
- oen
Groups @ 888 | Group: F-Secure Client Security Search Q C |!| T
Default “
Apache Web Server W‘ @' Template Name Tenplate Description Added By Added Date Active
Aruba AirWave Tm @ F-Secure Client Security- Jul 05 02:52:47 PM @
Application blocked
Aruba0s [
I @ F-Secure Client Security- Jul 05 03:39:30 PM @
Bitdefender GravityZ.. T|\_||1 @ Spyware Detected
Bluecoat Content Ana.. i & F-Secure Client Security-Virus Jul 05 04:23:15 PM @
I detected
Cisco AMP m
n @ F-Secure Client Security-Web Jul 05 04:58:20 PM @
Cisco ASA T'll' @ Traffic Scanning
Ev| F-Secure Client Security M @
IF—SHum Client Secu... I nm &

Figure 30

Flex Reports

1. In the EventTracker Enterprise web interface, click the Reports icon, and then select Report
Configuration.

) Report Configuration

Report Dashboard

Explorer

Figure 31

2. In Reports Configuration pane, select a Defined option.
3. Click on the F-Secure Client Security group folder to view the imported F-Secure Client Security reports.
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|Repor‘t Configuration | A / Reports / Report Configuration / Defined
(O Scheduled (O Queued @ Defined S Q Q
Report Groups (—D EE Reports configuration: F-Secure Client Security
[  Bitdefender GravityZ... m & ~ @i & | Total: 4 |
5 Buecoat Content Ana. m & O Title Created on Modified on
E e M @ D }E} F-Secure Client Security - Web Traffic Scanning Jul 05 05:02:13 PM Jul 05 05:02:13 PM @ fg +
Cisco ASA T
B e - . - M @ (] }:r:{ F-Secure Client Security - Virus detected Jul 05 04:25:28 PM Jul 06 12:34:47 PM @ Cg +
O event F-Secure Client Security i @ =
. D }'E'{ F-Secure Client Security - Spyware detected Jul 05 03:49:41 PM Jul 06 12:35:50 PM (D ig +
[ F-Secure Client Secu... I i @&
B —— @_ @ D }E} F-Secure Client Security - Application blocked Jul 05 12:59:22 PM Jul D6 12:43:54 PM (D Cg +
2 Microsoft Windows RR... @_ @
[ office 365 mn & 1
Figure 32
Title: F-Secure Client -Application Blocked
F-Secure Client Security - Application Blocked - %

Series: object_name

isl light client 54241228, exe:d
4 !

2
0
Contoso-s01 Contoso-s02 m
Host Marme
isl light client 34241228.exe librarvadrministrationazurenordic, exe

explorerexe I isl light client 84241228 (1), exe

Figure 33
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Title: F-Secure Client Security — Spyware Detected

F-Secure Client Security - Spyware Detected

o T treat_name
6 gertapplicationbundlerinstallig:?
p J
4
Z
a
Host Marme
application.bundler.ahn gentapplication bundler.installig
applicationbundler.axy
Figure 34

Title: F-Secure Client Security -Virus Detected

F-Secure Client Security - Virus Detected

Seriest object_narme

4
4
Y behaveslike:bat.delete:]
p J
' I
g
LA
Lﬂﬁﬂ}a
Host Marne
Jsitrojan.cryos, 1623 behaveslikethat.delete
Figure 35
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Title: F-Secure Client Security - Virus Detected Action

F-Secure Client Security - Yirus Detected Acti... G -x

action: the file was quarant...

contoso_src-mploeZarn 80,000 (4

[ contaso_sre-mplovdar contoso

Figure 36
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