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Integrate HP ProCurve Switch

This guide provides instructions to configure HP ProCurve Switch to send the event logs to EventTracker.
Once events are configured to send to EventTracker Manager, alerts, dashboards and reports can be
configured into EventTracker.

The configurations detailed in this guide are consistent with EventTracker Enterprise version 7.X and later,
and HP 2520G,HP 2520,HP 2530,HP 2615,HP 2620,HP 2910al,HP 2915,HP 2920,HP 3500,HP 3500yl,HP
3800,HP 5400zI,HP 6200yl and HP 8200zI.

HP ProCurve Switch users, who wish to forward event logs to EventTracker Manager and monitor events
using EventTracker.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

Hp ProCurve switches are a series of layer 2 and layer 3 switches ideal for high-performance and secure
Gigabit connectivity. EventTracker aggregates and deduces informative events to provide an insight on user
behavior and security violations.

Prerequisites

e EventTracker v7.x and later should be installed.
e Console access by telnet or ssh must be enabled on ProCurve switch.

Enable Syslog forwarding on HP ProCurve Switch

Telnet/SSH to switch console.
Logon with Admin account.
Enter Config Mode.

Type following commands:

logging facility syslog
logging 192.168.X.X
(192.168.X.X is ip address of EventTracker manager)

e Save configuration and exit.
NOTE: Please add port 514 to firwall exception, if applicable.

EventTracker Knowledge Pack (KP)

Once logs are received in EventTracker; categories, alerts, reports and dashboards can be configured in
EventTracker.

The following Knowledge Packs are available in EventTracker v7 and later to support HP ProCurve switch
monitoring:
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HP ProCurve Console Session Established - This category based report provides information related to
launch of console sessions.

HP ProCurve Security Violation Detected - This category based report provides information related to
network security violations.

HP ProCurve System Authentication Failed - This category based report provides information related
to system authentication failure.

HP ProCurve System Configuration Changed - This category based report provides information
related to switch configuration file modification.

HP ProCurve User Logon Failed - This category based report provides information related to user
logon failure.

HP ProCurve System Authentication Failed - This alert is generated when system authentication fails.
HP ProCurve User Logon Failed - This alert is generated when user logon fails.

HP ProCurve-Port Status Change Details - This report provides information related to status change of
switch port.

HP ProCurve-Security Violation Details - This report provides information related to security
violations detected.

HP ProCurve-User Logon Details - This report provides information related to user logon and logoff.

HP ProCurve-Port Status Change Details - This KO assists in evaluation of switch port status.
HP ProCurve-Security Violation Details - This KO assists in evaluation of potential security breach.
HP ProCurve-User Logon Details - This KO assists in evaluation of user logon activities.

EventTracker:

Actionable Security Intelligence



Integrate HP ProCurve Switch

Import Knowledge Pack into EventTracker

1. Launch EventTracker Control Panel.
2. Double click Export/Import Utility, and then click the Import tab.

TJ EventTracker Control Panel — 2
I.nggingln[)epth? Control Panel 8
—
B F? &l fy |32
H _ — Q‘
EventW¥ault Diagnostics Licensze Export Import Append
Manager Utility Archives
o] a X /f; '52 ‘
EventTracker Traffic Analyzer Agent SCAP Profile Port
Agent Confi.__ Manageme. .. Editor Configuration
TrapTracker Change Audit About
EventTracker

E-mail: support@EventTracker.com

Figure 1

3. Import Categories/Alerts/Templates/Flex Reports/Knowledge Objects as given below.
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1. Click Category option, and then click the ‘browse’ C] button.

'y Export Import Utility = 2

Export | Import

1. Provide the path and file narme of the Categaries file. Usze the *..." button to browse and locate the impoart file,
2. Click the Import button,

Options Location

@ Categomy

() Filters

) Alerts

() Systernz and Groups Saurce -

_ * izcat E]
) RSS5 Feeds

) Gcheduled Reports

() Behawiar Rules

() SCAP

7 Token Yalue

Import ] l Cloze

Figure 2

2. Locate applicable ‘All HP ProCurve Switch categories.iscat’ file, and then click the Open button.
3. Toimport categories, click the Import button.
EventTracker displays success message.

I .

Export Import Utility 2

I Selected cateqory details are imported successfully,

Figure 3

4. Click OK, and then click the Close button.
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1. Click Alert option, and then click the ‘browse’ D button.

"% Export Import Utility = =

Export | Import

1. Provide the path and file name of the Alerts file. Uze the ... button to browse and locate the import file.
2. Click the Impart button.

Options Location

1 Categom

“) Filters n—
Import E-mail settings

@ Alerts Set Active

Thiz zetting iz applicable only for imports from Legacy
[wBw] dlert filez. For w7, the active status will be zet

_ bazed on “Active" key available in the configuration
() By default section.

) @ Only if natifications set
! Suztems and Groups

' RS5 Feeds
' Scheduled Reports Source :

* izalt E]
1 Behavior Rules

) SCAP

) Tokenalue

Import ] [ Cloze

Figure 4

2. Locate applicable ‘All HP ProCurve Switch alerts.isalt’ file, and then click the Open button.
3. Toimport alerts, click the Import button.
EventTracker displays success message.

Export Import Utility P

I Selected alert configurations are imported successfully.

Figure 5

4. Click OK, and then click the Close button.
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1. Click Scheduled Reports option, and then click the ‘browse’ D button.

2. Locate applicable ‘All HP ProCurve Switch reports.issch’ file, and then click the Open button.

5

Py Export Import Utility = P

Export | Import

1. Pravide the path and file name of Schedule Report file. Usze the *..." button to browse and locate the impart file,
2. Click. the Import button

Optiong Lazatian

() Cateqory
() Filters
) blerts

) Systems and Groups Source :
"igzch D

[7] Schedule Settings

) RSS Feeds

@ Scheduled Reports

7/28/2015
) Behavior Rules
) SCAP
) TokenYalue
Import l ’ Cloze
Figure 6
3. Toimport scheduled reports, click the Import button.
EventTracker displays success message.
Export Import Utility PO

:I Selected scheduled reports confiqurations are imported successfully,

Figure 7

4. Click OK, and then click the Close button.

EventTracker:

Actionable Security Intelligence




Integrate HP ProCurve Switch

1. Click the Admin menu, and then click Parsing rule.

2. Select Template tab, and then click on () ‘Import’ option.

PARSING RULE

Parsing Rule Tplate

c 1[3]

o

TEMPLATE NAME TEMPLATE DESCRIPTION ADDED BY ADDED DATE ACTIVE D EDIT—

55H logon success 55H logon success - 326/2015 06:18:45 PM [ @ -
CRTA S50 App Sign Onl DKTA Single Sign-Cn App single sign on by user ETAdrmin 42402015 11:01:58 aM - [T] O @
CkTA 550 Logon Failure CKTA Single Sign-Cn Invalid user logon failune ETAdmin 42472015 11:01:58 AM [ @
DKTA S50 App Sign On DKTA Single Sign-Cn App single sign on by user ETAdrmin A42B20NS 01508 PM o @
PAN D5 Threat Event Palo Alto Firewall Threat Log | SAE2015 DE:23:42 PM O @
PAN DS Traffic Event Palo Alta Firewall Traffic Log " ] 51172005 1002855 AM O @

DELETE

Figure 8

3. Click on Browse button.

SELECT FILE Mo file gelected. T

Mote: Please salect file of type *.ettd {eventtracker template dashlets),

Mo data found

Figure 9

4. Locate applicable ‘All HP ProCurve Switch token templates.ettd’ file, and then click the Open button.
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—=

SELECTED FILE IS HRettd g

[7] TEMPLATE NAME SEPARATDR TEMPLATE DESCRIPTIDN ADDED DATE ADDED BY
7] HP FroCunve-Fort Status Change Details it fug 25 DO.24:1310.1.100.191 Aug 25 00.33:44 101100131 DDO76 ports: port 8. gr16/2015 416:51 PM ETAdmin
i - i Aug 25 1730045 1001 105.2 Aug 25 17:20:05 10.1.105.2 00236 snmp: SMMP Secu . i
[T]  HP PraCunrse-Security Violation Details it tity write viniation fram 101 ’?1 162015 33325 PM ETAdmin
] HP ProCurve-User Logon Details it Mar 10 083547 10.1.52.23 03262 auth: User ‘admin' login from 152.168.5.23 22172015 41542 PM ETAdmin
Figure 10

5. Now select the check box and then click on * ‘Import’ option
EventTracker displays success message.

Termplate(s) imported successiully

Figure 11

6. Click on OK button.

1. Click the Admin menu, and then click Knowledge Objects.

2. Clickon ¥ ‘Import’ option.
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KNOWLEDGE OBJECTS

DBJECTS @ E 1

EventTracker @ 0

FortiAnalyzer @

FortiAnalyzer Traffic. @@ SELECT DEJECT FROM THE LEFT PAMEL.
Fortigate @

FartiGate Thieat 0= (2 (%)

Fortitate Traffic Det. (2 (30)

Imperva DA @ |

Juniper 05 @

LINUX #® L

LOGbinder 5P @ i

Loghinder 50L [}
Mokfee EPD @

Mesfes Intrushiald 1@
McAfee Virusscan E@@

DKTA 55D #F®
Baln gitn @ i

Figure 12

3. InIMPORT pane click on Browse button.

IMPORT
Select file Mo file selected. LPLOAD

Figure 13

4. Locate applicable ‘All HP ProCurve Switch knowledge objects.etko’ file, and then click the UPLOAD
button.
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IMPORT
Select file Mo file selected. UPLOAD

il ERJMEST APPLIES TO

HF ProCurve | HP 25200 HP 2320 HP 2330 HP 2615 HP 2620 HP 291 0al HP 2913 HP 2920 HP
Swyitch 3300 HP 330001 HP 3500 HP 3400z HP 6200y] & HP §200z]

MERIGE ONWERWWRITE

Figure 14

5. Now select the check box and then click on ‘MERGE’ option.
EventTracker displays success message.

File imported successiully.

Figure 15

6. Click on OK button.

Verify Knowledge Pack in EventTracker

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Categories.
3. Toview the imported categories, in the Category Tree, expand HP ProCurve Switch group folder.
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CATEGORY MANAGEMENT

Categary Tree Search

*

[ DigitalPersana Pra
~ DautleTake
=3 eDirectary

Tatal categary graups: 346 Total categaries: 3,114

Last 10 madified categaries

* 3, EventTracker HAME MODIFIED DATE MODIFIED BY
2= s BEP Hp Procunve User Lagan Failure B/23/201 5 0330415 PM ETAdmin
+-| = Fartidnalyzer
{ - . HP PraCurve System Canfiguratian Change BF23/2015 03:20:50 PM ETAdmin
* [~ Fartipate
L [ Fartimail HP PraCurve System Authentication Failed 0232015 03:20:45 PM ETAdmin
p—
= [=% HP PraCurve Switch Hp PraCurve Security Vialatian Cetected 02342015 032031 FM ETAdmin
- (2] HP PraCurve Caonsale Sessian Estatl
| HF PraCurve Cansale Session Established 072302015 03:20:14 PM ETAdmin
Hp PraCurve Security Yialatian Dete—
HP ProCurve System Authentication OpenDiS: All activities O 47201 5 04:42:06 P
=| HP PraCurve System Canfiguration C OpenDiS: Allowed and Blacked activities O 4201 5 04:42:06 P
=1 " 3
5 p EEE WS e R OpenDNS: Security artivities 5/14/201 5 04:42:06 PM
+ |— Imperia |
b oo WatchGuard XTh: Authenticatian failure O 42015 10:350:4 AM
3 Juniper JUNDS -
,'_,Junipgr SER ‘WatchGuard ATh: Authentication success 042015 10:30:41 An
' — Linux
[ Linux Cracking
Figure 16

1. Logon to EventTracker Enterprise.
Click the Admin menu, and then click Alerts.

3. Inthe Search box, type ‘HP ProCurve’, and then click the Q ‘search’ button.
Alert Management page will display all the imported alerts.

ALERT MANAGEMENT HP QQ

ACTIVATE MO Click ‘Activigte Mow' after making all changes Page 5Size 25 |Z|

REMEDIAL REMEDIAL
D FORWARD “yrriny ACT

[ THREAT ACTIVE E-MAIL MESSAGE R5S o AS . Al AFPLIES TO
ALERT NAME * Ulildesd] SIOIE 5 AT A
SNMP  SYSLOG  [oNsoLE  AGENT
[] HP PraCunée System Authenticatian... High | = |} =} =} =} =} HP 2520GHF 25
0 HF FraCurve User Lagan Failure High [} (] (] (] (] (] = HP 2520GHP 25..

DELETE

Figure 17

4. To activate the imported alerts, select the respective checkbox in the Active column and then click the
Activate Now button.

EventTracker displays message box.
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Successfully saved configuration.

Figure 18

5. Click OK.

NOTE: Please specify appropriate systems in alert configuration for better performance.

Logon to EventTracker Enterprise.
Click the Reports menu, and then Configuration.

Select Defined in report type.

P w N

In Report Groups Tree to view imported Scheduled Reports, scroll down and click HP ProCurve Switch

group folder.

Scheduled Reports are displayed in the Reports configuration pane.
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REPORTS CONFIGURATION

@ scheduled © Queusd @ Defined Search QA M E

REFORT GROUPS REPORTS COMFIGURATION > HP PROCURVE SWITCH

| b e

|= Cista IranPart ESA @
|- [3 Cista IranPart wsa
[~ Cista 15€ O]  TITLE CREATED ON MODIFIED ON
|53 Clavister
=3 Dell FORCE 10 Switch [ e ——— gﬁwzmsosss:os r9;;53&01503:43:11 (oY=l
| [£3 eDirectary B
=% EventTracker
i B UAE2015 053708 /232015 03:46:05 :
Phd Phd O&FE

- F5 BI IP ASM [T £% HP ProCurve-Security Viglation Details

Imperia

[23 Juniper JUNDS

[C] ¥4 HP PraCurve-Part Status Change Details e e O C

[ Juniper Metscreen

m

=3 Linux

| [ LOGbinger 57

{~[=3 LOGbinder SOL

[ Meafee

=2 Micrasoft Windows RRAS

| [ Office 365
(23 OKTA 550
| [-3 OpenDHs
[ Pala Alta Firewsil

| [=3 Persistent Dielete Move ko group
[ SEPM

Figure 19

NOTE: Please specify appropriate systems in report wizard for better performance.

1. Click the Admin menu, and then click Parsing rule.
2. Select Template tab.
3. Scroll and find imported HP ProCurve Switch token templates.
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PARSING RULE

—
Farsing Rule Template

cay

aLLIEUEI L LiangE At s aTiEs uEE i S o e —w
Watchguard Attacks AT 5 series ar later ETAdmin 851472015 10:31:55 AM O (:_ﬁ
A0 ADC Traffic Al Applicatian Delivery Cantraller AXfThunder Series ETAdmin B 42015 11:23:42 AW O (;ﬁ
A10 ADC Authenticatian Failure 410 Application Delivery Cantraller ACThunder Series ETAdmin BF1 472015 11:23:42 A O {;ﬁ
HP Pracurve-Port Status Change g?P;is}jEgﬁzﬁ?ﬁr?%'?o%?r?"?%'?o"oiﬁhE’?Eozos,ﬁ%‘?ﬁo%i‘l%"'p"?z"oow & ETAdmin 97162015 04:16:51 PM ] @
17 Pt Sy il g%}EszriEE’Ezﬁ]ﬁ?&%’?ﬂ%ﬁgggopoiﬁﬁE’gEozoﬁﬁg'ggozogzllﬂarl'gzpoow & ETadmin 871672015 05:33:25 PM O @

HP PraCurve-User Lagan Details g?5isiﬁEggzﬁ]?ﬁgg'?ozﬁsg'?opoimrsfgEozoﬁﬁg'gr?ozogglﬂapl'gzpoow & ETadmin 872172015 04:15:43 P O@ E‘
DELETE

Figure 20

1. Click the Admin menu, and then click Knowledge Objects.
2. Scroll down and select HP ProCurve Switch in Objects pane.
Imported HP ProCurve object details are shown.
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KNOWLEDGE OBJECTS

OEBJECTS T T -
= | OBJECT MAME HF PraCurve Switch 1‘
Fartigate (‘g_? “ APFFLIESTO HF 25200GHP 2520,HF 2530,HF 261 5.HF 2620,HF 28103l HP 281 5,HF 2020,HF 3500, HF 35004 HP 3600
- RULES
HF PraCurve Switch (& (%) A
TITLE LOG TYFE EVENT 50URCE EVENT ID EVENT TYFE i
Imperva CA (Eﬁ HF PraC Fart Stat
ralurve-ra atus i
. e Change Details syslog* @@@

Juniper 05 (5@?
Linus (9’@ MESSAGE SIGMATURE:  [w3hustd{2h sl 2] +is {1 31 ]+ sl His part shs + partistd Husishs nawds(?=an'-line | off-linel) =

/|
LOGEinder 5P (?J? MESSAGE EXCEFTIOM
LogbindersqL (&

~ EXPRESSIONS

MAfee EFD @ s pi
Meafee Intrushield (& EXPRESSION TYPE FORMAT STRING  EXPRESSION * EXPRESSION 2 H
McAfer VirusScan (?,’@ L Regular Expressian 1:5Switch Part Cfe=partisiid +{7=\sis) @@ | i
OKTA 550 @ < =W \5\d{2}\5[\d{2}

® Fegular Expressian 1:Switch Address ?i—\s{[\d%ﬁ @@
Falo Alta @ i
Fulse 5 MG ..@&# HF FraCurve-User Lagan -

usesecure wac - @@ B : syoge goE)

Rsa SecurlD Authe... @ ()
MESSAGE SIGHNATURE:  {d+isauthiis+«User*{F<=|ogin| logaut}

Sharepaint Server (?? -

Snart @ =

Figure 21

Create Dashboards in EventTracker

1. Open EventTracker in browser and logon.

My EventTracker

Configumtion
Dashboard

Explarer

Figure 22

2. Navigate to Reports>Configuration.

EventTracker
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REPORTS CONFIGURATION

© scheduled © Queued Search Qe %

REPORT GROUPS REPORTS CONFIGURATION *> HP PROCURVE SWITCH

RS
=3 Cisca IranPart ESA @
|55 Cista IranPart w5

b Cisca 15E ]
1[5 Clavister

[=1 Dell FORCE 10 Switch |:| Ek'ji HF PraCurve-User Lagan Details gﬁl&ﬂ] 5 05:35:06 gﬁl&ﬂ] 5034311 G) G‘}—1 "
[ eDirectary

[} EventTracker

TITLE CREATED ON MODIFIED ON

: F e . : OAB/2015 05537108 OF237201 5 035:46:05 ’
FS BIG IF ASh |:| ir 0 HP ProCunie-Security Yiolation Details i EM @ é-] +

HP PraCurve Swi

I MREra
L[ Juniper JUNDS

. OABF2015 04:21:31 0232015 051535 #
|:| Lr i HP PraCurve-Part Status Change Details Ph P G) @ﬁ +

[ Juniper Hetscreen

m

=5 Linux

|53 LOGbinger 5P

{2 LOGbinder 5L

=) Mrafee

[ Micrasaft windows RRAS

| [ Office 365
{3 0KTA S50
|53 DpenDNs
L2 Pala Alta Firewall
[ Persistent Delete Move ko group
L[ sEPM

Figure 23

3. Select HP ProCurve Switch in report groups. Check defined dialog box.

4. Click on ‘schedule’ &7 to plan a report for later execution.

EventTracker:

Actionable Security Intelligence




Integrate HP ProCurve Switch

REPORT WIZARD CANCEL < BACK NEXT »
LOGS
Feview rast details and canfigure the publishing aptians. Step B of 10 SO0 BBC

DI 5K COST AMALYSIS

Estimated time far campletian: 00:00:36{HH:MM: 55}
Mumber of cab{s) ta be pracessed: 3

Anailable disk space: 157 GB

Fequired disk space: 50 ME

Enable publishing aptian {Canfigure STF Server in manager canfiguration screen ta use this aption)
© Deliver results via E-mail
Matify results wia E-mail

Ta E-mail [Use cammai) ta separate multiple e-mail recipients]

Update status via RS5  Selsct Feed |Z|

Shaw in nonge |E|

Fersist data in Eventuault Explarer

Figure 24

5. Choose appropriate time for report execution and in Step 8 check Persist data in Eventvault explorer

box.
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RE PORT WlZARD CAMCEL < BACK REKT =

CATA FERSIST DETAIL

Selert calumns ta persist
P Sepsoric @GBS G8S

RETENTION SETTING

Fetentian period: 7 days

[Tl eersist in datatase anly [Reports will ot be published and will onfy be stored i the raspactive databasaf

SELECT COLUMMNS TO PERSIST

COLUMN NAME PERSIST

=

Evwent Time

Switch Address

=

Logan 5tatus

=l

User Mame

=l

Source Address

=l

Figure 25

6. Check column names to persist using ‘PERSIST’ checkboxes beside them. Choose suitable Retention
period.

7. Proceed to next step and click Schedule button.

8. Wait for scheduled time or generate report manually.

1. EventTracker 8 is required to configure flex dashboard.
Open EventTracker in browser and logon.
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Incidents

Attacks
Compliance
Event-01-Meter
Flex

Incidents
Cperations

Security

Figure 26

3. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.

Dashbeard Incidents Behavicr Status Search Reports Iy EventTracker Change Audit Config Assessment

FLEX DASHBOARD @FIBONGD

Figure 27

4. Click to add a new dashboard.
Flex Dashboard configuration pane is shown.

CUSTOM DASHBOARD

Title

HPF ProCurve Switch

Description

JHP 2920,HP 3500,HP 3500y, HP 3200,HP 5400z],HP 6200y & HP 2200z

SANVE DELETE CAMCEL

Figure 28
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5. Fill fitting title and description and click Save button.

6. Click ™ to configure a new flex dashlet.
Widget configuration pane is shown.

WIDGET CONFIGURATION

WIDGET TITLE MOTE
HP ProCurve Logon Activity Today *

DATA SOURCE
HP ProCurve-User Logon Details |E|

CHART TYPE DURATIOM WALUE FIELD SETTIMNG AS OF

Dot |z| 12 Hours |Z| COUNT |E| Recent |E|

AXIS LABELS [H-AXIS] LABEL TEXT

Usar Mame

WVALUES [Y-&KXIS] WALUE TEXT

Select calurnn

FILTER FILTER “ALUES
Select colurmn
LEGEND [SERIES] SELECT
Switch Address Al
CREEE R |

TEST COMNFIGURE CLOSE

Figure 29

7. Locate earlier scheduled report in Data Source dropdown.
8. Select Chart Type from dropdown.

9. Select extent of data to be displayed in Duration dropdown.
10. Select computation type in Value Field Setting dropdown.
11. Select evaluation duration in As Of dropdown.

12. Select comparable values in X Axis with suitable label.

13. Select numeric values in Y Axis with suitable label.

14. Select comparable sequence in Legend.
15. Click Test button to evaluate.

EventTracker:
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Evaluated chart is shown.

10.1.51.65 A0.1.52.23
LABEL COUNT LABEL COUNT
flany 2 Lee 1
Janet 1 Jack 1
Jack 2

HF FROCURYE LOGOMN ACTIV...

Switch Address: 10151 65 Switch Address: 101 5223

N hBry B Janet W Jack W Lee W Jack

Figure 30

16. If satisfied, click Configure button.

| [Z] HP Pracune Lagan Activity Tad... | [C] Measee Intrushield-Tap Attacke... [C] meafee Intrushield-Tap Attacks... (] OpenCh5-EBatnet Detected Tad. .

] OFenDi5Drive-by Download d... ] OpenDil5-hialware Detected T.. ] OpenDi5Tap cateparies taday (] OFenCr5Tap requested DRS 5.

[C] openDMSTap Users Taday [C] st oRt - 1D Events Taday [C] saphas UTM-guthenticatian Fa.. | Saphas UTM-Dropped Fackets .

ADD DELETE CLOSE

Figure 31

17. Click ‘customize’ @ to locate and choose the created dashlet.

18. Click @ to add dashlet to earlier created dashboard.

EventTracker:
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Sample Reports

1. HP ProCurve-User Logon Details

HP ProCurve-User Logon Details
Event Time Switch Address Logon Status User Hame Source Address

har 10 05:39:47 1015223 loggowt Jack 1921688523
har 10 09:20:51 101 .52.23 lagin hdaty 192168510
Mar 10 10:01:55 10151 B3 logyowt Kriz 19216853

har 10 10:42:59 101 .52.23 lagin hdaty 192166516
Mar 10 11:24:03 1015223 login Jack 1921688529
har 10 12:05:07 10.1.51 65 lagin John 192166542
Mar 10 12:46:11 10151 B3 logyowt Jaohn 192168555
Mar 10132715 10.1.51 65 logout Jim 192.1658.59.65
Mar 10 14:03:19 10151 B3 login Jack 1921658581
Mar 10 11:12:14 101 .52.23 logout by 192.1656.4.21
har 10 134441 1015223 logowt Jack 192 168.3.534
har 10 16:17:.08 10.1.51 65 logout John 192.166.4 .22
Mar 10 18:49:35 10131 63 logowt Jack 192 168.3.33
hdar 10 21:22:02 101 .52.23 login Jack 192.166.4.23
Mar 10 23:54:29 10131 63 login Jim 192 168.3.36
hdar 11 02:26:56 10.1.51 63 logout John 192.166.4.24
Mar 11 04:59:23 10151 63 IogjoLt hdary 192 168337
hdar 11 073150 10.1.51 63 login hiary 192.166.4.25
Mar 11 10:04:17 1015223 IogjoLt Jack 192168336
Mar 11 12:36:44 10151 B3 login Kriz 19216584 26
Mar 11 15:08:11 1015223 IogjoLt Jane 1921658339
Mar 11 17:41:38 10151 B3 logyowt Kriz 1921684 27
Mar 11 20:14:03 1015223 login Jack 192.168.3.40

EventTracker:
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Integrate HP ProCurve Switch

2. HP ProCurve - Security Violation Details

HP ProCurve-Security Violation Details

Event Time Component Viclated Switch Address Switch Port User Hame Source Address
Mar 10 08:39:47 Port 101 .51 .65 =y

flar 10 09: 20051 snmp 101 5223 EdgeSwitch 1011.2
fdar 1010:01:53 =Nmp 101.51 .65 10.1.1.20
Mar 10 10:42:59 Port 104 .52.23 19

fdar 10 11:24:035 =SNmp 101.51 .65 101111
far 10120507 =nmp 101 .51 .65 10.1.1.52
Mar 1012 46:11 Port 10.4.52.23 21

flar 10135:27:15 =Nnmp 1015223 EdgeSwwitch 101.1.2
Mar 10 14:08:19 Port 101 .52.23 10114
bar 1011:12:14 Port 101 .51 .65 20

far 10 13:44:41 =Nmp 101 .52.23 10.1.1.55
Mar 10 16:17:08 E=alulal 10.4.51.65 10414
fdar 10 18:49:332 Port 101.52.23 11

far 10 21: 2202 Port 101 .51 .65 EdgeSwitch 101.1.2
har 10 23:54:29 E=alulal 104 .51 65 10414
far 11 02 26:56 Port 101.52.23 21

Mar 11 04:59:23 =nmp 101 .51 .65 EdgeSwitch 10112
far 11 07:351:50 =Nmp 101 .52.235 1011 .41
far 11 10:04:17 Port 101 .52.23 11

Mar 11 12:36:44 Port 104 .52.23 EdoeSwitch 104.1.2
fdar 11 150811 =Nmp 101.51 .65 10114
Mar 11 17:41:358 =nmp 101 .51 .65 5

far 11 20:14:05 snmp 101 .51 65 EdgeSwitch 101 .1.47

EventTracker::
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3. HP ProCurve - Port Status Change Details

HP ProCurve-Port Status Change Details
Event Time Switch Address Switch Port Port Status

tdar 10 0539047 101 .51 .63 4 an-ling
hdar 1009:20:51 10.1.51.65 10 off-line
har 10 10:01:55 10.1.51.65 19 off-line
hdar 10104258 101 .52.23 4 an-ling
fdar 10 11:24:03 104 5223 42 an-line
Mar 10120507 10.1.51 .65 28 off-line
Mar 10124611 10.1.51 65 a7 off-line
Mar 1013:27:15 10.1.52.25 42 off-line
har 10 14:08:19 10.1.51.65 43 on-ling
far 1011:12:14 10.1.51.65 46 on-ling
har 10134441 10.1.51.65 23 off-line
dar 10 16:17:08 101 .51 .63 10 an-ling
har 10 18:49:35 10.1.52.23 17 off-line
Mar 10 21:22:02 10.1.51 65 24 off-line
har 10 23:54:29 101.52.23 3 on-ling
Mar 11 022656 10.1.51 .65 38 off-line
far 11 04:59:25 10.1.52.23 45 on-line
Mar 11 07:31:50 10.1.52.23 41 off-line
hdar 11 10:04:17 101.52.23 25 on-ling
Mar 11 12:36: 44 10.1.51.65 g off-line
fdar 11 130911 1015223 T an-ling
har 11 17:41:38 10.1.51.65 23 off-line
fdar 11 20:14:05 104 5223 =] an-line

EventTracker:
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Sample Dashboards

1. HP ProCurve Security Violations Today

HP PROCURYE SECLRITY VIDLATIONS TOOAY doO®

Series: Component “iolated
16

14
12

10

count
w@

W Port W znimp
Figure 32
2. HP ProCurve Port Activity Today
HF PROCURVE PORT ACTIVITY TODAY Fo O ®
Port Status: off-line Port Status: on-line
W5 E4 W32 10 L=< 1]
Figure 33
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3. HP ProCurve Logon Activity Today

HP PROCURVE LOGDM ACTIVITY TCOMAY Fo O ®

Switch Address: 10.1.51 63 Swyitch Address: 10.1.52 23

M hiry W Janet W Jack B Lee W Jack

Figure 34
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