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Abstract

This guide providesinstructionsto retrieve the Imperva WAF events via the APIto forward the logs to
EventTracker. After EventTracker receives the logs fromthe API, the reports, dashboard, alerts, and saved
searches can be configured.

Scope

The configuration details in this guide are consistent with EventTrackerversion 9.3 or above and Imperva
WAF.

Audience

The Administrators who are assigned the task to monitor the Imperva WAF events using EventTracker.
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1. Overview

Imperva WAF is a Cloud-based Web Application Firewall (WAF) platform that protects application layers
from malicious activities. Imperva WAF safeguards your cloud application from Open Web Application
Security Project (OWASP) top 10 threats such as Cross-Site Scripting (XSS), SQL injection, illegal access,
Remote file inclusion (RFI), and many others.

EventTracker helpsto monitorevents fromthe Imperva WAF. Its dashboard and reports will help you
track traffic, block traffic, attack activities, allow traffic and trigger alerts for SQL Injection, Cross-Site
Scripting, and more.

2. Prerequisites

=  EventTracker Agentshould be installed in a host system/ server.

. PowerShell 5.0 should be installed on the host system/ server.

= Usersshould have administrative privilege on the host system/ serverto run PowerShell.
=  Administrative/root access to Imperva WAF Ul.

3. Configuring Imperva WAF to Forward Logs to EventTracker

The steps provided below will help configure EventTrackerto receive the Imperva WAF events using the
REST API.

3.1 Configuration Imperva WAF log integration
1. Loginto your my.imperva.comaccount and navigate to the Logs Setup page.
2. Onthetop menubar, click Account > Account Management.
3. Onthesidebar, click SIEM Logs Setup > Logs Setup.

Connection ® Imperva AP TP
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a. SelectImperva API.

b. Uncheck Compresslogs.

c. UnderConnection, copy the APl Key before exiting the window. You will need it later. If you
forgetto copy the key, you can come back to this window later and click Generate APIKey to
create a new key.

d. CopytheLog Server URL and API ID.

e. Click Save.

4. Onthesidebar, click Log Levels. The following window displays:

imperva- Helpe &+

Log Levels

fe

5. Selectalog levelfor each site to enable logging or leave it disabled. There are two levels of logs:
e Security Logs include the Impervasecurity events log.
e AllLogs comprise a comprehensive log of every request and response (access logs), as wellas
the security eventslog.

3.2 Configuring Imperva WAF with EventTracker

1. Download the Imperva integrator from https://downloads.eventtracker.com/kp-
integrator/ImpervaWAFIntegrator.exe

2. Openthelmpervalntegrator.
3. Enterthe following details obtained from step 1 and provide the organization name.

Imperva WAF Integration — =

Cirganisation

|
APIID |
|

APl Key
Log Server URI ||
Walidate |
| Cancel |
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4. Validate the details provided.

5.

Organisation

Informaticn e

I Credential validated successfully.

OK

Aftersuccessfulvalidation, click Finish and Imperva WAF is configured with EventTracker.

4. EventTracker Knowledge Packs

After the logs are received by the EventTracker Manager, then the Knowledge Packs can be configured into
EventTracker.

The following Knowledge Packs (KPs) are available in EventTrackerto support the Imperva WAF.

4.1 Alerts

Imperva WAF: Account Takeover Detected: Account takeover is a form of identity theft and fraud,
where amalicious third party successfully gains access to the user's account credentials. By appearing
as a real user, cyber-criminals can change account details, send phishing emails, steal financial
information or sensitive data, or access stolen information to access more accounts in the
organization. As soon as such attacks are detected these are alerted to admin.

Imperva WAF: ACL Detected: The Access Control List (ACL) contains rules that deny or deny access
to digital environments. Depending upon the list keptin the Imperva Environmentas soon as the
rule is triggered an alert is generated regarding the same.

Imperva WAF: Advanced Bot Detected: Advanced bots are attacks beyond the simple scripts; these
attacks are using advanced tactics such as headless browsers. Such advanced bot attacks when
detected are sentas an alert from EventTracker.

Imperva WAF: API Specification Detected: Vulnerabilities related to poor authentication, lack of
encryption, business logic malfunctions, and insecure endpoints are detected underthisalert. These
vulnerabilities lead to cyber-attack such as man-in-middle attacks. This alert will trigger whenever
such activity is detected.

Imperva WAF: Backdoor Detected: Backdooris a type of malware that defies common authentication
mechanisms to access the system. As a result, remote access is allowed to resource within an
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application, such as databases and file servers, giving corrupters the ability to remove system
commands and update malware. This alert will trigger whenever such activity is detected.

Imperva WAF: Bot Access Control Detected: Devices that are infected under the bot’s command
control are detected, these devices are controlled under the command and used for attacks such as
DDoS, etc. This alert will trigger wheneversuch activity is detected.

Imperva WAF: Remote File Inclusion Detected: Remote File Inclusion (RFI) is an attack, targeting bugs
in that web application that dynamically renders external scripts. The purpose of the offender is to
exploitthe function in an application for uploading the malware (for example, backdoor shell) within
a domain separate from the remote URL. The results of a successful RFI attack include theft, a
compromised server, and running a site that allows for content modification. This alert will trigger
whenever such activity is detected.

Imperva WAF: Cross-Site Scripting Detected: Cross-site scripting (XSS) attacks are a type of injection
in which scripts are otherwise inserted into random and trusted websites. XSS instances occur when
an attacker uses a web application to send malicious code, usually in the form of scripts by the
browser, to different end-users. The flaws that allow these attacks to succeed are widely available
and anywhere validated orencoded by a web application user using their input. This alert will trigger
whenever such activity is detected.

Imperva WAF: DDoS Detected: Distribution Denial of Service (DDoS) attack is a malicious attemptto
distort the normal traffic of the target server, service, or network by flooding the Internet traffic or
affectingits surroundinginfrastructure. This alert will trigger whenever such activity is detected.
Imperva WAF: lllegal Resource Access Detected: An Illegal Resource Access attack attempts to access
private or restricted pages or attempts to view or process systemfiles. This is mostly done using URL
fuzzing, directory trajectories or command injection techniques. This alert will trigger whenever such
activity is detected.

Imperva WAF: SQL Injection Detected: This alert will trigger when a user execution statement
contains a SQL Injection parse. SQL injectionis a code injection technique used to attack data-driven
applications, in which malicious SQL statements are inserted into the entry field for execution (for
example to dump the contents of the database to the attacker). SQL injection must exploit security
vulnerabilities in an application's software.

4.2 Reports

Imperva WAF — Attack Activities - This report allows the user to extract the detailed summary of
eventsthatare specificto web attacks such as Cross-site scripting, SQL injection, etc.

Imperva WAF - Blocked Traffic- This report allows the userto extract the detailed summary of events
that are blocked by Imperva WAF.

Imperva WAF - Allowed Traffic- This report allows the userto extract the detailed summary of events
allowed by Imperva WAF.

© Copyright Netsurion. All Rights Reserved. 7



Netsurion.

4.3 Dashboards
e Imperva WAF - Source Geo Location

Imperva WAF- Source Geo Location

- >
-« ®n *
-
Jan 25 10:43 PM - Feb 01 10:44 PM
¢ Imperva WAF - Traffic Type
Imperva WAF-Traffic Type
» <>

attacks detected blocked traffic

Jan 25 10:43 PM - Feb 01 10:44 PM

e Imperva WAF - Threat Type

Imperva WAF- Threat Type
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e o 2 e

Jan 25 10:42 PM - Feb 01 10:44 PM
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e Imperva WAF - Site Visited

Imperva WAF- Site Visited
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e Imperva WAF - Source IP Address

Imperva WAF-Source IP Address

o

40.77.167.22 40,77167.14 40.77.167.12 M 207.46.13.438
207.46.13.106 M 207.46.13.100 M 204.12.197.234

198.148.20.34 M 157.5530.75 M 157.55.39.154

5. Importing Imperva WAF Knowledge Packs into EventTracker

NOTE: Import the Knowledge Packitems in the following sequence:

= (Categories

= Alerts
= Knowledge Objects
= Reports

= Dashboards

1. Launch the EventTracker Control Panel.
2. Double click the Export-Import Utility.

EventTracker Control Panel =1 E -
= — EventTracker:: ;
= = = TS
= & 2
Blh 2 4= |
. - [
EventVault Diagnostics License Append
Manager Archives
EventTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi... Cor ion
@ -
Change Audit About
EventTracker
E-mail: support@Event Tracker com

3. Click the Import tab.

© Copyright Netsurion. All Rights Reserved. 10
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5.1 Categories
1. Click the Category option, and thenclick the Browse 1 button.

U Export Import Utility = | = -
Import

1. Provide the path and file name of the Categories file. Use the "..." button to browse and locate the import file
2. Click the Import button

Options Location

O Fiters
O Meits

() Systems and Groups B

() Token Value
() Reports

) Behavior Comelation

2. Locate the Categories_Imperva_WAF.iscat file, and then click the Open button.
3. Toimport the categories, click the Import button.

EventTrackerdisplays a success message.

Export Import Utility -

o Selected category details are imperted successfully.

4. Click OK, and thenclick the Close button.

5.2 Alerts
1. Click the Alertoption, and thenclick the Browselzl button.

© Copyright Netsurion. All Rights Reserved. 11
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' Export Import Utility

Export | Import

1. Provide the path and file name of the Alerts file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Options Location

O Category Import E-mail settings

- Set Active :

O i © Ot % 2l ¢ et g
(0 By defautt "Pctive” key available in the corfiguration section.

() Systems and Groups Watchlist Configuration

Import Watchlist configuration

This setting is applicable anly for alets which have Advanced watchlist corfigured.
~ Note: If this option is enabled the user should make sure the watchlist groups are available
() Reports on the console where the alerts are imported.

(O Token Value

() Behavior Comelation

Source

“isalt |E|

Import | | Close |

2. Locate the Alerts_Imperva_WAF.isaltfile, and then click the Open button.
3. Toimport the alerts, click the Import button.
EventTrackerdisplays a success message.

Export Import Utility -

o Selected alert configurations are imported successfully.

4. Click OK, and thenclick Close.

5.3 Knowledge Objects

1. Click Knowledge Objects underthe Admin option on the EventTracker Manager page.

UM Home E:— Active Watch Lists [ Collection Master [ Group Management [ systems & /Dashb
Q A Alerts Q Correlation (\.g IP Lookup Configuration ,E{ Users
0 1 C Behavior Correlation Rules ﬂ Diagnostics _-'|:. Weights
E ﬂ Behavior Correlation Settings ;1 Event Filters 'E‘ Manager ] Windows Agent Config
ﬂm&mmvmwmt LgEin;sNﬂiﬁ .'_] Casebook Configuration |_"J Eventvault (:,F Parsing Rules
nl: Category [@] FAQConfiguration Q_\. Report Settings
Attacker — News

© Copyright Netsurion. All Rights Reserved. 12
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2. Click the Import ¥ buttonas highlighted in the below image.

Knowledge Objects # / Admin  Knowledge Objects

~ [=
L7 ‘-’)\ Adtivate Now Objem[tj 'I‘ &

Eventlracker

3. Click Browse.

Import

W Upload

Close

4. Locate the file named KO_Imperva_WAF.etko.
5. Selectthe check box and thenclick the ¥+ Import option.

Import
Object name Applies to Group name
Imperva WAF Imperva WAF Imperva WAF

m Close

© Copyright Netsurion. All Rights Reserved. 13



Netsurion.

6. The Knowledge Objects (KO) are now imported successfully.

File imported successfully.

5.4 Reports

1. Click the Reports option and selectthe New (*.etcrx) option.

By

Export Import Utility = I='-
Export | Import

1. Provide the path and file name of Schedule Report file. Use the "..." button to browse and locate the import file.
2. Click the Import button

Mote : F report{s) contains template. first import template and proceed with exportimport utility.
Options Location

) Category
) Filters

O Alerts O Legaoy (*issch) @ New (*.etonc)

() Systems and Groups
*issch
) Token Value

(O Behavior Correlation

Close

2. Locate the file named Reports_ Imperva_WAF.etcrx and select all the check boxes.

Reports Import x
Note : ¥ report(s) contains template, first import templat
Select file [C:\Users\ETAdmin\Desktop\Harish\Imperva WAF\Configuration \Reports_imperva_WAF eter Select fie
Available reports
Title | Frequency Showal - Q| Q
[] Title Sites Groups Systems. Frequency]
o ik cn —— Lo
[ |EDIT |imperva- Blocked Traffic Defaut Undefined
[ |EDIT | imperva-Alowed Traffic Defaut Undefined
< >
d Reports and Houty Rep:
Set run time for report(s) from __|am - atintervalof | _ | minutes st¢ | @
Replace | to Replace Assign systems
Note: Make sure that Siof). Groupt) and Systems)selections are vald. | & ®

© Copyright Netsurion. All Rights Reserved. 14



Netsurion.

3. Click the Import ¥ buttonto importthe report. EventTrackerdisplays a success message.

Export Import Utility -

Selected reports configurations are imported successfully

5.5 Dashboards

NOTE: Below steps given are specificto EventTracker9 and later.

1. OpenEventTrackerin a browserandlog on.

1

Indicators of Compromise
USE activities, Mew senvices or software install B

2. Navigate to the My Dashboard option.

3. Click the Import ¥ putton as shown below.

EventTrackers & dmine  Toois- @ ETAdmin -

My Dashboard & / Dashboard / My Dashboard

@CONLTOO

4. Importthe dashboard file Dashboards_Imperva_WAF.etwd and select the Select All checkbox.
5. Click Import as shown below.

© Copyright Netsurion. All Rights Reserved. 15
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Mote: If dashlet configured using persisted report, first import the report and proceed with importing

dashlet

Available widgets

Select All
Imperva WAF- Source Geo L... Imperva WAF- Threat Type
Imperva WAF- Site Visited Imperva WAF-Protocol Type
Imperva WAF-Traffic Type Imperva WAF-Action Perfor...

Imperva WAF-Source IP Add...

6. Importis now completed successfully.

Selected dashlets imported successfully.

7. Inthe My Dashboard page select ® to add dashboard.

My Dashboard / Dashboard / My Dashboal

[BleenrrTo

CheckPoint Trend Micr... Microsoft ...

8. Choose the appropriate name for the Title and Description. Click Save.

© Copyright Netsurion. All Rights Reserved. 16
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Add Dashboard

Title

Imperva WAF

Description

Imperva WAF

Save Delete Cancel

9. Onthe My Dashboard page select @ to add dashlets.

My Dashboard

Imperva W... i

10. Selectthe imported dashlets and click Add.

Customize dashlets

mperval Q
[ imperva WAE- Site Visited [ imperva WAF- Source Geo Loca.. [ imperva WAF- Threat Type [ imperva WAF-Action Performed
[Jimperva WAF-Protocal Type [Jimperva WAF-Source IP Address  [_limperva WAE-Traffic Type

m Delete Close

6. Verifying Imperva WAF Knowledge Packs in EventTracker

6.1 Categories
1. Logonto EventTracker.

2. Click the Admindropdown, and thenclick Category.

© Copyright Netsurion. All Rights Reserved. 17
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= EventTracker:

n Home 8= Active Watch Lists [F] Collection Master [ Group Management 1 systems & /Dash
a A Alerts O Correlation Q IP Lookup Configuration ,*37" Users
1 (&) Behavior Correlation Rules Y Diagnostics G Knowledge Objects  weights
]
& Behavior Correlation Settings y—‘ Event Filters ’E‘ Manager CJ windows Agent Config
ﬁzthal bet:::“r(eachiTomwm( Lg?;iawlﬁ?r‘ﬂiﬁ 7] casebook Configuration [9] Eventvault () Parsing Rules
o\f Categary @ FAQ Configuration ,‘-?. Report Settings
Attacker — News

3. In the Category Tree, scroll down and expand the Imperva WAF group folder to view the imported
category.

Category

Category Tree Search

IMPERVA Q

Category

w ImpervaWAF: Account Takeover Detection

s ImpervaWAF: ACL Detection

w ImpenvaWAF: Advanced Bot Protection

w ImpenvaWAF: APl Specification Viclation

s ImpervaWAF: Backdoor Detection

w ImpervaWAF: Bot Access Control Detection
w ImpenvaWAF: Remote File Inclusion Detection

AT

w ImpervaWAFR.Cross Site Scripting Detection
w ImpervaWAFRDDoS Detection

w ImpervaWAF:lllegal Resource Access Detecticn

s ImpervaWAFRSQL Injection Detection

6.2 Alerts
1. Logon to EventTracker.
2. Click the Admin menu, and thenclick Alerts.

© Copyright Netsurion. All Rights Reserved. 18
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= EventTracker:: A Gmine Toon-
n Home §= Active Watch Lists [ collection Master [ Group Management [ systems 4 /Dashi]
Q A Alerts ©) corelation € 1P Lookup Configuration D users
2 (E) Benhavior Carrelation Rules 1Y Diagnostics 1 knowledge Objects Jr weignts
a Behavior Correlation Settings 2] Event Filters [&] Manager [ Windows Agent Config
mi'f‘al C."b‘::fac"im,u“wﬁl L';‘:"‘?‘.‘?'T:Liﬁ 7] casebook Configuration [9] Eventvauit [Z) Parsing Rules
off Category [@) FAQ Configuration &7 Report Settings
Attacker — News

3. Inthe Search box, type Imperva WAF, and then click the Go button.
The Alert Management page will display the imported alert.

O Alert Name A Theeat Active Email iliieted Mo e W Applies To
[m] ount Takeover Detected [ ] [m] a [m] [m] [m] Imperva WA
0 ° = =] = = = mpera ¥

O 8§ Impera L] (] a (] (] (] Impervs WAF
0 ° =] s] =] =] =] mperva WaF
=] ° = s] = = =

0 o 0 s] 0 0 =

=] ° = s] = = =

0 ° 0 a] 0 0 =}

=] = s] = = =

0 ° = 3] = = =

=} = o = = =

4. To activate the imported alert, toggle the Active switch.

EventTrackerdisplays a message box.

Successfully saved configuration.

[] Prevent this page from creating additional dialogs

5. Click OK, and thenclick the Activate Now button.
NOTE: Specify the appropriate system in alert configuration for better performance.

6.3 Knowledge Objects

1. Inthe EventTracker web interface, click the Admin dropdown, and then select Knowledge Objects.

EventTracker::
n §= Active Watch Lists = Collection Master [ Group Management ] systems & / Dashb
a A Alerts ©) correlation € 1P Lookup Configuration B users
1 (&) Behavior Carrelation Rules i Diagnostics @& Knowledge Objects Jr weignts
B —
& Behavior Correlation Settings 41 Event Filters [E] manager [ Windows Agent Config
D e e s entypoins indicators of C¢ 77 casebook Configuration  [¥] Eventvauit (5 Parsing Rules
off Category @ FAQ Configuration &7 Report Settings
Attacker - News

2. Inthe Knowledge Objecttree, expand the Imperva WAF group folderto view the imported Knowledge
Objects.

© Copyright Netsurion. All Rights Reserved. 19
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Groups @ (ﬁ l Object name Imperva WAF
Applies to Imperva WAF
=
[ WAF Z
meera @ ‘ Rules
Title Event source Source Type Lo
Imperva WAF Imperva WAF Imperva WAF

Message Signature:
Message Exception:

Expressions

3. Click Activate Now to apply the imported Knowledge Objects.

6.4 Reports

1. Inthe EventTracker web interface, click the Reports menu, and then select Report Configuration.

— EventTracker::

Report Configuration

Report Dashboard Indicators of Compromise
USE activities, Mew services or software install E

Explorer

2. Inthe Reports Configuration pane, select the Defined option.
3. Click the Imperva WAF group folderto view the imported reports.

@

CJ Title

] }:E:{ Imperva-Allowed Traffic
] }:E:{ Imperva- Blocked Traffic
] }:E:{ Imperva - Attack Activities

6.5 Dashboards

1. IntheEventTrackerweb interface, click the Home Button and select My Dashboard.

© Copyright Netsurion. All Rights Reserved. 20
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Home

Dashboard

N, My Dashboard

2. Click Search @ forthe Imperva WAF. You will see the following screen.

Customize dashlets

| Im pewa| ‘ Q
O Imperva WAF- Site Visited O Imperva WAF- Source Geo Loca... O Imperva WAF- Threat Type OJ Imperva WAF-Action Performed
OJ Imperva WAF-Protocol Type OJ Imperva WAF-Source |P Address OJ Imperva WAF-Traffic Type

m Delste Close

© Copyright Netsurion. All Rights Reserved. 21
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About Netsurion

Flexibility and security within the IT environment are two of the mostimportant factors driving business
today. Netsurion’s cybersecurity platforms enable companies to deliver on both. Netsurion’s approach of
combining purpose-built technology and an ISO-certified security operations center gives customers the
ultimate flexibility to adapt and grow, all while maintaining a secure environment.

Netsurion’s EventTracker cyberthreat protection platform provides SIEM, endpoint protection, vulnerability
scanning, intrusion detection and more; all delivered as a managed or co-managed service.

Netsurion’s BranchSDO delivers purpose-built technology with optional levels of managed services to multi-
location businesses that optimize network security, agility, resilience, and compliance for branch locations.
Whetheryou need technology with a guiding hand or a complete outsourcing solution, Netsurion has the
modelto help drive yourbusiness forward. To learn more visit netsurion.com orfollow us

on Twitteror LinkedIn. Netsurionis#23 among MSSP Alert’s 2021 Top 250 MISSPs.

Contact Us
Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSPs SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support
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