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Integrate Infoblox DDI

This guide provides instructions to configure Infoblox device to send the syslog events to EventTracker.

The configurations detailed in this guide are consistent with EventTracker version 7.X and later, and Infoblox

DDI with NIOS version 7.0.x and later.

Administrators, who are responsible for monitoring Infoblox devices using EventTracker Manager.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

Infoblox is a critical technology with DNS, DHCP, IPAM functionalities which provides maximum protection
and offers minimum attack surface.

EventTracker compiles and inspects critical events to provide an administrator’s insight on user behavior,
device anomalies, configuration changes etc.

Prerequisites

e EventTracker v7.x or later should be installed.
¢ Infoblox Grid Manager with NIOS version 7.0.X.

Configure Infoblox to send syslog to EventTracker

All Infoblox devices are managed using Infoblox Grid Manager.

1. Logon to Infoblox Grid Manager using valid credentials.

Grid Manager

Figure 1

2. Navigate to Grid>Grid Manager>Members to access active grid member settings.
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I"foblo)( ::» Dashboards Data Management Smart Folders Grid Administration Qssarch  admin |~
Conmoc o e

HTTP (File Dist] bloxTools | Captive Portal

Guick Filter none v ‘ E showFitter [ Renlication Status View

Goto

infobimctoons b Mo W 1921681123

Figure 2

3. Clickon the icon ¥ to show available options for selected grid member.

Infoblox 2 Dashboards  DataManagement  SmartFolders UMM  Administration Qusearch sdmin |-
Conm o et

(&
B €

Grid Manager

bloxTools | Captive Portal

Guick Filter | nons o show Fitter B ication Status View

Goto

1921681123

hittps://192,168.1,123/ui/cab0kdudplzClh AR -npzTA cat e/ npzs T#

Figure 3

4. Click on Edit to change options for selected Grid Member.
Grid Member Properties Editor pane is shown.
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infoblox.toon<.local {Grid Member Properties Editor)

Toggle Advanced Advanced »
Mode )

General

Sy=log

Licenses

Hetwork Syslog Size (MB)* =00

Anycast
Once the 2yslog file reaches thiz size, the

Security ayslog server ratates the file and opens a
ey One.

DH5 Resolver

Log to External Syslog

SHMP External Syslog Servers P—
o - | Owerride
Email |

182168171 LiCP MGT Ay LAR

Extensible
Attributes

Permissions

4 T 3

Inherited from Grid Infoblox

Cancel Save & Close =

Figure 4

5. Select Monitoring and then click Override to enable customization of syslog settings.

infoblox.toons.local (Grid Member Properties Editor)

General

Toggle Advanced Advanced h
Mode 2

Syslog
Licenses
Hetwork Syslog Size (MB)* 200
Anycast =
5 Once the syslog file reaches this size the
Security syslog server rotates the file and opens a
ey One.
DHS Resolver
SErvers
SHMP External Syslog Servers E
Email
Add External Syslog Server ¥
Extensible
Attributes
Address*
Permissions
Transport TCR -
Interface Any -
Hode ID LAM -
Source Any -
Cancel Save & Cloze -
Figure 5

6. Select the checkbox beside Log to External Syslog Servers to enable syslog logging.

7. Click the icon + beside External Log Servers section to add new remote syslog server.
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8. Fill the required details in Add External Syslog Server pane. As suggested below:

e Address — Fill in the IP address of syslog server
e Transport — Select UDP

e Interface — Select Any from dropdown

e Node ID - Select LAN from drop down

e Source - Select Any from drop down menu

e Severity - Select Info from drop down menu

e Port-Type 514

e Logging Category - Select Send All

infoblox.toons.local (Grid Member Properties Editor)

Toggle Advanced Advanced h
Hode

Availzble Selected -
General
Advanced DNS Protectior = -
Licenses DME Cliert
DS Config =
(s DNS Database »
T DMNESEC
DS General
Security DNS Lame Servers |
DS Metwaork
DHS Resolver DS Motify
T | W add Caricel
Email
= SOource
Extensible e
Attributes [] 192188.1.71 DR Ay Ay MGMT
Permissions
4 i 3

Cancel Save & Cloze -

Figure 6

9. Click ¥ add to confirm configuration.

10. Select Save & Cloge -

to save the syslog configuration.
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EventTracker Knowledge Pack (KP)

Once logs are received into EventTracker, Alerts and Reports can be configured into EventTracker. The
following Knowledge Packs are available in EventTracker v7.x and later to support Infoblox monitoring.

¢ Infoblox: Object created - This category based report provides information related to the object
created.

o Infoblox: Object modified — This category based report provides information related to the object
modified.

¢ Infoblox: Object deleted — This category based report provides information related to the object
deleted.

o Infoblox: DHCP renew — This category based report provides information related to the assignment
and renewal of IP address to a system.

¢ Infoblox: DHCP release — This category based report provides information related to the release of IP
address from a system.

¢ Infoblox: DHCP expire — This category based report provides information related to expire of lease-
duration of IP address of a system.

¢ Infoblox: High CPU Usage Detected — This alert is generated when CPU usage is critical.

e Infoblox: High Disk Usage Detected — This alert is generated when disk space usage is critical.

¢ Infoblox: High Memory Usage Detected — This alert is generated when memory usage is critical.

¢ Infoblox: Object created deleted and modified — This alert is generated when an object (DHCP range,
A record, etc ) is created, deleted or modified.

e Infoblox - User Logon Details — This report provides information related to user logon behavior which
includes device address, username, group name, source address, console type, logon status, reason
and authentication type fields.

e Infoblox - Blacklist Ruleset Management Details — This reports provides information related to
change in blacklist rules which include device address, username and activity fields.

¢ Infoblox - Administrative User Management Details — This report provides information related to
change in admin user accounts which includes device address, username and activity fields.
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e Infoblox — DHCP IP assignment details — This report provides information related to assignment,
release and expire of IP address to system which includes IP address, MAC address, lease-duration and
status (assign, renew, release or expired) fields.

o Infoblox — DHCP object created deleted and modified — This report provides information related to
the creation, deletion and modification of object (like DHCP range, A record, MX record) which
includes object type, object name, action and messages (information about the changes) fields.

¢ Infoblox: Called logs — This filter can filter out the logs generated for function calls.

Import Infoblox Knowledge Pack into EventTracker

1. Launch EventTracker Control Panel.
2. Double click Import Export Utility, and then click the Import tab.

T} EventTracker Control Panel = 28

EV?&EE%}!&%E? Control Panel 8

W £ S |

—J i —
Event¥ault Diagnostics License Export Import Append
Manager Utility Archives

lﬁ a I :; ﬂ; Q
EventTracker Traffic Analyzer Agent SCAP Profile Port
Agent Confi... Manageme... Editor Configuration
TrapTracker Change Audit About

EventTracker

E-mail: support@EventTracker.com

Figure 7

Import Categories, Alerts, and Reports as given below.
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1. Click Category option, and then click the browse C] button.
AN Export Import Utility o [=]
Import

1. Provide the path and file name of the Categories file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Cptions Location
@ Category

(") Filters
1 Merts
1 Systems and Groups Source :
*iscat C]
(") RSS Feeds
) Reports
(") Behavior Rules
(") SCAP

) Token Value

[ Import ] l Close

Figure 8

2. Locate All Infoblox group of categories.iscat file, and then click the Open button.
3. Toimport categories, click the Import button.
EventTracker displays success message.

Export Import Utility ==

:I Selected category details are imported successfully.

Figure 9

4. Click OK, and then click the Close button.
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1. Click Alert option, and then click the browse C] button.

P Export Import Utility = =

Export | Import

1. Provide the path and file name of the Alertz file, Uze the '.." button to browse and locate the import file,
2. Click. the Import button.

Options Location

) Category

) Filters -
Import E-mail zettings

@ Alerts Set Active

Thiz zetting iz applicable only for imports from Legacy
[wEw] Alert files. For w7, the active status will be set

_ bazed on “Active' key available in the configuration
() By default section.

) @ Onlyif notifications set
! Syztems and Groups

) RSS Feeds
) Reports Source :

* izalt D
"1 Behavior Rules

) SCAP

1 Token Value

Irmpiart l ’ Cloze

Figure 10

2. Locate All Infoblox group of alerts.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.
EventTracker displays success message.

#~ ~

Export Import Utility =

:I Selected alert configurations are imported successfully,

Figure 11

4. Click OK, and then click the Close button.
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NOTE: You can select alert notification such as Beep, Email, and Message etc. Select the respective
checkbox in the Alert management page, and then click the Activate Now button.

1. Click Token Value option, and then click the browse :] button.

2. Locate All Infoblox group of tokens.istoken file, and then click the Open button.

Py Export Import Utility = PG

Export | Import

1. Pravide the path and file name af token value file. Use the '.." button to browse and locate the impart file.
2. Click the Import buttaor

Options Location

() Category
() Filters

) Alerts

Source

*istoken B

) Systerns and Groups
) RSS Fesds

) Reparts

") Behavior Fules

) SCAF

@ TokenYalus

Import l [ Cloge

Figure 12

3. Toimport token value, click the Import button.
EventTracker displays success message.

&

Export Import Utility 24

:I Selected token walues are imported successfully,

Figure 13

4. Click OK, and then click the Close button.
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1. Click the Admin menu, and then click Parsing rule.

2. Select Template tab, and then click on () ‘Import’ icon.

Farsing Rule Template
GROUPS fag  ~
Default Graup : All &) I.
S0 ADE & | TEMPLATE NAME  TEMPLATE GROUP NAME ADDED BY ADDED DATE ACTIVE[] EDTT—
= DESCRIFTION ‘
Amazan ek Services I @ = 3
_ @ A0 ADC Authenticat.. A1O Applicatian Delivery C... Default ETAdmin b/252015 07:56:509 Fhd = @ |
Apachewyel Server W @& _
B AlQ ADC Traffic A10 Applicatian Delivery C... Default ETAdmin 02572015 O7:56:50 P I:I @
Centrify Server Suit... @&
Cisca |05Access Den... Cisca 105 ETAdmin 10252015 03:32:42 I:l @
CheckPaint i &
Cisca 105-Canfigurati... Cisca 105 ETAdmin 101772015 04645 . B @&
Cisca ACS @&
- Cista ID5-Fart Status.. Cisca 105 ETAdmin 107162015 06:27:58 0O @&
Cisca 454 i &
. HF PraCurve-Part Sta.. HF 2520GHP 2520HP 253 Default ETAdDmin BAGR2015 041 6:51 P I:l @
Cista 105 @&
— HF FraCurve-Security... HF 2520GHF 2520, HF 255, Default ETAdmin BAGS2015 05:35:25 P .,
Cista IranPart E54 i @& H @ D&
CISCO Iranpart Wsa @&
L DELETE MOVE TO GROUP
Cisca I5E mi
Clawister firewall @&
Figure 14

3. Click on Browse button.

SELECT FILE Mo file selected. T

Mote: Please select file of type *.ettd {eventtracker template dashlets),

Mo data found

Figure 15

4. Locate Infoblox token template.ettd file, and then click the Open button.
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SELECTED FILE I5; InfaBlax Taken Templates ettd

SEPARATOR TEMPLATE DESCRIPTION ADD

[7] TEMPLATE NAME
My 04 15:37:51 pnpl15-5up Maw 4 10:07:55 182.166.1.123 httpd: 2015-1
1-04 10:07:55.691 2 [admin]: Lagin_Allawed - - to=AdminCannectarip=192. 1174/

[ InfablaxUser Lagan Cetails it
166.1.1 auth=LOCAL graup=admin-graup apparently_via=GUI

ED DATE ADDED BY GROUP NAME

201506:17:25 P ETAdmin Infabla:

Figure 16

5. Now select the check box and then click on ¥ ‘Import’ icon.

EventTracker displays success message.

Template(s) imported successtully

Figure 17

6. Click on OK button.

1. Click Reports option, and then click the ‘browse’ [:] button.

2.

Locate All Infoblox group reports.issch file, and then click the Open button.

EventTracker:

Actionable Security Intelligence



Integrate Infoblox DDI

P4 Export Import Utility = P

Expart | Import

1. Provide the path and file name of Schedule Report file. Uze the '.." button to broveze and locate the import file,
2. Click the Impart button
Mate : If report[s] containg ternplate, first impart termplate and proceed with exportimpart wtility.

Optiong Locatian

I Category
) Filkers
) Alerts @ Legacy [*izsch) ) Mew [* eters)
) Spstems and Groups Source

"izzch D

) RSS Feeds
@ Reports
") Behavior Rules

) SCAP

) Token Walue

Irnpart l ’ Cloze
Figure 18
3. Toimport scheduled reports, click the Import button.
EventTracker displays success message.
[ Export Import Utility %

:I Selected reports configurations are imported successfully,

Figure 19

4. Click OK, and then click the Close button.
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1. Click Filters option, and then click the ‘browse’ [:] button.

2. Locate All Infoblox group filters.issch file, and then click the Open button.

"% Export Import Utility = | = ][ e
(ot | Impot

1. Provide the path and file name of the Filters file. Use the °..." button to browse and locate the import file.
2. Click the Impart button

Options Location
(2 Category

@ Fitters

) Mers

(") Systems and Groups Source :
") RSS5 Feeds

) Reports

(") Behavior Rules

&) SCAP

") Token Value

Import l [ Close

Figure 20

3. Toimport filters, click the Import button.
EventTracker displays success message.

#

Export Import Utility 28

| Selected reports configurations are imported successfully,

Figure 21

4. Click OK, and then click the Close button.
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Verify Infoblox knowledge pack in EventTracker

1. Logon to EventTracker Enterprise.
Click the Admin menu, and then click Categories.

3. In Category Tree to view imported categories, scroll down and expand Infoblox group folder to view
the imported categories.

CATEGORY MANAGEMENT

Cavegary Tres Search
3} FoniGate -
s}-[=3 Fortima Total category groups: 373 Total categories: 3,212
s HP procurve switch Last 10 madified categories
s-[=3 Imparva
NAME MODIFED DATE MODIFIED BY
A= Infoblox
= DHCP expira

(] Infoblox: DHCP expira izl L2 =

El Infoblox: DHCP release nfoblox DHCP ralease

[E] Infoblox: DHCP renew Infoblow: DHCP ranew

El Infoblox: Object created ) )
EI Infoblox: Object delated e SR mesEd
(E] Infoblox: Object madified Infobloi: Object deleted

si-[=3 Juniper JUNOS nfobloe: Object creaed 1742018 5:50:11 BA

si-[=} Juniper SBR

o= Linux

si-[=} Linux Cracking

#-[=3 Linux Violation

si-[=} Linux Yum

#-[= LOGhinder 5P

s} LOGhindar SQL

- McAfes IntruShiebd

si-[=} McAfes Sidewinder Firewsall

#-[= Micrasoft Forefront
si-[=3 Micrasaft Windows Hyper V
== Micrasoft Windows RRAS

Figure 22

1. Logon to EventTracker Enterprise.
Click the Admin menu, and then click Alerts.
3. In Search field, type ‘Infoblox’, and then click the Go button.
Alert Management page will display all the imported Infoblox alerts.
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ALERT MANAGEMENT Seachty | Metrare | | ifobx Qa

® ACTIVATE NOW Click *Activate Now' after making all changes Page Size 2B

FORWARD FORWARD PEMEDIAL - REMEDWAL
L THREAT ACTIVE E-MAIL MESSAGE RSS AS AS APPLIES TO
ALERT NAME —_— — SNMP SYSLOG AT T
CONSOLE AGENT

oblox : High CPU Usapa Detectad High nfoblox Secure D
nfoblox : High Disk Usage Detertad High nfoblox Secure D...
nfobdox : High Memory Usage Deteci. High nfoblox Secure D...

nfoblos: Object created delated and Hizh nfablox DDI with

Figure 23

4. To activate the imported alerts, select the respective checkbox in the Active column.
EventTracker displays message box.

Successfully saved configuration.

Figure 24

5. Click OK, and then click the Activate now button.

NOTE: Please specify appropriate systems in Alert Configuration for better performance.

1. Logon to EventTracker Enterprise.
Click the Admin menu, and then click Parsing Rules from the dropdown options.
3. In Token Value Group Tree to view imported token values, scroll down and click Infoblox group

folder.

Token values are displayed in the token value pane.
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. Parsing Rule lemeiate,

[0 ~

2 Graup :  Infablox ?
FS BIGIP LT L @ TakenMalue  Display name |Z| QQ\ P O
FartiGste Firewall (. JI] @&

- [] DISPLAY NAME TOKEN NAME TAG SEPARATOR TERMINATOR
FartiGate Firewall (.. ] @&

[ Logan Status I: Lagin_
HP Switch i @&
Infcblcx i @ [ user Mame : [ I:
Juniger JUNOS i @&
Juniper JUNOS i &
Juniper Metscreen _| @
I i & ADD RULE DELETE MOWE TO GROUP | TOKEN-WALUE WIZ&RD
Figure 25

Click the Admin menu, and then click Parsing rule.

Select Template tab.

In Token Value Group Tree, to view imported token values, scroll down and click Infoblox group
folder.

Imported token template is displayed in the template pane.

PARSING RULE

Parsing Rula Template

| |

Graup : Infiab Cl X ¥

&

TEMPLATE NAME TEMPLATE DESCRIPTION ADDED BY ADDED DATE ACTIVE EDIT

O}

nfoblox-DHCP releas.. MIOS 6K or later ETAdmin  1/7/2016 2:3353 PM W el

&

nfoblox-Object creat..  MIOS 6.X or later 1720

O}

nfoblox-User Logon .. NIOS B.X or later ETAdmin  1/11/2016 11:12:02AM #

E
Fl
o
[

&
—

T 7 7
LR
£ it it
b 3

& & &

3
g
¢
®

B
5
O}
il
ul
|
Tl
[}
b
]
o
o
h
Q0
c
il

O}

Figure 26
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Logon to EventTracker Enterprise.

Select Defined in report type.

Click the Reports menu, and then Configuration.

Integrate Infoblox DDI

In Report Groups Tree to view imported flex reports, scroll down and click Infoblox group folder.

Imported Event Filters are displayed in the Event Filters Configuration pane.

REPORTS CONFIGURATION

- Qa [ @

REPORT GROUPS BB reeorts conpcuRATIO

B rFortiGate Firewall [.. ‘J - + '_ d?_ otal: & |
"y

D rTUEEE . 3 TITLE CREATED ON MODIFIED OM

2 He security vialatio @ foblox-Obiject created, deleted and modified TIZ0NE 30907 PM TIT06 30907 PM ol'=

B imperia [ 3 v 1| Infoblox-DHCP ralease renew and expira TI2016 23706 PM 712016 5:58:25 PM ':D b

= infobion @ »1| Infoblox-User Logon Failure Details 015 2:37:3 (1172016 11:46:33 &M &5

= juniper Junos ] @& 1| Infoblos-Administrative User Management Desails 1 4:30 12018 11:46:48 AW ':D 5 3

k= Juniper Netscrean @ ¥ I| Infoblox-Blacklist Ruleset Management Details 015 4:35:3 M2016 11:4T:01 &M &

B vinu [ J foblox-Usar Lopon Success Details My 4 11:4 D B

B Linu &

B Lochinder sp ] @

2 LoGhinder st :ﬁ

B wicaree 1 @

2 Wicrosoft Windows /R :ﬁ =

Figure 27

NOTE: Please specify appropriate systems in Report Wizard for better performance.
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1. Logon to EventTracker Enterprise.

Click the Admin menu, and then click Event Filters.
3. In Event Filters Tree to view imported Event Filters,

Imported reports are displayed in the Reports Configuration pane.

EVENT FILTERS Q

':-B' ACTIVATE NOW | Olick 'Activate Now' after making all changes Page Size

FILTER NAME ACTIVE DESCRIPTION

Fortigate Firewall: External allow browsing filtering

FOrtigate Frawall: External dany orowing

Fortigate Firewall: Internal traffic

Fortigate Firawall: Motice allowed Traffic

Fortigate Firawall: warning deny traffic

Figure 28

NOTE: Please specify appropriate systems in Event Filters for better performance.

Create Dashboards in EventTracker

1. Open EventTracker in browser and logon.

My EventTracker

ConfigumEtion
Dashboard

Explarer

Figure 29
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2. Navigate to Reports>Configuration.

REPORTS CONFIGURATION

© scheduled © Cueued|

Search QQ{ A E

REFORT GROUFPS

[ 1P Procune switch

= Impenia

il TITLE CREATED OM MODIFIED ON

[ infeblex

[T] % Infableesdministrative User Management Details 11/8/2015 0438:03 P 11/19/2015 03:08:01 P (1) 571 [+

£ Juniper junas

- . D 11 InfableeBlacklist Ruleset hanagement Details 117072015 043535 P 1171072015 03:06:12 P G) @,—] +
Hjunlper Ietscreen -

= tinux [T] % Infableelser Lagan Details 117472015 04:10:52 PM 1171572015 03:08:27 Pt (1) 571 [+

3 Locbinder s

S
|

=h =h
i

Figure 30

3. Select Infoblox in report groups. Check defined dialog box.

4. Click on ‘schedule’ &7 icon to plan a report for later execution.

RE PORT WIZARD CAMCEL < BACK MEXT =

TITLE: INFOBLOX-USER LOGOM DETAILS
LOGS

Feview cast details and canfigure the publishing aptians.

Sepsafia | BOBSSOC

DSk COST AMALYSIS
Estimated time far campletian: Unknawn
Mumber af cab{s) ta be pracessed: Unknawn

Auailable disk space: Unknawn
Fequired disk space: Unknawn

Enable publishing aptian {Canfipure SMTF Server in manager canfiguratian screen ta use this aptian}

@ Deliver results via E-mail
Matify results via E-mail

Ta E-mail [Use commai} ta separate multiple e-mail recipients]

Update status wia RSS  Select Feed |Z|

Shawr in none |ZI

Fersist data in Eventwault Explarer |

Figure 31
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5. Choose appropriate time for report execution and in Step 8 check Persist data in Eventvault Explorer
box.

REPORT WIZARD CAMCEL | <BACK | MENT:

TITLE: INFOELOX-USER LOGOR DETAILS
CDATA PERSIST DETAIL

Select calumns ta persist

Step B af 10 o000 0O®

RETEMNTIOMN SETTING

Fetentian periad: 7 days O

[Tl persist in database anly  [Reparts will iot be publishied and will aniy be stored in the respactive databasa)

SELECT COLUMMNS TO PERSIST

COLUMMN MAME PERSIST ol
Device Address
User Mame 3
Saurce Address | 4
Cansale Type
Lagan Status

Figure 32

6. Check column names to persist using PERSIST checkboxes beside them. Choose suitable Retention
period.

7. Proceed to next step and click Schedule button.
8. Wait for the scheduled time or generate report manually.

1. EventTracker 8 is required to configure flex dashboard.
Open EventTracker in browser and logon.
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Incidents

Attacks
Compliance
Bvent-0-Meter
Flex

Incidents
Mews
Crperations

Security

Figure 33

3. Navigate to Dashboard>Flex.

Flex Dashboard pane is shown.

Dashbeard Incidents Behavicr Search Reports lly EventTracker Change Audit Cenfig Assessment

FLEX DASHBOARD PEARONO

Figure 34

4. Click to add a new dashboard.
Flex Dashboard configuration pane is shown.

FLEX DASHBOARD

Titlhe

Infoblog

Description

Infioblox

Figure 35
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5. Fill fitting title and description and click Save button.

6. Click the icon ™ to configure a new Flex dashlet.
Widget configuration pane is shown.

WIDGET CONFIGURATION

WIDGET TITLE NOTE
Infoblox User Logons Today *n

DATA SOURCE
Infoblox-User Logon Details |Z|

CHART TYFE DURATION WALUE FIELD SETTING AS OF

Dianut |E| 12 Hours|z| COLNT |E| Mo |E|

AXIS LABELS [X-AXIS] LABEL TEXT

User Mame

WALUES [r-AXIS] WALUE TEXT
Select colurmn
FILTER FILTER VALUES
Select column
LEGEND [SERIES] SELECT
Console Type |Z| all
B [ EE= ol

TEST CONFIGLIRE CLOSE

Figure 36

7. Locate earlier scheduled report in Data Source dropdown.
8. Select Chart Type from dropdown.

9. Select extent of data to be displayed in Duration dropdown.
10. Select computation type in Value Field Setting dropdown.
11. Select evaluation duration in As Of dropdown.

12. Select comparable values in X Axis with suitable label.

13. Select numeric values in Y Axis with suitable label.

14. Select comparable sequence in Legend.
15. Click Test button to evaluate.
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Evaluated chart is shown.

INFOBLOX USER LOGONS TO...

Consale Type: Direct Conzsaole Type: GUI

W Bob BBl M Peter W Bil
Diract GU
LABEL COUNT LABEL COUNT
Bob 1 Feter 1
Bill 1 Bill z

Figure 37

16. If satisfied, click Configure button.

CUSTOMIZE WIDGET 5

[Tl cisca Denied Traffic Taoday

[C] Farticate Administratar Lagan ...
[Tl Farticate Tap Attacks Cetecte...
| Hp PraCurve Part Activity Today

[ meafee Intrushield-Tap Attacks..

[T cisca Logan Failures Taday

[C] Farticate Canfiguratian Chang...
[C] Farticate Tap Denied Traffic T...
[7] HP Pracure Security Vialatian...

] OpenCiS-Batnet Detected Tod..

[Tl rs LT Configuration Changes ..

[C] FartiGate Data Leaks Taday

[T Farticate Tap Suspiciaus Email...

[T] infablax User Lagans Taday

[T] 0PenDNS Drive-by Dawnload d..

Figure 38

17. Click ‘customize’ @ to locate and choose created dashlet.

18. Click @' to add dashlet to earlier created dashboard.

[C] Fs LM Logan Failures Taday

[7] FartiGate Tap Allawed Traffic T...
[C] HP PraCurve Lagan Activity Tad...
[C] Mcafee Intrushield-Tap Attacke...

] OpenDiS-talware Detected T..
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Sample Dashboards

e Infoblox User Logons Today

IMFOELDY USER LOGOMS TODAY FoO®

Consale Type: Direct Consale Type: GUI

M pob W Bill W Peter W Bill

TABN0A3 11181213

Figure 39
e Infoblox DHCP IP assignment
INFOBLOX: DHCP IP ASSIGMMENT g D @ ®
Series: Status

14
; I
o |
[=]
O g

4 I .

(h""@ ﬁ"@ ch"DdL ch"brb th"@ b\{g t)"{;\

B EXPIRE B RELEASE B RENEW

Figure 40
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Sample Reports

e Infoblox-User Logon Details

Infoblox-User Logon Details

Source Console Authentication
Device Address User Hame Address Type Type Logon Status Reason

110472015 11:08:01 AM 19214651123 Bill 19216511 GUI LAl Alloroved

110472015 11:32:59 A 1921681 123 Peter Direct Local Allorver

110472015 11: 3722 AW 1921651 123 fhbwdipinfil 33 1921681 1 il Lacal Denied

10472015 11:39:35 AM 19214651 123 Bak 19216511 GUI Lacal Drenied

042015 11:41:49 A 1921681 123 Peter 1921681 .52 Ul Remaote Allorver

0472015 11:51:14 AW 19214651 123 acdmin 1921651 1 Direct Local Alloroved

042015 121621 PW 1921651 123 Bill 192165811 Gl LocaL Allaved

‘1 10472015 12:51:57 PW 19216581 123 Peter 192165811 il LocAaL Allorywed

042015 01:5314 P 1924681 123 Peter 1921658122 GUI Femate Alloroved

1042015 021344 PW 1921681 123 Bk 19216811 Gl LocAal Allorver

110472015 03:3751 PW 19216581 123 Peter 192165811 il LocAaL Allorywed

10472015 034430 P 1924651 123 dzghhdz Direct Drenied imvalicd 04 Qlaginid40ord
d0paszwnord

042015 034541 P 1924681 123 admin GUI Drenied imvalicd\04 Qloginid4 0ord
40password

10472015 03:45.45 PM 1921681 123 gedagasry Direct Denied irvalic 04 0logini040ord
d0paszwnord

110472015 03:45:51 PM 1921681 123 gedagaszry Direct Denied failedD4Ologins0d0ex
ceed040limit

110472015 03:52:06 PW 1921651 123 Bk 192168127 il Femaote Allorywed

Figure 41

e Infoblox-DHCP IP assignment details

Infoblox-DHCP IP assignment details

LogTime IP address MAC Address Status Lease Duration By interface

01072016 124555 PN 152.168.10.200 00:50:75:66:68:00 RENEWY 43200 eth1
01072016 12:45:11 PM 192 168.10.200 00:50:79:66:68:00 RENEWW 43067 eth1
01072016 020445 PN 152.168.10.200 00:50:75:66:68:00 RENEWY Ta3200 eth1
01072016 020729 PM 192 168.10.197 00:50:79:66:68:01 43200 eth1
01072016 02:11:06 PM 15218810197 00:50:79:66:68:01 RENEWY Ta3200 eth1
01072016 02:21:42 PM 15216810157 00:50:79:66:68:01 RELEASE eth1
01072016 03:31:09 PM 1592.188.10.197 00:50:79:66:68:01 23200 eth1
010712016 06:05:37 PN 152 168.10.158 00:50:58:c0:00:01 EXPIRE

01072016 062249 PN 1592.168.10.198 00:50:58:c0:00:01 23200 eth1

Figure 42
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