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Abstract

This guide helpsyouin configuring JumpCloud with EventTrackerto receive JumpCloud events. In this guide,
you will find the detailed procedures required for monitoring JumpCloud.

Scope

The configuration details in this guide are consistent with EventTracker version v9.3x or above and
JumpCloud.

Audience

Administrators, who are assigned the task to monitor and manage JumpCloud events using EventTracker.
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1 Overview

JumpCloud is a Directory-as-a-Service (DaaS) solution that customers use to authenticate, authorize,
manage users, devices, and applications. JumpCloud provides directory, system (Mac, Linux and
Windows), Lightweight Directory Access Protocol (LDAP), Remote Authentication Dial-In User Service
(RADIUS), Single sign-on (SSO), Mobile Device Management (MDM) events.

EventTracker helpsto monitor events from JumpCloud. Its built-in knowledge pack enables you to

gatherbusinessintelligence providingincreased security, performance, availability, and reliability of
your systems.

Through alerts, knowledge base solutions, and reports, EventTracker helps you correct problems long
before a disastrous failure occurs.

2 Prerequisites

e EventTracker v9.3x or above should be installed.

e JumpCloudshould be configured.

e Admin permission should be there for configuringJumpCloud API.
e Local admin permissions for the workstation.

e PowerShell 5.0 should be installed on the EventTracker Manager.

3 Integration of JumpCloud with EventTracker

3.1 Getting JumpCloud API key

1. Login to the Jumpcloud admin portal.
2. Gotothe username drop down located in the top-right of the portal.

Q o 0

Kenneth@reanet.com

Administrators

Update/Add Payment Info

Change Password

I API Settings I

Customize Email Templates
Contact Support

Submit an ldea

Log Out
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API Key X

I 4378637 ad624b2d500de627f6ea799b2ebl1 3500 I |

|

Generating a new API key will revoke access to the current AFI key. This
will render all calls using the previous APl key inaccessible

e Retrieve your APl key from APl Settings.

3.2 Integrating JumpCloud to EventTracker

1. Download the JumpCloudintegrator on EventTracker manager/EventTracker agent machine from
below link:
https://downloads.eventtracker.com/kp-integrator/JumpCloudintegrator.exe
2. Runthe downloaded JumpCloudintegration.exe. Integration window opens.

3. Provide your APl key retrieved earlier from JumpCloud console.
4. Click Validate.

" JumpCloud Integrator — >

APl Key |

Cancel ‘

5. Oncevalidated, click Finish.
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4 EventTracker Knowledge Pack

Once logs are received by EventTracker manager, knowledge packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTrackerto support JumpCloud.

4.1 Category

JumpCloud: Directory Command and Policy Events - This category provides information related to
command management events, policy management events, file management events, IP list
managementevents.

JumpCloud: Login Success Events — This category provides information related to all the successful
login eventsto user portal, systems (Mac, OS, Linux), RADIUS server, LDAP and SSO application.
JumpCloud: Login Failure Events — This category provides information related to all the login failure
eventsto user portal, systems (Mac, OS, Linux), RADIUS server, LDAP and SSO application.
JumpCloud: Directory Integration Events — This category provides information related to active
directory events, ids resource events, samba domain events, workday and integration events.
JumpCloud: Directory User and Admin Events — This category provides information related to all user
and admin managementevents.

JumpCloud: Directory Object Events — This category provides information related to directory
application, group, translation rule, system, organization, notification and RADIUS server
managementevents.

JumpCloud: System Events— This category provides information related to user lockout, password
change and othersystem (Mac, Linux, Windows) events.

JumpCloud: LDAP and MDM Events: This category provides information about LDAP search events
and MDM command result.

4.2 Alert

JumpCloud: Login Failure Events- This alert is generated when any login failure is detected on
JumpCloud user portal, LDAP directory server, SSO application, system (Mac, Linux, Windows),
RADIUS server.

JumpCloud: User Granted Admin Privilege — This alert is generated when any user is granted admin
sudo privileges on devices by admin. This action will give the user access to create accounts and
amend system settings.

JumpCloud: Active Directory Deleted —This alert is generated when an active directory is deleted.
JumpCloud: Admin Created — This alert is generated when an admin is created. Admin account has
privilege to amend setting affecting the whole organization and should be monitored closely.
JumpCloud: System Deleted - This alert is generated when any system s deleted in directory.
JumpCloud: User Account Deleted —This alert is generated when any user is deleted.

JumpCloud: User Account Locked or Suspended — This alert is generated when any user account is
locked or suspended. Lockout or account suspension should be monitored as it can be a result of brute
force attack.
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4.3 Report
JumpCloud: Directory Command and Policy Event Report- This report gives the information about
the directory command, policy, file, IP list events. Reports contains IP address, username,
organization id, log type and otherfields which will be helpfulfor further investigation.

LogTime Computer Username User Type Client P Event Type Country Code RegionName  GeolP Changes Resource Auth Method  Organization Id Useragent
TR 0S4 fest sysiem sq@eosdfjorg.com admn 03000000 commend_create N Kamataka “mezone”"Asiaokata" thude”. (el name" " Netsial} ekl "name” etstat’, Type"""command” session GOSheRCcioB4BeTnbarecd “patch™ 430" os” Windows"
125833, "oouniry_code?" W' "con " Yigger”, o™ { e "commend nor” 0", ™90 ™™ "
code”. ""Chrome",'os_name”"Windov|
"device""Ofher”

| b4zt 105154 st gygiem sg@cosdfjorg.com admn 103200000C  commend create N Kamataks e ata” "athude” name", 7 Tfield "name” Netstat’ Type""command” session 605b62ccicBebe iablT2ic) “pach”*4430" "os" Windows" |
F'con " nor*”T, majpr™90" Tuid™ "
"Chrome",'os_name”"Window|

"device" Ofher”
DA DS et sysiem syieosdfjorg.com admn 113300000 conmend run N Kamataka “name” Wetsial’, " B0B2607ad™ session B0SbEIccicb4Be iahTic)
129833 "courtry_code? W "con SHBRISE3Be’ ype™ command” ;
finent_code""AS" "region_name™" €""Chrome*,"os_name”"Window]
Kamataka™ "hngede"77.5833 "re “device” Other”

Logs Considered

initiated_by"-{"id":"605b62ccfcB846c33ab2724bf "type” "admin”,"email":"ajsf
J-cnsorso.org"y. "gecip”: {timezone" "Asiakolkata”,"latitude™: 12 9833."country
_code2""IMN"."continent_code”:"AS"."region_name”:"Karnataka","region_cod
e "FAY "longitude”:TT_5833}. "resource”:{"name":"ETAgentinstall”,"id":"60Teb
fc239320c1bed2a3bfd”, "type"command”}, "auth_method":"session”,"event_t
vpe""command_run”,"provider - null,"service" "directory™” "organization”:"605b
62ccfcB846c33ab2724c0” " @version™:"1" "client_ip":" 103 >oc xooxod”,"id":"6082
5f648035532ceeb2Vile","user_agent”:{"patch”:"4430" "minor”:"0"_"os":"Wind
ows"."major”:"90" "build”:"" "name”:"Chrome”."os_name":"Windows". "device"
Other ), "timestamp:"2021-04-23T05:47:16.953Z7}

e JumpCloud: Login Success Detected Report - This report gives the information about all the successful
login eventsto user portal, systems (Mac, OS, Linux), RADIUS server, LDAP and SSO application.
Reports contains username, IP address, organization ID, log type, location details, etc. which can be
used forfurtherinvestigation.

(Computer Client P Event Type Organization 1d Process Name Region Name Service TLS Established User Type Username:
04/22/2021 09:575TPN  test system 18200000 Iogin_attempt “eountry_code™"IN" timezone”'As 605b62ccfcB46c33ab2724c0  C:\Windowsi\System3Zi systeme. user UNFD-D
iafKokata" "afitude™20.0,"continent wininit exe
_code™"AS" ongiude™77.0
04/22/2021 09:57.5TPN test_system 182000000 login_sttempt "country_code”"N" timezone""As 605b62ccfcB46c33ab2724c  C:WA 2 systeme user DN-1
iafKokata" "lafitude™20.0,"continent winlogon.exe

_Code"AS" Tongitude”77.0

04/22/2021 09:575TPN  test system 18200000 Iogin_attempt “eountry_code™"IN" timezone”'As 605b62ccfcB46c33ab2724c0 systeme. user SYSTEN
iafKokata" "afitude™20.0,"continent
_Code”"AS" longitude”77.0
—
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Logs Considered

{"initiated_by"-{"id"-"605b62ccfcB846c33ab2724bf" "type""admin”,"email":"jds@
cosdfhy. org"}"gecip”-{"timezone":"Asia’/Kolkata" "latitude”:12 9833 ."country_c
ode2":"IN" “continent_code":"AS" "region_name":"Karnataka”,"region_clode":"
KA "longitude”: 77 _5833}."mfa"false."event_type" "admin_login_attempt”,"provi
der”:null,"success"true,"service” "directory”,"organization":"605b652ccfc846c33
ab2724c0” "@version”:"1" "client_ip":"106 xoc oo id""60827 3997 aabb204 51
3Ifd3c9" "user_agent”:{"patch™:"44 30" "os":"Windows","major”:"90"."minor”:"0",
"build”:™", " name”:"Chrome”."os_name":"Windows","device":"Other"}."timestam
p"t2021-04-23T07:13:29.3942"}

¢ JumpCloud: Login Failure Events — This report gives the information about all the login failure events
to user portal, systems (Mac, OS, Linux), RADIUS server, LDAP and SSO application. Reports contains

username, IP address, organization ID, log type, location details, etc. which can be used for further
investigation.

LogTime Computer Process Rame Service UserType Usemame Hostmame

Organizafion I Erent Type:
22 A A st system ClWndswslSysiendZievcioste sysens s DemaEvenfTracker TESKTOREI3FIN C0RB2ckBTabA) g st
%
D021 1041 A st system ClindswslSysiendZievcioste sysens 0] DemEvenfiracker DESKTORER3FIN “oquny_code” V' Tmezone""As 18 nooom E0R2ecklechabaMed  bogn stienpt
% okat” eilce" 201 coninent
oo™ A" ooyl 710
4222021 14 Y tes? system ClindswelSysiemdMavehosts syshens ) DemaEvenfTracksr TESKTOPELGFZIN G05R62eckMecab4ed  bgn_stimpt

%

Logs Considered

{"initiated_by"{"id":"605b62ccfc846c33ab2724bf" "type":"admin","email":"jds@cosdfhy.org"}, "ge
oip"{"timezone":"Asia/Kolkata", "latitude":12.9833, "country_code2":"IN","continent_code":"AS""

region_name":"Kamnataka","region_code":"KA" "longitude” 77 5833}, "mfa" false, "event_type":"ad

min_login_attempt","provider”:null,"success"false,"senice""directory”, "organization":"605b62cc

fc846c33ab2724c0","@version™:"1","client_ip""106 200000, "id": "608273997aab62048f3fd3c ",
"user_agent”:{"patch":"4430","0s""Windows","major":"90","minor":"0","build":"™ "name":"Chrom

e"."0s_name":"Windows","device":"Other"}), "timestamp™:"2021-04-23T07:13:29.3942"}

e JumpCloud: Directory Integration Events — This report gives information about active directory
events, ids resource events, samba domain events, workday and integration events. Report contains
IP address, username, changes, resource, auth method, log type and otherusefulinformation.

© Copyright Netsurion. All Rights Reserved. 8
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e JumpCloud: Directory User and Admin Events - This report gives information regarding all user and
admin managementeventssuch as create, update, delete, password expired, password reset, account
locked, suspended among others. Reports contains IP address, log type, username and other useful
information for furtheranalysis.

LogTime Computer Auth Method Client IP Changes. Event Type User Type Username: Useragent Region Name

04722021 10:45:10 P testsysten sesson 1030000 el "accourt_jocked, 0" false} user_create admin STOFIT0S2ES4T26T, et ™44 aws""m Kamatata
el actvater 0 asel el “Typeuser UsemaneCagtan.  ajor”" 0" minoe T o am
& addresses” 0] s & Chrome”,os_name™ Widows"

"device™"Other”

04722021 1045107 testsysten sesson 103000000 el "account_locked 0" false} ser_create admin W8S US2S4TIE, “palch™ 44307, 05" Windows”"m Kamatala
el achvater 0 asel el “Type-"user’ esemame”Captan. sjor""S0" minor™ T Ui, ham
adresses” 0] s €"Chrome”, 05 name™Widows"

devi r

04722021 10:45:10 P testsysten sesson 1030000 el "accourt_locked 0" false} user_create admin M EI825eeSToN IZAS4TI8T. " Kametata
el actiated” To"fose} el “Type"usersemane“Captan. ajor"" 30" "ming
& addresses” 0] s & Chrome”, 05

e Dther

04722021 1045107 testsysten sesson 103000000 el "account_locked 0" false] ser_dekte admin W8S US2S4TIE, “palch™ 44307, 05" Windows”"m Kamatala
el actiated” To"fose} el “Type-"user” esemame”“Captan. ajor""S0" "minoe™ T buid™ sam
& atresses” 0] & €"Chrome”, 05 name™Widows"

e Other

Logs Considered

{'initiated_by":{"id":"605b62ccfcB46c33ab2724bf" "type™: "admin”,"email":"afflakd@msdlck org"}."geoip":{ timezone":"Asia/Kolkata","latituda":12.9833, "countr
y_code2""IN" "continent_code":"AS" "region_name":"Kamataka" "region_code":"KA" "longitude": 77 5833}, "resource™{id""60825ee57bf1f3092a54 7267 "typ
e""user’,"username”:"Captan.a"},"changes":[{"field":"account_locked","to" false},{"field": "activated","to" false},{ field":"addresses","to":[]}.{ field":"allow_publi
c_key" "to" true},{"field""attributes”, "to" ]}, ["field":"company”,"to"""}.{ field"-"costCenter","ta":""},{"ield": "department", "to":""},{"field":"description”, "to"""},{'fi
eld""disableDevicelMaxLoginAttempts" "to" false} {field""displayname” "to":""}.["field":"email","ta""qurmukh_s@eventtracker.com'}.{"field"-"employeeldentifi
er”"to"null},{field":"employeeType","t {"field":"enable_managed_uid","to" false},{"field":"enable_user_portal_multifactor”"to" false}.{"field":"external_dn"
o™ {Mfield" "external_source_type","to":".{ field" "extemally_managed","to"false},{field""firstname","to""captan"}.{"field":"jobTitle" "to":"".{ field":"lastn
ame”,"to"-"america’},{"field":"ldap_binding_user”,"to" false}.{"field""location”,"ta":""}.{"field"-"mfa.exclusion”,"to" false}.{ field":"middlename”, "to""}.{ field""p
assword_date” "to":"2021-04-23T05:45:09.9672"),{"field":"password_expired","to"false}.{"field":"password_never_expires”,"to"false),{"field":"passwordless_s
uda”,"to"false},["field":"phoneNumbers","to" [[},{"field":"samba_senice_user","to"false},["field":"sudo" "to"false},{"field":"suspended"”, "to"false},{"field":"unix
_quid","to":5003),{ field"-"unix_uid","to":5003}.{ field"-"usemame","to":"Captan.a"},{ field" "created","to":"2021-04-23T05:45:09.7227"} {"field":"id","t0":"60825¢)
e57bf1f3092a54726f} {field™"organization”, "ta":"605b62c cfe846c33ab2724c 0", [ field™:"relationships”,"ta™ [T}, {field""totp_enabled","to" false}.{ field":"passw
ord"}.{field":"ssh_keys"}],"auth_method":"session","event_type":"user_create”"provider”:null,"senice™ "directory”."organization”:"605b62ccfc846c33ab2724c
0" "@version""" "client_ip"-"103 30000, "id" 60825226 Tb1f3092a547271" "user_agent™{'patch™"4430" "os""Windows","major"-"90" "minor":"0" "build":
", "name":"Chrome","0s_name""Windows","device":"Other'}, timestamp":"2021-04-23T05:45:10.1592"}

e JumpCloud: Directory Object Events - This report gives information regarding all directory
application, group, translation rule, system, organization, notification and RADIUS server

management events.

LogTime Computer  AthMefiod  Changes Cient P ComiryCode  Grganzafion 05 Mame Region Name Resource lserType Usemame Result
(A2 0AETAY  fest syslem sessin I! “BESbObS440GAR0T7S2 103 e ] GOShE20cTBcTiabl2icd  Windows Kamatska “name""Adnin sdmin desik@jsdhion

‘mame”, Yo" “Admn Ia25eblbSLd0E4080

"ype“user_groag”

AZUBZ 04T sl sysiem  sesson ] G0hR2ocTBBCTIaTZ4)  Vindows Kamazia name"Admin admin desakjsdhion
A0 et name”, " “Admn Group”, - 60E25eblb544064060
Group™} e ype’, 0" ‘user_groug'} I TSY ype“user_group”
o afrbuts” %"

DA 0AETAY  fest sysiem  sessin [l 0%ehbSA0E40B07TE 103 o0co ] GOSbR2echeBbciablT2c)  Windows Kamatsta “name""Adnin admin desiksdhiony
107}k name”, " "hémn Group”, 602 Seblb54064580

Group) e type", o™ usee_group 1 750" Yype™user_growg”
" dspGroups ™ Tname’:
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Netsuion.

Logs Considered

{'initiated_by"-{"id":"605b62ccfcddbeIdab2T24bf" "type" "admin”,"email":"adgsk@shfdjskh.com"}, "geoip"{timez
one""AsialKolkata""latitude"12.9833,"country_code2":"IN" "continent_code""AS","region_name":"Kamnataka""
longitude":77.5833,"region_code":"KA"}. "resource™:{"'name":"Admin

Group","id":"60825eb0b544064b8027521b", "type""user_group},"changes™[{"field":"id","to":"60825eb0b544064b
B027521b").{"field":"name","to""Admin

Group'}{field":"type”,"to" "user_group'},{"field""attributes” "to"-{"ldapGroups":[{"name":"Admin
Group"JJ}i]."auth_method":"session”,"event_type""group_create”,"provider":null,"service""directory”, "organizatio
n":"605b62ccfc846c33ab27240", " @version™: ™", "client_ip""103 s x00xd","id": "60825eb04ffd2e6affebaflf", "user
_agent":{"patch":"4430" "o5":"Windows","major":"90","minor":"0","build":"™,"name";"Chrome","0s_name":"Windo
ws","device":"Other'}, "timestamp":"2021-04-23705:44:16.8807"}

e JumpCloud: System Events - This report gives information regarding user lockout, password change
and other system(Mac, Linux, Windows) events. Reports contains IP address, log type, changes,
resource, username and other usefulinformation for furtheranalysis.

e JumpCloud: LDAP and MDM Events - This report gives information regarding LDAP search events and
MDM command result.

4.4 Dashboards

¢ JumpCloud: UserLogin Failure by Geo Location

JumpCloud: User Login Failure by Geo Location

Bengaluru

© Copyright Netsurion. All Rights Reserved. 10
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e JumpCloud: UserLogin Success by Geo Location

JumpCloud: User Login Success by Geo Location

e JumpCloud: Login Failure by Username

JumpCloud: Login Failure by Username

Series: src_user_name

20

15 4
10 4
5
0

oo 0
2 P <
oo™ o
johnaw demaeventtracker Jilly
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e JumpCloud: Login Success by Username
JumpCloud: Login Success by Username

Series: src_user_name

30
R
N —
10 -
0
" \-"' i 9
A }Og\ '-;*L@N ' \Uq'ﬁ <
6\‘(\\ N :,Q" *
Vo o

kimlyhtkg@contoso.org demoeventtracker Jilly, N dwm-1 dwm-2

M 5stem I umid-0 umfd-1 Bl umfd-2

e JumpCloud: User Management Events

JumpCloud: User Management Events

12

10 4
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¢ JumpCloud: Events by Service Type

JumpCloud: Events by Service Type

tnnpollcy updedap_cr
. olu:y create group del
@gin_aﬂempl 'd |_change
" user_; a
systems npolicy_delete
directory

system_create user_ crz‘
eL mli Pttelnpt
command, crea. .Ddi =

user_upgitigciation_change

¢ JumpCloud: Policy Management Events
JumpCloud: Policy Management Events

Series: src_USEr_nams

800
400
200
0
,\\\O‘Q‘D\\L @O‘Q‘D\\L ‘

tillytam@gkasskdh
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e JumpCloud: System Login Detected by Logon_type
JumpCloud: System Login Detected by Logon_Type

Series: logon_type

6
4
2
S — <
.;\_I:.'."J Qr.'."“?’ thlx'% thl-;;'b. I;\_»}"fl\ Qh‘.ﬁ' .;\_:.'fﬁ &r.l,'i't'
2 0

e JumpCloud:Elevated Privilege User Login Events
JumpCloud: Elevated Privilege User Login Events

Series: src_User_names

3
44
34
24
14

. <
0

0 T
demoeventtracker dwm-1 dwm-2 [l system
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e JumpCloud: Login Success Without MFA

JumpCloud: Login Success Without MFA

walfjlhdl@kdhffdbh.org [ johnaw B jilly,

5 Importing JumpCloud Knowledge Pack into EventTracker

NOTE: Import knowledge packitemsin the following sequence:

e C(Category

o Alert

e Knowledge Object
e Report

e Dashboard

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility.

© Copyright Netsurion. All Rights Reserved. 15
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. EventTracker Control Panel EE

!:Ei E} | @

EventVault Diagnostics License Export Import| Append
Manager Utality Archives

IE_ g |:_ g =
EventTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi... Manageme... Configuration

@ "
Change Audit About

EventTracker

E-mail: support @Event Tracker.com

3. Click the Import tab.

5.1 Category
1. Click Category option, andthen click the browse|:| button.

" Export Import Utility = '='-
Export | Import

1. Provide the path and file name of the Categories file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

Options Location

O Fiters
O Herts

Source :

() Systems and Groups

O Token Value
() Reports

) Behavior Comelation

Import | | Close

2. Locate Category_JumpCloud.iscatfile, and then click the Openbutton.
3. Toimport categories, click the Import button.

EventTrackerdisplays success message.

© Copyright Netsurion. All Rights Reserved. 16
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Export Import Utility

o Selected category details are imported successfully,

4. Click OK, and thenclick the Close button.

5.2 Alert
1. Click Alertoption, and thenclick the browse|:| button.

I Export Import Utility = '='-
Export | Import

1. Provide the path and file name of the Alers file. Use the °..." button to browse and locate the import file.
2. Click the Import button.

Options Location
O Category Import E-mail settings
Set Active
) Fiters — P This setting i= applicable only for imports from Legacy (wfx)
"g" Only if notfications sst Alert files. For w7, the active status will be set based on
® Aets () By default Active” key available in the configuration section.
() Systems and Groups Watchlist Configuration
P Impart Watchlist corfiguration
1 ]
SR L This setting is applicable only for alerts which have Advanced watchlist configured.
- Note: I this option is enabled the user should make sure the watchlist groups are available
) Reports on the conscle where the alerts are imported.

() Behavior Comelation

Source

~ izt |

Import | | Close |

2. Locate Alert_JumpCloud.isaltfile, and then click the Open button.
3. Toimport alerts, click the Import button.
EventTrackerdisplays success message.

© Copyright Netsurion. All Rights Reserved. 17
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Export Import Utility -

o Selected alert configurations are imperted successfully.

4, Click OK, and thenclick Close.

5.3 Knowledge Object

1. Click Knowledge objects under Admin optionin the EventTracker manager page.

— EventTrackers: A ngmne Tooks-

E:— Active Watch Lists [E] Collection Master [ Group Management [ systems & /Dashb

A\ Nerts @ Carrelation Q IP Lookup Configuration ,‘57‘ Users

1 @ Behavior Correlation Rules m Diagnostics :'[% Weights
ﬂ Behavior Correlation Settings ‘7] Event Filters m Manager [ Windows Agent Config
mi?mﬂ:;ﬂimewm‘ :JI;E;?:?;SNﬂg :_] Casebook Configuration [_'] Eventvault CF Parsing Rules
nl: Category [&] FAQConfiguration ‘-?. Report Settings
= News

Attacker

2. Click on ImportT button as highlighted in the below image:

Knowledge Objects # / Admin / Knowledge Objects

! =
Q| Q Adtivate Now onecs @) |F| £ £

Groups @@ t
EventTracker
3. Click on Browse.
18

© Copyright Netsurion. All Rights Reserved.
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Import

Close

4. Locate the file named KO_JumpCloud.etko.

5. Selectthe check boxand thenclick on ) Import option.

Import

Object name Applies to Group name

JumpCloud JumpCloud JumpCloud

© Copyright Netsurion. All Rights Reserved. 19
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6. Knowledge objectsare nowimported successfully.

File imported successfully.

5.4 Report

1. Click Reports option, and select New (*.etcrx) option.

Fa Export Import Utility I;l_-

Export | Import

1. Prowvide the path and file name of Schedule Report file. Use the . " button to browse and locate the impaort file
2. Click the Import button
Note : F reportis) contains template, first import template and proceed with exportimpeort utility .

Options Location

) Categery
Fitkers

e 3 Legacy (Cissch)

Systems and Groups
~issch

Token Value

Reports

Behavior Comelation

2. Locate the file named Reports_JumpCloud.etcrxand select the check box.

Title | | Frequency Showal = Q|| Q@
Thie Sites Groups Systems Frequency]
|| JumpCioud - Directory Command and ... | WIN-MCKKRLNGKO! Defaut Netsurion Technologies PrivateLimited-J... | Undefined
EDIT |JumpCloud - Directory Integrations Eve... | WIN-MCKKRLMGKO! Default Netsurion Technologies PrivateLimited-J...  Undefined
EDIT |JumpCloud - Directory Objects Evert ... | WIN-MCKKRLNEKOI Default Netsurion Technologies PrivateLimited-J... | Undefined
EDIT |JumpCloud - Directory User and Admin... | WIN-MCKKRLNEKOI Default Netsurion TechnologiesPrivateLimited-J... | Undefined
EDIT |JumpCloud - LDAP and MDM Event re. | WIN-MCKKRLNGKOI Default Netsurion TechnologiesPrivateLimited-J .. | Undefined
EDIT |JumpCloud - Login Failurs Detected R, | WIN-MCKKRLNGKOI Default Netsurion Technologies PrivateLimited-J . | Undefined
EDIT |JumpCloud - Login Success Detected | WIN-MCKKRLNGKOI Default Netsurion TechnologiesPrivateLimited-J . | Undefined
EDIT |JumpCloud - System Event Report WIN-MCKKRLNGKO! Default Netsurion TechnologiesPrivateLimited-J | Undefined
< >
Note: Set run time option is net applicable for Defined Reports and Houry Reports
Set run time for report(s) from (| AM ~  atintervalof | _ |minutes | Set | (D
Replace | | to | || Replace Assign systems
_
Note: Make sure that Siteis), Group(s) and System(s} selections ar vaid. | ¥ ®
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3. Click the Import ¥ buttonto importthe report. EventTrackerdisplays success message.

Export Import Utility -

Selected reports configurations are imported successfully

5.5 Dashboards

NOTE- Below steps given are specificto EventTracker9 and later.

1. OpenEventTracker in browserand logon.

1

Indicators of Compromise
USE activities. Mew services or software instsll =]

2. Navigate to My Dashboard option as shown above.

3. Click on the Import ¥ button as show below:

EventTracker:: 2 inine Toolss @ Evadmin -

My Dashboard # / Dashboard / My Dashbaard

@R 2LTOO

4. Importdashboard file Dashboard_JumpCloud.etwd and select Select All checkbox.
5. Click on Import as shown below:
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Available widgets
Select A

Q

A

JumpCloud: User Login Fai... JumpCloud: User Login Su

[l

Q

A

JumpCloud: User Login Fai... JumpCloud: User Login Su

[l

Q

JumpCloud: User
Managemen...

JumpCloud: Ewents by Serv...

Q

JumpCloud: Policy Managem...

Q

JumpCloud: System Login D... JumpCloud: Elevated Privi...

JumpCloud: Login Success ...

Import Close
6. Importis now completed successfully.
Selected dashlets imported successfully.
7. In My Dashboard page select ® to add dashboard.
My Dashboard f / Dashboard / My Dashboai

[BleenrTo

CheckPoint Trend Micr... Microsoft ...

8. Choose appropriate name for Title and Description. Click Save.

Add Dashboard

Title

JumpCloud

Crescription

JumgCIoud
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9. In My Dashboard page select @ to add dashlets.

My Dashboard & / Dashboard / My Dashboal

@Rt T O

CheckPoint Trend Micr... Microsoft ...

10. Selectimported dashletsand click Add.
Customize dashlets

jumnp Q

Jur‘"lpCIoud: Elevated Privilege ... ,'ump-CIcu:I: Events by Service T... Jur"lpCIoud: Login Success With... JumpCloud: Policy Managemen...
Jur“lpCIoud: System Login Dete... ,'ump-CIcud: User Login Failure ... Jur"lpCIoud: User Login Failure ... ,'ump-CIcud: User Login Success ..

JumpCIoud: User Login Success ... .'ump-CIcud: User Management ...

m Delete Close

6 Verifying JumpCloud Knowledge Pack in EventTracker

6.1 Category
1. Logon to EventTracker.
2. Click Admindropdown, and then click Category.

= EventTrackers

Home 8= Active Watch Lists [F] Collection Master [ Group Management [ systems & /Dash
A\ Alerts Q Correlation Q IP Lookup Configuration ,Z{ Users
0 1 (&) Behavior Correlation Rules 7Y Diagnostics T Knowledge Objects - weights
& Behavior Correlation Settings --;1 Event Filters ’E‘ Manager ) windows Agent Config
mf::ﬁﬂ C'M:p?:cmTﬂ'mwmt L';?;E‘T&LSN‘:L;& £7] casebook Configuration [9] Eventvault (7} Parsing Rules
ofs Category @) FAQ Configuration &7 Report Settings
Attacker — News

3. In Category Tree to view imported category, scroll down and expand JumpCloud group folder to
view the imported category.
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Category

Category Tree Search

tlB EventTracker

UE EventTracker Endpoint Security

ug F5 Blg IP DNS

trg Imperva WAF

—JE JumpCloud

@ JumpCloud: Directory Command and Policy Events
""" @ JumpCloud: Directary Integration Events

""" @ JumpCloud: Directory Object Events

""" @ JumpCloud: Directory User and Admin Events
""" @ JumpCloud: LDAP and MDM Events

""" @ JumpCloud: Login Failure Events

----- @ JumpCloud: Login Success Events

----- @ JumpCloud: System Events

6.2 Alert

1. Logon to EventTracker.
2. Click the Admin menu, and then click Alerts.

— EventTrackers:

Netsuion.

| B Home = Active Watch Lists [ Collection Master
A Alerts ©) corelation
[=1
0 2 (E) Benhavior Carrelation Rules Diagnostics
% Behavior Correlation Settings 7] Event Filters
Potential Cyber Breaches Indicators of Cc - o
Unsafe connections or processes, new TCP entry point USB activities, New sen §7] Casebook Configuration [%] Eventvautt
off Category [@) FAQ Configuration
Attacker — News

,’ Admin~
[ Group Management [] systems
€ 1P Lookup Configuration D users
[J Knowledge Objects + weights
[&] Manager ) Windows Agent Config
() Parsing Rules
&7 Report Settings

A / Dashy

3. Inthe Search box, type ‘JumpCloud, and then click Go.
Alert Management page will display the imported alert.

Alert Name A
%ﬁ JumpCloud: ActiveDirectory Deleted
ﬁ;ﬁ. JumnpCloud: Admin Created
ﬁ;ﬁ JumpCloud: Login Failure Events
ﬁ JumpCloud: System Deleted
%ﬁ JumpCloud: User Account Deleted

;}ﬁ JumpCloud: User Account Locked or Suspended

Ooo0ooooo U

ﬁ;ﬁ JumpCloud: User Granted Admin Privilage

© Copyright Netsurion. All Rights Reserved.
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4. To activate the imported alert, toggle the Active switch.

EventTrackerdisplays message box.

Successfully saved configuration

[] Prevent this page from creating additional dialogs

5. Click OK, andthenclick the Activate Now button.

NOTE: Specify appropriate system in alert configuration for better performance.

6.3 Knowledge Object

1. Inthe EventTracker web interface, click the Admin dropdown, and then select Knowledge Objects.

= EventTrackers:

A | Adminv|  Tools~

= Active Waten Lists [51 Callection Master

[52 Group Management ] systems A / Dashb
a erts © correlation € 1P Lookup Configuratian D users
Alert ©) correlati € 1P Lookup Configurat u
1 (& Behavior Correlation Rules [l Diagnostics [ Knowledge Objects - weights
L]

Potential Cyber Breaches
Unzafe cannacions ar prossszas, new TP ety Eoins

EE;T;‘ISN‘:L;ﬁ 7] Casebook Canfiguration
of2 category

Attacker

" Behavior Correlation Settings 2] Event Filters

[?] Eventvault

B FAQ Configuration

[&] Manager
() Parsing Rules

& Report Settings

] Windows Agent Config

- News

2. In the Knowledge Object tree, expand JumpCloud group folder to view the imported knowledge

object.

@@ m

Duo Security =

Groups

EventTracker

EventTracker Endpoint Security

FS Big IP DNS

Heroku

Imperva WAF

Infoblax DDI

JumpCloud

S

Object name Junr

Applies to JumpCloud

Rules
Title
JumpCloud Directory Events

Message Signature: \"event_type

Message Exception:
Expressions
Expression type
Regular Expression
Regular Expression

Reaular Expression

3. Click Activate Now to apply imported knowledge objects.

6.4 Report

1. Inthe EventTracker web interface, click the Reports menu, and then select Report Configuration.

© Copyright Netsurion. All Rights Reserved.
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EventTracker::

Report Configuration

Indicators of Compromise

Report Dashboard o . -
USE sctivities, New senvices or software install E

Explorer

2. In Reports Configuration pane, select Defined option.
3. Click on the JumpCloud group folderto view the imported reports.

Report Configuration
() Scheduled (O Queued @ Defined
Repor‘t Groups @ E Reports configuration: JumpCloud
USTENaEr MHA =
= e <+ eomé
B DuoSecurity @_ @
o @ (] Title
B  EventTracker i
i O @ JumpCloud - LDAP and MDM Event report
B EventTracker Endpain... |‘|l|' @
= @ O @ JumpCloud - System Event Report
B Foritnet [
= |:| @ JumpCloud - Directory Integrations Event Report
B Heroku [ @
. e JumpCloud - Directory Command and Policy Event Repor|
B ImpervaWaF i @ O b
E JumpCloud Tlﬂ @ |:| @ JumpCloud - Directory User and Admin Event Report
E Linux |‘|M @ |:| ZE:} JumpCloud - Directory Objects Event Report
[3  Microsoft 365 T\T @ I O @ JumpCloud - Login Success Detected Report
[3  Purestorage I @ O & JumpCioud - Login Failure Detected Repart
- = —n

6.5 Dashboards

1. IntheEventTrackerweb interface, Click on Home Button and select My Dashboard.
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2. IntheJumpCloud dashboard youshould be now able to view the following screen.

JumpCloud: User Login Failure by Username

Series: src_user_name

20
15
10
5
0
E‘{"\\?\l i <
o ..'"7"& . - }OL_
ol e
johnaw demaoeventtracker Jillyj
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About Netsurion

Flexibility and security within the IT environmentare two of the mostimportant factors driving business
today. Netsurion’s cybersecurity platforms enable companiesto deliver on both. Netsurion’s approach of
combining purpose-built technology and an ISO-certified security operations center gives customers the
ultimate flexibility to adapt and grow, all while maintaining a secure environment.

Netsurion’s EventTracker cyberthreat protection platform provides SIEM, endpoint protection, vulnerability
scanning, intrusion detection and more; all delivered as a managed or co-managed service.

Netsurion’s BranchSDO delivers purpose-built technology with optional levels of managed services to multi-
location businesses that optimize network security, agility, resilience, and compliance for branch locations.
Whetheryou need technology with a guiding hand or a complete outsourcing solution, Netsurion has the
modelto help drive yourbusiness forward. To learn more visit netsurion.com orfollow us

on Twitteror LinkedIn. Netsurionis#19 among MSSP Alert’s 2020 Top 250 MSSPs.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSP’s SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support
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