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EventTracker: Microsoft DNS Server (Advanced)

Abstract

This guide provides instructions to configure Microsoft DNS server and forward debug events to
EventTracker Enterprise, which performs threat and performance analytics on collected logs.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise version 8.x
and later, and DNS server hosted on Windows server 2008 r2 and later.

Audience

Administrators, who wish to monitor Microsoft DNS server using EventTracker Enterprise.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted to be
a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting
the rights under copyright this paper may be freely distributed without permission from
Prism, as long as its content is unaltered, nothing is added to the content and credit to Prism
/s provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Prism Microsystems, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product person or event is
intended or should be inferred.

© 2016 Prism Microsystems Corporation. All rights reserved. The names of actual companies
and products mentioned herein may be the trademarks of their respective owners.
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Introduction

A DNS server is any computer registered to join the Domain Name System. It runs special-purpose
networking software, features a public IP address, and contains a database of network names and
addresses for other Internet hosts.

Microsoft Windows server operating systems can run the DNS Server service. This is a monolithic
DNS server that provides many types of DNS service, including caching, Dynamic DNS update, zone
transfer, and DNS notification.

General Prerequisites

DNS server must be installed on Windows 2008 R2 and later.

EventTracker agent 7.6 or later should be installed on the DNS server workstation.
PowerShell 3.0 or later must be installed on EventTracker Manager workstation.
EventTracker 8.x or later must be installed on EventTracker Manager workstation for
creating flex dashlets.

Configuration on DNS server workstation
Prerequisites

FWwN =

1. To perform this procedure, you must be a member of the Administrators group on the local
computer, or you must have been delegated the appropriate authority. If the computer is
joined to a domain, members of the Domain Admins group should be able to perform this
procedure.

DNS Server Configuration
Below mentioned procedure helps to enable debug logging on DNS server.

1. Logon to Windows server hosting DNS with administrative credentials.
2. Navigate to Start>Administrative Tools>DNS.

DNS Manager window opens;

EventTracker j 4
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File Action View Help

e’ 2 EXEcz B i 88

é DMS Mame
| ESKWINZK12R2V| Lodant
b |&l] Global Logs Configure a DNS Server...

b [ Forward Looku Mew Zone...
p [ Reverse Looku
- [ Trust Points

p [ Conditional Fo

Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records
Update Server Data Files

Clear Cache

Launch nsleckup

All Tasks

Opens the properties dialog box for the current selection,

Figure 1
3. Right-click on your configured DNS server and click Properties.

DNS server properties window opens:

EventTracker 4§ c
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- 2
ESXWINZ2K12R2VM2 Properties _
| Interfaces I Forwarders I Advanced | Root Hints
Debug Logging |  Eventlogging | Monitoring
To assist with debugging, you can record the packets sent and received
by the DMS server to a log file. Debug logging is disabled by default,
Log packets for debugging
Packet direction: Transport protocol:
Dutgoing } select at uoe } select at
Incoming least one TCP least one
Packet contents: Packet type:
Queries/Transfers Request } select at
Updates select at Response least one
least one

[ ] Motifications
Other options:
[ Log unmatched incoming response packets
[ | Details
[ Filter packets by IP address Filter. ..

Log file

File path and name: | c:\dnsldns. bet |

Madmum size (bytes): | 100000]

| Ok | | Cancel | | Apply | | Help

Figure 2

4. Click Debug Logging tab and select checkboxes as shown in the above example.

In the Log file section, select appropriate path for log file storage and set maximum file

size as 100 KB.

6. Click Apply to save.

7. Open PowerShell with administrative privileges, enter following command to enable DNS
log file roll-over.

oL

Set-DnsServerDiagnostics —EnableLogFileRollover $true

Figure 3

EventTracker *j 6
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8. To verify log file rollover setting, open registry editor and navigate to

HKEY_LOCAL_MACHINE>SYSTEM> CurrentControlSet>Services>DNS>Parameters. Check if

registry name EnableLogFileRollover has value set as 1"

EventTracker Agent Configuration

Below mentioned procedure helps to configure DNS log file transfer to EventTracker Manager.

— EventTracker Agent Configuration Iil
File Help

Select Systems

|ES><"-.-\-"IN2K'I ZREVME ﬂ Agent bazed system

B |

Manager destinations:

|'I 92.168.1.174, ES:WINZE1 2R M2, prpl-2-kp. Toonz local, prpl-3-kp. T oonz. local

Log Backup ] Performance ] Metwork, Connectionz ]

b anagers ] Ewvent Filters | System Monitar ] honitar Processes ] Services ]
Logfile b anitor File: Transfer Config Azzeszment ] ayzlog FTP server ]
Thisz feature allovs file transfer of selected “Windows and application log files at

soheduled bimes. Windows logs that are filkered out by the real-time zettings are

tranzlated and cached for trangfer [further filtering iz available]. Application log
filez placed in the folder are transferred.

b anager | Part | Encrypted Add
192.168.1.174 14505 Mo —
ES=wWINZE1 2R A2 14505 Yeg i
PNPL-TEST4 14505 Yes Edi
< m » Remove
[ Send'windows events via Eile Transfer Filters
Mote: Filter settings apply =

¥ Send other log filez |C:hdns

Al filez placed in this falder will be transferred to the configured manager(z).

Frequency Purge Transferred Filez

e . - Advanced
Soar N bt After: (1 | day
Delpelr || 22225 R0 Set 0 to dizable purging Send Now

Cloze

Figure 4

EventTracker j
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1. Logon to Windows server hosting DNS with administrative credentials.
2. Open EventTracker Agent Configuration, select File Transfer tab.
3. In the Manager section, click Add.

DLA Manager pane opens;

— DLA Manager -

For successful proceszsing of Windows logs that are filkered out
by the real-time settings, an instance of EventTracker A eceiver
MUST be running on the configured port.

Pleaze make sure that airtual Collection Paint iz configured an
the target system with appropriate Receiver port number,

Systen: ||'| 92168.1.174

Pt |1 4505

Encypt: [Ho -

ok, Cancel

Figure 5

4. Enter the IP Address of EventTracker Manager workstation in System field and 14505 in
port field.

5. Set encryption as per your network requirements.

6. Click OK and Save to apply changes.

Configuration on EventTracker Manager
workstation
Prerequisites

1. Download DNS KP package provided by EventTracker Support.
2. Extract downloaded files to C:\Program Files (x86)\Prism
Microsystems\EventTracker\Configuration Files\

D EventTracker installation folder

EventTracker j
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Configure Malware domain watch list

This section provides instructions to download online malware domain list and store it as a watch

list on EventTracker Manager. Domains in DNS logs are verified against this watch list for malware
detection.

Prerequisites

1. Administrative privileges to EventTracker Manager workstation.

2. Web access to http://mirrorl.malwaredomains.com/files/domains.txt.
3. 'SQLPS" module must be installed on PowerShell.

4. PowerShell modules can be downloaded online using following command.

Import-Module ‘sqlps”

Windows Powershell
Copyright {C) 2013 Microsoft Corporation. Al1 rights reserwved.

= Imp -Module "sqlps"
» Invoke-5q1cmd

Figure 6

Malware script schedule

1. Logon to EventTracker Manager workstation with administrative privileges.
2. Navigate to Start>Administrative Tools>Task Scheduler.

EventTracker 7 9
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@ T1ask scheduler

File  Action Wiew Help

= |=H=

@ Task Scheduler {Local)
= [ Task Scheduler Library
| Microsoft
| Microsoft DMS
Zl WPD

J': “fou can use Task Scheduler to create and
N tnanage commman tasks that your computer
wiill Carry out autornatically at the times you
specify. To begin, click a comrmand in the
Action rmenu,

Taiks ara charad in folders in the Tack LI
Task Status -
Status of tasks that hawve start... ILast24 haurs j

Surnrmaryt 35 total - 0 running, 55 succeeded, 0 stopped, ..

Task Marne | Fun Result | Rurﬂ
CacheTask {running)

Consolidator {last run succeede.,,

CDNS-logging and analyzing (las..

EventTracker-Attackers {last ru...
EventTracker—.ﬂ.utoshunII?List i.. ‘;I LI

Last refreshed at 573072016 2:56:24 PM Refresh |

| Actions

Connect ko Another Computer..,

_@ Create Basic Task..,

Create Task. ..

Import Task...

@ Display all Running Tasks

§| Disable All Tasks History
AT Service Account Configuration
View

|G| Refresh

Help

Figure 7

3. Inthe Actions tab select Create task.
4. Configure Task properties as shown below.

EventTracker
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i Malware list update Properties (Local Computer) E3 |

General |Triggers | Actions | Conditions | Settings | Histu:ur},fl

Marne; IMaIware list update
Location: Ydicrosoft DMNS

Author B " am w "

Descriptian:

— Security options

Wihen running the task, use the following user account:
Change User ar Graup..,

" Run only uhen useris logged on

& Runwhether user is logged an or not

™ Do not stare password, The task will anly have access to local computer resources,

¥ Run with highest privileges

™ Hidden Configure for:  |Windows Wista™, Windows Sercer™ 2008 j

0] 4 Cancel

Figure 8

5. Select General tab, provide appropriate task name and in Security options section, enable

'Run weather user is logged on or not” and ‘Run with highest privileges” options.

EventTracker j
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Edit Trigger |
Begin the task:
— Settings
£ One time Start: I af30/2016 j I 2:36:39 P :II ™ Synchronize across tirme zones
 Daily
, |1 .
& Weekly Recur every: wreeks on:
" Monthly W Sunday | T Monday T Tuesday [ Wednesday
™ Thursday [ Friday | Saturday
—Advanced settings
I Delzy task for up to (randorm delay): Il hiour j
I_ Repeattask ENER Il hour j far a duration of: Il da:-,.-' ""I
I Stopall running tasks ot end of repetition duration
[T Stop task if it runs longer than: |3 days j
I Expire: I 543042017 j I 32254 P :II = Synchranize across time Zomes
¥ Enabled
Ok Cancel
Figure 9
6. Select Triggers tab, select Weekly with appropriate schedule settings.
EventTracker 12
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Edit Action |

You must specify what action this task will perfarm,
Action:
— Settings

Prograrn,script:

powvershell exe Browise.., |

Add argurments {aptional): Ipnwershell.exe -executio

Start in (optional): I

4 Cancel
Figure 10

7. Select Actions tab, enter 'powershell.exe” as program name and compose argument as
given below:

powershell.exe -executionpolicy bypass -file "C:\Program Files (x86)\Prism
Microsystems\EventTracker\Configuration Files\DNS\Scripts\malware domain list
download.ps1"

D EventTracker installation folder

8. C(lick OK to save task.

EventTracker j 13
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Watch List Verification

Cashboard Incidents Behavior Search Reports My EventTracker Change Audit Config Assessment

GROUPS @@ T DOMAINS/MALWARELIST rogesie 20 [F]
Pattern search... Qe Total : 2,952 @TF I & A& [@
=10 1 address
I3 auteshunbadiPList PATTERN ADDED BY ADDED ON eoir [
E’ ErnergingThreatBlocked...
Ene D.net@phishing ETadmin  5/27/2016 5:58:24 PM @
“Breioc
E—]D Processes ooo0mpswebpreview. dslnet@malicious ET&dmin 52706 55628 PM @ r
"B knownExewnitelist
[ sate List 007.com@Kronas ETadmin  5/27/2016 5:58:24 PM @
V12 Unsate List
T services 03574cd netsalhost. com@locky ETadmin  5/27/2016 5:58:24 PM @
=1 porto
f o735sh. lici ETAdmi 5/27/2016 5:56:28 PM
ED \sers sh.com@malicious min @ l_
&1 nomains @ -
101.boquan.net@malicious ETAdmin  5/27/2016 5:56:28 PM
123 MalwareList a
Figure 11

1. After successful script execution, to verify new watch list on EventTracker, logon to
EventTracker Manager and navigate to Admin>Active Watch Lists. New watch list named
‘Malware list” can be found under ‘Domains” group.

Configure DGA detection script

For DGA and detection python script is employed. Domains in DNS logs are verified against this
script to identify suspicious domains.

Prerequisites

1. Python 3.x or later must be installed.
2. Python ‘Pip" module must be installed.

Python script configuration

1. Move content from CG:\Program Files (x86)\Prism

Microsystems\ EventTracker\Configuration Files\DNS\dga_detector-master to Python
installation directory.

2. Extract download file to python installation directory.

Navigate to Python installation directory.

4. Install 'tldextract” from online python repository using following parameters.

w

EventTracker *j 1%
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python .\pip.exe install tldextract

Fzvnscripts: python hpip.exe install tldextract

Figure 12

Python script verification

1. After successful completion, check script execution as follows.

python .\dga_detector.py

usage: dga_detector.py [-h] [-d DOMAIN] [-f FILE]

D8 domain detection

cptional arguments:
-h Tp show this help message and exit
-d DOMAIM, --domain DOMATH
Domain to check
-f FILE, --file FILE File with domains. One per line

Figure 13

Configure DNS log parse script
This script performs following activities:

Merges and parses raw DNS logs.

Detects malicious domains in DNS logs.
Detects DGA domains in DNS logs.
Summarizes DNS logs into various parameters.

Generates alert for suspicious domains and abnormal counts, detected in summary
results.

ueEwnN-=

DNS log script schedule

1. Logon to EventTracker Manager workstation with administrative privileges.
2. Navigate to Start>Administrative Tools>Task Scheduler.

EventTracker 7
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@ Task scheduler _ [O0] I

File Action View Help

+=|=8l=

@ Task Scheduler {Local)
=1 [ Task Scheduler Library
| Microsoft
| Micrasoft DHS
| wrD

| Actions

Connect ko Another Computer. ..

I.-"L‘I.I You can use Task Scheduler to create and @ Create Basic Task...
v rmanage common tasks that your computer
T ill carty out automatically at the times you
specify. To begin, click a cammand in the
Action menu.

Y Create Task...

Impoart Task, ..

@ Display &ll Running Tasks
Tazlkz are stavad in faldars in the Tasl LI §:|

Disable Al Tasks History

LRI - AT Service Account Configuration

Status of tasks that hawve start.., ILast 24 hours j Yiew 3
| 1a) Refresh
Sumrmary: 33 total - 0 running, 35 succeeded, 0 stopped, .. & Reres
Help

Task Mame | Run Result | Rur =
CacheTask (running)

Consolidator {last run succeede...

DMS-logging and analyzing {las..

EventTracker-Attackers {last ru..,
EventTracker—AutnshunIl?List (... ‘LI LI

Last refreshed at 53/30/2016 2:56:24 P Refresh |

Figure 14

3. Inthe Actions tab select Create task.
4. Configure Task properties as shown below.

EventTracker *j 16
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i DN5-logging and analyzing Properties (Local Computer) E3 |

General |Triggers | Actions | Conditions | Settings | Histu:ur},fl

Mame: IDNS-IDgging and analyzing
Lacatian: YWdicrosaft DMNS

Author " F.-.l o -

Description: ||

— Security options

Wihen running the task, use the following user account:

L T I - Change User ar Graup..,

" Run only uhen useris logged on

& Runwhether user is logged an or not

™ Do not stare password, The task will anly have access to local computer resources,

¥ Run with highest privileges

™ Hidden Configure for:  |Windows Wista™, Windows Sercer™ 2008 j

0] 4 Cancel

Figure 15

5. Select General tab, provide appropriate name and in Security options section, enable ‘Run

weather user is logged on or not” and 'Run with highest privileges” options.

EventTracker j
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Edit Trigger |
Begin the task: IOn a schedule
— Settings
 One time Start: I /30,2016 j I 214233 PM ill ™ Synchronize across time zones
&+ Daily
: Il
© ireekly Recur evenys days
O Manthly
—advanced settings
I Delay task for up to (randarm delay): |1 hiour
¥ Repeattask every |1 hour j for a duration of: |1 day vI
I Stop all running tasks at end of repetition duration
[T Stop task if it runs longer than: |3 days
I~ Expire: I 5302017 j I 5:05:49 P ﬁ ™ Synchronize across time zones
¥ Enabled
Ok Cancel
Figure 16
6. Select Triggers tab, select Daily with appropriate schedule settings to ensure hourly
execution.
EventTracker 4§ 18
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Edit Action |
You must specify what action this task will perfarm,
Action:
— Settings
Prograrn,script:
powvershell exe Brovvse.., |
Add argurments {aptional): Ipnwershell.exe -executio
Start in (optional): I
4 Cancel
Figure 17

7. Select Actions tab, enter 'powershell.exe” as program name and compose argument as
given below:

powershell.exe -executionpolicy bypass -file "C:\Program Files (x86)\Prism

Microsystems\EventTracker\Configuration Files\DNS\Scripts\Get-Dnslog.ps1" —
computername M—errorthreshold-—summarythreshold-

EventTracker installation folder
EventTracker agent workstation name
Threshold to trigger alerts for DNS error traffic parameters (i.e. domain, client, error types).

Threshold to trigger alerts for DNS summary traffic parameters (i.e. domain, client, record
types).

HENEE

EventTracker j
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8. Click OK to save task.

Configure DNS settings script

This script performs following activities:

1. Detects DNS settings of configured IP address range.
2. Generates alerts for anomalies in DNS settings of workstations.

Prerequisites

1. Domain administrator privileges must be used for scheduling this script.

DNS settings script schedule

1. Logon to EventTracker Manager workstation with administrative privileges.
2. Navigate to Start>Administrative Tools>Task Scheduler.

@ Task scheduler
File Action View Help

(=] B3

« == m

(1) Task Scheduler {Lacal)
=1 (% Task Scheduler Library
| Microsoft
| Microsoft DN
| wPD

I_ fou can use Task Scheduler to create and —
_.4 manage commaon tasks that your computer

~ will carry out autarmatically at the times you

specify. To begin, click a command inthe b
Action menu,

| Actions

Connect ko Another Computer. .,

@] Create Basic Task...

(B Create Task... |

Import Task, .,

@ Display all Running Tasks
Tazlk< are stored in falders in the Tacl _I g.—| Disable All Tasks Histary
Task Status - | AT Service Account Configuration
Status of tasks that hawve start., |Last 24 hours j Yiew »
| |4 Refresh
Sumrmary: 55 total - 0 running, 55 succeeded, 0 stopped, ... Gy Reres
ﬂ Help
Task Mame | Run Result | Rur =~
CacheTask (running)
Consolidator {last run succeede..,
DMS-logging and analyzing {las...
EventTracker-Attackers {last ru..,
EventTracker-futashunIPList (1., ;I =]
Last refreshed at 5,/30/2016 2:56:24 P Refresh |
Figure 18
3. In the Actions tab select Create task.
EventTracker 4§ 20
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4. Configure Task properties as shown below.

T 7 |

General |Triggers | Arctions | Conditions | Settings |

Marme: IDNS-settings retriewval

Lacation: Yhdicrosaft DMNS

Suthar O ]

Descriptian:

— security options

When running the task, use the following user account:

=8 I ol g

Change User ar Graup..,

= Run only uhen useris logged on

% Runwhether user is logged on ar not

™ Do not stare password. The task will only have access to local computer resources,

V' Run with highest privileges

™ Hidden Configure far [Mindows Vista™, Windows Sepver™ 2008

[

Ok

Cancel

Figure 19

5. Select General tab, provide appropriate name and in Security options section, enable ‘Run

weather user is logged on or not” and 'Run with highest privileges” options.

EventTracker j
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Edit Trigger |
Begin the task:
— Settings
£ One time Start: I af30/2016 j I 2:36:39 P :II ™ Synchronize across tirme zones
 Daily
, |1 .
& Weekly Recur every: wreeks on:
" Monthly W Sunday | T Monday T Tuesday [ Wednesday
™ Thursday [ Friday | Saturday
—Advanced settings
I Delzy task for up to (randorm delay): Il hiour j
I_ Repeattask ENER Il hour j far a duration of: Il da:-,.-' ""I
I Stopall running tasks ot end of repetition duration
[T Stop task if it runs longer than: |3 days j
I Expire: I 543042017 j I 32254 P :II = Synchranize across time Zomes
¥ Enabled
Ok Cancel
Figure 20
6. Select Triggers tab, select Weekly with appropriate schedule setting.
EventTracker 22
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Edit Action |

You must specify what action this task will perfarm,
Action:
— Settings

Prograrn,script:

powvershell exe Brovvse.., |

Add argurments {aptional): Ipnwershell.exe -executio

Start in (optional): I

4 Cancel
Figure 21

7. Select Actions tab, enter 'powershell.exe” as program name and compose argument as
given below:

powershell.exe -executionpolicy bypass -file "C:\Program Files (x86)\Prism
Microsistems\ EventTracker\Configuration Files\DNS\Scripts\Get-Dnssetting.ps1" -start

-end|192.168.1.120 -recprim [S2HIGSMNIN - rec secHSPNGEHNE

EventTracker installation folder
DNS script location
IP address range of workstations

Prescribed primary and secondary DNS servers

HE =

8. Click OK to save task.

EventTracker j
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Configure DNS latency script

This script measures DNS latency against locally configured and public DNS servers. E.g. OpenDNS,
Google.

DNS latency script schedule

1. Logon to EventTracker Manager workstation with administrative privileges.
2. Navigate to Start>Administrative Tools>Task Scheduler.

@ Task Scheduler =]

File  Action View Help

&=
(:—} Task Scheduler (Local) a heduler Surmmary (Last refreshed: 5,/30/2016 2:56:24 Ph) | Actions
= [ Task scheduler Library
| Microsoft
| Microsoft DS
1 WPD

Task Scheduler (Loca e

| Creerview of Task Scheduler

Connect to Ancther Computer. ..

I_ ¥ou can use Task Schedulerto create and ] create Basic Task...
. manhage comrnon tasks that your computer

- will carny out automatically at the times you
specify. To begin, click a command in the Impott Task, ..
Action menu,

(B Create Task..,

il Display All Running Tasks
Tazls ave ctarad in faldars in the Tazl LI §—| Disable Al Tasks Histary
*
et - AT Service Account Configuration
Status of tasks that hawve start., ILast24 hours j Wiews 4
. T | |al Refresh

Surnrmary: 35 total - 0 running, 55 succeeded, 0 stopped, .. =

1] Help

Task Mare | Run Result | Rurﬂ
CacheTask {running)

Consolidator {last run succeede..,

DME-logging and analyzing {las..

EventTracker-Attackers {last ru..
EventTracker-futoshunlPList (1., ‘LI LI

Last refreshed at 5,/30/2016 2:56:24 P Refresh |

Figure 22

3. Inthe Actions tab select Create task.
4. Configure Task properties as shown below:

EventTracker *j 2%

Secure. Comply. Succeed.



EventTracker: Microsoft DNS Server (Advanced)

T

General |Triggers | Actions | Conditions | Settings |

Marrne: IDNS-Iatenc'_-,.-' rrieasurerment
Lacatian: Ydicrosoft DMNE

Luthar: PG e sl
Description:

— Security options

When running the task, use the following user account:

Change User ar Graup...

s P e

" Run onlywhen useris logged on

% Runwhether useris logged an or not

™ Do not stare passwaord, The task will only have access to local computer resources.

V' Runwith highest privileges

™ Hidden Configure for  [Méindows Wista™, Windows Server™ 2008

[

Ok

Cancel

Figure 23

5. Select General tab, provide appropriate name and in Security options section, enable ‘Run

weather user is logged on or not” and 'Run with highest privileges” options.

EventTracker j
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Edit Trigger |
Begin the task: IOn a schedule
— Settings
 One time Start: I /30,2016 j I 214233 PM ill ™ Synchronize across time zones
&+ Daily
: Il
© ireekly Recur evenys days
O Manthly
—advanced settings
I Delay task for up to (randarm delay): |1 hiour
¥ Repeattask every |1 hour j for a duration of: |1 day vI
I Stop all running tasks at end of repetition duration
[T Stop task if it runs longer than: |3 days
I~ Expire: I 5302017 j I 5:05:49 P ﬁ ™ Synchronize across time zones
¥ Enabled
Ok Cancel
Figure 24
6. Select Triggers tab, select Daily with appropriate schedule settings to ensure hourly
execution.
EventTracker 4§ 26
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Edit Action |

You must specify what action this task will perfarm,
Action:
— Settings

Prograrn,script:

powvershell exe Brovvse.., |

Add argurments {aptional): Ipnwershell.exe -executio

Start in (optional): I

4 Cancel
Figure 25

7. Select Actions tab, enter 'powershell.exe” as program name and compose argument as
given below:

powershell.exe -executionpolicy bypass -file "C:\Program Files (x86)\Prism
Microsystems\EventTracker\Configuration Files\DNS\Scripts\Get-Dnslatency.ps1" -

thresholdfi08

[ EventTracker installation folder
Threshold to trigger alerts for local DNS server latency(ms)

8. C(lick OK to save task.

EventTracker j 27
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Configuration on EventTracker
Create Event Filters

e Logon to EventTracker manager workstation.

: - X
EVEQEEE&EELJ, Control Panel 81

i £ &

e |
Event¥Yault Diagnostics License Export Import Append
‘ Manager Utility Archives
lﬁ g I :_. ﬂ; Q
EventTracker | Traffic Analyzer Agent SCAP Profile Port
Agent Confi._. Manageme... Editor Configuration
TrapTracker Change Audit About
EventTracker

E-mail: support@E ventTracker.com

Figure 26

e Open EventTracker control panel, click EventTracker Agent Configuration.

EventTracker *j
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—

File  Help

Select Spstems
||:~N|:l|_.3.|qp j Agent based spstem

I_ | |

M anager destinations:
|es:-cwin2k'| 2r2wme, PHPL-3-EP

Log Backup ] Performance ] Metwork, Connections ] ‘

Logfile kMonitor ] File Transfer Config Aszezsment ] zzlog FTP zerver ]
Managers | EventFiterz | Suster Manitar ] Monitar Processes ] Services ] ‘
Y'ou can chooge bao filker out events that are not required. Once the filker i set, [
all events matching the filker criteria will not be sent to the EventTracker
M anager. ou can alzo configure advanced filker options such as to send only [
gpecific events or chooge to filker out specific events.
Event Types
| Ewent Logs A ‘
[ 2pplication [ Emor |
[[] HardwareE vents [ Warning
[ Intemet E=plorer ¥ |nformation
) I
[ Eey Management Service W Audit Success
L] Media Center o || T Audt Eailure
1 Meatwris Aoditr .
< > [ Critic:al
[ Enable 51D Translation | Verbose
Event Dezcription: ¢ Classic (ML
Filter Egception Advanced Filkers |

Cloze

Figure 27
e Select Event Filters tab, click Filter Exception.

Filter exception window opens,

EventTracker j 29
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i O

“ou can chooze to monitor zpecific events iF they match a flter citena. Specify the detailz of the
events that you would like to monitar,

E=ample: “'ou may want ta filker out all Information events ather than thoze received from the Web
Service. To do thiz, zet the Infarmation filter and add a Filker Exception with Event Source az 'Web

Service,
Log Tupe | Event Type | Cate... | Ewve.. | Source | zer D ezcription A
Audit Success 0 B0
Audit Successz 0 B47
Audit Success 1] E72
Audit Success 0 Ea2
Audit Success 0 k23
Audit Successz 0 S aia]
Audit Success 0 EEY
Audit Success 0 E29
Audit Success 0 B30
At Suecezz M RA1 <
£ >
New Edit Delete Find LCloze
Figure 28

e C(Click New, and configure event filter properties as shown below.

DNS log filter
This filter matches DNS query logs.

e Configure event filter details as shown below.

EventTracker *j 30
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i

Ewent Details [empty field impliss all matches)
Log Type:

| System ﬂ

Ewvent Tupe : Ewvent [ :
| Infarmation ﬂ |323EI

Cateqary : katch in Lser :
0 |

Match in Source :

|E ventT racker

Match in Event Descr :
|D atetfQuen it T ypeldClienttts endR eceiveliProtocolibR ecord T vpef O uentiR esult

"tatch in Event Dezcr' field can take multiple stings separated with && or ||

- Lol ztands for AMD condition. - || stands for OF condition.

For negating the result of match operation, prefix the string with "[$H0T$]". If there are
raltiple stringz, thern the result of the whiole expression iz negated. Only one "[HOT$]"
ghiould be uzed in the string.

Ewxample:

The string "[$HMOT$]Logon Tepe: HlLogon Tepe: 5 will match all events that DO MOT
contain "Logon Type: 4" or "Logon Type: 5" in the description.

For more information click here.

k. Cancel

Figure 29

e Enterfollowing as matching description.

Date&&Query&&Type&&Client&&SendReceive&&Protocol&&RecordType&&Query&&Results&&R
esponse&&Flags

e (lick OK to apply.

DNS summary log filter

This filter matches DNS query summary logs.

e Configure event filter details as shown below.

EventTracker *j 31
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—_ !
— Ewvent Detaills [empty field implies all matches)

Log Type:

ISystem LI

Ewvent Type : Event | :

I Infarmnation j |323EI

Category : batch in User :

|0 |

b atch in Source

IEventT racker

datch in Event Descr

IF'arseT imet&E vent T ype

"t atch in Event Deszcr' field can take multiple strings separated with && or ||

- &l ztands for AMD condition. - || standz for OR condition.

For negating the result of match operation, prefis the string with "[3MOTE]" I there are
multiple stings, then the rezult of the whole exprezzion iz negated. Only one "[$MOT$]"
ghould be uzed in the string.

Ewample:

The sting "[$MOT$]Logon Tepe: 4llLogon Tepe: 5 will match all events that 00 MOT
contain "Logon Type: 4" or "Logon Twpe: 5" in the description.

For more infarmation chck here.

] Cancel |

Figure 30

e Enter following as matching description.

| ParseTime&&EventType |

e (lick OK to apply.

DNS latency filter
This filter matches DNS latency logs.

e Configure event filter details as shown below.

EventTracker *j
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—

— Ewent Detailz [ermpty field impliez all matches)

Log Type:

I Syztem LI
Ewvent Tupe: Ewvent |0 :

I Information ;I |323EI

Cateqory Match in User :

|0 |

katch in Source

IEventTracker

katch in Event Descr

ID MSSersert ameiilatencylnkdS

"tatch in Event Descr' figld can take multiple stings separated with &5 or |,

- Ll ztands for AMD condition. - [l stands for OF condition.

For neqgating the result of match operation, prefis the string with “TEMOTE]" If there are
multiple stingz, then the result of the whaole expression iz negated. Only one "[FNOTE]
ghould be uzed in the string.

Ewxample:

The string "[EMOT $]Logon Type: dllogon Twpe: 5 will match all events that DO MOT
contain "Logon Type: 4" or "Logon Type: 5" in the deszcnption.

For more information click here.

k. Cancel |

Figure 31

e Enter following as matching description.

| DNSServerName&&LatencyInMS |

e Click OK to apply.

e C(lick Save to apply configured filters.

EventTracker *j
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Configure Log Consumption

Prerequisites
1. Administrative privileges to EventTracker Manager workstation.

Configure LFM for DNS query log

Below mentioned procedure helps to configure LFM for DNS query logs.
1. Logon to EventTracker manager workstation.
b — X
EventTracker
Secure. Comply. Succeed. EDntrDI panEl A

i £ . &

q -
Event¥ault Diagnostics License Export Import Append
‘ Manager Utility Archives
!ﬁ g ! :_. ﬂ;
EventTracker | Traffic Analyzer Agent SCAP Profile Port
Agent Confi._. Manageme... Editor Configuration
TrapTracker Change Audit About
EventTracker

E-mail: support@E ventTracker.com

Figure 32

2. Open EventTracker Control Panel, double-click EventTracker Agent Configuration.

EventTracker *j
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—

File  Help

Select Suztems
|F'N PL-3-EP ﬂ Agent bazed syztem

B |

Manager destinations:
|F'N PL-3-EP, ezxvin2k] 2r2vma

Log Backup ] Perfarmance ] M etwark, Connections ] |
Managers | Evert Filters ] System M anitar ] b oritor Processes ] Services ]
Lagfile Monitar File Transfer ] Config Aszeszment ] zyzlog FTP zerver ]

[v ILogfile Maornitar

Search lag files [various formats supparted] for matching patterns specified
here. Both individual filez as well as folders can be monitared far matching
entries. Matches cause an event o be generated.

Logfile M arme File Type
C:hUzersskumarniteskhDesktophFinal Parze Segment.czy TS
C:ADMS ParsehFinalhFinal Parse cev C5Y
C:ADMS ParzehSummanh® cav C5Y
d:%PShdnz latency. cav Cs
C:ADMS LogshLFb\Final Parze.cav CS

Add File Mame § “iew File Details | Delete File Mame | Search Stringz |

Save Cloze

Figure 33

3. Click Logfile Monitor tab, select respective checkbox
4. Click Add File Name.

EventTracker j
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™ Enter File name

Y'ou can configure the complete path of the log file or folder that needs to be monitored
along with the ztings that need to be searched.

¥ Get All Existing Log Files

Select Log File Tepe |05y j

Thiz iz the C5W Extended Log File Farmat. Different tupes of C5W files exist, in which,
header line number iz different. The header line will ztart with "BField' qualifier and mosth
avallable on line number one by default.

Enter File name
IE:"-.F'ru:-gram Files [#86]%Prizm MicrozpstemszAEventTracker\DLAMES=WINZE 2R 2

Enter Header Line Mumber of the above file: |2 vI

ak | Cancel |

Figure 34
5. Configure DNS log file as shown above. Compose log file path as given below.

C:\Proiram Files (x86)\Prism Microsystems\EventTracker\DLA\ESXWIN2K12R2VM2\LFM\

D EventTracker installation folder

EventTracker agent workstation name

Parsed log file name

6. Click Add String in Search string window. Select ‘Date” from Field Name dropdown and ' *"
as search string.

Search String B

Search Stangs for ; C:A\Program Files [86)%Prizm
MicrospsternshEventTrackerDLANE SEMWINZET ZR VM ZNLFMVPa
Uze a'*'in any column to match every entry in the file

Calurnn Mame | Search Sting |
Date *

Edit String | [elete Strinag |
Ok | Cancel |
Figure 35
EventTracker 4§ 36
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7. Click OK and Save to apply changes.

Configure DLA for DNS miscellaneous logs

Below mentioned procedure helps to configure DLA for DNS summary, latency and setting logs.

1. Logon to EventTracker.
2. Navigate to Admin>Manager.

MANAGER CONFIGURATION

CONFIGURATION syslog S VIRTUAL COLLECTION POINT DIRECT LOG ARCHIVER 7 NETFLOW RECEIVER AGEMNT SETTINGS

E-MAIL CONFIGURATION STATUSTRACKER COLLECTION MASTER FORTS MEWS

ASSOCIATED WIRTUAL COLLECTION POINT
Il Direct log file archiving from external sources Furge files after 7 days 14505 j
LOG FILE FOLDER L FIELD SEPARATOR Lte

TYPE

CAPrograrn Files &BERPrisr MicrosysternstEventTracker . Comma - [Fields containing cormma are wrapped
DL AP SRS DL A DNS Logging s in double quates] & A2

ADD EDIT RERACNWE

Figure 36

3. Select Direct Log Archiver / NetFlow Receiver tab, enable 'Direct log file archiving from
external sources”.

4. Enter appropriate purge frequency and click Add.

5. Configure DLA options as shown below.

EventTracker j
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Direct Archiver Cenfiguraticn B
Type Others j
Laogfile Extension sy
Configuration Mame DMS Logging
Log File Falder C\Program Files (%86 Prism Mich BRCMSSE,,,
@ cingle Line " Multi Line
Field Separataor Cormma - [Fields containing con j
Ctarting Line Offset 1
Extract field narmes fram v
header
[ |
Figure 37
6. Configure DNS log file as shown above. Compose log file path as given below.
_\EventTracker\DLA\ESXWIN2K12R2VM2\DLA\
EventTracker installation folder
[ EventTracker agent workstation name
7. Scroll down and click Save to proceed.
EventTracker 4§ 38
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Direct Archiver Cenfiguraticn B
Log file configuration
Configuration Mame C\Program Files (267 Prisrn Microsysterns) Eve
Log Source DMNS Server
Cornputer Marne ESXWINZK1Z2R2WMZ
Computer IP 192,168.1.155 GETIP
System Type Urikricna j

Systern Description

Cormrent Line Token

© Entire Row as Description @ Formatted Description
Laog File Farmat Custom Log File Farmat j .
ADD
Mezsage Fields
RERIOWE

Figure 38

8. Select Log Source as ‘DNS Server”. Enter DNS server's IP Address and Name in respective
columns.
. Scroll down and click Save and Close to apply.
10. Click Save on DLA pane to complete configuration.

Configure Microsoft DNS KP

1. Launch EventTracker Control Panel.

2. Double click Export Import Utility, and then click the Import tab.

EventTracker *j 39
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T} EventTracker Control Panel
I Secure. Comply. Succeed. CO ntro' PanE|
F | e
R
i F® &l B
) - g &
Event¥ault Diagnostics License Export Import
Manager Utility
|ﬁ a | L / ;
EventTracker Traffic Analyzer Agent SCAP Profile
Agent Confi._. Manageme... Editor
= L E-‘
TrapTracker Change Audit About
EventTracker
E-mail: support@E ventTracker.com

Append
Archives

3¢

Port
Configuration

Figure 39

Please import KP items in the following sequence:

= Token Templates
* Parsing Rules

= Behavior Rules

= Alerts

= Reports

* Knowledge Object

Import mentioned KP items as given below:

Import Token Templates
1. Click the Admin menu, and then click Parsing rule.

2. Select Template tab, and then click on () ‘Import’ option.

EventTracker *j
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PARSING RULE

Farsing Rule Template
oy

GROUPS
Graup : All

Default search... {-\\ G T

A10 40C i@ |~

- TEMPLATE v
amazan et Senvices ] @ L TEMPLATE NAME  EerEiPTION GROUP MAME ADDED BY ADDED DATE ACTIVE[ | E
Apathe Wieb Server TRE 410 ADC Authenticat.. A10 Applicatian Delivery C.. A10 ADC ETAdmin  9/20/2015 0B:19:51 PM 0 @

Barratuds Message &r.. ] (@& 410 ADC Trffic 410 Application Delivery C.. A10 ADC ETAdmin  9/20/20150B:19:51 PM 0O @&#
Barracuda Spam Firew.. _| uﬁ AWS YPC-Flow Repart Amazan Web 5. ETAdmin 872872015 0B:19:51 Ph ] [j
Blue Coat Praxy i & I Barracuda Message ... Barracuda Me.. ETAdmin  9/20/20150B:19:51 PM 0 &
Centrify Server Suit.. Ji] @& Barracuda Spam fire... Barracuda Spa.. ETAdmin  12/15/2015 OB:02:47 . O @&
Check Paint i@ . . >

== Barracuda Spam fire... Barracuda 5pa.. ETAdmin 1245201 5 Q60247 . [ t.{ﬁ

Cista A54 il & }

e S Barracuda Spam fire... Barracuda Spa.. ETAdmin 1201542015 0B:02:47 . B &
Cista 105 il & ____ . I=
Cisca IranPart E54 I @& DELETE MOYE TO GROLIP
CISCO Iranpart WS4 il @&

Figure 40

3. Click the Browse button.

=

SELECT FILE Mo file selectad. 4

Mote: Please select file of type * ettd {eventtracker terplate dacshlets).

Mo data found

Figure 41

4. Locate All Microsoft DNS token template.ettd file, and then click the Open button.

SELECTED FILE |5 token Dashboard(7iettd )

[] TEMPLATE NAME SEPARATOR  TEMFLATE DESCRIFTION ADDED DATE ADDED BY  GROUP NAME

Suspirious DS settings detected Systemhlame:PNPL-3-KP System|P:152.1

DHSSuspiciaus dns settings detzction detal "
U USPIFOus Bns SEHngs GELzCtinn detals BB.1 235 SystemMAC 2754 5E:57:1 3:F7 DSIP.208.67.222. 222

S/257201 6 1 2:57:54 P ETAdmin WWindaws DNS Serer

Figure 42

EventTracker *j 11
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5. Now select the corresponding check boxes and then click on () ‘Import’ option.

EventTracker displays success message.

Template(s) imparted successtully

Figure 43

6. Click on OK button.

Import Parsing Rules
1. Click Token Value option, and then click the browse l:] button.

f
Export  Imnport

1. Provide the path and file name of taken value file. Usze the " button o browse and locate the import file,
2. Click the Impart button

O ptions Location
() Categor

) Filters
() Blerts

S :
() Systems and Groups ouree

" iztoken

() RSS Feeds
) Reports

() Behavior Rules
() sCap

® Tokenalue

|mport

Figure 44

Cloze

EventTracker j
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2. Locate All Microsoft DNS parsing rules.istoken file, and then click the Open button.
3. Toimport the token value, click the Import button.

EventTracker displays success message.

o Selected token walues are imported successtully,

Ok

Figure 45

4. Click OK, and then click the Close button.

Import Behavior Rule

5. Click Behavior Rules option, and then click the browse l_] button.

iy
Export  Import

1. Provide the path and file name of Behavior file, Use the '..." button to browse and locate the import file,
2. Click the Impart button

Options Location

() Category
() Filers
) Alerts

Source:

() Systems and Groups  lzrule

() AS5 Feeds

() Reports
(® Behavior Rules
() SCaP

() Token Yalue

Irnport Close

Figure 46
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6. Locate All Microsoft DNS behavior rules.isrule file, and then click the Open button.
7. Toimport behavior rule, click the Import button.

EventTracker displays success message.

Export Import Utility e

o Selected behavior rules are imported successfully,

Figure 47

8. C(lick OK, and then click the Close button.

Import Alerts

1. Click Alerts option, and then click the ‘browse’ l:] button.
2. Locate All Microsoft DNS alerts.isalt file, and then click the Open button.

"% Export Import Utility =

Export | Import

1. Provide the path and file name of the Alerts file, Use the '..." button to browse and locate the impaort: file,
2. Click the Impart buttan,

Options Lazation

() Category

(0 Filters Import E-mail settings

@ Alerts Set Active

Thiz zetting iz applicable only for imports from Legacy
[wEw] Alert files. For w7, the active status will be set

_ baszed on “Active' key available in the configuration
) By default section.

) @ Only if notifications set
! Syztems and Groups

) RASS Feeds
' Reparts Source :

" izalt [:]
1 Behavior Rules

) SCAP

1 TokenValue

|mport ] ’ Close

Figure 48
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3. Toimport alerts, click the Import button.

EventTracker displays success message.

Export Import Utility

Figure 18

4. Click OK, and then click the Close button.

Import Flex Repo

rts

1. Click Reports option, and then click the ‘browse’ D button.

2. Locate All Microsoft DNS reports.issch file, and then click the Open button.

"% Export Import Utility

Expart | Import

2. Click the Impart buttan
Options
1 Cateqgory

() Filters

) Alerts

() Systems and Groups
71 R5SS Feads

@ Reports

" Behavior Fules

) SCAP

) Token Value

Mate : If repart(s] containg template, firzt impart template and proceed with exportimport utility.

Laocation

@ Legacy [*izsch) ) Mew [*.etcrz)

Source :

*izzch

1. Provide the path and file name of Schedule Report file, Uze the *..." button to browse and locate the import file,

Impoit ] l

Cloge

Figure 49

EventTracker *j
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3. Toimport reports, click the Import button.

EventTracker displays success message.

Export Import Utility

[0] Selected reports configurations are imported successfully,

Figure 50

4. Click OK, and then click the Close button.

Import Knowledge Object

1. Click the Admin menu, and then click Knowledge Objects.

2. Clickon ¥ ‘Import’icon.

KNOWLEDGE OBJECTS

OBJECTS £ 1

Apache access lag

Array05 SPX

Barratuda hiessag..

Barracuda Spam Fi...

Barratuda 550 VPR

Barraruda Web Ap. .

EBlue Coat Praxy
Centrify AD client
Check Faint

Cisca ACE

Cisca AC5

Cisca AS4 Errars
Cisca A5A ICKFP Ca..
Cisca ASA Others
Cisca ASA 550

Ciern ARA TP Can

7
#
#E&
Y&
7&
#&
&
#
#
&
#
7E&
IE&
L
7E
# (X

m

SELECT OBJECT FROM THE LEFT PAMEL.

Figure 51
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3. In IMPORT pane click on Browse button.

IMPORT
Select fil o file selected. LPLOAD

Figure 52

4. Locate All Microsoft DNS KO.etko file, and then click the UPLOAD button.

Select file | Browse... | Mo file selected. LIPLOAD
] OBJECT HARE AFFLIES TO
I:l hicrosoft DHS Queny hicrosaft DHS

MERGE ‘ CWERMYRITE

5. Now select the check box and then click on ‘OVERWRITE' option.

Figure 53

EventTracker displays success message.

EventTracker j 47
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File imported successiully.

Figure 54

6. Click on OK button.

Verify Microsoft DNS KP

Token Templates
1. Logon to EventTracker Enterprise.

2. Click the Admin menu, and then click Parsing rule.
3. Select Template tab.

4. In Token Templates Groups Tree, select Microsoft DNS group folder.

Imported token templates are shown on the right pane.

EventTracker j

Secure. Comply. Succeed.

48



EventTracker: Microsoft DNS Server (Advanced)

PARSING RULE

Parsing Fule
FartiGate Firewall {...

HF FraCurwe Switch

Infablo:

Juniper JUNOS

Juniper Wetscreen

Linuz

LOGEinder 50L

Micrcscit DNS

Micrasaft Windows RR...

MESOL
WySaL

Office 365
OKTA 550

OpenDMS

Templat

A 8888888 QQQES

E

Behavior Rule

1.

2.

w

=

>

Graup : Microsaft DMS

Search..,

TEMPLATE NAME

hicrasaft DR5- Suspic...

hiicrasaft DR5-Resaur..

hicrosaft DR5-Zane a..

F EMPLATE DESCRIPTION ADDED BY ADDED DATE

gurmukh

ETAdDmin

ETAdDmin

Logon to EventTracker Enterprise.

Figure 55

Click the Admin menu, and then click Behavior Rules.

Scroll and find Microsoft DNS query traffic rule name.

Select ACTIVE checkbox to enable behavior rule.

ALCTIVE
52572016 12:57:54 Fi
1201572015 OB:02:45 Fi

1271572015 OB:02: 45 Fid

DELETE

CLry
| EDIT
o @
|
|
MOWE T GROUP

EventTracker
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BEHAVIOR RULES

Page size 25 |w

RULE NAME BREAKUP COLUMN DISPLAY NAME ACIIVE  DELETE  4CTIVATION/DEACTIVATION

Micrasaft DN query traffic Client Client Address | B/2/201 6 01:00:44 P 7

ADD RLLE CELETE CLOSE

Figure 56

Alerts

1. Logon to EventTracker Enterprise.

2. Click the Admin menu, and select Alerts.

3. In Search field, type 'Microsoft DNS', and then click the “4 button.

Alert Management page will display all the imported Microsoft DNS alerts.

EventTracker j
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ALERT MANAGEMENT

Search by

Alert name |

Total: 1% Page Size 25 |

microsoft dns

'-E' ACTIVATE MO Click ‘Activate Mow ' after making all changes

REMEDIAL REMEDIAL

FORWARD FORWARD
0 \ THREAT ACTIVE E-MAIL MESSAGE RSS A5 A5 ACTIGHIREAETION
ALERT NAME SNMP  SYSLOG AT

COMS0LE  AGENT
|:| Micrasaft DM DA damain detected Critical |:| |:| |:| |:| |:| D D
|:| Microsaft OMS: High D5 server lat... Seriaus |:| |:| |:|
D Micrasaft DMS: High errar query ca... High |:| |:| |:| D D D |:|
[] Micrasoft DNS: High errar queny ca.. High O O O O O O O
|:| icrosaft DMS: High errar query ca.. High |:| |:| |:| |:| |:| |:| |:|
N icrosaft DS High query caunt de .. High O O I O O | [l
[] Micrasaft DNS: High query count de... High 1 O |:| O O | Il
O Micrasaft DWS: High query count de... High O O O O O O O
|:| hicrasaft DS Malfarmed damain .. SEriaus |:| |:| |:| |:| |:| |:| |:| |:|
|:| Micrasaft DMS Maliciaus damain d... SEriaUS |:| |:| |:| |:| |:| |:| |:| |:|

Figure 57

APPLIES TD

ticrasaft DS

hdicrasaft DS

ticrasaft DS

hicrasaft DS

tdicrasaft DS

hdicrasaft DS

hdicrasaft DS

hdicrasaft DS

Micrasaft DS

Micrasaft DS

4. To activate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays message box.

Successfully saved configuration.

Figure 58

5. Click OK, and then click the Activate Now button.

NOTE: Please specify appropriate systems in alert configuration for better performance.

Flex Reports

1. Logon to EventTracker Enterprise.

EventTracker j
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2. Click the Reports menu and select Configuration.

3. Select Defined in report type.

4,

In Report Groups Tree, select Microsoft DNS group folder.

Imported reports are displayed on the right pane.

REPORTS CONFIGURATION

O Echeduled O Queued @Defined

REFORT GROUPS

j Security
j Campliance

j Operatians

j Flex

[ 10 a0c

=" Amazan Wek Services

Knowledge Object

1.

2.
3.

= Apache Web Server

= Barracuds hEssage Ar..
[ Barracuda Spam Firw...
2 Barracuda 51 ven

= Centrify 5erver 5Suit...

= check paint

REFORT > COMFIGURATION]: MICEDSOFT DHS

ChL

o O o o oo o o O

hicrasaft DMS Least resalved domain count

Micrasaft DS Server latency details

Micrasaft D5 Diah domain detection details

Micrasoft DRS Malicious domain detectian

vl Micrasaft DS Malfarmed domain detection

Microsoft D5 Summary recard type caont

Micrasoft DMS Traffic details

hicrasaft DRS Errar domain caunt

1 |s|of2

Logon to EventTracker Enterprise.

Figure 59

CREATED DN

Search

MODIFIED ON

547201 B 04:10:50 P

S/A/201 6 03:5254 PM

S/A/2016 023134 PM

232016 04:58:08 P

S2E2016 01:48353 FM

A2272016 10:05:25 PM

2202016 09:5032 FM

122016 0353642 FM

Click the Admin menu, and then click Knowledge Objects.

In Objects Tree, select Microsoft DNS group folder.

Imported Microsoft DNS objects are shown on the right pane.

SFAF201 B 04:10:50 B

SS4/201 6 03:52:54 PM

SMA2016 02:31:34 PM

452372016 04:58:08 P (1) 571

g ™
| Taotal: 12 )
. /

42372016 01:4633 P (1) 571 [+

4ozt e 100s2s e () 51

42272016 095032 P (1) 5]

a1 22016033682 P (1) 57
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KNOWLEDGE OBJECTS

DEBJECTS o = N
@ ¥ X pecr name[Fiorasan O query rame @

Gisco 454 ICMP Co.. @) A uppuEs O Micrasart DNS

Cista 458 Others (&%) RULES

e TITLE LOG TYPE EVENT S0URCE EVENT ID  EVENT TYPE “

Cisca ASA S5L #®

Cista ASATCP Can.. r-;-;ﬁ[g] Micrasaft DRS Query Logs  System EventTracker 3230 Infarmatian t'ﬁ;’}(g)

i # X . Datet:[edd0-wFRH0 ) Que nyTypet: [ 0-wFR0 F Clienty: [ 0w PR 0,  SendRec e ive': [odd0-o PR} Pratacal
Cisca 454 UDP Can. (€)X MESSAGE SIGNATLURE: \:MO%H{O,}EE:éranygeemequ{o,} uéry\:[\xﬂ RO es}ults\:[\xﬂo-\xF {O,}Flags{: 4

I @

tista Firewal - MESSAGE EXCEPTION

Cisca 05 @

Cisca I5E @ EXPRESSIONS

Clavister fﬁ

EXPRESSION TYPE FORMAT STRING  EXPRESSION - EXPRESSION 2
Clearing Event Logs fﬁ L
— Key value Delimiter : n @60

Cyberaam UTM  (#(0)

Dell FORCE 10 Swit (@ (%)

EventTracker &

Figure 60

EventTracker Knowledge Pack (KP)

Once logs are received into EventTracker; Behavior Rules, Alerts, Reports and Dashboards can
be configured into EventTracker. The following Knowledge Packs are available in EventTracker
to support Microsoft DNS monitoring.

Reports

e Microsoft DNS- Traffic details

This report provides information related to DNS query traffic.

Computer Client Address Query Type Action Protocol Type Domain Hame Record Type Flags
0601206 17:4818.16 CONTOSO-DNEEWVR2 1030617 Farweard Snd TCR google.com MCERROR A o]
DEM01/2016 17:48:26.59 CONTOSO-DNSEVR2 10.30.1.195 Farwward Snd  TCP foxnews.com NCERROR A& D
0601206 174827 .02 CONTOSO-DNEEVR2 10.30.1.185 Farweard Snd TCR delivery josephsclothiers com MCERROR A o]
QEA0A 201 6 174827 45 CONTOSO-DNSSVR2 10,301 195 Faorvward Snd TCP litigators esterazcreen.com NCERROR A4
Q0601206 17,4527 .94 CONTOSO-DNEEVR2 10.30.1.195 Farsward Snd TCR grevzoxcjatynejeisz.com MCERROR &
QB0 20 6 17482851 CONTOSO-DNSSVR2 10,301 195 Faorvward Snd TCP gerrygraves clentshostname.com NOERROR A4 o]
0612016 17:48:36.04 CONTOSO-DNSSWR2 1030617 Farward Roy  TCP google.com MNCERROR A
Figure 61
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Date:06/01/2016 17:48:41.19
QueryType:Forward
Client10.30.6.17
SendReceiveSnd
Protocol:TCP

RecordType:A
Query:google.com
Results:NOERROR
Response:Q

Flags: D

e Microsoft DNS- Error type count

This report provides information related to error type counts in DNS logs.

Event Time Computer Error Type Count
06012016 17452592 CONTOSO-DMSEVRT MEDOMAIN 77

06012016 17:48:26.17 CONTOSO-DRSEWR1 REFUSED 63
06012016 17:45:26.534 CONTOSO-DREEWRT SRWFAIL 28

Figure 62

Name: NXDOMAIN

Count: 77

ParseTime:06/01/2016 17:48:25.92
EventType: DNS Error Type Summary

e  Microsoft DNS- Error client count

This report provides information related to client counts for DNS logs with errors.

Event Time Computer Client Address Count

OBM12016 17:48:25.32 CONTOSO-DNEEWRT 1030617 37

OB/M01/2016 17:48:25.74 CONTOSO-DMNESWR1 10.30.6.201 70

OB/01/2016 18:04:43 64 COMTOSO-DMNEEWR1 1030647 12

06012016 15:04:44.04 CONTOSO-DNSSWR1 10306201 51
Figure 63

Name: 10.30.6.17

Count: 37

ParseTime: 06/01/2016 17:48:25.32
EventType: DNS Error Client Summary

EventTracker *j 54
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e Microsoft DNS- Error domain count

This report provides information related to domain counts for DNS logs with errors.

Event Time
OB 2016 174823 75

06012016 17:45:24.00
Q6012016 174524 .25
06012016 15:04:42.25

CONTOSO-DRNSSYRI
CONTOSO-DRNSSYRI
CONTOSO-DMNSSYRI
CONTOSO-DRNSSYRI
Figure 64

Domain Hame Count

mz2.google.com T
contozo local ar
dovwnload.com 77

[eremiaz.com 131

Count: 72

Name: download.com

ParseTime:06/01/2016 18:04:42.67
EventType: DNS Error Query Summary

e Microsoft DNS- Summary record type count

This report provides information related to record type counts for DNS logs.

Event Time
OB 2016 17482233

05012016 1745 22.53
05012016 17432277
050122016 18:04:40 .56
0601722016 15:04:40.92
060122016 13:04:41.09

Computer
COMTOSO-DNESWR

CORNTOSO-DRNSSYR
CORTOSO-DRNISWR
COMTOSO-DRNSSYR
CORTOSO-DRNISWR
CORNTOSO-DRNSSYR

Figure 65

Record Type Count

& 2
PNV a7
SRY 70
& 100
PN 12
SRY 51

Count: 12

Name: AAAA

ParseTime: 06/01/2016 18:04:40.92
EventType: DNS Record Type Summary

e Microsoft DNS- Summary client count

This report provides information related to client counts for DNS logs.

Event Time Computer Client Address Count
OEAO12016 17:45:24 43 COMTOSO-DMNSEVRET! 10306214 B3
05012016 17:45:24 67 CONTOSO-DMNESVR1 1030617 25
OEAO12016 17:45:24 52 CONTOSO-DMNISVR1 10.30.6.21 25
06012016 17:48:2507 CONTOSO-DMNISVRETD 10.30.6.201 ]
Figure 66
EventTracker 4§ 55
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Name: 10.30.6.21

Count: 100

ParseTime: 06/01/2016 18:04:43.25
EventType: DNS Client Parse Summary

e Microsoft DNS- Summary domain count

This report provides information related to domain counts for DNS logs.

Event Time Domain Hame

0601 /2016 17:48:22.92 CONTOSC-DRESWR1 mmexe.com 63
0BT 2016 17:48: 2316 CONTOSO-DNSSYR1 ocspusertrust.com 37
0601 2016 17 48:23. 4 CONTOSS-DNSSYR1  contoso local 7

06 2016174823 681 CONTOSO-DMNSSYRE1 ocsp.ocomodoca.com 28

Figure 67

Name: mmexe.com

Count: 64

ParseTime: 06/01/2016 18:.04:41.24
EventType: DNS Query Parse Summary

e Microsoft DNS- Least resolved domain count

This report provides information related to least resolved domain counts for DNS logs.

Event Time Domain Hame Count Client Address
060102016 17:48:18.39 COMTOSO-DMNSEWRT 19ve.co 1 10306214
060172016 17:48:21 .91 CONTOSCO-DMNSEYR1 wacebooknet 1 1030617
06012016 17:48:22.09 COMTOSO-DMNSEYRT amszon.oory 1 103061
060102016 17:48:41 .35 CONTOSO-DRNSSYRT |9ve.co 1 10306214

Figure 68

Domain: vacebook.net

Count:1

Client: 10.30.6.17

ParseTime: 06/01/2016 18:04:45.08
EventType: Least Resolved Domain Summary

e Microsoft DNS- Malicious domain detection

This report provides information related to malicious domain detected in DNS logs.
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Event Time Computer Client Address Domain Hame Domain Category Domain Address Domain Country

06012016 17451824 CONTOSO-DNSEWR2 10.306.201 jeremiaz.com phishing 22445117 United States

OB 2016 17482919 CONTOSO-DNSSYRZ 10.30.1.195 Itigators.esteroscreen.com  malware 2091261208 United States

060172016 17:458:34 23  CONTOSO-DNESYR2 10.306.21 T GO attackpage 92222812 United States

OB 2016 17,4834 47 CONTOSO-DNSZSYRZ 1030617 softwearkshd com mahware 107 .181.174.84 Bangladesh

OEO1 2016 174541 19 CONTOSO-DNSSYR2 10.306.201 jeremiaz.com phizhing 224215117 United States
Figure 69

Malicious domain detected
Date:06/01/2016 17:48:41.19
DomainName:;jeremiaz.com
DomainlP:85.24.215.117
DomainCountry:United States
Category:phishing
ClientlP:10.30.6.201

e Microsoft DNS- Suspicious DNS setting detection

This report provides information related to suspicious DNS settings, detected for network's
workstations.

Device Hame  Device I[P  Device MAC Device OHS
0B 72016 054818 PM Contoso-WWRKO1 1030617 00022916 70:AZ FFE3E4

060172016 05:45:33 PM  Cortoso-WWRKOT 1030617 0002916 70:A3 FYEE68
060172016 053:45:33 PM Contoso-WRKZS 1030621 4T8ASBAT13FT 20867 222224
060172016 05:45:33 PM  Cortoso-WWRKZS 1030621 4T8A5B:57153FT 20867 222222
060172016 05:45:33 PM Contoso-WRK13 10306201 00:0C: 2936 70:A6 §.54.4
060172016 05:45:34 PM Contoso-wWRK13 10306201 00:0C: 2936 70:AG 3.8.5.5

Figure 70

Suspicious DNS setting detected
SystemName:Contoso-WRKO1
SystemlP:10.30.6.17
SystemMAC:00:0C:29:16:7D:A3
DNSIP:77.88.8.9

e Microsoft DNS- DGA domain detection

This report provides information related to DGA domain, detected in DNS logs.
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Computer Client Address Domain Hame Domain Address Domain Country Record Type Result
OB /2016 17:45:18.33 CONTOSO-DNSSYRZ 10.306.201 winivkpgyunlofpl infor Unkniowen Unknioveen & MADOMAIN
06072016 17:45:20 64  CONTOSO-DNSSVRZ 1030621 winivkpgyunlofalinfo Unkniwen Unkniaven & MADOMAIR
OB /201617:48: 2088 CONTOSO-DMNSSYVRZ 1030817 googllergwrawerwerywersw net 2.111.70.28 China A MNOERROR
D601 2016 17:48:21 12 CONTOSO-DNSSYRZ 10.306.214 googlergwerawerswerverw net 37.59.14.201 Ching A MOERROR
DGO1201617:48:2936 CONTOSO-DNSSVRZ 10301195 orwzoxcjatynejeEz com 104193.232241  United States & MOERROR
0B /2016 17:48:41 40 CONTOSO-DMNSSYRZ 10.306.201 winivkpgyuniofal infor Unknawen Unkniavsyn A MEDORAIR
Figure 71

DGA domain detected
Date:06/01/2016 17:48:41.40
DomainName:vmivkpqyunlqgfpl.infor
DomainlP:Unknown
DomainCountry:Unknown
ClientlP:10.30.6.201

RecordType:A

Result:NXDOMAIN

e Microsoft DNS- Server latency details

This report provides information related to latency of local configured and public servers.

Event Time Computer Mame Computer IP DHS Server Hame DHS Server [P DHS Server Type Latency in ms

OB 2016 174818 24 Contozo-WkS1 10306.21 Cortozso-DrSSYR2 10.30.6.12 Local DRS 100.18

OB 2016 17:48:18.34  Contozo-WkS1 1030621 Contozo-DrSSYR2 10.30.6.12 Local DRS 5.9

O0BMN2MME17.45:31 .34 Contoso-YWKS1 10306241 google-public-dns-b google.com 5544 Public DNS 516

0BMN 206174531 .50 Contoso-YkS1 1030621 rezolverd opendns com 20867 220222 Public DNS 6.19
Figure 72

Behavior Rule

e Microsoft DNS query traffic- This behavior rule assists an administrator to track unique
domains observed in DNS traffic.

Alerts

e Microsoft DNS: High error query count detected for domain - This alert is generated when
high error DNS traffic is detected from domains.
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Microsoft DNS: High error query count detected for type- This alert is generated when high
error DNS traffic is detected for error types.

Microsoft DNS: High error query count detected from client - This alert is generated when
high error DNS traffic is detected from clients.

Microsoft DNS: High query count detected for record type- This alert is generated when
high DNS traffic is detected for record types.

Microsoft DNS: High query count detected from client - This alert is generated when high
DNS traffic is detected from clients.

Microsoft DNS: High query count detected from domain - This alert is generated when high
DNS traffic is detected from domains.

Microsoft DNS: DGA domain detected - This alert is generated when DGA domain is
detected in DNS traffic.

Microsoft DNS: Suspicious DNS settings detected- This alert is generated when suspicious
DNS settings are detected in network’s workstations.

Microsoft DNS: Malicious domain detected- This alert is generated when malicious domain
is detected in DNS traffic.

Microsoft DNS: High DNS server latency detected - This alert is generated when high DNS
server latency is detected for local DNS servers.

Knowledge Object

Microsoft DNS query traffic - This KO aids an administrator to analyze and visualize all the
query logs generated by DNS servers.

Create Dashboards in EventTracker
Schedule Reports

1.

Open EventTracker in browser and logon.

EventTracker j 59
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My EventTracker

Configumation
Da=shboard

Explarer

Figure 73

2. Navigate to Reports>Configuration.

REPORTS CONFIGURATION

O Scheduled O Queuen:I @Deﬁned

REFORT GROUPS
3 SeCurity

j Campliance

j Operatians

? Flex

= s10400

5 amazon web Services

= Apache Vel Server

2 Barraruda MEssage Ar...

= Barraruda Spam Firew...

= Barracuda 551 ven
= centrify server suit...

[Z check paint

H:" :é: REFORTS CONFIGURAT IOM]: MICEOSOFT DRS
~

T

L

TITLE lREATED ON

Search

MODIFIED ON

O

hdicrasoft DS Least resalved damain caunt 847201 6 O4:10:58 Fhl

»1 Micrasaft DMS Server latency details EFA7201 B 03:52:34 PM

Microsoft DS DEA domain detection details §5A40201 6 02:531 54 P

Ir1 Microsoft DS balformed domain detection BW237201 6 045908 Phi

hdicrasaft DM5 falicious domain detection 23200 6014855 P

» 1 Microsaoft DWS Summary recard type count 227201 B 10:05:25 P

Micrasaft DMS Taffic details 227201 6 QB:50:32 PM

o o o o o o o oo

*1 Microsoft D5 Error domain count 127201 6 035642 P

£ 1 |s|af2 2 W]

Figure 74

SFA7201 B 04:10:58 P

EFA201 6 03:52:34 PM

52016 Q2:31:34 FM

A4F230201 6 045508 P

AF230201 6 01:46:33 Fh

S22 201 6 1000525 P

Af227201 6 08:50:32 PM

A 2F2016 03:36:42 PM

3. Select 'Microsoft DNS' in report groups. Check Defined dialog box.

4. Click on 'schedule’ © ]'

to plan a report for later execution.

EventTracker
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RE PORT WIZARD CAMNCEL < BACK MEXT =

TITLE: D5 SUSFICIOUS DS SETTIM G5 DETECTION DETAILS
LoGSs

Feview cast details and canfigure the publishing aptians. g
B F E Op Step B of 10 111 111]@

DI SK COST ANALYSIS

Estimated time far campletian: Q0008 S40HH: M55
Mumkber af cab{sh to be pracessed: 252

Awyailable disk space: 174 GE

Fequired disk space: 50 ME

Enable publishing aptian {Canfigure SMTF Server in manager canfiguration screen ta use this aptiany

Celiver results via E-mail
Matify esults via E-mail

Ta E-mail [Use cammal} ta separate multiple e-mail recipients]
Update status wia RS5  Select Feed |~

Shaw in nonge ~

Persist data in Eventwault Explarer

Figure 75

5. Choose appropriate time for report execution and in Step 8 check Persist datain
Eventvault Explorer box.

REPORT WIZARD CAMCEL | <BACK | NEXT>

TITLE: DS SUSPICIOUS DS SET TIMGS DETECT [OR DETAILS
DATA FERSIST DETAIL

Select calumns to persist

Stepd of 10 o000 8ES

RETENTION SETTING

Fetention perind: 7 days O

[ persist in database anly [Reports will not e published and will anly be stored in Bhe respective databasa]

SELECT COLUMMNS TO FERSIST

COLUMN NAME PERSIST
Dewice Mame
Dewice P
Device MAL
Device DHS

Figure 76
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6. Check column names to persist using PERSIST checkboxes beside them. Choose suitable
Retention period.

7. Proceed to next step and click Schedule button.

8. Wait for scheduled time or generate report manually.

Create Dashlets

1. EventTracker 8 or later is required to configure flex dashboard.
2. Open EventTracker in browser and logon.

Incidents

Compliance

Event-0-Meter
Flex

Incidents
MHews
Dperations
Security

Threats

Figure 77

3. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.

Incidents Behavicr search Reports My EventTracker Change Audit Config Assessment

FLEX DASHBOARD @EAREONO

Figure 78

4. Click ® to add a new dashboard.
Flex Dashboard configuration pane is shown.
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7.
8.
9.

FLEX DASHBOARD

Title

Microsaft DHS

Description

Windows DS Server

SAVE DELETE CANMCEL

Figure 79

Fill appropriate title and description and click Save button.

Click * to configure a new flex dashlet.
Widget configuration pane is shown.

WIDGET CONFIGURATION

WIDGET TITLE MOTE

DIMS- Suspicious DNS settings detected in last 24 hrs [54

DATA SOURCE

DMS- Suspicious dns settings detection details ~
CHART TYPE DURATION WALUE FIELD SETTING  AS OF
Donut e 24 Hours [v COUNT e Recent |~

AXIS LABELS [H-AXIS] LABEL TEXT

Device [P d

YWALUES [Y-RAHIS] WALUE TEXT

Select calumn

FILTER FILTER WALUES

Select colurnn | v ~

LEGEMD [SERIES] SELECT

Select calumn v Al >

TEST COMFIGURE

Figure 80

Locate earlier scheduled report in Data Source dropdown.
Select Chart Type from dropdown.
Select extent of data to be displayed in Duration dropdown.

10. Select computation type in Value Field Setting dropdown.

CLOSE

EventTracker j
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11. Select evaluation duration in As Of dropdown.

12. Select comparable values in X Axis with suitable label.
13. Select numeric values in Y Axis with suitable label.

14. Select comparable sequence in Legend.

15. Click Configure button to apply.

CUSTOMIZE WIDGETS

D Meraki Blacked web cantents t..

Figure 81

16. Click ‘customize’ “* to locate and choose created dashlet.

17. Click ® to add dashlet to earlier created dashboard.

Sample Dashboards

e Microsoft DNS-Error pattern in last 12 hrs

Serles: Error Type

B MEDOMAIN W SERVFAIL

0517 1435 -05/18 02,39

Figure 82
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e Microsoft DNS-Top queried domains with errors in last 12 hrs

Compefer: DNS SERVER-DLA

()

W upad. Toons local W symserverd Toons bocal M popeyel Toons. local
popeye.Toons bocal @ GLIOE Teons.locad M 11163, 192 in-addr apa

W _dap._top SMCSite._skes.do._medes. Toons local

B _Idap._top edsbifof c-4bf d-4hel D5I7-Z3EITE T ddco domains._msdes Toons. local
_dap._tep de._msdes. Toons loead

B _kerberoz, top. SMCSite._sites de._mades Toons kel

Q5717 02:30 - 0518 0238

Figure 83

e Microsoft DNS-Top querying clients with errors in last 12 hrs

Series: Computer
4300
4000
3500
3000
2300 -
2000 -
1500 -
1000

N
ol | I |
3 2
.

- =
e o

Count

H =
K S )

- A

o ) 1 o Qe ;
& 7 & w2 gf o & &
oV et & ¥ i ¥

Client Address

m DhS SERVER-DLA

05117 02:38-05M16 0230

Figure 84
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e Microsoft DNS-Record type patternin last 12 hrs

DS RECORD TYPE PATTERM IM LAST 12 HRE

9000
a00o
7000
G000
a000

Count

4000
3000
2000
1000

Series: Record Type

N A EALAS BPTR B 504 B SRY B ZERO

0517 1438 - 05716 0258

Figure 85

e Microsoft DNS-Top queried domains in last 12 hrs

Computer: DME SERVER-DLA

@

B ypad. Toons.local W teredo ipvE microsoft.com @ symeencerii. Toors Jocal

popeyed Toons.local M popeye Toons bocal M ocsp.usedrust .com

B oospooomodoca.com B _[dap._top.SMCSte._sies.do._medes. Toons local

_Map. _tep eddfifofc-dbfdé-dba ] Q537338271 Tdd oo domains._msdes. Toons. local

B _dap._tepde._medes. Toons. local

Q517 0239 - 05160238

Figure 86
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EventTracker

Secure. Comply. Succeed.

3

66



EventTracker: Microsoft DNS Server (Advanced)

e Microsoft DNS-Top querying clients in last 12 hrs

Seties: Computer
6000

5000
4000

3000

Count

2000

1000

Client Address

W DMS SERVER-DLA

05A17 0238 -05M1 602308

Figure 87

e Microsoft DNS-Malicious domains detected in last 12 hrs

Domzin Locatior: Chirs Domsin Location: Unted States

W atiack_page W phiching M botnet @ =tackpage

05719 06:56 - 05720 0656

Figure 88

O O
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e Microsoft DNS-Server latency in last 12 hrs

Series: DNS Server Name

100

Latency in ms

B google-public-dns-a.google.com @ google-public-dns-b.google.com B rainboved cortozo.com

051715153 -051803:13

Figure 89

e Microsoft DNS-DGA domains detected in last 12 hrs

Damain Courtry: Russia

B hundeschulegoeng.n

05721 Q807 - 05722 06:07

Figure 90

resclver2.opendns.com W resolverd opendns.com
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EventTracker: Microsoft DNS Server (Advanced)

e Microsoft DNS-Suspicious DNS settings detected in last 12 hrs
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