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EventTracker: Integrate Microsoft Hyper-V Server

About this Guide

This guide will facilitate a Hyper-V user to send windows logs to EventTracker Enterprise.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise 7.x or later and
Hyper-V applies to version windows 2008 and later.

Audience

Administrators who want to monitor Hyper-V using EventTracker Enterprise.

The information contained in this document represents the current view of Prism Microsystems Inc. on the issues
discussed as of the date of publication. Because Prism Microsystems must respond to changing market conditions, it
should not be interpreted to be a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under
copyright, this paper may be freely distributed without permission from Prism, as long as its content is unaltered,
nothing is added to the content and credit to Prism is provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other intellectual property
rights covering subject matter in this document. Except as expressly provided in any written license agreement from
Prism Microsystems, the furnishing of this document does not give you any license to these patents, trademarks,
copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious. No association
with any real company, organization, product, person or event is intended or should be inferred.

© 2016 Prism Microsystems Corporation. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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Introduction

The Hyper-V server role in Windows Server lets you create a virtualized server computing
environment where you can create and manage virtual machines. You can run multiple operating
systems on one physical computer and isolate the operating systems from each other. With this
technology, you can improve the efficiency of your computing resources and free up your hardware
resources.

Pre-requisites

e EventTracker 7.x or later should be installed.
e Hyper-V management tool should be installed.

Configuration

In order to send logs into the EventTracker Enterprise follow the below steps:-
Step 1: Open Event viewer in Hyper-V manager machine.
Step 2: Click on the following node as shown in the left side of the screen:

Expand Application and services logs>>Microsoft>>Windows and scroll down.

2] Event Viewer (Local) Event Viewer (Local)
% Custom Views -
& Windows Logs
[ Applications and Services Logs [0 |
2] Hardware Events S -
| Intel T3]  Toview events that have occurred on your computer, select the appropriate source, log or custom view node in the console tree.
& Internet Explorer By The Administrative Events custom view contains all the administrative events, regardless of source. An aggregate view of all the
'.—| Key Management Service logs is shown below.
] Media Center [ summary of Administrative Events n
Antimal
- IE” {matware Event Type EventlD  Source Log Last hour 24 hours 7 days ~
“ IEResp Critical - - - 0 0 ]
| OneCore Error - - - 118 958 1,043
I Shell Warning - - - 0 75 16
Information - - - 3.813 10.505 10.768 5
=] Microsoft Office Alerts
| Microsoft-1E Recently Viewed Nodes a
| Microsoft-IEDVTOOL/Diagnostic
| Microsoft-IEFRAME Mame Description  Modified Created A
! Multimedia-HEVCDECODER Applications and Service..  N/A 6/8/2016 6:31:33 PM 6/8/2016 11:50:46 AM
=] Symantec Endpoint Protection Client Applications and Service., N/A 6/8/2016 6:31:32 PM 6/8/2016 11:50:41 AM
_ [#] Windows PowerShell Applications and Service.. /A 6/8/2016 6:31:43 PM 5/24/2016 4:33:02 PM
£] Saved Logs Applications and Service... N/A 5/24/2016 4:38:04 PM 5/24/2016 4:37:55 PM v
4 Subscriptions
Log Summary »
Log Mame Size (Curr...  Modified Enabled Retention Policy @
Application 20,00 MB/...  6/28/2016 1:38:52 PM Enabled Overwrite events as nec...
Hardware Events 68KB/20.. 4/19/2016 1:39:15 PM Enabled Overwrite events as nec...
Internet Explorer 68 KB/1.0...  4/19/2016 1:3%15 PM Enabled Owverwrite events as nec...
Kev Management Service 68 KB/20...  4/19/2016 1:3%15 PM Enabled Overwrite events as nec... hd
Figure 1
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5 [ HealthCenter :
> [ Help -
> [ HomeGroup Control Panel | Quenview = |
> j HomeGroup Provider Service To view events that have occurred on your computer, select the appropriate source, log or custom view node in the console tree.
5> [£] HomeGroup-ListenerService The Administrative Events custom view contains all the administrative events, regardless of source. An aggregate view of all the
5 [l HotspotAuth logs is shown below.
’ _:I HotStart | Summary of Administrative Events =
> & Httplog
i g :;t::r":"v"’_';eonﬁg Event.Type EventID  Source Log Last hour 24 hours 7 days 2
5 |2 Hyper-v-Dynamic-Memery Critical - - N o o 0
2|79 Hyper-v-Hypenvisor Error - - - 12 1,247 2755
5 |15 Hyper-V-Netvse Warning - - - 1 102 269
» |2 Hyper-V-StorageVsP Information - - - 780 2.621 9.939 hd
> | Hyper-V-ViD
5 [ Hyper-v-uMms [ Recently Viewed Nodes -
> |5 Hyper-V-WMSP
» | Hyper-V-VmSwitch MName Description  Modified Created 2
» [ Hyper-V-Worker Applications and Service., N/A 6/8/2016 6:46:32 PM 5/24/2016 4:37:44 PM
> Chdcrs Applications and Service..  N/A 6/8/2016 6:47:26 PM 5/24/2016 £:37:40 PM
» [ lis-Configuration Applications and Service..  N/A 6/10/2016 12:0449 PM  5/24/2016 437:44 PM
» [ 15-Logging Applications and Service.. N/A £/8/201612:30:34 PM 5/24/2016 4:37:44 PM v
> [ IME-Broker
> [ IME-Candidatell
» [ IME-CustomerFeedbackManager RN LEY =
i g ::E-ﬁ):s;rmErFeedbackManagerUI Log Mame Size (Curr..  Meodified Enabled Retention Policy i
5 [ IME-JPLMP Application 20.00 MB/... 6/15/2016 2:17:52 PM Enabled COhverwrite events as nec...
5> [ IME-JPPRED Hardware Events 68 KB/20 .. 4/19/2016 1:3%:13 PM Enabled Qverwrite events as nec...
5> [ IME-JPSetting Internet Explorer 68 KB/1.0...  4/19/2016 1:3%:15 PM Enabled Ovenwrite events as nec..
5> [ IME-JPTIP Kev Manaaement Service 68 KB/20...  4/19/2016 1:3%:15 PM Enabled Overwrite events as nec.. <
> [ IME-KRAPI v
£ >
Figure 2

Step 3: Click on the required Hyper-V node in order to know the source like shown below:

> [ HAL "
» [ HealthCenter

Admin

MNumb

o [ HealthCenterCPL Level Date and Time Event ID  Task Category 2
» [ Help (i) Information 6/16/2016 4.41:43 PM M5 13003 MNone
» [ HomeGroup Contrel Panel @ Error 6/16/2016 4:41:43 PM Hyper-V-VMMS 15266 Mone
» [ HomeGroup Provider Service nformation A1 er-V- one
EH Group Provider 5 Infi 6/16/2016 441:42 PM Hyper-V-VMMS 13002 N
» [ HomeGroup-ListenerService (i) Informatian 6/16/2016 4:41:42 PM Hyper-V-VYMMS 18304 Mone
> ] Hotspothuth (i) Information 6/16/2016 4:41:33 PM Hyper-V-VMM3 13003 Mone
> 3 HotStart @ Error 6/16/2016 4:41:39 PM Hyper-V-VMMS 15266 Mone
» 3 Httplog (1) Informatian 6/16/2016 4:41:38 PM Hyper-V-VMMS 13002 None v
> & HttpService
5 [ Hyper-V-Config Event 13003, Hyper-V-VMMS X

» [2 Hyper-V-Dynamic-Memory
» [ Hyper-V-Hypervisor
» [ Hyper-V-Netvsc
» [ Hyper-V-StorageV/sP
> [ Hyper-V-VID
v [ Hyper-V-vMMS

i Admin

= Analytic

[&] Metwarking

[ Operational

[&] Storage
> [ Hyper-V-VMSP
» [ Hyper-V-VmSwitch

General  Details

The virtual machine 'New Virtual Machine' was deleted. (Virtual machine D 446081FA-42DC-4EAB-9F17-D713F041ECOZ)

» [ Hyper-V-Worker Log Name: Microsoft-Windows-Hyper-V-VMMS/Admin

» [ 1dCtrls Source: Hyper-V-VMMS Logged: 6/16/2016 441:43 PM
» [ 115-Cenfiguration Event ID: 13003 Task Category: None

> [ 115-Logging Level: Information Keywords:

» [ IME-Broker lean QWCTERA Caranikan nnnlA_ln Trnne lneal

Figure 3
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Sources which are considered are:

e Hyper-V-VMMS

e Hyper-V-Hypervisor

e Hyper-V-VYmSwitch

e Hyper-V-SynthNic

e Hyper-V-Worker

e Hyper-V-High-Availability

NOTE: Deploy EventTracker Agent in the Hyper-V manager machine in order to add the above
sources into the EventTracker agent.

https://www.eventtracker.com/wp-content/support-docs/How-to-Install-EventTracker-and-
Change-Audit-Agent.pdf

NOTE: We add the sources in order to receive real time logs into the EventTracker Enterprise.
To add the above specified source in agent configuration please follow the below steps.

Step 4: Select the Start >All Programs>Prism Microsystems> EventTracker.

Step 5: In EventTracker Control Panel, and select EventTracker Agent Configuration.

Step 6: Select Event Filters tab, and then click the Filter Exception button.

EventTracker j
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Esd FventTracker Agent Configuration (=
File Help
Select Systems
||-_‘rrT1-‘xNEEF= « | Agent bazed system
[ ] |
Manager destinations:
|I—.‘I'rv1-‘I.NEEF!
Services | Log Backup | Processes | Metwork Connections |
Logfile Manitar | File Transfer | Config Assessment | syslog FTP server |
b anagers | Ewvent Filters I System Monitor ] Manitar spps |
“'ou can choose ta filker out events that are not required. Once the filker iz zet,
all eventz matching the filker criteria will not be sent to the EventTracker
M anager. vou can alzo configure adwanced filker options zuch az bo zend only
specific events or chooze ta filker out zpecific events.
Ewent Types
| Ewent Logs -
1 2pplication I Eror
[ Cizco AnyConnect WP Clisnt I Wwiarning
] HardwareEvents v Information
[J Intemet Explorer [+ Audit Success
] KeyManagement Service 1 i i
M1 Media Center .
i 0 b [ Critical
I Enable SID Translation [ Verbose
Ewent Deszcription: ¢ Clazsic  + =ML
| Filter Exception | Advanced Filkers

Figure 4

Filter Exception window displays.

Step 7: Click the New button.

EventTracker '-j
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K Filter Exception = [=][=]
'ou can chooze to monitor zpecific events i they match a filker cntena. Specify the detailz of the
events that you would like to monitor,
Ewample: 'ou may want to filker out all Information events ather than those received from the wWeb
Service. Todothiz, get the Information filker and add a Filter Exception with Event Source az 'Web
Service,
Log Type | Event Tupe | Cate... | Eve.. | Source | Izer | D escription -
i 102 Microzaft-... [
1] 100 Microsoft-...
Audit Success 1] 593
Audit Success 1] h92
Audit Success 1] A12
Audit Success 1] A13
Audit Success 1] A1k
Audit Success 1] a17
Audit Success 1] 520
Audit Surress I} R i
4| i | »
W= Edit Delete Find Cloze
Figure 5
Event Details window displays.
Step 8: In Match in Source: box, enter ‘Microsoft-Windows-Hyper-V .
Ed Mew Event Details e

Evert Details [emply leld impbes all matches)
Log Type :

[
Event Type:
| =

Category :

: -
[ Hyper V-High-Availability

Match in Event Descr

Event |D ;
|

Match in Llzes :

‘Match i Event Deser’
. tands for AND condition ]

Fou negating the result of match oper

rultipds stmics, Hhen the result of Bhe
o] e e o e sl
E xarnple
[$NOTSLogon Type: dilogon Typs

T b sring

ortain "Logon Tepe: 4" o "Logon Type: 5 in the de

F re ind i i I

oy, predes Uh

oS &l

LgTr ST sk wnth &8 o ]

ith "EHOTET" I there e
eqated Only one “TSNOTS]"

meabch all &vents that D0 NOT

iphor

Cancel |

Figure 6
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Step 9: Click the OK button.

Step 10: Step 7, Step 8 and Step 9 must be followed in order to add the above sources which are

mentioned into the filter exception.

Step 11: Save the configuration and Close the EventTracker Agent Configuration window.

-

ke EventTracker Agent Configuration
File Help

(=

Select Spstems

B |

Manager destination=s:

[ETMaNGER | Agent based spstem

ETMANAGER
Services | LogBackup | Processes |

Managers Event Filters | Swstern Manitar

zpecific events or chooze ta filker out zpecific events.

M etwark, Connection

g |

Logfile Moritor | File Transfer | Canfig Azsessment | suzlog FTP server |

] kanitor Apps |

You can chooze to filker out events that are not required. Once the filker iz zet,
all events matching the filker criteria will not be zent ta the EventTracker
M anager. Y'ou can alzo configure advanced filker optionz such az to send only

Ewvent Types
| Event Logs -
[ Application [ Emor
[l Cisco &nyConnect YPH Client v \w/arning
[] HardwareE vents v [nformation
[ Internet Explorer W Audit Success
[ EeyManagement Service 5 [ &udit Eailure
M1 Media Ceanker =
4 [T b B CIItII:Ed
[ Enable 510 Tranzlation | Verbose
Event Dezcrption: & Classic & XL
Filter Exception | Adwanced Filkers |

Save Cloze

Figure 7
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EventTracker Knowledge Pack

Once Hyper-V events are enabled and Hyper-V events are received in EventTracker, Alerts and
Reports can be configured in EventTracker.

The following Knowledge Packs are available in EventTracker to support Hyper-V monitoring.

Categories

e Hyper V: Image management service status
This report provides information related to image management service, i.e whether the
image management service has started or stopped.

e Hyper V: Switch port created
This report provides information related to virtual switch port created.

e Hyper V: Virtual machine operational message
This report provides information related to virtual machine operational messages which
explains whether the machine was restored, started, saved, paused, resumed, reset and
reset by the guest operating system.

e Hyper V: Virtual SAN management
This report provides information related to SAN management, i.e. whether the Storage area
network has been created or deleted.

e Hyper V: Virtual switch created
This report provides information related to virtual switch which has been created.

e Hyper V: Virtual switch deleted
This report provides information related to virtual switch which has been deleted.

e Hyper V: Virtual switch setup started
This report provides information related to virtual switch whose setup has been started.

e Hyper V: VM failed to unregister

This report provides information related to un-registered virtual machine that explains
regarding the configuration of the machine where an error occurs to be failed.

e Hyper V: New partition created
This report provides information related to a partition which has been created.

e Hyper V: Partition deleted

EventTracker j 9
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This report provides information related to a partition which has been deleted.

e Hyper V: Virtual disk compacted
This report provides information related to virtual disk which has been compacted.

e Hyper V: Virtual disk converted
This report provides information related to virtual disk which has been converted.

e Hyper V: Virtual disk create failed
This report provides information related to virtual disk which has failed to create.

e Hyper V: Virtual disk created
This report provides information related to virtual disk which has been created.

e Hyper V: Virtual disk expanded
This report provides information related to virtual disk which has been expanded.

Alerts

e Hyper V: System create failed
This alert is generated when a system fails to create for the given path.

e Hyper V: Virtual machine deleted
This alert is generated when virtual machine is deleted.

e Hyper V: Virtual machine shutdown
This alert is generated when virtual machine is shutdown.

e Hyper V: Configuration error
This alert is generated when a configuration error has occurred in the system.

e Hyper V: Network adapter create failed
This alert is generated when a network had failed to create a network adapter.

e Hyper V: Network conflict
This alert is generated when a network conflict has occurred at another adapter.

e Hyper V: Network resource error
This alert is generated when certain type of network resource error has occurred.

EventTracker j 10
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Reports

e Hyper V-Virtual hard disk partition management

This report provides information related to hard disk partition management that explains

about hard disk partition and the value of partition.
SAMPLE LOG:

EI 6/16/2016 2:23:00 PM 16641 PMPL-4-KP / WMESX3 SYSTEM NT AUTHORITY

Description:
Hyper-V successfully created a new partition (partition 6).

Event Type: Information
Log Type: Microsoft-Windows-
Hyper-V-Hypervisor-Operational

Category Id: 0 <EwentData><Data Name="Partitionld">6-</Data></EventData>
=] 6/16/20161:56:27 PM 16642 PNPL-4-KP / VMESX3 SYSTEM NT AUTHORITY
Event Type: Information Description:

Log Type: Microsoft-Windows- Hyper-\ successfully deleted a partition (partition 41).

Hyper-V-Hypervisor-Operational

Category Id: 0 <EventData><Data Mame="Partitionld">41</Data></EventData>
Figure 8
SAMPLE REPORT

LogTime Computer Partition Status
08/03/2016 09:38:35 AN WMESX3 deleted
08/032016 09:38:35 AN WMESHI deleted
08/03/2016 09:38:35 AN WMESX3 created
08/032016 09:38:35 AN WMESHI created

Figure 9

e Hyper V-Virtual SAN management

Microsoft-Windows-Hyper-V-Hypervisor

Microsoft-Windows-Hyper-V-Hypervisor

Partition Humber
partition S0

partition S0
partition G4
partition G4

This report provides information related to SAN management that is whether the Storage

area network has been created or removed.

SAMPLE LOG:
H
IEI 6/14/2016 5:29:46 PM 32190 PMNPL-4-KP / PHPL-4-K. . Michel TOONS
Event Type: Information Descri Ptiﬂ_ﬂi ) .
Log Type: Microsoft-Windows- A new virtual AN with name Computing was created
Hyper-V-¥MMS-Admin
Category Id: 0
IEI 6/14/2016 5:29:11 PM 32191 PNPL-4-KP / PMPL-4-K.. Michel TOOMNS
Event Type: Information Description:

Log Type: Microsoft-Windows- Virtual SAN with name Computing was removed
Hyper-V-VMMS-Admin

Category Id: 0

Figure 10

Microsoft-Windows-Hyper-V-WVMMS

Microsoft-Windows-Hyper-V-WVMMS

EventTracker 'j
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SAMPLE REPORT
LogTime Eventlser Computer Storage Area Network Name Status
08/0%2016 12:359:26 PM Wichel PMPL-2-KP Computing created
0602016 12:39:31 PM Kichel PHPL-4-KP Computing removed

Figure 11
e Hyper V-Virtual switch port created
This report provides information related to virtual switch created where it explains about
which switch is created along with their port name.

SAMPLE LOG
IEI 6/15/2016 11:58:58 AM 26004 PMPL-4-KP / PNPL-4-K... SYSTEM NT AUTHORITY Microsoft-Windows-Hyper-V-VMMS
Event Type: Information Description:
Log Type: Microsoft-Windows- Switch port created, switch name = "2BBE2297-BESB-45E2-9F0E-OBE748EG9688", switch friendly name = "switch 1", port name = "53F7ECAF-
Hyper-V-VMMS-Networking 51C6-4346-994A-BBD6D6A4DCE4", port friendly name="switch 1".
Category I1d: 0
Figure 12
SAMPLE REPORT
LogTime Computer Switch Hame Port Hame
08/01/2015 05:04:35 PM PHPL-4-KEP Mew Virtual Switch  New Virtual Switch
08/07/2016 03:04:34 P PHPL-4-KP Mew Virtual Switch  New Virtual Switch
08/07/2016 03:04:34 PM PHPL-4-KP Mew Virtual Switch  Mew Virtual Switch_External
|DE.I'I}?I2EI-1E 04:15:12 PM PHPL-4-KP Mew Virtual Switch  New Virtual Switch
08/07/2015 04:19:41 PM PHPL-4-KEP Mew Virtual Switch  New Virtual Switch
Figure 13

e Hyper V-Virtual machine create
This report provides information related to virtual machine that is it explains about whether
the virtual machine has been created.

SAMPLE LOG
LNG: TINSE EVENMT i SITE  COMPLITER USER EMCHRAAIN SOURCE
G016 EAT-20 PM B34 PHPLA-KP [ PHPL 4K Michal TOONS Iicroesoft-Whrsd owes- Hyper W AVMIMS
Event Type: informaton Desersption
Log Type Apolcanan The system successhully created “Trimaytinypeniroover vinds™, A new virmual machine “roover™ was created, (Virtual machine [0 431 FSE5E-
Category kd-0 M TA-A0FFFT 00695 11 BaSaFE)
Figure 14
SAMPLE REPORT
EventTracker § 12
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LogTime Eventlser Computer Machine Name File Path Of Hard Disk
06/3042016 054720 PM michel PNPL-&-KP roover D:imay\hyperviroover.vhdx
Figure 15

e Hyper V-Virtual machine operational message
This report provides information related to virtual machine operational messages which
explains whether the machine was restored, started, saved, paused, resumed, reset and
reset by the guest operating system.

SAMPLE LOG
G BFI016 1:55:24 PM 1B%10 PHPLA-KP ¢ YIS Michel MHTVIRTUAL MACH Microsoft-Windows Hyper V-Worker
Event Typa: Informatan ﬂ“_‘"?”“_"'- k 3 gt
Log Typs: Microsaft. Windows WM d-ym T el sucesshully, [Virtuad mascnine |D CRCADT3C 482 B-+60 6-8EB6-EUSA33004854)
Hyper-¥-Worker-Admin
Category b 0
G016 113108 AM 18512 PHPL--KP [ VMEDG Michel T VIRTLIAL MACH... Microsaft- Wintcws-Hyper-V.iWorkes
Event Type: Informaton Dascription.
Log Tyme: Microsolt Windows: “Vimetadumn” was reset [Virtal machine ID CFCADT I 4B2B-46C6-BERS. EN5438004834)
Hyper-V-Worker-Admin
Category id: 0
Figure 16
SAMPLE REPORT
LogTime Computer EventUser Machine Name Operation Message
05272016 041223 PM VMESX3 michel Wmesx3-vm3 rezet by the guest operating
system.
0S/272016 07,0839 PM  VMESX3 michel Wmesx3-VM2- Testing  turned off.
0572712016 070914 PM  VMESX3 rachel Vmesx3-VM2- Testing  started success fulky
057302016 055538 PN WVNESX3 renalding YMEsx3-vmi reset.
06/032016 09:41:13 AM  PNPL-4-KP donald windows 7 saved successfully
05/032016 09:43.29 AM  PNPL-4-KP jehnathan windows T restored successfully.
06/08/2016 04:20:20 PM  PNPL-4-KP roger windows T paused.
05/08/2016 04.20:27 PM  PNPL-4-KP jehnathan windows T resumed.
Figure 17

e Hyper V-VM failed to unregister
This report provides information related to un-registered virtual machine that explains
regarding the configuration of the machine where an error occurs to be failed.

SAMPLE LOG

EventTracker 'j 13
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=) 6/27/2016 12:07:59 PM 21502 PNPL-4-KP { Hyperv3 SYSTEM MNiA Microsoft-Windows-Hyper-V-High-Availabil....
Event Type: Error Dea:cription: ) i e ) ) N ) ) ;
Log Type: Application Virtual Machine Configuration Server1_VM" failed to unregister the virtual machine with the Virtual Machine Management Service.
Category Id: 0
Figure 18
SAMPLE REPORT
LogTime Computer Machine Hame
08/21/2016 07.00:30 PM HYPERWV3 "Wirtual Machine Configuration
Server! VM
Figure 19

e Hyper V-Image management service status
This report provides information related to image management service that is whether the
service has been started or stopped.

=] 6/27/201612:09:57 PM 15201 PMNPL-4-KP / Hyperv2 SYSTEM NAA Microsoft-Windows-Hyper-\-Image-Manageme...
Event Type: Information Description:
Log Type: Application The Hyper-V Image Management service stopped.
Category Id: 0
=] &/27/2016 12:09:57 PM 15200 PMNPL-4-KP / Hyperv2 SYSTEM NAA Microsoft-Windows-Hyper-V-Image-Manageme...
Event Type: Information Description:
Log Type: Application The Hyper-V Image Management Service started.
Category ld: 0
Figure 20
LogTime Computer Status

0802172016 03:23:24 PM HYPERWZ started
0802172016 03:23:24 PM HYPERWZ started
0802172016 03:23:24 PM HYPERWZ started
0802172016 03:23:24 PM HYPERWZ started
0802172016 03:23:24 PM HYPERWZ stopped
0802172016 03:23:24 PM HYPERWZ stopped

Figure 21

e Hyper V-Virtual disk image management
This report provides information related to virtual disk image management which explains
about different managements like create, convert, expand, compact, or failed to create etc.

EventTracker 'j 14
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SAMPLE LOG

=] 6/27/2016 12:11:48 PM
Event Type: Error

Log Type: Application
Category Id: 0

(5] 6/27/2016 12:11:48 PM
Event Type: Error
Log Type: Application
Category Id: 0

=] &/27/2016 12:11:48 PM

Event Type: Error
Log Type: Application

15105 PNPL-4-KP / Hyperr-V... SYSTEM MNiA Microsoft-Windows-Hyper-V-Image-Manageme...
Description:

The system successfully expanded "E:\VMachine\Virtual Machines estS.vhd™.

15101 PNPL-4-KP / Hyperr-V... SYSTEM MiA Microsoft-Windows-Hyper-V-Image-Manageme. ..

Description:
The system successfully compacted "E:XVMachineWirtual Machines est1.vhd".

15107 PNPL-4-KP / Hyperr\... SYSTEM MIA Microsoft-Windows-Hyper-V-Image-Manageme...

Description:
The system successfully converted "EX\WWMachineWirtual Machines est3.wvhd".

Figure 22

SAMPLE REPORT

LogTime Computer File Path Hame Status

06/20/2016 06:49:12 PM HYPERR-V2 E:WMachine\Wirtual failed to create
Machinesest? vhd

082002016 064512 PM HY"PERR-V2 EWMachine\Wirtual successfully converted
Machinesest3d.vhd

082002016 064512 PM H""PERR-V2 E:WMachine\Wirtual successfully created
Machinezestd. vhd

062002016 06:45:12 PM HY'PERR-WV2 E:\WMachine\Wirtual successfuly expanded
Machinesest5.vhd

062002016 064912 PM H""PERR-V2 E:WMachine\Wirtual successfully compacted

Machinesest1.vhd

Figure 23

e Hyper V-Virtual Switch management
This report provides information related to virtual switch management that explains about
whether the virtual switch has been created or deleted or set up.

SAMPLE LOG

=) 6/27/2016 12:15:49 PM
Event Type: Information
Log Type: Application
Category Id: 0

5] &/27/201612:15:49 PM
Event Type: Information
Log Type: Application
Category Id: 0

EI 6/27/2016 12:15:49 PM

26000 PNPL-4-KP / Hyper-V3 SYSTEM N/A Microsoft-Windows-Hyper-V-VMMS
Description:

Switch created, name="DFC3AB2F-C7CF-4F49-B470-9F64004DD1B2", friendly name="test".

14020 PNPL-4-KP / Hyper-W3 SYSTEM MNiA Microsoft-Windows-Hyper-V-VMM5
Description:

Switch set up, name="DFC3AB2F-C7CF-4F49-B470-9F64004DD1B2", external port="9F64004DD1B2", internal port="69F3266FIEBO", NIC="C7CF-

4F49-B470", internal name="D03C-4B49-8171", internal friendly name="Virtual machine test".
26000 PNPL-4-KP / Hyper-W3

SYSTEM N/A Microsoft-Windows-Hyper-V-VMMS5

Figure 24
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SAMPLE REPORT

LogTime Computer Machine Name  Status

06/21/2016 12:53.57 PM HYPER-W3 test created

06/21/2016 12:53.53 PM HYPER-V3 test deleted

06/21/2016 12:53:58 PM HYPER-V3 Virtual machine setup
test

08/21/2016 12:53.58 PM HYPER-W3 Virtual machine set up
test

Figure 25

Importing Hyper-V knowledge pack into
EventTracker

1.

Launch EventTracker Control Panel.

2. Double click Export Import Utility, and then click Import tab.

Import

Templates
Category
Alerts
Parsing rules
Flex Reports

NOTE: Importing should be in the same order as mentioned above.

EventTracker ‘j
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1

Secure. Comply. Succeed.

EventTracker

4

TrapTracker

ntTracker'j

IEve

1%

EventVault

EventTracker Control Panel

Control Panel
i

'y

Diagnostics Export Import
Manager Utality
% l :; / :
Traffic Analyzer Agent SCAF Profile
Manageme... Editor
: ] E‘
Change Audit About
EventTracker

E-mail: support@Ewvent Tracker.com

81
2

Append
Archives

3¢

Port
Configuration

Category

Figure 26

1. Click Category option, and then click the browse B button.

EventTracker
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5%
‘Expart Import |
1. Provide the path and file name of the Categones file. Use the "..." button to browse and locate the impart file.
2. Click. the Import buttan,
— Options — Location
{* Category
" Filterz
" Alerts
" Systems and Groups Source :
I".iscat |
" FS5 Feeds
" Feports
" Behavior Rulss
" SCAP
" Token Valus
Import Cloze
Figure 27
2. Locate All Hyper V Categories.iscat file, and then click the Open button.
3. Toimport categories, click the Import button.
EventTracker displays success message.
Export Import Utility =
:I Selected category details are imported successfully,
Figure 28
4, Click OK, and then click the Close button.
EventTracker 18
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Alerts

1. Click Alerts option, and then click the browse D button.

=T
Esport Import |

1. Provide the path and file name of the Alerts file. Use the ' button to browse and locate the impart file.

2. Click, the Import button,

—Options ——— [~ Location

" Categaory

£ Fiters ¥ Impart E-mail settings

& Alerts Set Active

. P Thiz zetting is applicable only for imports from Legacy
r * Only i notfications set [wEw] Alert files. For w7, the active statuz will be set
Systems and Groups bazed on "dotive' key available in the configuration
" By default section.
" RS55 Feeds
" Feports Source ;
" izalt |

" Behavior Fules

" SCAP

© TokenYalue

Impaort Close
Figure 29
2. Locate All Hyper V Alerts.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.
EventTracker displays success message.
Export Import Utility =

= \_ - - -
I:o_l Selected alert configurations are imported successfully,
- >

Figure 30
4, Click OK, and then click the Close button.

EventTracker ‘j
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Parsing rules

1. Click Token value option, and then click the browse D button.

E Export Import Utility

'E:-tport Impart |

=101 %]

~

i e B B B Bie e

o)

— Optionz

Category

Filkers

Alerts

Syztems and Groups
R55 Feeds

Reports

Behavior Rules
SCAP

Token Value

r— Location

1. Provide the path and file name of token walue file, Use the *..." button to browse and locate the import file.
2. Click the Import buttan

Source

" istoken

Impart

Cloze

2. Locate All Hyper V Parsing rules.istoken file, and then click the Open button.

Figure 31

3. Toimport tokens, click the Import button.

EventTracker displays success message.

Export Import Utility

Figure 32

4. Click OK, and then click the Close button.

EventTracker ‘j
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Flex Reports

1. Click Report option, and then click the browse D button.

% Export Import Utility

impon

1. Provide the path and file name of Schedule Report file. Use the '..." button to browse and locate the import file.
2. Click. the Import buttan

Mote ; If report(z] contains template, first import template and proceed with exportimport ukility,
Opticns Location
) Categam
) Filters
0 Alerts @ Legacy [".izzch) 0 Mew [".ators)
() Systemz and Groups Source :
“izsch E
~) RS5 Feeds
@ Repaorts
) Behavior Rules

) SCaP

~) Token Yalue

Import

|

Cloze

Figure 33

2. Locate All Hyper V Report.issch file, and then click the Open button.
3. Toimport scheduled reports, click the Import button.

EventTracker displays success message.

Export Import Ukility x|

| Selected reports configurations are imported successfully,

Ik |

Figure 34

4, Click OK, and then click the Close button.

EventTracker ‘j
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Templates

1. Click the Admin menu, and then click Parsing rule.

2. Select Template tab, and then click on ¥ ‘Import’ option.

PARSING RULE

Farsing Rule Template

GROUPS @ g -
Default Graup: Al
CHQLIE | & = TEMPLATE NAME ~ [EMPLATE GROUP NAME ADDED BY
Amazan Web Services @&
- A10 ADC Authenticat.. A10 Applicatian Delivery C.. Default ETAdmin
Apacheivet Server I @&
B A10 ADC T =ffic A10 Applicatian Delivery C.. Default ETAdmin
Centrify Server Suit... 1 f
Cisca [05Access Den.. Cisca |05 ETAdmin
Checkpaint ] &
Cisca I05-Canfigurati... Cisca 105 ETAOmin
Cisca ACS | &
) Cisca [O5Fart Status.. Cisca |05 ETAdmin
Cisca 454 ] &
L HF PraCurve-Fart Sta.. HP 2520GHF 2520 HF 255 Default ETAdmin
Cisca 105 @&
- HF PraCurve-5ecurity... HPF 2520GHF 2520,HF 2535, Default ETAdmin
Cisca IranPart E54 I 49?
CISCO Iranpart WS4 I &
Cisca 156 ] &
Clavister firewall ] f

Figure 35

3. Click on Browse button.

SELECT FILE Mo file selectad. T

Mote: Please select file of type *.ettd {eventtracker template dashlets),

Mo data found

Figure 36

ADDED DATE

B/25f201507:56:50 Fh

B/25201507:56:50 Fh

10ATR05053352:42

10772015 064845

10 67201 506:27:54 .

BAB201504:16:51 P

BABF201505:55:25 P

ACTIVE

E B B B &8

=

o)

]
=l
O
=l
|
=l
O
=l

-
EDIT

S

S8 888 &

L

DELETE MOWE TO GROLUP

4. Locate All Hyper V Template.ettd file, and then click the Open button

m

EventTracker ‘j
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|| TERIFLATE MR SEPARATTH TURSFLATE [ESCRIFTEON

Figure 37

5. Now select the check box and then click on ¥ ‘Import’ option.
EventTracker displays success message.

Template(s) imported successfully

Figure 38

6. Click on OK button.

\Verifying Hyper-V knowledge pack in

EventTracker

Categories

1. Logon to EventTracker Enterprise web interface.

2. Click the Admin menu, and then click Categories.

AN CATT

ALHAT Y

GHTHIP HALE

EventTracker j
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3. In Category Tree to view imported categories, scroll down and expand Hyper V group folder
to view the imported categories.

CATEGORY MANAGEMENT

Category Tree Search

+-[=3 McAfee Intrushield
[, McAfee Sidewinder Firewall

t_rB Microsoft Forefront

trB| Microsoft Windows Hyper V

trB Microsoft Windows RRAS
trB Motorola

trB MySQL

+ B Metscreen

+-[=1 Paloalto

B Raritan Commandcenter secure gatew:

trB RSA SecurlD

t_rB Ruckus Wireless ZoneDirector
t_[ B Snort

trB Solaris BSM

trB Sonicwall UTM

t_rB Sophos Enterprise Console

[= Sophos UTM

trB SOX

Alerts

Total category groups: 356 Total categories: 3,161

Last 10 modified categories

NAME

Microsoft Windows Hyper V-Import and export
Microsoft Windows Hyper V-5AN management
Microsoft Windows Hyper V-Configuration store
Microsoft Windows Hyper V-Switch created
Microsoft Windows Hyper V-Integration service
Microsoft Windows Hyper V-Virtual machine deleted
Microsoft Windows Hyper V-Virtual machine created
Microsoft Windows Hyper V: System created
Microsoft Windows Hyper V: System create failed

Microsoft Windows Hyper V: Virtual machine operational message

Figure 39

1. Logon to EventTracker Enterprise web interface.

2. Click the Admin menu, and then click Alerts.

3. In Search field, type 'Hyper V", and then click the Go button.

MODIFED DATE

6/16/2016 11:52:55 AM

6/14/2016 6:51:36 PM

6/14/2016 4:31:02 PM

6/14/2016 2:58:46 PM

6/14/2016 12:48:33 PM

6/13/2016 5:15:02 PM

6/13/2016 4:21:56 PM

6/10/2016 6:36:50 PM

6/10/2016 5:46:02 PM

6/10/2016 12:49:43 PM

Alert Management page will display all the imported Hyper V alerts.

MODIRED BY

ETAdmin

ETAdmin

ETAdmin

ETAdmin

ETAdmin

ETAdmin

ETAdmin

ETAdmin

ETAdmin

ETAdmin

EventTracker ‘j

Secure. Comply. Succeed.

24



EventTracker: Integrate Microsoft Hyper-V Server

ALERT MANAGEMENT : Hicrosoft Windows by (@)

A4,

+| Chek ‘ctivate Now' a%ter makng 8 charges Total: 2

FORWARD  FORVARD  FUMEDUAL - RELIEDUAL
O ALERT HAME THREAT ACTMVE EMAL MESSAGE W55 A5 A5 AETICH - ACTION APPLIES TO
' Hup sune e B
[ Merosof Windows: Hyper - System Madiurm 0 (|| O 0 O O 0 [0 vnedcrens 200 12 and tar
oW - O O O O O O O
Figure 40

4. To activate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays message box.

Successfully saved configuration.

Figure 41

5. Click OK, and then click the Activate Now button.
NOTE:

You can select alert notification such as Beep, Email, and Message etc. For this, select the
respective checkbox in the Alert management page, and then click the Activate Now button.

Tokens

1. Logon to EventTracker Enterprise web interface.
2. Click the Admin menu, and then click Parsing Rules.

The imported Hyper V tokens are added in Token-Value Groups list.

EventTracker '-j 25
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PARSING RULE

Farsing Rule Templace

@ AQ
Microsoft Windows: Hy_| ]

[ misay e TCHOEN HAME TAG
I

] [ rt fre
@
& O e
.
@
@
@
@
.

Figure 42

Reports

1. Logon to EventTracker Enterprise.
2. Click the Reports menu, and then select Configuration.
3. In Reports Configuration pane, select Defined option.

EventTracker displays Defined page.

4. In search box enter Hyper V, and then click the Search button.

EventTracker displays Flex reports of Hyper V.

SEFMRATUNE

TERABIMAT O

EventTracker j
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REPORTS CONFIGURATION
Oscheduled O Queued @ Defined Search QQ

ooo
BEn 3 :MICROSOFT WINDOWS HYPER V

REPORT GROUPS a8 REPORTS CONFIGURATION : MICROSOFT WINDOWS HYPER
k= Mcafee Firewall il @& ~

@i A Total: 9
[= Microsoft Windows Hy... |‘|l|_ @

-

] TIMLE CREATED ON MODIHED ON

[3 wicrosoft windows RR... T @
icrosoft Windows er V-Import and export 54 00 i [+
. D i ft Wind Vol d 6/16/2016 11:54:37 AM  6/16/2016 12:00:05 PM

B office 365 i &
B OKTA S50 TW_ @ D }:E:{ IMicrosoft Windows Hyper V-SAN management 6/14/2016 6:53:18PM  &/14/2016 6:53:46 PM +
=2 openons I‘m_ @

| @ Microsoft Windows er V-Resource management|( 6/14/2016 6:32:43PM  &6/15/2016 5:54:17 PM +
2 Paio Atto Firewall i & I

O }:E:{ IMicrosoft Windows Hyper V-Virtual machine manag|. 6/14/2016 6:21:05PM  6/14/2016 6:21:40 PM +
2 persistent iy @
B SEPM Tlm_ @ D @ IMicrosoft Windows Hyper V-Configuration store 6/14/2016 4:32:54 PM  6/14/2016 4:33:43 PM +
= snort 1] @ =

O £ 3 [Microsoft Windows Hyper V-Switch created 6/14/2016 3:00:57 PM  6/14/2016 6:19:28 PM +

ey o
Figure 43

Template

1. Logon to EventTracker Enterprise web interface.

2. Click the Admin menu, and then click Parsing Rules and click Template.

EventTracker "j
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PARSING RULE

Parsing Rule Template

McAfee Firewal [ @ ~ - i |

Microsoft Windows RR... @_ @

Q
=
=]

TEMPLATE NAME TEMPLATE DESCRIPTION ADDED BY ADDED DATE ACTIVE | EDIT

MysQL n &
Microsoft Windows Hy... Microsoft Windows Hyper V-..  ETAdmin  6/10/2016 4:12:28 PM O @

Office 365 il @&
Microsoft Windows Hy... Microsoft Windows Hyper V-.. . ETAdmin  6/16/2016 11:4732 AM O @

OKTA S50 il &
. Microsoft Windows Hy... Microsoft Windows Hyper V-.. ETAdmin  6/14/2016 12:25:48 PM | @

OpenDNS i &
. I Microsoft Windows Hy.. Microsoft Windows Hyper V- - ETAdmin  6/10/2016 6:34:15 PM O @

Palo Alto Firewall [} @
. Microsoft Windows Hy... Microsoft Windows Hyper V... ETAdmin  6/14/2016 6:48:11 PM O @

RRAS i &
. Microsoft Windows Hy... Microsoft Windews Hyper V-.. . ETAdmin  6/13/2016 3:38:08 PM O @

Snort IDS N &
= Microsoft Windows Hy... Microsoft Windows Hyper V-.. ETAdmin  6/10/2016 3:46:47 PM O @

Sonicwall UTM [} @

Sophos Antivirus @_ @

DELETE MOVE TO GROUP

Sophos Enterprise Co... @_ @

Figure 44

Create Flex Dashboards in EventTracker

NOTE: To configure the flex dashboards, schedule and generate the reports. Flex dashboard feature
is available from EventTracker Enterprise v8.0 and later.

Schedule Reports

1. Open EventTracker in browser and logon.

Wy EventTracker

Configuation
Dashboard

Explorer

Figure 45
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2. Navigate to Reports>Configuration.

REPORTS CONFIGURATION
Oscheduled O Queued ® Defined Search QQ F_’[

REPORT GROUPS @ REPORTS CONFIGURATION : MICROSOFT WINDOWS HYPER V
k= Mcafee Firewall Il @& «

@& Total: 9
B Microsoft Windows Hy... TIE @

Ll

| TITLE CREATED ON MODIFED ON

[3 microsoft Windows RR... TIL'- @
. | @ Microsoft Windows er V-Import and export 6/16/2016 11:54:37 AM  6/16/2016 12:00:05 PM ® = |+

[3 office 365 [ @
B OKTA 550 I‘m_ @ O }'E:{ Microsoft Windows Hyper V-5AN management 6/14/2016 6:53:18 PM  6/14/2016 6:53:46 PM @ = |+
B OpenDNS @_ @

| @ Microsoft Windows er V-Resource management | &/14/2016 6:32:43 PM  6/15/2016 5:54:17 PM +
[2 paio atto Firewal i @&

O }:E:{ Microsoft Windows Hyper V-Virtual machine manag.|. 6/14/207166:21:05PM  6/14/2016 6:21:40 PM @ 2 [+
[3 persistent I @
3 seem m& 0] £¥3 |Microsoft Windows Hyper V-Configuration store 6/14/2016 432:54 PN 6/14/2016 4:33:43 PM B
B Snort TW_ @ 4

| }:::{ Microsoft Windows Hyper V-Switch created 6/14/2016 3:00:57 PM  6/14/2016 6:19:28 PM +

o ey a
Figure 46

3. Select Hyper V in report groups. Check Defined dialog box.

4. Click on 'schedule’ & to plan a report for later execution.

EventTracker 'j
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REPORT WIZARD

TITLE: MICROSOFT WINDO
LOGS

HYPER V-VIRTUAL MACHINE MANAGEMENT

Review cost details and configure the publishing options.

DISK COST ANALYSIS

Estimated time for completion: 00:00:50(HH:MM:55)
Mumber of cab(s) to be processed: 10

Available disk space: 245 GB

Required disk space: 50 MB

Enable publishing option {Configure SMTP Server in manager configuration screen to use this option)

Deliver results via E-mail

Motify results via E-mail

To E-mail [Use commal,} to separate multiple e-mail recipients]

Update status via RSS | Select Feed |

Show in none bl

Persist data in Eventvault Explorer

Figure 47

CANCEL

Step 8of 10

< BACK NEXT =

9989080

EventTracker "j
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REPORT WIZARD

B TION 1T
ters r
m
LECT Al PER T
COLLIR MAME FEREEST 2!
A
e bl
=i
AKarun Hame |
A =
A =

Figure 48

5. Check column names to persist using PERSIST checkboxes beside them. Choose suitable
Retention period.

6. Proceed to next step and click Schedule button.
Wait till the reports get generated.

~

Create Dashlets

1. Open EventTracker in browser and logon.

EventTracker j 31
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Incidents

Attacks
Compliance
Event-O-Meter
Flex

Incidents

Crperations

Security

Figure 49

3. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.

FLEX DASHBOARD

Title

Microsoft Windows Hyper-V

Description

Microsoft Windows Hyper-V

AVE DELETE CAMCEL

L
I

Figure 50

4. Fill suitable title and description and click Save button.
5. Click ™ to configure a new flex dashlet. Widget configuration pane is shown.

EventTracker ‘j
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WIDGET CONFIGURATION

Windows Hyper-V-\rtual maching operatonsl mesage

Figure 51

6. Locate earlier scheduled report in Data Source dropdown.
7. Select Chart Type from dropdown.
8

Select extent of data to be displayed in Duration dropdown.

9. Select computation type in Value Field Setting dropdown.
10. Select evaluation duration in As Of dropdown.

11. Select comparable values in X Axis with suitable label.

12. Select numeric values in Y Axis with suitable label.

13. Select comparable sequence in Legend.

14. Click Test button to evaluate. Evaluated chart is shown.

EventTracker j
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MICROSOFT WINDOWS HYPER-V-

Machine Mame: Vmest3-VM2- Testing Machine Name: Vmesc3-¥i3- Testing

W twnee o B stenes soscassiully Bl seees soooeasiully !

B cesel by The guest coarsding pyrem " o P —— Wr
WiV Tealing Vmesal. WM 3 Teating
LagEl COUNT LApEL | CouNT
tmed gt 8| | staried succesatuly 2
siated puccesa iy 12| | savedsuccessiaty 2
saved succenshily 2
rent 73
redel by ihe guest nnf:rt!rg_my?:um g__
Figure 52

2. If satisfied, click Configure button

CUSTOMIZE WIDGETS

[ Microsoft Windows Hyper V-Virt...

Figure 53

3. Click ‘customize’ @ to locate and choose created dashlet.
4, Click @ to add dashlet to earlier created dashboard.

EventTracker "j 34
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Sample Dashboards

For below dashboard DATA SOURCE: Hyper-V-Virtual machine operational

WIDGET TITLE: Hyper-V-Virtual machine operational
CHART TYPE: Stacked Column

AXIS LABELS [X-AXIS]: Operation message

Label Text: User Name

FILTER: Machine Name

FILTER Values: Vmesx3-VM2- Testing

1. Hyper-V-Virtual machine operational message.

MICROSOFT WINDOWS HYPER-V-VIRTUAL MACHINE OPERATIONAL MESSAGE & @ B ,;:
achine Name: Vimesa3-yiz2- Testing Machine Mams: Ymesd-yidi- Testing
W tuned oft. I sarded woomatully B saved swoossshilly Y]
[ R R T e e el [ el fully B sawea
Figure 54
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