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Abstract

This guide provides instructions to configure MySQL to send the logs to EventTracker
Enterprise. It supports the following MySQL flavors: MariaDB and Percona MySQL.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise, and
MySQL Server 5.7, MariaDB 10.1 and Percona MySQL 5.6.31.

Target Audience

MySQL users, who wish to forward logs to EventTracker Manager.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted
to be a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without
limiting the rights under copyright, this paper may be freely distributed without
permission from Prism, as long as its content is unaltered, nothing is added to the
content and credit to Prism /s provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or
other intellectual property rights covering subject matter in this document. Except as
expressly provided in any written license agreement from Prism Microsystems, the
furnishing of this document does not give you any license to these patents, trademarks,
copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product, person or event is
intended or should be inferred.

© 2016 Prism Microsystems Corporation. All rights reserved. The names of actual
companies and products mentioned herein may be the trademarks of their respective
owners,
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Overview

MySQL, the most popular Open Source SQL database management system, is developed,
distributed, and supported by Oracle Corporation.

EventTracker collects and analyses the queries executed and enlightens an administrator
about database management, user management and table management.

Pre-requisite
* EventTracker Enterprise v7.x for reports and alerts should be installed.

» EventTracker Enterprise v8.x for configuring reports, alerts and flex dashboards
should be installed.

*  MySQL database should be installed.
* EventTracker agent should be installed on Windows MySQL database system.
»  Syslog should be enabled on Centos 7 MySQL machine.

* Firewall between EventTracker manager and MySQL system should be off or made
exception for port 14505.

NOTE: For Percona MySQL integration guide, Please check the following link:

http://www.eventtracker.com/wp-content/support-docs/Integration-Guide-Percona-
Server-MySQL.pdf

Below is the configuration for MySQL Server 5.7 and MariaDB 10.1.

Configuration for sending logs to
EventTracker

NOTE: The below configuration applies to MySQL 5.7 and MariaDB 10.1 and is supported on
Microsoft Windows and Centos 7.

1. On Windows: MySQL logs are consumed through Log File Monitoring (LFM).
2. On Centos 7: MySQL logs are forwarded using Syslog
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1. MySQL Windows Configuration

a. Toenable server auditing connect to MySQL database, login using administrative
credentials.

:s»Program Files“MariaDB 18.1“bin*mnyzgl —u root —p

AS SO POl - RN

Figure 1

b. server_audit.dll plugin is required to enable auditing, so check the plugins directory and
run the query SHOW VARIABLES LIKE 'plugin_dir’;

C:~Program Files“MariaDB 18.1%1ib“plugin™
___________________________________________ +
row in set (H_BHB secl

Figure 2

c. Ifyoudo not find the plugin file inside your plugins directory, download it and place it in the
plugins directory manually.

d. Install the plugin using command install plugin server_audit soname ‘server_audit.dll’;

e. To confirm the plugin is installed and enabled, run the query show plugins;

i SERVER_AUDIT i ACTIVE | AUDIT ! server_audit.dll

i GPL i

Figure 3

f. Setthe following on MySQL database

SET GLOBAL server_audit_events="CONNECT,QUERY, TABLE’;
SET GLOBAL server_audit_logging=0N;
SET GLOBAL server_audit_output_type=FILE;

g. Tosee the currently set variables use the command show global variables like
"server_audit’";
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r

[{none?>1* zshow variahles like ‘szerver_aunditx’;

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
+

sepver_audit_events
server_audit_excl_users
seprver_audit_file_path
server_audit_file_rotate_now
sepver_andit_file_rotate_size
server_audit_file_wrotations
seprver_audit_incl_users
server_audit_loc_info
server_audit_mode a
sepver_audit_owtput_type file
server_audit_guery_log_limit 1824
sepver_audit_svslog_facility LOG_USER
server_audit_syslog_ident muysgl-server_auditing
LOG_INFQ

sepver_audit. log
OFF

1888048

bl

sepver_audit_swslog_info
server_audit_syslog_priority

+
1
]

+
1
]
1
1
1
]
1
1
1
]
1
1
1
]
1
1
1
1
1
]
1
1
1
]
1
1
1
]
1
1

+

Figure 4
h. To verify auditing enabled, run query: Show global status like ‘server_audit’%}

ariaDB [{none?>]1>* show global status like ‘server_auditx’;
-~

VUariable_name

Server_audit_active
Server_audit_current_log
~autali :

[ -

i — =L 1
Server_audit_writes_failed

rows in set {A.BA@ sec)

Figure 5

i.  Now, click my.ini configuration setting file of MySQL.

j- In my.ini configuration setting file of MySQL, set the following:

server_audit_logging=0N
server_audit_output_type=file

server_audit_events=CONNECT,QUERY,TABLE

k. In Run, type 'services.msc” and then click OK. Restart the MySQL service.

l. Now connect to MySQL database and execute the queries by performing activities, logs are
written into server_audit.log file in the installation path of the MySQL.
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Configure log file monitor (LFM) for monitoring MySQL

To perform LFM configuration, deploy the EventTracker agent on MySQL machine. For this,
please refer EventTracker Agent installation guide. After installation of the ET agent, check

the steps to configure LFM.

1. Select the Start button, select Prism Microsystems, and then select EventTracker Control

Panel.
2. Click the icon EventTracker Agent Configuration.

k< EventTracker Agent Configuration

File Help

Selact Systems

MysaL
-

_w| Agent based system

Manager destinatons:

[EventTracker

Log Backup | Processes

Evert Fiters |

Services |
Managers ]

¥ Loglle Moritor

enthes, Matche:s cause an event 1o be genersted

Syztenm Monitor |

] File Transfer | Config Assessment | syslog FTP server |

|  Network Connections
Mondor Apps

Seatch log fles [vanious formats supported) for matching patiers speciied
here. Both individusl files az wel a3 folders can be montored for matchang

Loglile N ame

| File Type |

AddFie Name | View Fie Detas | [ Delete Fie Name |  Search Stings |

Save I

Close

Figure 6
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3. Click the button Add File Name and select the server_audit.log file which has been
generated and then click OK.

4. Select Get All Existing Log Files option.

5. In Select Log File Type drop down, select the Multiline option.

6. Enter the path of the MySQL logs.

k< Enter File name ot

"r'ou can configure the complete path of the log file or folder that needs to be monitored
along with the strings that need to be searched.

v GetAll Existing Log Files

Select Log File Type  [MULTILINE B
Thiz iz a genernc multiine Format,zupported with PRIFE SUFFEIMDEMTED formats.

Enter File name
| C:AProgram Files'\kySGLdatatserver_audit.log J

Enter Event zeparatar: | PREFI: j

E ach log meszzages beging with a recognizable string or pattern.
input can be a string or reqular expreszion[PCRE] that matches the beainning of log
MEeszages.

hd+{BMa]

2k, Cancel

Figure 7

7. Click the OK button.
8. Now, click the Search String button.
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Search String =l

Search Stings for - &'\ anuan\Sophos Antivinushsophos
logshlog.cev

ze a"*"in any column to match everny enti in the file

Cobumn Name ] search Sting

Add Stiing Edit Skrirg | D elete String |

Figure 8

9. Select Add String.

Search String ﬁ|

Search Strings for : C:\Program
FilezhhypS L \datahzerver_audit.log
dzea'* " in any column to match eveny entry in the file

Coluran M arme | Search String |
Text #

Add Strinig |

Delete String |

ok | Cancel |

Figure 9
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10. Select the string to configure, that needs to be searched in the selected logs. If any of
the string matches, then alog is generated.

Ed EventTracker Agent Configuration >
File Help

Select Systems
Pc-1

ﬂ Agent bazed sugtem

r

Manager destinations:
lPc-1

Log Backup ] Perfarmance ] Metwark Connections ]

tanagers ] Ewvent Filters ] Syztemn bonitar ] Manitor Processzes ] Services ]
Logfile Moritor l File Transfer ] Config &ssessment ] avzlog FTP zerver ]

[v Logfile Monitar
Search log files [warious formats supported] for matching patterns specified

here. Both individual files as well as folders can be monitared far matching
entrigz. Matches cause an event to be generated.

Logfile M arme

| File Type |
C:AProgram Files\MySOL v ata' zerver_auditlog

MULTILI...

...................................... Wiemw File Detailz | Delete File Mame | Search Stringz |

Save Cloze

Figure 10
11. Click Save

Logs will be sent to the EventTracker Enterprise.
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2. MySQL Centos 7 Configuration

a. Loginto Centos machine with administrative privileges.
b. Connect to MySQL database and verify for the audit plugin.

Figure 11

c. server_audit.so plugin is required to enable auditing. So check the plugins directory and
run the query show variables like 'plugin_dir’;

Figure 12

d. If youdo not find the plugin file inside your plugins directory, download it and place it in
the plugins directory manually.

e. Install the plugin using command install plugin server_audit soname ‘server_audit.so’;

f. Toconfirm the plugin is installed and enabled, run the query show plugins;

Figure 13

g. Access my.cnf configuration file, available at /etc folder.

h. Edit using text editor # vi my.cnf file and enable the following:

server_audit_events=CONNECT, QUERY, TABLE'
server_audit_file_path=server_audit.log
server_audit_logging = ON
server_audit_output_type = SYSLOG
server_audit_syslog_facility=LOG_LOCAL6

EventTracker *j 10
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i. Tosee the currently set variables with the command show global variables like
"server_audit’";

16 rows in =set (0.00 =

Figure 14

j. Toverify auditing is enabled, run the query: Show global status like ‘server_audit%;

4 rows in =zet (0.05 =ec)

Figure 15
k. Access rsyslog.conf on folder /etc. Enable syslog using text editor #vi rsyslog.conf file.

NOTE: Syslog can be enabled using TCP or UDP protocol.

Syslog enabled with TCP

Figure 16

EventTracker ‘j

Secure. Comply. Succeed.

11



EventTracker: Integrating MySQL Server

Syslog enabled with UDP

Figure 17

NOTE: The IP address should be that of EventTracker Manager Machine and the port '514".

|.  Restart MySQL service # /etc/init.d/mysqld restart and connect to MySQL database. Run
the queries and the logs generated will be forwarded to EventTracker Manager Machine
through Syslog.

EventTracker Knowledge Pack (KP)

Once logs are received in to EventTracker; Reports and Alerts can be configured into
EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to support MySQL.

Category

MySQL: Authentication failure
This category provides information related to user authentication failure.

MySQL: Authentication success
This category provides information related to user authentication success.

MySQL: User logoff
This category provides information related to user logoff from the database.

MySQL: User password changed
This category provides information related to password reset to an existing user
account.

MySQL: Root logins
This category provides information related to root logins.

MySQL: Root logon failure
This category provides information related to root logon failure.

MySQL: Create database
This category provides information related to creation of database by the user.

EventTracker *j 12
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MySQL: Delete database
This category provides information related to database dropped by the user.

e MySQL: Create user
This category provides information related to create and configure a database user.

e MySQL: Delete user
This category provides information related to remove a database user and optionally
remove the user's objects.

e MySQL: Rename user
This category provides information related to rename existing MySQL user accounts.

e MySQL: Create table
This category provides information related to create a table in a database.

e MySQL: Delete table
This category provides information related to delete a table and all rows in the table.

e MySQL: Rename Table
This category provides information related to when the tables are renamed by the user.

e MySQL: Insert into Table
This category provides information related to insert new records in a table.

e MySQL: Update Table
This category provides information related to update existing records in the table.

e MySQL: Alter Table
This category provides information related to add, delete or modify columns in an
existing table.

e MySQL: Privileges change
This category provides information related to providing access or privileges and the
removing access on the database objects to the users.

Reports

e MySQL- User authentication failed
This report provides the information related to the authentication failure, when user
enters the wrong credentials and fails to connect the database.

EventTracker j 13

Secure. Comply. Succeed.



EventTracker: Integrating MySQL Server

Logs Considered:

=] LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
=) 9/2/2016 12:33:36 PM 3230 TOM /7 ESXWINZK1ZRZVM. .. SYSTEM NT AUTHORITY EventTracker
Event Type: Information Description:
Log Type: System ENTRY:20160908 11:44:44,Esxwin2k12r2vm3,root,localhost, 12,0, FAILED_COMMNECT,, 1045
Category Id: 2 FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log
TYPE:MULTILINE
HIELL: *

Figure 18

User

Computer Name Client Host Action Database
D9/28/2016 12:36:05 PN ESXWINZK1ZR2WM311  millet  PCY.Contoso.com FAILED_COMNNECT  kotak

0ar28/2016 12:36:05 PM  ESKWINZK12R2WVM311 bob PCS.Contoso.com FAILED COMNECT kotak

Figure 19

e MySQL-User authentication success
This report provides the information related to authentication success, when user
connects the database with valid credentials.

Logs Considered:

[=] LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
L -

Event Type: Information Description:
Log Type: System ENTRY:20160907 11:39:50,Esxwin2k12r2vm3,root,localhost.6,0,C0NNECT,,0
Category Id: 2 FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log

TYPE:MULTILINE

FIELD: *

Figure 20

Computer Client Host
0272016 06:14:.08 P ESXWINZKA1ZR2WM311  bob PCT.Contoso.com kotak

09272016 06:14:08 PM  ESXWINZEA1ZR2WVMI11  peter PC4.Contozo.com mysgl
0972712016 06:14:08 PM  ESXWINZKI1ZR2VM311  root Crest.Contoso.com  iisc

Figure 21

e MySQL-User logoff
This report provides the information related to user logged off from the database.

EventTracker *j
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Logs Considered:

|~/ LDG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
IEI O/2B/2016 1221852 PM 230 TOM / Esxwin2k12r2vm... M/A /A EventTracker
Event Type: Information Description:

ENTRY:20160927 15:57:13,Esxwin2k12r2vm3,millet,tom.toons.local, 321,0,DISCONNECT kotak,,0

Log Type: Application

FILE:C:\Program Files\MariaDB 10.1\data\server_auditlog

Category Id: O
TYPE:MULTILINEFIELD: #
Figure 22
User
Computer Hame Client Host Action Database
08/28/2016 10:54:41 AM ESXWINZKI1ZR2WM311 peter PC3.Contoso.com DISCONNECT mysqgl
09/28/2016 10:54:41 AM ESXWINZK12R2VM311 bob  PC4.Contoso.com DISCOWNECT kotak
Figure 23
e MySQL-User password changed
This report provides the information related to user password changed by the
administrator.
Logs considered:
=] LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
(=] 9/10/2016 10:48:27 AM 3230 TOM /7 ESXWINZK1ZRZVM. .. SYSTEM WT AUTHORITY EventTracker
Event Type: Information Description:
Log Type: System ENTRY-20160910 10:47:09,Esxwin2k12r2vm3,root.localhost, 17,186,QUERY,mysql,"SET PASSWORD FOR \'Mercy\"@\"localhost\" = PASSWORD{***
Category Id: 2 0
FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log
TYPE:MULTILINE
HIELLC: *
= 9/10/2016 10:53:07 AM 3230 TOM /7 ESXWINZK1ZRZVM. .. SYSTEM WT AUTHORITY EventTracker
Event Type: Information Description:
Log Type: System ENTRY:20160910 10:52:10,Esxwin2k12r2vm3,root,localhost, 17,195,QUERY,mysql,"update user set password=PASSWORD("newpass") where User=
Category ld: 2 VMercyv™.0
FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log
TYPE:MULTILINE
HIELD:: *

Databaze

Figure 24
Changed Changed
LogTime Computer Client Host By Action For
059/21/2016 07:45:456 PM ESXWINZK12R2WM3 Crest.Contoso.com root UPDATE user SET hillary
password=PASSWORD

09212016 07:45:23 PM ESXWINZKA2R2WM3 Crest.Contoso.com root SET PASSWORD bob
0925/2016 06:47:35 PM ESXWINZK12R2WM3 Scub.Contoso.com george SET PASSWORD george

Figure 25

my=q|

my=q|
my=q|
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e MySQL-Database management

This report provides information related to database management when user creates

and drops the database.

Logs Considered:

=] LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
=] 9r8/2016 6:26:19 PM 3230 TOM 7 ESXWINZKTZRIVM. .. SYSTEM NT AUTHORITY EventTracker
Event Type: Information Description:
Log Type: System ENTRY:20160908 18:26:19,Esxwin2k12r2vm3,root,localhost.13,116,QUERY,mysql,"drop database 15C".0
Category ld: 2 FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log

TYPE:MULTILINE

FIELD: *
=) ore/2016 6:26:19 PM 3230 TOM 7 ESXWINZKTZRIVM. .. SYSTEM NT AUTHORITY EventTracker
Event Type: Information Description:
Log Type: System ENTRY:20160908 18:25:51,EsxwinZk12r2vm3,root.localhost 13,115,QUERY,mysql,"create database I15C",0
Category ||i; 2 FILE:C:\Program Files\MariaDE 10.1\data\server_audit.log

TYPE:MULTILINE

FIELD: *

Figure 26

User

Database

LogTime Computer Name
021/2016 05:44:30 PN ESXWINZK1ZR2WMI  tommy

097212016 06:58:09 PN ESMKWINZK1ZRZWVMI  hillary
05/21/2016 07:32:25 PN ESKWINZKA1ZR2WVMI  root

Figure 27

e MySQL-User management

Client Hozt
PC1.Contoso.com

PCS.Contoso.com

Crest.Contoso.com

Action
CREATE

CREATE
DROP

Name
sbh

rbi
rbi

This report provides the information related to user management when administrator
creates, drops and renames the user details.

EventTracker *j
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Logs Considered:

=] LOG TIME

= 9M10/2016 10:09:51 AM

Event Type: Information
Log Type: System
Category Id: 2

=] 9M10/2016 10:08:55 AM

Event Type: Information
Log Type: System
Category ld: 2

=] 9/7/2016 10:35:31 AM

Event Type: Infarmation
Log Type: System
Category Id: 2

EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
-
3230 TOM f ESXWINZKTZRIVM. .. SYSTEM NT AUTHORITY EventTracker
Description:

ENTRY:201605910 10:09:09,Esxwin2k1 2r2vm3,root localhost, 14,126,QUERY kotak, "create user \"Mary\"@\"localhost\" identified by *++++".0
FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log

TYPE:MULTILIME

FIELD: *

3230 TOM f ESXWINZKTZRZVM. .. SYSTEM NT AUTHORITY EventTracker

Description:

ENTRY:20160910 10:07:44,Esxwin2k12r2vm3,root,localhost, 14,124, QUERY kotak,"drop user \"james\"@\"localhost\"",0
FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log

TYPEMULTILINE

HELD: *

3230 TOM / ESXWINZ2KT ZRZVIM. .. SYSTEM NT AUTHORITY EventTracker

Description:
ENTRY:20160907 10:30:32,Esxwin2k12r2vm3,root,localhost.5,19,QUERY, mysqgl, "rename user V'donald\” to \"david\"@\"localhost\", \"'mickey\" to

\"maria\"@\"localhost\"",0
FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log
TYPE:MULTILINE

FIELD: *
Figure 28
User User
LogTime Computer Hame Client Host Action Details Database GQuery Executed
0222016 10:18:31 AN ESXKWINZKI1ZR2WVN3 boby PCE.Contoso.com CREATE anne mysgl CREATE USER
VanneVi@y192.158.1.78V
IDENTIFIED BY *==t=='
09222016 11:11:00 AN ESXWINZK12R2VN3 boby PCE.Contoso.com CREATE jeff mysgl CREATE USER
VjefA'@Viocalhost' IDENTIFIED
BY".'HI'I.‘
092272016 10:35:36 AN ESKXWINZK12R2VM3 boby PCE.Contoso.com DROP palo mysgl DROP USER
VpaloV@v192. 168.1.85Y,
Vminnii@Vioclahost™
02272016 10:59:26 AN  ESXWINZKI12ZR2VNM3 boby PCE.Contoso.com REMAME donald  mysgl REMAME USER Vdonald' TO
Vduckvi@viccalhosty, Vmickeyy
TO VmouseVi@Viocalhost™
Figure 29

e MySQL-Table management
This report provides information related to table management when user creates,
drops, renames, updates, inserts and alters the table.

EventTracker *j 17
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Logs considered:

(=] LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
=] 9/2/2016 12:33:36 PM 3230 TOM /7 ESXWINZKTZRIVM... SYSTEM NT AUTHORITY EventTracker
Event Type: Information Description:
Log Type: System ENTRY:20160907 12:21:55,Esxwin2k12r2vm3,root,localhost, 10,44,QUERY, mysql,"CREATE TABLE students (SID varchar(10), FNamw varchar(20), LN
Category Id: 2 ame varchar(20))".0
FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log
TYPE:MULTILINE
HIELL: *
=) 9/2/2016 12:33:36 PM 3230 TOM 7 ESXWINZK1ZRIVM. .. SYSTEM NT AUTHORITY EventTracker
Event Type: Information Description:
Log Type: System ENTRY:20160907 12:44:58 Esxwin2k12r2vm3,root,localhost, 10,69,QUERY,mysql,"UPDATE Books SET Author=\"Lev Nikolayevich Tolstoy\" WHERE |
Category ld: 2 d=1"0
FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log
TYPE:MULTILINE
FIELD: *
=) 9/2/2016 12:33:36 PM 3230 TOM 7 ESXWINZK1 ZRIVM... SYSTEM NT AUTHORITY EventTracker
Event Type: Information Description:
Log Type: System ENTRY:20160907 12:25:00,Esxwin2k12r2vm3,root,localhost, 10,46,QUERY,mysq|,"alter table students add Contcat_id varchar(20) after LName",0
Category Id: 2 FILE:C:\Program Files\MariaDEB 10.1\data\server_audit.log
TYPE:MULTILINE
HIELL: *
=) 9/2/2016 12:33:36 PM 3230 TOM /7 ESXWINZK1ZRZVM. .. SYSTEM NT AUTHORITY EventTracker
Event Type: Information Description:
Log Type: System ENTRY:20160907 12:46:22 Esxwin2k12r2vm3,root,localhost,10,73,QUERY,mysql,"drop table student”,0
Category Id: 2 FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log
TYPE:MULTILINE
HIELD:: *
=) 9/2/2016 12:33:36 PM 3230 TOM 7 ESXWINZK1 ZRIVM... SYSTEM NT AUTHORITY EventTracker
Event Type: Information Description:
Log Type: System ENTRY:20160907 12:25:00,Esxwin2k12r2vm3,root,localhost, 10,46, QUERY.mysq),"alter table students add Contcat_id varchar{20) after LName",0
Category Id: 2 FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log
TYPE:MULTILINE
HIELL: *
=) 9/2/2016 12:33:36 PM 3230 TOM 7 ESXWINZKTZRIVM... SYSTEM NT AUTHORITY EventTracker
Event Type: Information Description:

Log Type: System ENTRY:20160907 12:42:39 Esxwin2k12r2vm3,root localhost, 10,6 1,QUERY, mysql,"INSERT INTO Books(ld, Title, Author) VALUES (2, \"The Brothers K
Category ld: 2 aramazov\", \"Fyodor Dostoyevsky\")",0

FILE:C\Program Files\MariaDB 10.1\data\server_audit.log

TYPE:MULTILINE

FIELD: *

Figure 30
U=zer
LogTime Computer Name Client Host Action Database Table Hame
092172016 12:33:36 P ESXWINZK12R2VMI  root localhost renamg my=gl students to
student

0902172016 05:41:41 P ESKWINZK1ZR2WM3 bob PC4 Contoso.com DROP kotak pet
IS21/2016 051017 PM - ESKWINZKA 2R2WM3  bob PC4.Contoso.com  INSERT  kotak pet

092172016 05:33:47 PM ESKWINZK1ZR2WM3 bob PC4.Contoso.com  UPDATE kotak hr
2172016 05:35:17 PM ESKWINZK12ZR2WM3 bob PC4.Contoso.com ALTER  kotak hr ADD EID INT

Figure 31

EventTracker *j
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e MySQL: Privilege management
This report provides information related to privilege management when administrator
has granted or revoked the privileges from the particular user.

Logs Considered:

=] LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
— s
1= 9/10/2016 10:41:26 AM 3230 TOM /7 ESXWINZKTZRIVM... SYSTEM NT AUTHORITY EventTracker
Event Type: Information Description:
Log Type: System ENTRY:20160910 10:40:52,Esxwin2k12r2vm3,root,localhost, 15,170,QUERY,mysql."GRANT ALL ON Kotak * TO \"\"@\"localhost\"",0
Category ||i; 2 FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log
TYPE:MULTILINE
HIELL: *
= 9/10/2016 10:43:12 AM 3230 TOM /7 ESXWINZK1ZRIVM... SYSTEM NT AUTHORITY EventTracker
Event Type: Information Description:
Log Type: System ENTRY:20160910 10:41:56,Esxwin2k12r2vm3,root localhost, 15,172,QUERY,mysql,"REVOKE ALL PRIVILEGES, GRANT OPTION FROM \"Henry\"@\"lo

Category Id: 2 calhosty™,0
FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log
TYPE:MULTILINE

HIELL: *

Figure 32
User User
Computer Client Host Hame Privileges Detailzs Privileges On  Query Executed
09M0/2018 10:13:37 AN ESXWINZK12R2WM3 Crest.Contoso.com root GRANT ALL kotak Mercy Mysqgl® GRANT ALL ON Mysgl* TO
VMercyVi@Viocalhost
0SM0/2016 10:19:06 AN ESXWINZK12R2VMI localhost root  GRANT ALL my=qgl Henry  Kotak employees GRANT ALL ON

Kotak.employees TO
VHennyW'@Viocalhost

0921/2018 072919 PM  ESXWINZK12R2WVM3 Crest.Contoso.com root  GRANT kotak charles kotak.employees GRANT SELECT, INSERT ON
SELECT, kotak.employees TO
INSERT Vcharles\'@\'10.10.100.78\
09/21/2016 07:31:19 PN ESXWINZK12R2WVM3 Crest Contoso.com root  REWOKE kotak charles kotak.employees REVOKE SELECT, INSERT ON
SELECT, kotak.employees FROM
INSERT Vcharles\V@\'10.10.100.78\
09/22/2016 10:11:48 AN ESXWINZK12R2VM3 localhost root GRANT ALL mysqgl bob mysgl* GRANT ALL PRIVILEGES ON
PRWILEGES my=ql.* TO VeobV'@\Viocalhostl
Figure 33

Alerts

e MySQL: Service down - This alert is generated when MySQL service is shutdown by the
administrator.

e MySQL: User authentication failed — This alert is generated when user enters wrong
credentials to connect MySQL database.

e MySQL: Privilege change — This alert is generated when administrator grants or
revokes the privileges to the user.

e MySQL: User created — This alert is generated when administrator creates the user.

EventTracker ‘j 19
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e MySQL: Delete database — This alert is generated when administrator deletes the
database.

e MySQL: Delete table - This alert is generated when administrator deletes the table.

e MySQL: User password reset — This alert is generated when administrator resets the
user password.

Import MySQL Knowledge Pack into
EventTracker

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility icon, and then click the Import tab.

NOTE: Import the following KP items in the specified sequence.

e Category
o Alerts
o Templates
e Reports
EventTracker % 20
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: -
EV%QEEE&E&E’, fﬂ ntrol Panel 8 . 1
ik

fa &7

— :
EventVault Diagnostics License Export Impc:rt Append
IE_# %
Eventlracker Traffic Analyzer SCAP Profile Port
Agent Confi... Managerne Editor Configuration

A ™

TrapTracker Change Audit
EventTracker

E-mail: support @Event Tracker com

Figure 34

Category

1. Click Category option, and then click the browse B button.
2. Locate the All MySQL group of categories.iscat file, and then click the Open button.

EventTracker *j
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N Export Import Utility o= =]

Export | Import

1. Provide the path and file name of the Categories file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Options Location
@ Category

") Fitters
) Merts
") Systems and Groups Source :
*iscat E
) RS55 Feeds
) Reports
") Behavior Rules
) SCAP

) Token Value

mpot | [ Close
Figure 35
3. Click the Import button to import the categories.
EventTracker displays success message.
[ Export Impért Uity - L= ]

Figure 36

4. Click the OK button and then click the Close button.

EventTracker *j
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Alerts

1. Click Alert option, and then click the browse B button.
2. Locate the All MySQL group of alerts.isalt file, and then click the Open button.

'L Export Import Utility = 23

Export | Impart

1. Prowide the path and file name of the dlerts file, Usze the *.." button to brovese and locate the import file,
2. Click. the Impart button.

Optiong Lacatian

) Category

) Filters N~
Import E-mail gettings

@ Alerts Set Active

Thiz zetting iz applicable only for imports from Legacy
[wEw] Aulert files. For w7, the active status wall be set

_ based on "Active' key available in the configuration
() By default section,

@ Only if natifications set
' Spgtemz and Groups

) RSS Feeds
) Reports Source

“izalt E
") Behavior Rules

) SCAP

1 Taoken Value

Import l [ Claze
Figure 37
3. Click the Import button to import the alerts.
EventTracker displays success message.
Export Import Utility % |

o ]

i — o,

Figure 38
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4, Click the OK button and then click the Close button.

Templates

1. Click the Admin menu, and then click Parsing rule.

2. Select Template tab, and then click on () ‘Import’ option.

PARSING RULE

Parsing Rule Template
LOGbinder SQL TIE @ Group : MySQL
& MySaL Qe
Malwarebytes [[] @
Microsoft DHCP Serve... Il @ TEMPLATE NAME TEMPLATE DESCRIPTION ~ ADDED BY  ADDED DATE ACTIVE
Microsoft Windows DF... M @ MySQL-User manage... Describes the MySQL user... ETAdmin, 9/7/2016 5:21:35 PM
Microsoft Windows RR... IM @ MySQL: Authenticatio... Describes the user authent... ETAdmin O/B/2016 6:19:55 PM
MysQL & MySQL: Authenticatio... Describes the MySQLUSEr... cradmiy,  9/B/2016 10:49:25 AM
I A T L i @ MySQL: Database ma... Describes Database manag... ETAdmin 9/8/2016 4:56:29 PM
New Activity-Windows... 1]
Ew Activity-Windov (i} @ MySQL: Privileges cha... Describes the privileges pr... ETAdmin 9/12/2016 10:13:23 AM
b 8 [Tl
New Activity-Windows... 1]
¥ IM @ MySQL: Table manag... Describes the MySQL table... ETAdmin G/B/2016 7:39:43 PM
Mew Activity-Windows... TW_
’ v ) i @ MySQL: User passwor... Describes the user passwo... ETadmin 9/10/2016 1:30:30 PM

Figure 39
3. Click on Browse button.

SELECT FILE Mo file selected. T

Mote: Please select file of type *.ettd {eventtracker ternplate dashlets).

Ma datafound

Figure 40

4. Locate All MySQL group of templates.ettd file, and then click the Open button.

Q
=
“

0O 0OO0OO0OO0OOooO™d
QR Q8 & & §

EventTracker *j

Secure. Comply. Succeed.



EventTracker: Integrating MySQL Server

SELECTED FILE 1S: All MySQL group of templates.ettd

[] TEMPLATE NAME

[0 Windows MySQL-Database management

[]  Windows MySQL-Privileges management

[] wWindows MySQL-Table management

[ Windows MySQL-User authentication failed

SEPARATOR

FLE

FLE

TEMPLATE DESCRIPTION ADDED DATE

Description: ENTRY:20160906 12:35:26,Esxwin2k12r2vm3,root localhost,4,4,Q
UERY,, "create database Kotak™,0 FILE:C:\Program Files\MariaDB 10.1\data\ser 9/8/2016 4:56:29 PM
ver_audit.log TYPE:MULTILINE FIELD: *

"ENTRY:20160910 10:13:06,Esxwin2k12r2vm3, root,tom.toons.local, 14,130,QU
ERY kotak, GRANT ALL ON Mysgl.* TO \'Mercyv@Vlocalhost\", 0 FILE:C:\Progra  10/4/20116 1:51:30 PM
m Files\MariaDB 10.1\data\server_audit.log TYPEMULTILINE FIELD: **

Description: ENTRY:20160908 17:35:23,Esxwin2k12r2vm3,root localhost, 13,10
0,QUERY,iim,"create table Students(SID varchar(20), FName varchar(20), LNam
evarchar(20))",0 FILE:C:\Program Files\MariaDB 10.1\data\server_audit.log TY
PE:MULTILINE FIELD: *

9/8/2016 7:39:43 PM

Description: ENTRY:20160927 15:57:13,Esxwin2k12r2vm3,millet,tom.toons.loc
al,321,0,FAILED_CONNECT kotak,, 1045 FILE:C:\Program Files\MariaDB 10.1\dat 9/28/2016 6:49:16 PM
a\server_audit.log TYPE:MULTILINEFIELD: *

Figure 41

5. Now select the check box and then click on ¥ ‘Import’ option.
EventTracker displays success message.

6. Click on OK button.

Reports

Template(s) imported successfully

Figure 42

1. Click Report option, and then click the browse B button.

ADDED BY

ETAdmin

ETAdmin

ETAdmin

ETAdmin

2. Locate All MySQL group of reports.issch file, and then click the Open button.

'GROUP NAME

MysQL

MysQL

MysQL

MysQL

EventTracker *j
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b
Export  Import

1. Pravide the path and file name of Schedule Repor file. Use the *..." button to browse and locate the import file.
2. Click the Import button
Mote : f report(s) contains template, first import template and proceed with exportimport utility.

Cptions Location

(O Category
() Fitters
() Alerts (®) Legacy (~issch) () New (~etcmx)

() Systems and Groups Source :
*issch

(") RSS Feeds
(®) Reports

(") Behavior Rules
() SCAP

() Token Value

Import
- Figure 43
3. Click the Import button to import the reports.
EventTracker displays success message.
Export Import Utility — e |

Iol Report(s) configuration details exported successfully

Figure 44

4, Click the OK button, and then click the Close button.

Close

EventTracker *j
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VVerify Knowledge Pack in EventTracker

Categories

1. Logon to EventTracker Enterprise.
2. Click the Admin dropdown, and select Category.
3. In the Category Tree, expand MySQL group folder to see the imported categories.

CATEGORY MANAGEMENT

—
Category Tree Search

-y MySQL
B Total category groups: 361  Total categories: 3,188
- [E] MySQL: Alter table
Last 10 modified categories
@ MySQL: Authentication failure

@ MySQL: Authentication success NAME MODIFIED DATE MODIFIED BY
- [E] MySQL: Create datab e

] MysQL: Create database MySQL: Alter table 9/26/2016 3:43:45 PM ETAdmin [
- [E] MySQL: Create table

MySGL: Create database 9/26/2016 3:43:00 PM ETAdmin
- [E] MysQL: Create user
@ MySQL: Delete database MySOL: Create user 9/26/2016 3:42:08 PM ETAdmin
~[E] MysQL: Delete table MySQL: Insert table 9/26/2016 3:41:16 PM ETAdmin
Figure 45

Alerts

1. Logon to EventTracker Enterprise.

2. Click the Admin dropdown, and then click Alerts.

3. Inthe Search field, enter 'MySQL', and then click the Go button.
Alert Management page will display all the imported MySQL alerts.

EventTracker j 27
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ALERT MANAGEMENT Searchby | Alertname v MysaL Qe

' ™ e
@ ACTIVATE NOW Click "Activate Now" after making all changes \\ Total: 4 | PageSize 25 v
- '

REMEDIAL  REMEDIAL
FORWARD ~ FORWARD
AS AS ACTION  ACTION APPLIESTO
SNMP  SYSLOG

ALERT NAME *™ THREAT ACTIVE E-MAIL MESSAGE RSS AT AT
CONSOLE AGENT

MySQL: Authentication failure High MySOQL 5.5 and la...

MySQL: Privilege change High MySQL 5.5 and la...

MySQL: Service down Serious MySQL 5.7

MySQL: User created High MySQL 5.5 and la...
Figure 46

4. To activate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays message box.

Successfully saved configuration.

Figure 47

5. Click the OK button, and then click the Activate now button.

NOTE: You can select alert notification such as Beep, Email, and Message etc. For this,
select the respective checkbox in the Alert management page, and then click the Activate
Now button.

Templates

1. Click the Admin menu, and then click Parsing rule.

2. Select Template tab, and then click on ¥ ‘Import’ option.

EventTracker j
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PARSING RULE

Parsing Rule Template
LOGhinder SQL M & SR
- MySQaL Qe (G Y
Malwarebytes ] @ -
Microsoft DHCP Serve... Ml @ TEMPLATE NAME TEMPLATE DESCRIPTION ADDED BY ADDED DATE ACTIVE D EDIT
Microsoft Windows DF...  [II] @& MySQL-User manage... Describes the MySQL user... ETAdmin  9/7/2016 5:21:35 PM O @
Microsoft Windows RR... (i} @ MySQL: Authenticatio... Describes the user authent... ETAdmin 9/8/2016 6:19:55 PM [ @
MysQL [ @ MySQL: Authenticatio... Describes the MySQLUSer... croj .o 9/8/2016 10:42:25 AM | @
New Activity-Windows...  [ll] @ MySQL: Database ma... Describes Database manag... ETAdmin 9/B/2016 4:56:29 PM O @
Mew Activity-Windows... I
EW ACtivity-Windov IM @ MySQL: Privileges cha... Describes the privileges pr... ETAdmin S/12/2016 10:13:23 AM O
. B P EES P
MNew Activity-Windows... T
¥ IM @ MySQL: Table manag... Describes the MySQL table... ETAdmin S/8/2016 7:39:43 PM D @
Mew Activity-Windows... TW_
’ ¥ ’ I—l @ MySQL: User passwor... Describes the user passwo... ETadmin 9/10/2016 1:30:30 PM O @

Figure 48

Reports

Logon to EventTracker Enterprise.
Click the Reports menu, and then Configuration.

Select Defined in report type.
In Report Groups Tree to view imported Scheduled Reports, scroll down and click
MySQL group folder.

FwN =2

Reports are displayed in the Reports configuration pane.

EventTracker *j
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REPORTS CONFIGURATION

edule eued ®p e

oog
REPORT GRQUPS OFH REPORTS COMFIGURATION : WINDOWS MYSQL
=2 Syslog |TIT\ o

T @me
E’ Teradata Database |T|ﬂ
TTLE
B Terminal Services W
ErE

:

Q Trend Micro

I3 trend Micro Deep sec

:

E’ Viware

—
-

3 watchguara xTi

:

g Websense W5G

!

B Windows

Sy

LIl MySOL-Table management

:

=
8§ § 8 8§ 8§ § 8§ 8 8§ @8

Figure 49

CREATED ON

8/26/2016 7:26:39 PM

8/26/2016 3:49:33 PM

B/26/2016 3:47:04 PM

4/12/2013 9:45:37 PM

4/12/2013 9:41:18 PM

4/12/2013 9:33:13 PM

MySaL

MODIFIED ON

9/16/2016 2:47:43 PM

9/16/2016 11:09:19 AM

9M16/2016 11:09:45 AM

S/16/2016 11:10:01 AM

9/16/2016 2:25:40 PM

9/16/2016 11:10:52 AM

9/16/2016 12:31:52 PM

Create Dashboards in EventTracker

Schedule Reports

1. Open EventTracker in browser and logon.

My EventTracker

Canfigumation

Dashboard

Explorer

Figure 50

2. Navigate to Reports>Configuration.

EventTracker *j
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REPORTS CONFIGURATION
heduled Queued ® Defined MysaL Qe

REPORT GROUPS (+) 888
ES'_\-'sog

REPORTS CONFIGURATION : WINDOWS MYSQL

@mé

:

3

:

B Teradata Database

f

E’ Terminal Services

:

B Trend Micro

E’ Trend Micro Deep Sec...

f

B VMware

!

3 watchcuara xTi

:

2 websense wsa

!

B Windows

]

=] =
¥ 8 8 8 8 8 &8 8 8 8

irs| MySOL-User password changed

M ‘,‘_’SQ L-Table man agement

Figure 51

CREATED ON

8/26/2016 7:26:39 PM

B/26/2016 3:49:33 PM

B/26/2016 3:47:04 PM

4/12/2013 9:50:35 PM

4/12/2013 9:45:37 PM

4/12/2013 94118 PM

4/12/2013 9:33:13 PM

3. Select MySQL in report groups. Check ‘Defined” option.

4. Click on 'schedule’ &3 to plan a report for later execution.

MODIFIED ON

9/16/2016 2:47:43 PM

9/16/2016 11:09:19 AM

9M16/2016 11:09:45 AM

9/16/2016 11:10:01 AM

9/16/2016 2:25:40 PM

9/16/2016 11:10:52 AM

9/16/2016 12:31:52 PM

EventTracker
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REPORT WIZARD CANCEL | | <BACK | | NEXT>

TITLE: MYSQL-DATABASE MANAGEMENT

LOGS

Review cost details and configure the publishing options. 0000000

Step & of 10

DISK COST ANALYSIS

Estimated time for completion: 00:02:08{HH:MM:S5)

Number of cab(s) to be processed:
Available disk space: 232 GB

Required disk space: 50 MB

Enable publishing option (Configure SMTP Server in manager configuration screen to use this option)

Dreliver results via E-mail

Notify results via E-mail
To E-mail [Use commal,) to separate multiple e-mail recipients]
Update status via RS5 | SelectFeed
Show in none v

#| Persist data in Eventvault Explorer
Figure 52

5. Choose appropriate time for report execution and in Step 8 check 'Persist data in
Eventvault explorer” box.

REPORT WIZARD CANCEL NEXT
TITLE: MYSQL-DATABASE MANAGEMENT
DATA PERSIST DETAIL
Select coll s to persist
elect columns to persi: Sten 9 of 10 000000 0MNC
RETENTION SETTING
Retention period:| 7 days @
Persist in database only [Reports will not be published and will only be stored in the respective database]
SELECT COLUMNS TO PERSIST
COLUMN NAME PERSIST
Computer L4
Client Host rd
Who t
Action Ld
Database Name rd
Ouerv Executed v M

Figure 53
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6. Check column names to persist using PERSIST checkboxes beside them. Choose
suitable Retention period.

7. Proceed to next step and click Schedule button.

8. Wait for scheduled time or generate report manually.

Create Dashlets

1. EventTracker 8 is required to configure flex dashboard.

2. Open EventTracker in browser and logon.

Incidents

Attacks

Compliance

Event-O-Meter
Flea

Incidents
Dperations

Security

Figure 54

3. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.

Dashboard Incidents Behavicr Status search Reports lly EventTracker Change Audit BESMent

FLEX DASHBOARD PEREOND
Figure 55
4. Click ® to add a new dashboard.
Flex Dashboard configuration pane is shown.
EventTracker % 33
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FLEX DASHBOARD

Title

WMy50L Database managen

Description

MySQL 5.7

Figure 56

5. Fill fitting title and description and click Save button.
6. Click ™ to configure a new flex dashlet. Widget configuration pane is shown.

EventTracker j
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WIDGET CONFIGURATION

10.
11.
12.
13.
14.
15.

WIDGET TITLE NOTE

MySQL Database management

DATA SOURCE

CHART TYPE DURATION VALUE FIELD SETTING AS OF

AXIS LABELS [X-AXIS] LABEL TEXT

VALUES [Y-AXIS] VALUE TEXT
- olumr
FILTER FILTER VALUES
LEGEND [SERIES] SELECT
L se Name ¥
[ e o

Figure 57

Locate earlier scheduled report in Data Source dropdown.
Select Chart Type from dropdown.

Select extent of data to be displayed in Duration dropdown.

Select computation type in Value Field Setting dropdown.
Select evaluation duration in As Of dropdown.

Select comparable values in X Axis with suitable label.
Select numeric values in Y Axis with suitable label.

Select comparable sequence in Legend.

Click Test button to evaluate. Evaluated chart is shown.

EventTracker j
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MYSQL DATABASE MANAGEMENT

Database Mame: [IM Database Mame: [ISC

B drop B create W drop B create
1 IsC
LABEL COUNT LABEL COUNT
drop 1 drop 1
create 1 create 1
Figure 58

16. If satisfied, click Configure button.

CUSTOMIZE WIDGETS

L My5QL Database management

Figure 59

17. Click ‘customize’ @ to locate and choose created dashlet.
18. Click @ to add dashlet to earlier created dashboard.

EventTracker ‘j 36
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Sample Dashboards

For below dashboard DATA SOURCE: MySQL: Database management
1. MySQL: Database management

e WIDGET TITLE: MySQL Database management
CHART TYPE: Donut
AXIS LABELS [X-AXIS]: Database Name
Label Text: Database Name
LEGEND [Series]: Action

SELECT: All
MYSQL DATABASE MANAGEMENT @ I®) @ ®
Action: CREATE : Action: DROP .
M sbh W rbi W iisc W iih W bi W ISC
9 16:40 - 09/26 16:40
Figure 60
EventTracker % 37
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For below dashboard DATA SOURCE: MySQL: User management
2. MySQL: User management

e WIDGET TITLE: MySQL User management
CHART TYPE: Donut
AXIS LABELS [X-AXIS]: MySQL User Name
Label Text: MySQL User Name
LEGEND [Series]: Action
SELECT: All

MYSOL USER MANAGEMENT @ () e ®

Series: User Details
4.5

35

25

Count

15

0.5

=
e

Action

B Becham m David m Smith William

Figure 61
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