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Integration Guide for Nessus Vulnerability

This guide provides instructions to integrate Nessus/Tenable vulnerability scanner with EventTracker . Once
EventTracker is configured to collect and parse these logs, dashboard and reports can be configured to
monitor Vulnerability in your environment.

The configurations detailed in this guide are consistent with EventTracker version 9.x or above and
Nessus/Tenable Vulnerability scanner.

Administrators who are assigned the task to monitor Nessus/Tenable Vulnerability scanner using
EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright Nessus is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2019 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Overview

Nessus/Tenable Vulnerability scanner is a tool that identifies the vulnerability available/present in our
environment.

EventTracker can integrate Nessus/Tenable vulnerability scanner that helps you to monitor vulnerabilities
detected by the scanner into the EventTracker console. It provides a visual representation of top
vulnerabilities detected in the environment, also shows highly vulnerable system which is having a high
CVE score. Alerts are triggered whenever any critical or high severity vulnerabilities are detected in the
environment. EventTracker can generate vulnerability reports on a scheduled basis as well. This report
provides information about the system which is highly vulnerable.

2. Prerequisites

e EventTracker manager v9.x is required.
e EventTracker knowledge packs are required.
e Integrator should be installed in ETAgent/Manager machine.

3. Integrating Nessus/Tenable VS with EventTracker

1. Contact EventTracker Support for downloading Nessus Integrator.

2. Please import the Nessus KP before proceeding in EventTracker Manager machine.
3. Once the Nessus Integrator is downloaded, please run the integrator on EventTracker Agent Machine.

") Nessus Integrato —
URL |
sername |
Password |
Integrate
Figure 1

4. Please provide the Nessus web console URL (e.g. https://nessus.contoso.local:8834) and admin

username/password.
Note: In case of Tenable 10, please provide https://cloud.tenable.com in URL textbox.

5. Once you provide the information, click on Integrate button. It will validate the username/password.
If it’s correct it will show the pop-up, integrated successfully message. Click on OK button to close the

integration.
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o Messus vulnerability scanner integrated successfully

Figure 2

4. EventTracker Knowledge Packs

e Nessus — Host with high CVE score: This saved search provides information about the host which is
having high CVE score.

e Nessus — Vulnerability Detected: This saved search provides information about the vulnerability
detected on the environment.

e Nessus: Host with high CVE score — This alert will generate whenever scanner detected host with CVE
score between 6-10.

e Nessus: Vulnerability with high risk — This alert will generate whenever any vulnerability is detected
with high risk.

e Nessus — Vulnerability Detected — This report will provide information about the vulnerability detected
in the environment. This report will have information about the system, CVE score, vulnerability
detected on it and its risk level. It also provides information about the mitigation of vulnerability

detected on the system.
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e Nessus — Host with high CVE score

MNessus - Host with high CVE score G =X
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Figure 5
o Nessus — Operating system scanned
Messus - Operating system scanned G - %
<

M microsoft windows 10 windows
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Figure 6
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e Nessus — Policy used by scanner

Messus - Policy used by scanner G —-x
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Figure 7

o Nessus — Vulnerability detected on daily basis
o Nessus — Vulnerability by risk factor
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5. Importing knowledge pack into EventTracker

To get the knowledge packs, locate the knowledge pack folder. Follow the below steps:

1. Press “# +R”.

2. Now, type “%et_install_path%\Knowledge Packs” and press “Enter”.
(Note — If, not able to locate the file path as mentioned above, please contact EventTracker support to
get the assistance).

NOTE: Import knowledge pack items in the following sequence:

e (ategories
o Alerts
e Flex Reports
e Knowledge Objects
e Dashboards
1. Launch the EventTracker Control Panel.
Double click Export-Import Utility.

EventTracker
Asthorable Sacurty ristigeecs
] —
| EE 2 iy %
‘ ) Q'
EventVault Diagnostics License Export Import Append
Manager Utility Archives
|ﬁ g | { Qi =
EventTracker Traffic Analyzer Agent Port TrapTracker
| Agent Confi... Manageme... Configuration
@ 0
|
Change Audit About
EventTracker

E-mail: support @Event Tracker.com

Figure 9
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o
1. Provide the path and file name of the Categories file. Use the "..." button to
2. Click the Import button.

Options Location
(@) Categony
Figure 10

3. Click the Import tab.

For importing saved searches, please login to EventTracker web interface

1. Click on log Search button ﬂ and navigate to Import

BASIC SEARCH Netsurion. FventTracker

earch i ki -
Search in archives Export | Import J| | Clearall || Saved searches || Search

Enter lucene quen Q (D

Figure 11

2. Now click on browse and select Saved searches_Nessus Scanner.etss file and click on Upload button.

& Browse... Upload
qiTa [Feee]

Available Searches

@ O win-ssTCFG3QBT 7 Select Al

I | Nessus - Host with high CVE .. [ Nessus - Vulnerability Detec... I

Figure 12
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3. Now check Select All button and click on import.

EventTracker display success message

Figure 13

1. Once you have opened “Export Import Utility” via “EventTracker Control Panel”, click Alert option, and
then click the browse button.

2. Navigate to the knowledge pack folder and select the file with extension “.isalt”, e.g. “Alerts_Nessus
Scanner.isalt” and then click on the “Import” button:

i
Export  Import

1. Provide the path and file name of the Mlerts file. Use the *.." button to browse and locate the impaort file.
2. Click the Import button.

Dptions Location

O Category Import E-mail settings
Set Active

() Fiters P This setting is applicable only for imports from Legacy (vBx)
(® Only i notifications set Alert files. For v7, the active status will be set based on

() By default "Active” key available in the configuration section.
erts
() Systems and Groups Watchlist Corfiguration

Import Watchlist configuration

This setting iz applicable only for aletts which have Advanced watchlist configured.
Mate: If this option is enabled the user should make sure the watchlist groups are available
(") Reports on the console where the alerts are imported.

() Token Value

(") Behavior Comelation

Source :

*isalt

Import Close

Figure 14

EventTracker displays a success message:
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Ok

—_

Figure 15

1. In EventTracker control panel, select “Export/ Import utility” and select the “Import tab”. Then, click

Reports option, and choose “New (*.etcrx)”:

B Export Import Utilit %
Export Import |
1. Provide the path and file name of Schedule Report file. Use the °..." button to browse and locate the import file.

2. Click the Import button
Mote : K reportis) containg template, first import template and proceed with exportimport utility.

Options Location
() Category

() Fitters

() Alerts

(") Systems and Groups

() Legacy {*issch) (®) New (*.stem)

*issch

() Token Value

() Behavior Comelation

Close

Figure 16

2. Once you have selected “New (*.etcrx)”, a new pop-up window will appear. Click “Select File” button
and navigate to knowledge pack folder and select file with extension “.etcrx”, e.g. “Reports_Nessus

Scanner.etcrx”.
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Note : f report(z) contains template, first import template and proceed with report import process.

Select file |"eton Select file
Awailable reports
Title | | Frequency Show all - Q Q
] Thle Sites Groups Systems Frequency Runtime: Type
Figure 17

3. Wait while reports are being populated in below tables. Now, select all the relevant reports and then

clickImport| 3  button.

Mote: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report(s) from || AM - atintervalof [ _ |minutes Szt || (D

Replace | | to | | Replace Assign systems

«
®

MNote: Make sure that Ste(s), Groupis) and Systemis) selections are valid |

Figure 18

EventTracker displays a success message:

Selected reports configurations are imported successfully

oK

Figure 19

1. Click Knowledge objects under the Admin option in the EventTracker manager web interface.
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_‘ Admin ~ Tools~ .

E:— Active Watch Lists @ Event Filters r:f Parsing Rules # / Dad
A Alerts E] Eventvault QEE] Report Settings
Behavior Correlation Rules FAQ Tile Configuration g Systems
P EBehavior Correlation Settings [ Group Management 9‘?‘ Users
;Ir-‘lll ﬂ Casebook Configuration Q IP Lockup Configuration fl"- Weights
n|§ Category Q Knowledge Objects CJ Windows Agent Config
E Diagnostics @ Manager
Figure 201

2. Next, click the “import object” icon:

A& / Admin / Knowledge Objects

Objects@ T |!| ' # ¢
Import Objects

Figure 21

3. A pop-up box will appear, click “Browse” in that and navigate to knowledge packs folder (type
“%et_install_path%\Knowledge Packs” in navigation bar) with the extension “.etko”, e.g. “KO_Nessus
Scanner.etko” and then click “Upload” button.

Import

KO_<product name>.etko Upload

Figure 22

4. Wait while EventTracker populates all the relevant knowledge objects. Once the objects are displayed,
select the required ones and click on “Import” button:
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Figure 23

5.5 Dashboards

1. Login to EventTracker manager web interface.
2. Navigate to Dashboard = My Dashboard.
3. In “My Dashboard”, Click Import Button:

EventiTracker::

My Dashboard
Threats

Incidents

Behavior Correlation
Change Audit

Compliance

Figure 2

& / Dashboard / My Dashboard

@adoen t[Tloo

| Import configuration

Figure 25
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4. Select the browse button and navigate to knowledge pack folder (type “%et_install_path%\Knowledge
Packs” in navigation bar) where “.etwd”, e.g. “Dashboards_Nessus Scanner.etwd” is saved and click
on “Upload” button.

5. Wait while EventTracker populates all the available dashboards. Now, choose “Select All” and click on
“Import” Button.

MNote If dashlet configured using persisted report, first import the report and proceed with importing dashlet.

& Browse...

Upload

Available widgets

EA Select All

Figure 26

Figure 27

6. Verifying knowledge pack in EventTracker

1. Login to EventTracker manager web interface.
2. Click log search button, and then click Saved Searches.
3. In search bar type Nessus and click on search button.
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Saved Searches
User defined Pre defined
NEessus Q
m 2
Title Added by
Last search Administrator @ Q
E’. Messus - Host with high CVE score Administrator @ Q
EJ. Messus - Vulnerability Detected Administrator @ Q
Cloze

Figure 28

1. Inthe EventTracker manager web interface, click the Admin dropdown, and then click Alerts.
2. Insearch box enter “<search criteria> e.g. “Nessus” and then click the Search button.

EventTracker displays an alert related to “Nessus”:

@m FYSCYRPR VAW  Clici ‘Activate Now' after making all changes Total 3 |PageSize| 25 v

Forward as Forward as Remedial Action Remedial Action
Alert N Threat Act Email
bbb s = i SNMP Syslog at Console at Agent

Figure 29

1. Inthe EventTracker web interface, click the Reports menu, and then select the Report Configuration.
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Report Configuration

Report Dashboard

Explorer

Figure 3

2. In Reports Configuration pane, select the Defined option.
3. Click on the “Nessus” group folder to view the imported reports.

Report Configuration & / Reports / Report Configuration / Defined

Scheduled ) Queved @ Defined - Q@ o
Report Graups @® B Reports configuration: Nessus Scanner

% Secury [CROE-A

- pianc o e createdon

% Opest @ &3 7 oetect 0] &

+

[ R— i @

B Nesussa 0 &

B  window i &

Figure 4

6.4 Knowledge Objects

1. In the EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects.
2. In the Knowledge Object tree, expand the “Nessus Scanner” group folder to view the imported
Knowledge objects.

Groups @F

EventTracker

B Messus Vs

=

Messus Vulnerability Scanner @

Windows

Figure 32

6.5 Dashboards

1. Inthe EventTracker web interface, Click on Home Button E and select “My Dashboard”.
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Home

H
Dashboard

[} My Dashboard

Figure 33

2. Click on dashlet configure button @ and search for “Nessus”

Customize dashlets

Nessus Q
| Nessus - Host with high CVE sc... | Nessus - Operating system scan... | Nessus - Policy used by scanner LI Nessus - Vulnerability by risk fa...
| Nessus - Vulnerability detected ... = | Nessus - Vulnerability detected ...

m Delete Close

Figure 34
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