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Abstract

This guide provides instructions to configure PoliWall Security Appliance to send the syslog
events to EventTracker Enterprise.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise version
7.x and later, and PoliWall Security Appliance version 1.21.00.

Audience

Administrators, who are responsible for monitoring PoliWall Security Appliance using
EventTracker Enterprise.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted to be
a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting
the rights under copyright, this paper may be freely distributed without permission from
Prism, as long as its content is unaltered, nothing is added to the content and credit to Prism
/s provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Prism Microsystems, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product person or event is
intended or should be inferred.

© 2016 Prism Microsystems Corporation. All rights reserved. The names of actual companies
and products mentioned herein may be the trademarks of their respective owners.
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Introduction

The Bandura’s PoliWall is an in-line appliance which reduces noise at the network perimeter,
thereby decreasing workloads of systems deeper inside the network, making routers, firewalls,
and IPS/IDS more effective.

EventTracker receives syslog data from PoliWall and helps in efficient visualization and analysis of
allowed or blocked traffic by employing alerts, reports, dashboards and knowledge objects.
EventTracker also utilizes IP VOID to identify blacklisted IP addresses in allowed traffic and
generates alert to tip-off concerned IT Admin.

Pre-requisites

e EventTracker v7.x or later should be installed.

e Anexception should be added into windows firewall on EventTracker machine for syslog port
514.

e PoliWall Security Appliance must be installed and configured.

Syslog Configuration for PoliWall

1. Login PoliWall web interface with valid credentials.
2. Navigate to Logs->External Syslog Servers.

EventTracker ? 3
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A

4 BANDURA

.

Resources

Syslog Servers

ProACT

Stats
Logs IPv4 Servers
IPv4 Packet Logs IPV4 ADDRESS
IPv6 Packet Logs
10.1.44.25

IPv4 Risk Info Logs

System Logs
External Syslog Servers

Splunk Servers IPv6 Servers

Figure 1

3. In Syslog Servers pane, click AGAIPVESENT T hutton to configure desired syslog server.

4. In Add window, enter the IP address of EventTracker manager. (Port 514 is used by default)

Added ipv4 syslog server

Syslog Servers

IPv4 Servers Add IPv4 Server
IPV4 ADDRESS ACTIONS
192.168.1.1 %

IPv6 Servers Add IPV6 Server
IPVé6 ADDRESS

No IPvE Syslog servers defined

Figure 2
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5. Click Add to apply changes.

EventTracker Knowledge Pack (KP)

Once logs are received into EventTracker, Alerts, Reports, Knowledge Objects and Behavior Rules
can be configured into EventTracker.

The following Knowledge Packs are applicable in EventTracker v7.x and later to support Poliwall.

Alerts

1. PoliWall: Threat detected

This alert is generated when malicious activity is detected in transient traffic. E.g. Spam, Malware.
2. PoliWall: New IP detected in allowed traffic

This alert is generated when new source or destination IP address is detected in allowed traffic.
3. PoliWall: Blacklisted IP detected in allowed traffic

This alert is generated when blacklisted source or destination IP address is detected in allowed
traffic.

Reports

1. PoliWall - Allowed traffic details

This report provides information related to inbound or outbound traffic permitted by Poliwall.

EventTracker ? 5
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Sample report:

Device

Traffic Protocol Source Source Destination Destination

Event Time Hame/lP Direction Type Source IP Port Country Destination IP Port Country

Sep 22 03:40:40 10.1.44.

Sep 22 034117 10.1.44.

88 inbound uoeP 188.135.2.252 645859 India 25525954 53

88 outbound uoeP 104.131.137.159 64119 2117510161 53 United States

Sep 22 04:05:30 10.1.44.88 cutbound uopP 104.131.137.159 12588 82.230.176.157 53 United States
Sep 22 11:47:13 10.1.44.88 inbound uopP 21712213598 64539 India 25.52.69.54 53
Figure 3
Log Sample:
[ LOGTIME EVENTID  SITE/ COMPUTER USER DOMAIN SOURCE
=] 9/22/2016 4:05:43 PM 24 ESXWINZK12R2VM3 / Po... NFA N/A SYSLOG daemon

Event Type: Information
Log Type: System
Category Id: 0

Description:
Sep 22 04:05:30 10.1.44.88 packet_log: 2016-08-18T17:03:36.204166-0400 action=allowed, direction=outbound, group_uid=GRP_DEF_EGRESS_ gr
oup="DEFAULT_EGRESS", proto=UDP, country="United States", as_num=30633, as_name="Leaseweb USA, Inc.", reason=country, src=104.131.13
7.159, dst=B2.230.176.157, src_port=64589, dst_port=53

Figure 4

2. PoliWall - Blocked traffic details

This report provides information related to inbound or outbound traffic prohibited by PoliWall.

EventTracker ‘j 6
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Sample report:

Device Traffic Protocol Source Source Destination Destination Block
Event Time Name/lP Direction Type Source IP Port Country Destination IP Port Country Reaszon Block Details
Sep 22 11:32:2% 1014428 outbound TCP 19.89.171.235 20 169.135.238.76 61606 Australia flow no flow record
Sep 22 11:32:2%9 1014488 inbound TCP 76T 14740 30 Brazil 58.08363.240 61608 flow no flow record
Sep 22 11:32:2% 1014428 inbound TCP 31.204120.213 20 United States 110.198.45.159 61808 flow no flow record
Sep 22 11:32:30 10.1.4488 outbound TCP 2451909892 30 151.71.95.202 61606 China flow no flow record
Figure 5
Log Sample:
|~ | LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
=] 9/22/2016 11:32:43 AM 24 PMPL-15-KP / Poliwal... /A /A SYSLOG daemon
Event Type: Information Description: _ - _
Log Type: System Sep 22 11:32:43 10.1.44.88 packet_log: 2016-08-18T17:03:34.847455-0400 action=dropped, direction=outbound, group_uid=GRP_DEF_INGRESS, gr
Category Id: 0 oup="DEFAULT_INGRESS", proto=TCP, country="United States", as_num=30633, as_name="Leaseweb USA, Inc.", reason=flow, detail="no flow recor

d", src=232.212.54.106, dst=153.113.188.83, src_port=80, dst_port=61606, flags=FIN,ACK

Figure 6

3. PoliWall - Threat traffic details

This report provides information related to malicious activity detected in inbound or outbound
traffic.

EventTracker ‘j 7
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Sample report:

Device Traffic Protocol Action Source Source Destination Destination Block
Event Time HamellP Direction Type Type Source IP Port Country Destination IP Country Reason
Sep 22 10.1.44.85 inbound TCP dropped  21.154.107.164 38845 United 2408211671 23 Spam 100
11:32:28 States
Sep 22 10.1.44.88 inbound TCP dropped  159.247.109.176 38849 Canada 153.75.50.44 23 Spam 100
11:32:30
Sep 22 10.1.44.88 outbound  TCP dropped  129.16.124.198 38849 10.233.131.231 23 United Spam 100
11:32:30 States
Sep 22 10.1.44.88 outbound TCP dropped 98.20.238.63 35849 2123377189 23 Australia Spam 100
11:32:31
Figure 7

Log Sample:

[+] LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE

=] 9/22/201611:32:43 AM 24 PNPL-15-KP / Poliwal... M/A N/A SYSLOG daemon

Event Type: Information Description:

Log Type: System Sep 22 11:32:43 10.1.44.88 riskinfo: 2016-08-18T17:03:35.149868-0400 action=dropped, direction=inbound, group_uid=GRP_DEF_INGRESS, group
Category Id: 0 ="DEFAULT_INGRESS", proto=TCP, country="Russia", as_num=9829, as_name="National Internet Backbone", src=220.229.196.211, dst=78.202.158.
201, category_id=2, category_name="Spam", risk_score=100, risk_threshold=100, src_port=38849, dst_port=23, flags=SYN

Figure 8

4. PoliWall - Blacklisted IP activity details

This report provides information related to blacklisted source or destination IP address detected in
allowed traffic.

EventTracker ‘j 8
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Sample report:

Analysis A5 AS Blacklist Longitudel
Date Number Owner Status City Continent Country Code IP Address ISP Latitude Region
08/22/2016 03:46:27 PN 7 minutes age AS50010 Omani  BLACKLISTED Unknown Asia (OM) Oman 188.135.2.252 .ooredoo 21/57 Unknown static.isp.

Qatari 1440 .om ooredoo.
Telecom om
municati
ons
Com...

09/22/2016 04:11:12 PM 8 minutes age AS12322 Free BLACKLISTED Unknown Europe (FR} France 82.230.176.15 Free 48.86/235 Unknown bdv7S-5-

SAS 1440 7 sas 230
178-
157 foocp
roxad.n...
Figure 9
Log Sample:
[+ LOGTIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
©[E 9/22/2016 41118 PM B025 ESXWINZK12R2VM3 / ES... NFA NFA EventTracker
Event Type: Warning Description:
Log Type: Application Blacklisted IP detected in Poliwall traffic.
Category Id: 0

ScanReport:
IPAddress:82.230.176.157
AnalysisDate:6 minutes ago
BlacklistStatus:BLACKLISTED 1/40
ReverseDNS:bdv75-6-82-230-176-157.fbx.proxad.n...
ASMumber:AS12322
ASOwner:Free SAS

ISP:Free SAS

ContinentEurope
CountryCode:(FR) France
Longitude\Latitude:48.86 / 2.35
City:=Unknown

Region:Unknown

Sourcelog:

Sep 22 04:05:30 10.1.44.88 packet_log: 2016-08-18T17:03:36.204166-0400 action=allowed, direction=outbound, group_uid=GRP_DEF_EGRESS_, gr
oup=DEFAULT_EGRESS, proto=UDP, country=United States, as_num=30633, as_name=Leaseweb USA, Inc., reason=country, src=104.131.137.158,
dst=82.230.176.157, src_port=64589, dst_port=53

Figure 10
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Behavior Rules

1. PoliWall allowed traffic destination IP activity

This behavior rule helps in identification of new destination IP addresses in inbound or outbound
allowed traffic.

NEW DESTINATION ADDRESS OBSERVED[5] MC‘@

®25526954[6] @ 2044687177 [1] @ 196.142.23245 [1] 193.101.136.85 1] @ 185.129.62.63 [1]
P
DESTINATION ADDRESS COUNT
+2552.69.54 6
“ 204.46.87 177 1
“ 196.142.23 243 1
% 193.101.136.85 1
v 185.129.62.63 1 hd
Figure 11
2. PoliWall allowed traffic source IP activity
This behavior rule helps in identification of new source IP addresses in inbound or outbound
allowed traffic.
EventTracker 4 10
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NEW SOURCE ADDRESS OBSERVED[4] |_,_|_[C:@

@ 104.131.137.159 [4] @ 217.122.13593[1] @ 188.135.2.252 [1] 14.106.224.87 [1]

SOURCE ADDRESS COUNT

w» 104.131.137.159 4

W 217.122.135.98 1

w1858.135.2.252 1

s 14.106.224 87 1
Figure 12

Knowledge Objects

1. PoliWall Traffic

This KO helps in advanced analysis and reporting of PoliWall allowed or blocked traffic.

EventTracker *j 1
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Poliwall Traffic

Dst IP 18 COUNTRY COUNT % GRAPH
srelp 18 Russia 4 22.2 [ |
Event Time 11 )
Argentina 3 16.7 [ |
Country 10
Kazakhstan 3 16.7 [ |
Direction 2
, India 2 11.1 |
Action 1
AS Mame 1 Australia 1 5.56 |
AS Mumber 1 Erazil 1 5.56 |
Dst prt ! Canada 1 5.56 I
Flags 1
China 1 5.56 1
Protocol 1
Figure 13
2. Poliwall Threat
This KO helps in advanced analysis and reporting of PoliWall malicious traffic.

Poliwall Threat =
Dst IP 9 COUNTRY COUNT k7 GRAPH
Event Time 9 Sudan 3 333
SrclP 9

Argentina 2 232 |
Country b
Australia 1 11.1 [ |
Direction 2
) Canada 1 11.1 [ |
Action 1
AS Name 1 India 1 1.1 i
AS Number 1 United States 1 11.1 |
Category 1
Dst Prt 1
Flags 1
Figure 14
EventTracker 4 12
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3. PoliWall Blacklisted IP

This KO helps in advanced analysis and reporting of blacklisted IP source or destination addresses
detected in allowed traffic.

Poliwall Blacklisted IP

AS Mumber 2
A IP ADDRESS COUNT L] GRAPH

AS Owner 2

217.122.135.98 1 50.0
City 2

62.57.100.227 1 50.0
Country Code 2
IP Address 2
ISP 2
Lat Long 2
Region 2
Reverse DN5 2
Blacklist Status 1
Continent 1 =

Figure 15

Import PoliWall Knowledge Pack into
EventTracker

1. Contact EventTracker Support to acquire PoliWall Knowledge Pack.
2. Download 'KP-PoliWall.zip"” from provided location and extract at the desired location.

EventTracker j 13
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| 1+ + | Poliwall
“ Home Share Wiew

= v » ThisPC » Desktop » PoliWall »
Marne Date medified Type Size
s Quick access
KP 9/22/2016 3:23 PM  File folder
[ Desktop ) _ :
Script G/22/2016 3:25 PM File folder
; Downloads

|z Decuments
| Pictures

s Local Disk (E:)

Poliwall
@& OneDrive

[ This PC

Figure 16

3. Move 'PoliWallblacklistIP.ps1” script from ‘Script” folder to the following path.

| C:\Program Files (x86)\Prism Microsystems\ ElGHEIIGCREINREMEtiSIActionSerpiaypouay |

EventTracker Installation Path

PoliWall Script Folder Path

4. Import KP items in '"KP" folder in following sequence:

* Knowledge Objects
= Token Templates

= Reports

= Alerts

= Parsing Rules

=  Behavior Rules

EventTracker *j 1%
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EventTracker Manager

Knowledge Objects and Token Templates can be imported using EventTracker Web Console.

e Login EventTracker Manager Web Console.

Admin w | Tools Help
Behavior Rule
Behavior Setting
Cate
U Event Fitte
Eventva
IP Lookup
Kn oe |
Log C
Mana
Par e
Rer &
R
wustE ]
Lse
Agent |
Figure 17

e C(Click Admin.

Knowledge Objects
1. Select Knowledge Objects from Admin drop-down.

2. Click ¥ ‘Import’ option.

EventTracker j
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KNOWLEDGE OBJECTS
Search objects.. QQ OBJECTS @El .!.

GROUPS @@ T@'

FApache Web Server

SELECT OBJECT FROM THE LEFT PAMEL.

~
#Array0s 5PX

+ Barracuda Message ...
® Barracuda Spam Fir...
# Barracuda 55L VPN

+ Centrify AD client
#Check Point

#= Cisco ACE

+ Cisco ACS

+ Cisco ASA

= Cisco 105

# Cisco ISE

Figure 18

3. In IMPORT pane and click on Browse button.

IMPORT

Select file Browse... UPLOAD

Figure 19

4. Locate All PoliWall group of knowledge objects.etko file, and then click the UPLOAD button.

EventTracker *j 16
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IMPORT
Select file Browse. .. UPLOAD
[] OBJECT NAME APPLIES TO GROUP NAME
D Poliwall Blacklisted IP Poliwall Security Appliance Poliwall
O Poliwall Threat Poliwall Security Appliance Paoliwall
[]  Poliwall Traffic PoliWall Security Appliance Polivall

MERGE OVERWRITE
Figure 20
5. Select all objects and click Overwrite button.
Token Templates
1. Select Parsing Rules from Admin drop-down.
Select Template tab.
Click ¥ ‘Import’ option and select Browse button.
SELECT FILE Browse... T

Mote: Please select file of type *.ettd (eventtracker template dashlets).

Figure 21

4. Locate All Poliwall group of token templates.ettd file, and then click the UPLOAD
button.

EventTracker *j 17
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SELECTED FILE IS: PoliWall.ettd

=]

[ Poliwall Blacklisted IP detected  \r\n

[ Paliwall Traffic

44-67.dynamic.hinet.net ASNumber:AS3462 ASOwner:Data Communication B

usiness Group ISP:CHTD, Chunghwa Telecom Co., Ltd. Continent:Asia Country
Code:(TW) Taiwan Longitude\Latitude:23.5 / 121 City:Unknown Region:Unkno

wn Sourcelog: Sep 17 023:40:26 10.1.44.88 packet_log: 2016-08-18T17:03:36.20
4166-0400 action=allowed, direction=inbound, group_uid=GRP_DEF_EGRESS_,
group=DEFAULT_EGRESS, proto=UDFP, country=United States, as_num=4323, a
s_name=tw telecom holdings, inc., reason=country, src=87.27.121.136, dst=1.

160.44.67, src_port=64589, dst_port=53 Mew activity found: Destination Addre
ss: 1.160.44.67 Rule Mame: Poliwall_Allowed_traffic System: Poliwall Time: 20

16-09-17 15:40:26 Source Event: Id: 24 Source: SYSLOG daemon Description: S
ep 17 03:40:26 10.1.44.88 packet_log: 2016-08-18T17:03:36.204166-0400 actio
n=allowed, direction=inbound, group_uid=GRP_DEF_EGRESS_, group=DEFAUL
T_EGRESS, proto=UDP, country=United States, as_num=4323, as_name=tw tel

ecom holdings, inc., reason=country, src=87.27.121.136, dst=1.160.44.67, src_
port=64589, dst_port=53

Aug 18 17:03:34 10.1.44.88 riskinfo: 2016-08-18T17:03:35.149868-0400 action
=dropped, direction=inbound, group_uid=GRP_DEF_INGRESS, group="DEFAUL
T_INGRESS", proto=TCP, country="INDIA", 35_num=9829, a5_name="National |
nternet Backbone”, src=61.3.28.31, dst=30.59.222.8, category_id=2, category_
name="Spam", risk_score=100, risk_threshold=100, src_port=38848, dst_port=
23, flags=SYN

Figure 22

5. Select all objects and click () ‘Import’ option.

EventTracker Control Panel

Alerts, Reports and Parsing Rules can be imported using EventTracker Control Panel's

Export/Import Utility.

e Launch EventTracker Control Panel.

9/22/2016 12:57:00 PM

9/22/2016 12:57:00 PM

ETAdmIn

ETAdmin

Polivwall

Poliwall

EventTracker

Secure. Comply. Succeed.
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: 7 EventTracker Control Pane — ot

EVEEHE&'E%’ f{trnl Panel 8_1
i

' B e (%

—
! EventVault Diagnostics License Export Import Append
Manager Utility Archives
EventTracker Traffic Analyzer Agent SCAP Profile Port
Agent Confi._. Manageme... Editor Configuration

TrapTracker Change Audit
EventTracker

E-mail: support@Event Tracker com

Figure 23

e Double click Export Import Utility.

e Select Import tab.

EventTracker *j
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Reports

1. Click Reports option, and then click the browse ! == | button.

2. Locate the All PoliWall group of reports.issch file, and then click Open button.

i

Export  Import

1. Provide the path and file name of Schedule Report file. Use the *." button to browse and locate the impart file.

2. Click the Import button
Mote : I report(s) contains template, first import template and proceed with exportimport utility.
Oiptions Location

() Category
() Fitters
() Merts (® Legacy (~issch) () New (* etcmx)

(") Systems and Groups Source :

*issch

() RSS Feeds

(®) Reports

() Behavior Rules
i) SCAP

(") Token Value

Figure 24

3. Toimport categories, click the Import button.

EventTracker displays success message.

Close

EventTracker j
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o Selected reports configurations are imported successfully,

OK

Figure 25

4. Click OK.

Alerts

1. Click Alerts option, and then click the browse | = button.

2. Locate the All PoliWall group of alerts.isalt file, and then click the Open button.

I
Export Import

1. Provide the path and file name of the Alerts file. Use the ... button to browse and locate the import file.
2 Click the Import button.

Options Location
() Category
O Fiters Import E-mail settings
(® Alerts Set Active
This setting is applicable only for imports from Legacy

@® Only if notifications set (v} Alert files. For w7, the active status will be set

(O Systems and Groups based on "Active” key available in the configuration

O By defautt section.
() RS5 Feeds
() Reports Source :
*isalt
() Behavior Rules
() SCAP
() Token Value
Import Cloze
Figure 26

3. Toimport alerts, click the Import button.

EventTracker j
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EventTracker displays success message.

o Selected alert configurations are imported successfully,

QK
) Figure 27
4. Click OK.
Parsing Rules
1. Click Token value option, and then click the browse | = | button.
"
Export  Import

1. Provide the path and file name of token value file. Use the "..." button to browse and locate the import file.
2. Click the Import button

Options Location
() Category

() Fiters

() Merts

Source

*istoken

() Systems and Groups

() ASS Feeds
(") Reports
() Behavior Rules

() SCAP

(® Token Value

Impart

Figure 28

Close

EventTracker j
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2. Locate the All Poliwall group of parsing rules.istoken file, and then click the Open
button.

3. Toimport tokens, click the Import button.

EventTracker displays success message.

o Selected token values are imported successfully.

] 4
Figure 29
4. Click OK, and then click the Close button.
Behavior Rules
1. Click Behavior Rules option, and then click the browse ! == | button.

2. Locate the All PoliWall group of behavior rules.isrule file, and then click Open button.

EventTracker j 23
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L
Eqort Import

1. Provide the path and file name of Behavior file. Use the "..." button to browse and locate the import file.
2. Click the Import button

Ciptions Location
() Category

() Fitters

() Merts

Source
() Systems and Groups ~isrule

(") RSS Feeds

(") Reports

(®) Behavior Rules

() SCAP

() Token Value

Import

Figure 30

3. Toimport categories, click the Import button.

EventTracker displays success message.

o Selected behavior rules are imported successfully,

0K

Figure 31

4. Click OK.

Cloze

EventTracker j
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\Verify PoliWall knowledge pack in
EventTracker

e Login to EventTracker Manager Web Console.

e C(Click Admin.

Admin

m

I
Eessment

Figure 32

NOTE: It is advised to select appropriate systems in alerts, reports and behavior rules to

improve performance.

Knowledge Objects

1. Select Knowledge Objects from Admin drop-down.

2. Scroll down and select PoliWall in Groups pane.
Imported PoliWall objects are shown along-side.

EventTracker

Secure. Comply. Succeed.
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KNOWLEDGE OBJECTS

Search objects...

Qe

GROUPS @ @’ T@ OBJECT NAME PoliWall Blacklisted P
APPLIES TO  PoliWall Firewall
= Poliwall In RULES
= TITLE LOG TYPE EVENT SOURCE
Poiwal Blackisted.. @ [I]
Poliwall Threat @IM Poliwall Elacklisted IP activ... Application EventTracker

Paliwall Traffic

@

@ Pulse Secure MAG 5

= RSA SecurlD Authen...

#Semantec E
#Sharepoint

BSnort

ndPoint _..

Server

# Sonicwall Firewall

#50L Server

#Teradata

® Trend Micro Deep 5...

OBECTS @ T %

1@

EVENT ID EVENT TYPE

8025 Warning (CACRIN-A

MESSAGE SIGMATURE: [?s)Blacklisted\s+IP\s+detected\s+in\s+Poliwall traffic\..*5canReport\. *SourceLogh:

MESSAGE EXCEPTION

EXPRESSIONS

EXPRESSION TYPE FORMAT STRING EXPRESSION 1

EXPRESSION 2

Regular Expression (?s)IPAddress:(?<IP__Address=... @ TW_

Figure 33

Token Templates

PARSIN

Select Parsing Rules from Admin drop-down.
Select Template Tab.

Scroll down and select PoliWall in Groups pane. Imported PoliWall templates are
shown along-side.

G RULE

Parsing Rule Template
o= -~
Microsoft Windows RR...  [il] @ Group : Poliwa
MS5QL l @ Search... Q G .!, T
msaL 0@
TEMPLATE NAME TEMPLATE DESCRIPTION ADDED BY  ADDED DATE ACTIVE (| EDIT
Office 365 i @&
Poliwall Blacklisted IP ... JPoliwall Firewall ETAdmin 9/21/2016 5:42:08 PM O @
OKTA 550 i &
Poliwall Traffic Poliwall Firewall ETAdmin 9/16/2016 5:08:14 PM O @
OpenDNS i & '
Palo Alto Firewall _T @
PhoneFactor __'_I_ @
Poliwall i &
Figure 34
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Reports

1. Click the Reports menu, and then select Configuration.

My EventTracker

Configuration

Dashboard

Explorer

Figure 35

2. In Reports Configuration pane, select Defined option.
3. Scroll down and select PoliWall in Groups pane. Imported PoliWall reports are shown
along-side.

REPORTS CONFIGURATION

REPORT GROUPS
3 Security

? Compliance

? Operations

3 Flex

2 ao0anc

E’ All Compliance Repor...

B Amazon Web Services

Alerts

REPORTS CONFIGURATION : POLIWALL

®me

| TmE

[] 22| Poliwal - Blacklisted IP activity details
D ,-'li‘:{ Poliwall - Threat traffic details

[] &r3| Poliwal - Blocked traffic details

0 %] Poliwall - Allowed traffic details

Figure 36

1. Select Alerts from Admin drop-down.
2. In the Search field, type ‘PoliWall’, and then click Go button.

CREATED ON

/2172016 5:45:30 PM

9/16/2016 2:55:20 PM

9/16/2016 2:51:54 PM

9/16/2016 2:44:38 PM

Search

MODIHED ON

9/22/2016 2:41:20 PM

9/16/2016 2:55:20 PM

9/16/2016 2:51:54 PM

9/16/2016 2:44:38 PM

EventTracker *j
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3. Alert Management page will display all the imported PoliWall alerts.

ALERT MANAGEMENT Searcnby  Alert name [7] polivall Qe
@ ACTIVATE NOW Click "Activate Now" after making all changes PageSize 25 [v]
REMEDIAL REMEDIAL
FORWARD FORWARD
i ALERT NAME ~ THREAT ACTIVE EMAIL MESSAGE RSS AS AS ACTION  ACTION APPLIES TO
SNMP 5Y5L0G CONSOLE AGENT
[] PoliWall: Blackiisted IP detected in all... Serious O O O | O PoliWall Firewall
O Poliwall: New IPF detected in allowe.... High | O O V] O Poliwall Firewall
[] PoliWall: Threat detected Serious O | O O | O PoliWall Firewall
Figure 37

4. To activate the imported alerts, select the respective checkbox in the Active column.
EventTracker displays message box.

Successfully saved configuration.

Figure 38

5. Click the OK button, and then click the Activate now button.

NOTE: You can select alert notification such as Beep, Email, and Message etc. For this, select
the respective checkbox in the Alert management page, and then click the Activate Now

button.

Parsing Rules

1. Select Parsing Rules from Admin drop-down.
2. Scroll down and select PoliWall in Groups pane. Imported PoliWall rules are shown

along-side.

EventTracker j 28
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PARSING RULE

Parsing Rule Template

=
|
>

Palo Alto Firewall
Palo Alto Firewall v... il @
PhoneFactor Tﬁl_ @
PoliWall Tﬁh @
RRAS ] @
Snort IDS Tﬁl_ @
Sonicwall UTM Tﬁl_ @
Sophos Enterprise Co... Tﬁl_ @
Sophos UTM Tﬁl_ @ |

Suricata ID5 WI (ﬁ

Behavior Rules

Token-Value  Display rameﬂ
[] DISPLAY NAME TOKEN NAME
|:| AS Mame . 85_name
[} Category Mame , category_name
| Country Name . country
|:| Destination Address . dst
Figure 39

1. Select Behavior Rules from Admin drop-down.
2. Scroll down and find PoliWall rules.

BEHAVIOR RULES

RULE NAME

Poliwall allowed traffic destination IP activity

Poliwall allowed traffic source IP activity

BREAKUP COLUMN DISPLAY NAME
» country Country Name
» country Country Name
1 2
Figure 40

Qe

DELETE

K

03]

TAG

MOVE TOGROUP | TOKEN-

Group: PoliWa

®

SEPARATOR  TERMINATOR A,

VALUE WIZARD

Page size

DELETE %(;‘TII'EUA'I'IDNJ'DEAG'I\"A'I'ION

|

O

9/21/2016 3:38:49 PM

9/21/2016 5:08:55 PM

@ &
@ &

EventTracker j
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Create Flex Dashboards in EventTracker

NOTE: Flex dashboard feature is available from EventTracker Enterprise v8.0 onwards.

Schedule Reports

1. Login EventTracker Manager Web Console.

My EventTracker

Caonfiguration
Dashboard

Explorer

Figure 41

2. Navigate to Reports>Configuration.
3. Scroll down and select PoliWall in report groups. Select Defined check box.

REPORTS CONFIGURATION

REPORT GROUPS G}

.-7. Security ~

"j Compliance

"j' Operations

Y Fex

2 a0anc &

E‘ All Compliance Repor... D— @

— -

REPORTS CONFIGURATION

@mé

U TILE

O PoliWall - Blacklisted IP activity details
O PoliWall - Threat traffic details

O PoliWall - Blocked traffic details

|:| PoliWall - Allowed traffic details

Figure 42

CREATED ON

9/21/2016 5:45:30 PM

9/16/2016 2:55:20 PM

9/16/2016 2:51:54 PM

9/16/2016 2:44:38 PM

4. Click on 'schedule’ @ to plan a report for later execution.

5. Click Next button to proceed.

6. Inreview page, check Persist data in Eventvault Explorer option.

Search

MODIHED ON

G/22/2016 2:41:20 PM

9/16/2016 2:55:20 PM

9/16/2016 2:51:54 PM

9/16/2016 24438 PM

QA M E

© © © ©

EventTracker *j
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REPORT WIZARD CANCEL = <BACK | NEXT>
TITLE: POLIWALL - BLOCKED TRAFFIC DETAILS

LOGS

Review cost details and configure the publishing options. Step80f 10 111117176

DISK COST ANALYSIS

Estimated time for completion: 00:00:52(HH:MM:5S)
Mumber of cab(s) to be processed: 11

Available disk space: 19 GB

Required disk space: 50 MB

Enable publishing option (Configure SMTP Server in manager configuration screen to use this option)

® Deliver results via E-mail
Motify results via E-mail

To E-mail [Use comma(,) to separate multiple e-mail recipients]
Update statusviaRSS  Select Feed|v |
Show in none [v]

[ Persist data in Eventvault Explorer

Figure 43

5. In next page, check column names to persist using PERSIST checkboxes beside them. Choose
suitable Retention period.

EventTracker *j 31
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REPORT WIZAR
TITLE: POLIWALL - BLOCKEL C

ED TRAFFIC DETAILS
DATA PERSIST DETAIL

Select columns to persist
step 9 of 10

RETENTION SETTING

Retention nerlod: days @

[eersist in database o nly [Reports will not be published and will only be stored in the respective database]

SELECT COLUMNS TO PERSIST

COLUMMN NAME PERSIST
Event Time ¥
Device Name/IP [~
Traffic Direction =
Protocol Type ™
Source IP
Source Port A

Figure 44

6. Proceed to next step and click Schedule button.
7. Wait till the reports get generated.

Create Dashlets

1. Open EventTracker Enterprise in browser and logon.

Incidents Be

Compliance

Event-O-Meter
Flex

Incidents
MNews
Operations

Security

Threats

Figure 45

< BACK

EventTracker *j
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2. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.

FLEX DASHBOARD

Title
Poliwall

Drescription

FPaliwall Security Appliance

Figure 46

3. Fill suitable title and description and click Save button.

4. Click ™ to configure a new flex dashlet. Widget configuration pane is shown.

WIDGET CONFIGURATION

WIDGET TITLE NOTE
PolitWall Inbound Blocked Traffic with Country

DATA SOURCE

PoliWall - Blocked traffic details [v]
CHART TYPE DURATION VALUE FIELD SETTING AS OF

Donut [v] 12Hours[v] COUNT [v] Recent[v]
AXIS LABELS [X-AXIS] LABEL TEXT

Source Country  [V]
VALUES [Y-AXIS] VALUE TEXT

Select column [v]
FILTER FILTER VALUES

Traffic Direction ~ [w]  inbound vl
LEGEND [SERIES] SELECT

Protocol Type [v] Al [v]

e L
Figure 47

TEST CONFIGURE

CLOSE

EventTracker *j
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5. Locate earlier scheduled report in Data Source dropdown.
6. Select Chart Type from dropdown.

7. Select extent of data to be displayed in Duration dropdown.
8. Select computation type in Value Field Setting dropdown.
9. Select evaluation duration in As Of dropdown.

10. Select comparable values in X Axis with suitable label.

11. Select numeric values in Y Axis with suitable label.

12. Select comparable sequence in Legend.

13. Click Test button to evaluate. Evaluated chart is shown.

POLIWALL INBQUND ELOCKED. ..

TCP
LABEL COUNT
United States
Russia
Kazakhstan
India
China
Erazil
Ausiralia
Argentina

P | ot | | | s | 0 | 0 |

Protocol Type: TCP

B United States B Russia B Kazekhstan India M China W Brazil Il Australia

Figure 48

4. If satisfied, click Configure button.

Argentina

EventTracker
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FLEX DASHBOARD PEABONO

POLIWALL

CUSTOMIZE WIDGETS

[ Paliwall Inbound Blocked Traffic... [ poliwall outbound blocked traffi...

Figure 49

5. Click '‘customize’ @ to locate and choose created dashlet.
6. Click ® to add dashlet to earlier created dashboard.
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Sample Flex Dashboards

1. PoliWall Inbound Blocked Traffic by Protocol Type

Data Source: PoliWall: Blocked traffic details
Chart Type: Donut
Axis Labels [X-Axis]: Source Country
Filter: Traffic Direction
» Filter Direction: inbound
e Legend [Series]: Protocol Type
» Select: All

Protocol Type: TCP

B United Stales ® Russia B Kazakhstan India @ China W Erazil m Ausiralia
Argentina

09/21 0408

Figure 50

EventTracker *j
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2. PoliWall Outbound Blocked Traffic with Reason

e Data Source: PoliWall: Blocked traffic details
e Chart Type: Donut
e Axis Labels [X-Axis]: Destination Country
e Filter: Traffic Direction
» Filter Direction: outbound
e Legend [Series]: Block Reason

» Select: All
Block Reason: flow
B Sudan W Russia B India Canada W Argentina
2 2116
Figure 51
EventTracker 4 37
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3. PoliWall-Inbound Allowed Traffic by Country

e Data Source: PoliWall: Allowed traffic details
e Chart Type: Donut
e Axis Labels [X-Axis]: Source Country
e Filter: Traffic Direction
> Filter Direction: inbound
e Legend [Series]: Device Name/IP

» Select: All
Device Name/IP: 10.1.44 33
B United Siaies W India W Canada Erazil W Argentina
09415 16:05 - 09/22 16:05
Figure 52
EventTracker 4
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4. PoliWall-Outbound Allowed Traffic by Protocol Type

e Data Source: PoliWall: Allowed traffic details
e Chart Type: Donut
e Axis Labels [X-Axis]: Destination Country
e Filter: Traffic Direction
> Filter Direction: outbound
e Legend [Series]: Protocol Type

> Select: All
Protocol Type: UDP
W United Stales @ Sudan W China
(9715 16:05 - 09/22 16:05
Figure 53
EventTracker 4
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5. PoliWall Inbound Threats by Risk Score

e Data Source: PoliWall: Threat traffic details
e Chart Type: Donut
e Axis Labels [X-Axis]: Source Country
e Filter: Traffic Direction
> Filter Direction: inbound
e Legend [Series]: Risk Score

> Select: All
Risk Score: 100
B Sudan W Australia
09/21 04:08 - 09/21 16:08
Figure 54
EventTracker 4
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6. PoliWall Outbound Threats with Country

e Data Source: PoliWall: Threat traffic details
e Chart Type: Donut
e Axis Labels [X-Axis]: Destination Country
e Filter: Traffic Direction

> Filter Direction: outbound
e Legend [Series]: Block Reason

» Select: All
Block Reason: Spam
B United States @ Sudan W India Canada M Argentina
021 0408 - 09/21 16108
Figure 55
EventTracker 4
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7. PoliWall Blocked IP with Country

o Data Source: PoliWall: Blacklisted IP activity details
e Chart Type: Donut
e Axis Labels [X-Axis]: IP Address
e Legend [Series]: Country Code
» Select: All
Country Code: (CN) China Country Code: (FR) France Country Code: (OM) Oman

W 14.106.224.87 W 52230.176.157 W 188.135.2252
Figure 56
<~X~>
EventTracker 4 52
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