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Integrate ProtectWise

This guide helps you in configuring ProtectWise with EventTracker to receive ProtectWise events. In this guide,
you will find the detailed procedures required for monitoring ProtectWise.

The configuration details in this guide are consistent with EventTracker version v9.2 or above and
ProtectWise.

Administrators, who are assigned the task to monitor and manage ProtectWise events using EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Overview

This guide helps you in configuring ProtectWise with EventTracker to receive ProtectWise events. In this guide,
you will find the detailed procedures required for monitoring ProtectWise.

EventTracker’s built-in knowledge pack enables you to gather business intelligence providing increased
security, performance, availability, and reliability of your systems.

EventTracker, when integrated with ProtectWise, collects logs and creates detailed reports, alerts,
dashboards, and categories. These attributes of EventTracker helps user to view/receive the critical and
relevant information regarding security, operations and compliance.

Report contains a detailed summary of threat detected by ProtectWise in IP, URL, DNS, certificate, events and
many more in column-value pair.

Alerts are triggered as soon as a high scored threat is received by EventTracker for ProtectWise

Dashboards is a graphical representation of all the activities happening in ProtectWise. These include threat
category by threat level, threat by source IP, threat score for all log types and others.

These attributes or configurations of EventTracker allows administrators to quickly take appropriate actions
against any threat/adversaries trying to jeopardize an organization’s normal operation.

2. Prerequisites

e EventTracker v9.2 or above should be installed.
e ProtectWise should be configured.

e Port 514 should be open.

e EventTracker Public IP is required.

3. Integration of ProtectWise with EventTracker

Configuring syslog Message Forwarding
Update the protectwise-emitter.json file

¢ In the udpAdapters, set the Host as EventTracker Public IP.
e Set Portto 514.

"udpAdapters": [
{
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"host": "<dest_ip>",

"name": "udp",
"port": 514
}
]

Run the protectwise-emitter. EventTracker will start receiving ProtectWise logs.

4. EventTracker Knowledge Pack

Once logs are received by EventTracker manager, knowledge packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker to support ProtectWise.

e ProtectWise: Certificate Reputation- This category provides threat data about certificate.

e ProtectWise: DNS Reputation — This category provides threat data about DNS.

e ProtectWise: File Reputation — This category provides threat data about file.

e ProtectWise: URL Reputation — This category provides threat data about URL.

e ProtectWise: IP Reputation — This category provides threat data about IP.

e ProtectWise: Heuristics — This category provides information about threat methods and tactics.

e ProtectWise: Payload — This category provides information about payload and threat related to it.

e ProtectWise: Events- This category provides information about resources that describe a threat and
contains a collection of observations.

e ProtectWise: Threat detected - This alert is generated when any threat is detected having threat score
and severity greater than 50.

ProtectWise: IP Reputation - This report gives the threat information about IP. Report contains
connection category, threat score and level, src and dst IP address, port and other fields which will

provide a detailed view about user activity.

Computer Destination Ip Destination Port Id
0872072020 11:36:36 AM R1SS-VM30W72.27 xx.xx-  127.0.0.2

Kill Chain Stage Layer 3 Protocol Layer 4 Protocol Observation Direction Protocol Severity Source IP
3 0000015477ealf8cb2d9e10f0faSa Recon Pvé Tep None TCP 127.0.0.1

SYSLOG b8ac461d97e0005
10872072020 11:36:36 AM R1SS-VM30W72.27 xxxx-  127.0.0.2 %3 0000015477ea0f8cb2d9e10f0faSa Recon Pv4 Tep None TCP s 127.0.0.1
SYSLOG b8ac461d97e0005
08/20/2020 11:36:36 AM 127.0.0.2 %3 0000015477ea0f8cb2d9e10f0faSa Recon Pvd Tep None TCP K3 127.0.01
R1S5-VM30\172.27 xx.xx- b8ac461d97e0005
SYSLOG
Figure 1
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Logs Considered

addl_info
addl_info8
attributes
dest_ip_address
dest_port_no
event_category
event_computer
event_datetime
event_datetime_utc

event_description

event_group_name
event_id
event_log_type
event_source
event_type
event_user_domain
event_user_name
group_name

interface in

Integrate ProtectWise

+- Realtime

+- -UNKWNTOK-

+- Proxy

+- 127002

+= 53

+- 0

+= 172.27.100.13-syslog
+=- 8/24/2020 10:10:10 AM

+- 1598244010

2

Aug 24 10:10:10 172.27.100.13 Aug 05 14:27:46 192.168.1.86 2020-08-05T14:27:57.480-06:00 160901-onsite-nts-01 protectwise-emitter[17790]: [ipRep] s

ensorName:DMZ category:Suspicious id:0000015477ea0f8cb2d9e10f0fa5ab8ac461d97e0005 observedAt:2016-05-03T12:38:30.708-06:00 isoObserved AtU
TC:2016-05-03718:38:30.708Z occurredAt:1462300708748 occurredAt:2016-05-03T12:38:28.748-06:00 isoOccurredAtUTC:2016-05-03T18:38:28.748Z obse
rvedStage:Realtime observationDirection:None killChainStage:Recon severity:15 threatLevel:Low threatScore:15 threatSubCategory: <no value> type:<no v
alue> dstlp:127.0.0.2 srclp:127.0.0.1 srcPort:61636 dstPort:53 proto:TCP layer3Proto:IPv4 layer4Proto:Tcp nfkey:-UNKWNTOK- nfStartedAt: 1462300708748
isoNfStarted At:2016-05-03712:38:28.748-06:00 isoNfStartedAtUTC:2016-05-03T18:38:28.748Z ipRepCategory:Proxy ip:10.126.23.174

+- Default

o
@

=
+- Application
+- SYSLOG local0
+- Error

+- N/A

+= N/A

+= Recon

+= DM7

Figure 2

e ProtectWise: URL Reputation - This report gives the threat information about URL. Report contains
category, threat score and level, severity, URL reputation category and other details which can be used
for further investigation.

Computer Destination Ip Destination Port  Hostname Kill Chain Stage Layer 3 Protocol  Layer 4 Protocol  Observation Direction Observed Sf
08/20/2020 11:36:36 AM  R1S5-VM30\172.27.100.13- Malware 127.0.0.2 3 evilexample.com  0000015477ea0f8cb2d9e10f0faSa Delivery Pvd Tep None Realtime
SYSLOG bBac461d97¢0005
08/20/2020 11:36:36 AM  R1S5-VM30\172.27.100.13- Malware 127.0.02 B3 evilexample.com  0000015477ea0f8cb2d9e10f0faSa Delivery Pvd Tep None Realtime
SYSLOG bBac461d97e0005
08/20/2020 11:36:36 AM  R1S5-VM301172.27.100.13- Malware 127.0.0.2 B3 evil.example.com  0000015477ea0f8cb2d9e10f0faSa Delivery Pv4 Tep None Realtime
SYSLOG bBacd61d97e0005
Figure 3

Netsurion. | EventTracker



Logs Considered

Integrate ProtectWise

add!_info
add!_info8

attributes

+- Realtime

+- -UNKWNTOK

+- Malwaresites

change_info

dest_host_name +- evil.example.com
dest_ip_address +- 127.0.0.2
dest_port_no +- 53

event_category

event_computer

event_datetime
event_datetime_utc +- 1598244010
event_description Aug 24 10:10:10 172.27,100.13 Aug 05 14:27:46 192.168.1.86 2020-08-05T14:27:57.482-06:00 160901-onsite-nts-01 protectwise-emitter[17790]: [urlRep] s
ensorName:DMZ category:Malware id:0000015477ea0f8cb2d9e10f0fa5ab8ac461d97e0005 observed At:2016-05-03712:38:30.708-06:00 iscObservedAtUT
C:2016-05-03718:38:30.708Z occurredAt: 1462300708748 occurredAt:2016-05-03T12:38:28.748-06:00 isoOccurredAtUTC:2016-05-03T18:38:28.7487 obser
vedStage:Realtime observationDirection:None killChainStage:Delivery severity:15 threatLeveliLow threatScore:15 threatSubCategory:<no value> type:<no
value> dstlp:127.0.0.2 srclp:127.0.0.1 srcPort:61636 dstPort:53 proto:TCP layer3Proto:1Pv4 layerdProto:Tep nfkey:-UNKWNTOK- nfStartedAt:146230070874
8 isoNfStartedAt:2016-05-03712:38:28.748-06:00 isoNfStartedAtUTC:2016-05-03T18:38:28.748Z urlRepCategory:Malwaresites url:evil.example.com/Tracke

r/CoT?p1=1193\u0026p2=384 hostname:evil.example.com path:/Tracker/CoT port:80 queryString:p1=11931u0026p2=384

event_group_name

event_id +- 128
event_log_type +- Application
event_source +- SYSLOG local0
event_type += Error
event_user_domain +- N/A
event_user_name +- N/A

file_path += /[Tracker/CoT

Figure 4

e ProtectWise: File Reputation — This report gives threat information about File. Report contains

category, file type, threat score and level and other useful details for further investigation.

Computer Destinationlp  Destination Port  Kill Chain Stage  Layer 3 Protocol Layer 4 Protocol Observation Direction Protocol
08/24/2020 10:10:10 AM  R1S5-VM30\172.27.100.13- Malware 127.002 3 Delivery IPvéd Tep Dst_to_src Reattime Tep S
SYSLOG
08/24/2020 10:10:10 AW R1S5-VM30\172.27.100.13- Malware 127.00.2 B3 Delivery IPv4 Tep Dst_to_src Realtime Tep s
SYSLOG
0812412020 10:10:10 AW R1S5-VM301172.27.100.13- Malware 127.002 %3 Delivery Pv4 Tep Dst_to_src Realtime Tep Es
SYSLOG
Figure 5
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Logs Considered

addl_info
add!_info8
dest_ip_address
dest_port_no
event_category
event_computer
event_datetime
event_datetime_utc

event_description

event_group_name
event_id
event_log_type
event_source
event_type
event_user_domain
event_user_name
group_name
interface_in
log_datetime

log_direction

Integrate ProtectWise

+=- Realtime
+= -UNKWNTOK-
+=- 127.0.0.2

+- 53

$= 0

+- 8/24/2020 10:10:10 AM
+- 1598244010

Aug 24 10:10:10 172.27.100.13 Aug 05 14:27:46 192.168.1.86 2020-08-05T14:27

7.464-06:00 160901-onsite-nts-01 protectwise-emitter[17790]: [fileRep]
sensorName:DMZ category:Malware id:000001546d3d8c34dfed 1536f84fc28966c8c57f0007 observedAt:2016-05-03T12:39:33.053-06:00 isoObservedAtUT
C:2016-05-03T18:39:33.053Z occurredAt:1462121630930 occurredAt:2016-05-01710:53:50.930-06:00 isoOccurredAtUTC:2016-05-01716:53:50.930Z obser
vedStage:Realtime observationDirection:Dst_to_src killChainStage:Delivery severity:55 threatLevel:Medium threatScore:54 threatSubCategory: <no value> t
ype:PE dstlp:127.0.0.2 srclp:127.0.0.1 srcPort: 1048 dstPort:53 proto:Tcp layer3Proto:lPv4 layerdProto:Tep nfkey:-UNKWNTOK- nfStartedAt: 1462121630772 i
soNfStartedAt:2016-05-01710:53:50.772-06:00 isoNfStartedAtUTC:2016-05-01716:53:50.772Z

+- Default

+- 128

+- Application

+=- SYSLOG local0

Figure 6

e ProtectWise: DNS Reputation — This report gives threat information about DNS. Report contains threat

category, score, level, DNS query, src and ds tip, port and other useful information.

Computer

081202020 11:36:36 AM  R1S5-VM30M72.27 xx.xx-
SYSLOG

08/20/2020 11:36:36 AW R1S5-VM30M72.27 xx.xx-
SYSLOG

081202020 11:38:38 AN R1S5-VM30M72.27 30k~
SYSLOG

Dns Conversation Dns Rep Category  Destinationlp  Destination Port Id Kill Chain Stage
Suspicious  query.[{query:jpdiyo2tuwsmaSf4z0 MachineGenerated  127.0.02 53 0000015477eab48c409250cd993¢e jpdiyo2tuwsmaSféz0qogdazid.com Beacon
qogéazid.comqueryType:IPV4_AD 2774610457c00008
Suspicious  query:[{query:jpdiyo2tuwsmaSf4z0 MachineGenerated ~ 127.0.02 53 0000015477eabd8c409250cd993e jpdiyo2tuwsmaSf4z0qoadazid.com Beacon
qogdazid.com queryType:IPV4_AD 2774610457c00008
Suspicious  query.[{query:jpdiyo2tuwsmaSf4z0 MachineGenerated  127.0.02 3 0000015477eab48c409250cd993¢ jpdiyo2tuwsmaSf4z0qogdazid.com Beacon
qoqdazid.com,queryType:IPV4_AD 2774610457c00008
Figure 7
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addl_info
addl_info8
attributes

change_info

dest_host_name
dest_ip_address
dest_port_no
event_category
event_computer
event_datetime
event_datetime_utc

event_description

event_group_name
event_id
event_log_type

event_source

+- Realtime

+- -UNKWNTOK-

+- MachineGenerated

[{com:[{response:{hostname:a.gtid-servers.net, ipAddress:nul

+- 1598244010

Aug 24 10:10:10 172.27.100.13 Aug 05 14:27:41 192.168.1.86 2020-08-05T14:27:56.449-06:00 160901-onsite-nts-01 protectwise-emitter[17790]: [dnsRe
p] sensorName:DMZ category:Suspicious id:0000015477eab48c409250cd993e2774610457c00008 observedAt:2016-05-03T712:39:32.927-06:00 isoObserv
edAtUTC:2016-05-03T718:39:32.927Z occurredAt:1462300767491 occurredAt:2016-05-03T12:39:27.491-06:00 isoOccurredAtUTC:2016-05-03718:39:27.49
1Z observedStage:Realtime observationDirection:None killChainStage:Beacon severity:45 threatLevel:Medium threatScore:45 threatSubCategory:<no va
ue> type:<no value> dstlp:127.0.0.2 srclp:127.0.0.1 srcPort:49408 dstPort:53 proto:Udp layer3Proto:IPv4 layerdProto:Udp nfkey:-UNKWNTOK- nfStartedA

1462300750988 isoNfStartedAt:2016-05-03

2:39:10.988-06:00 isoNfStarted AtUTC:2016-05-03T18:39:10.988Z dnsijpdiyo2tuwsma5f4z0gogdazid.com d
nsRepCategory:MachineGenerated dnsConversation:{queny:[{query;jpdiyo2tuwsma5f4z0qoqgdazid.com,queryType:IPV4_ADDRESS}] response:f{com:[{resp

onse:{hostname:a.gtld-servers.net ipAddress:null} responseType:6,ttl:900}]}] responseCode:No_such_name, transaction|d:9731}

Figure 8

e ProtectWise: Certificate Reputation - This report gives threat information about certificate. Report

contains threat category, level, score, signing chain, src and dst IP and other useful information for

further analysis.

Observation Direction Source IP

Computer

0812472020 10:10:10 AM
SYSLOG

0812412020 10:10:10 AM
SYSLOG

08/24/2020 10:10:10 AM

R1S5-VM30\172.27.100.13-  MaliciousHost

R1SS-VM301172.27.100.13-  MaliciousHost

R1S5-VM301172.27.100.13-  MaliciousHost
SYSLOG

Organization Name Protocol

Observed Stage Kill Chain Stage  Severity

0000015477ea0f8cb2d9e10f0faSa Reattime None Cnc 45 null Tep 127.0.041
b8ad92dda670009
0000015477ea0f8cb2d9e10f0faSa Reattime None Cnc i nul Tep 127.0.041
b8ad92dda670009
0000015477ea0f8cb2d%e10f0faSa Realtime None Cnc Tig null Tep 127.0.01
b8ad92dda670009

Figure 9
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Logs Considered

dest_ip_address +- 127.0.0.2

dest_port_no +- 33

enc_type

event_category +-0

event_computer +=- 172.27.100.13-sys

event_datetime +- 8/24/2020 10:10:10 AM

event_datetime_utc +=- 1508244010

event_description Aug 24 10:10:10 172.27.100.13 Aug 05 14:27:46 192,168.1.86 2020-08-05T14:27:57.476-06:00 160901-onsite-nts-01 protectwise-emitter[17790]: [certRep]
sensorName:DMZ category:MaliciousHost id:0000015477ea0f8cb2d9e10f0fa5ab8ad92dd8670009 observedAt:2016-05-03T12:38:30.896-06:00 isoObserve
dAtUTC:2016-05-03T18:38:30.896Z occurredAt: 1462300708948 occurredAt:2016-05-03712:38:28.948-06:00 isoCccurredAtUTC:2016-05-03718:38:28.948Z
observedStage:Realtime observationDirection:None killChainStage:Cnc severity:45 threatLevel:Low threatScore:33 threatSubCategory:<no value> typei<n
o value> dstlp:127.0.0.2 srclp:127.0.0.1 srcPort:9001 dstPort:53 proto:Tep layer3Proto:IPv4 layerdProto:Tcp nfkey:-UNKWNTOK- nfStartedAt: 146230070874
8 isoNfStartedAt:2016-05-03T712:38:28.748-06:00 isoNfStarted AtUTC:2016-05-03T718:38:28.748Z signingChain:[{alternateNames:null commonName:www.rr
ob74a635taf.net, data:308201c33082012c200302010202090013 1f3d 18caaedf4f300d06092a864886704010105050030273125302306035504030c 1777777
2e6167353632766d70716e627a37376c78676d726b2e636f6d301e170d3135313232333030303030305a170d3136313032363030303030305330203112301
<06035504030c157777772e72726f62373461363335746166226e657430819f300d06092a864886f704010101050003818d400308189028181009362442022b
91bfa5cb1295e75¢866013abd96014f9829d3e278455f0eff657fc851f3ef2598893cfod 1390ea1e1074c874ccb32f50f3efaed3f460fbc9eba7 706c0cc369858774
3686bff1610a5e64886116e023bc64ba76115e14a3c18779b3e0f8cc075ac04e7c695a4574a%bfe1f0aabfc85448d3ccc3d796042dfa607102030100013004060
92a864886f70401010505000381810056c6662fb2615d5c8e1d49949b19d0e2c72d558abe42ea57e00ca9e90710897df53dda74479c3595a2c7320f752f2e50
8e387bT7eebf16c61edd83348ecc0bd48dababb3e7d4f36d7fef04d0c863790777763%4cebal3b9f94c46a8ecf421e08d3e81f0922c301b67474a592decfcdd241
34b609d6ab870dba8c97b16c7321dfe,isComplete:true issuerwww.ag562vmpgnbz77Ixgmrk.com,md5:712¢c1b5f4e857aa07da7605c296d2646,organization
Name:null serialNumber:00f3113d18caae84f shal:d56903015ed98278e638c83514e90fc1eac70203 validNotAfter:1.477440000000e+ 12 validNotBefore: 1.4
50828800000e+13}]

event_group_name +- Defauit

event_id +- 128

auant lan #mo e Annlicating

Figure 10

e ProtectWise: Payload - This report gives threat data about Payload. Report contains threat category,
level, score, src and dst IP and other useful information for further analysis.

Computer Description Classification Destinationlp  Destination Port  Kill Chain Stage  Layer 3 Protocol Layer 4 Protocol  Observation Direction  Observed Sta
08/24/2020 10:10:10 AW R1SS-VM30\172.27.xxxx-  Delivery Test Observation ~ Malware trojan-activity ~ 127.0.0.2 3 Delivery IPvé Udp None Realtime
SYSLOG signatureld:68114152
08/24/2020 10:10:10 AM  R1S5-VM30\72.27.xx.xx-  Delivery Test Observation  Malware trojan-activity ~ 127.0.0.2 B3 Delivery IPvd Udp None Realtime
SYSLOG signatureld:68114152
08/24/2020 10:10:10 AM  R185. V307227 xxxx-  Delivery Test Observation  Malware trojan-activty ~ 127.0.0.2 <] Delivery [Py Udp None Realtime
SYSLOG signatureld:68114152
Figure 11
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Logs Considered

addl_info +=- Realtime

addl_info8 += -UNKWNTOK-

body_text ervation
category

dest_ip_address

dest_port_no
event_category +-0
event_computer

event_datetime

event_datetime_utc

event_description Aug 24 10:10:10 172.27.100.13 Aug 05 14:27:46 192.168.1.86 2020-08-05T714:27:57.478-06:00 160901-onsite-nts-01 protectwise-emitter[17790]: [payload]
sensorName:DMZ category:Malware id:000001546bf7cbacd11a4a02d68879009241defb0000 observedAt:2016-05-03T12:33:05.420-06:00 isoObservedAtU
TC:2016-05-03718:33:05.420Z occurredAt:1462100282284 occurredAt:2016-05-01T704:58:02.284-06:00 isoOccurredAtUTC:2016-05-01710:58:02.284Z obse
rvedStage:Realtime observationDirection:None killChainStage:Delivery severity:50 threatLevel:Medium threatScore:50 threatSubCategory:<no value> typ
e:<no value> dstlp:127.0.0.2 srclp:127.0.0.1 srcPort:41424 dstPort:53 proto:UDP layer3Proto:IPv4 layerdProto:Udp nfkey:-UNKWNTOK- nfStartedAt: 146210
0282284 isoNfStartedAt:2016-05-01T04:58:02.284-06:00 isoNfStarted AtUTC:2016-05-01710:58:02.2847 classification:trojan-activity description:Delivery Te
st Observation signatureld:68114152

event_group_name

event_id
event_log_type += Application
event_source +=- SYSLOG locald

event_type
event_user_domain

event_user_name

group_name

Figure 12

e ProtectWise: All Events Detected- This report gives information about resources that describe a threat
and contains a collection of observations. Report contains threat category, level, score, src and dst IP

and other useful information for further analysis.

Computer Destination Ip Destination Port Kill Chain Stage Observed Stage Protocol Source IP
08/24/2020 10:10:10 AM R1S5-VM30\72.27 3¢ xx- 127.0.02 3 Test Realtime uopP 127.0.01
SYSLOG
08/24/2020 10:10:10 AM R1S5-VM30V172.27 x0x.30¢- 127002 B3 Test Reattime uoP 127.0.01
SYSLOG
08/24/2020 10:10:10 AM R1S5-VM30M72.27 3¢ x¢-SYSLOG 127.0.0.2 5 Test Reattime uop 127.0.01
Figure 13
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Logs Considered
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adadl_info += Realtime

addl_infod +- https://visualizer.protectwise.com/#killbox/events?id=00052a944d03db101a620b73a7ad0fe 17bd2192ced 7ff364cb489b84
dest_ip_oddress +- 127.0.02

dest_port_no +- 53

event_category +=-0

event_computer +- 172.27.100.13-syslog

event_datetime
event_datetime_utc

event_description

event_group_name
event_id
event_log_type

event_source

+=- §/24/2020 10:10:10 AM

+=- 1598244010

Aug 24 10:10:10 172.27.100.13 Aug 05 14:27:46 192.168.1.86 2020-08-05714:27:57.474-06:00 160901-onsite-nts-01 protectwise-emitter[17790]: [event] se
nsorName:-UNKWNTOK- message:Test Event threat_level:None start_time:2016-02-03712:29:01.918-07:00 end_time:2016-02-03712:29:01.918-07:00 srcl

p:127.0.0.1 dstlp:127.0.0.2 srcPort:57369 dstPort:53 visualizerLink:https://visualizer.protectwise.com/Zkillbox/events?id=000522944d03db101a620b73a7ad
0fe17bd2192ced7ff364cb489b84 category:Test Category endedAt:1454527741918 isoEndedAt:2016-02-03712:29:01.918-07:00 isoEndedAtUTC:2016-02-0
3T719:29:01.918Z message:Test Event id:00052a944d03db101a620b7337ad0fe17bd2192ced7ff364cb489b84 observedStage:Realtime observedAt: 14545277
53860 isoObservedAt:2016-02-03T712:29:13.860-07:00 isoObservedAtUTC:2016-02-03T719:29:13.860Z killChainStage:Test KillChainStage startedAt:1454527

741918 isoStartedAt:2016-02-03712:29:01.918-07:00 isoStartedAtUTC:2016-02-03719:29:01.918Z threatLevel:None threatScore:50 type:Test Type threatSu

event_type += Erro
event_user_domain +=- N/A
event_user_name +- N/A

group_name

interface_in

+- -UNKWNTOK-

Figure 14

e ProtectWise: Heuristics — This report gives information about threat methods and tactics. Report
contains threat category, score, src and dest IP, kill chain stage and other information for further

analysis.

Computer

Observed Stage Observation Direction Kill Chain Stage  Severity Protocol Source IP

Source Port Threat Level Threat Score

0812472020 10:10:10 AM R1S5.VM30M72.27 30xxx-  SUSPiCious
SYSLOG

08/24/2020 10:10:10 AM R1SS-VHM30\72.27 xxxx-  Suspicious
SYSLOG

0872412020 10:10:10 AM R185-VM30M72.27 xxxx-  Suspicious
SYSLOG

0000015¢2e941852¢f8f14bb13edd Realtime
636ffb8a7c0000b
0000015e2e94f352cfBf14bb13edd Reatime
636ffb8a7c0000b
0000015¢2e941852cf8f14bb13edd Realtime
636ffb8a7c0000b

None Cnc 5 TCP 17207214 57200 Medium 3

None Cne Fs TcP 17207214 %7200 Medium "g

None Cne Fs cP 17207211 %7200 Medium "s
Figure 15
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addl_info
addl_info8
body_text
category
dest_ip address
dest_port no
event_category
event_computer

event_datetime

event_datetime_utc

event_description

event_group_name
event_id
event_log_type
event_source

event fune
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+= 172.27.100.13-sys!

+- 8/2

2020 10:10:10 AM
+=- 1598244010

Aug 24 10:10:10 172.27.100.13 Aug 05 14:27:46 192.168.1.86 2020-08-05T14:27:57.483-06:00 160901-onsite-nts-01 protectwise-emitter[17790]: [heuristic
s] sensorName:DMZ category:Suspicious id:0000015e2e94f852cf8f14bb13edd636ffb8a7c0000b observedAt:2017-08-29T09:22:12.160-06:00 isoObserved

AtUTC:2017-08-29T715:22:12,160Z occurredAt:1504020068434 occurredAt:2017-08-29T709:21:08.434-06:00 isoOccurredAtUTC:2017-08-29715:21:084347 o
bservedStage:Realtime observationDirection:None killChainStage:Cnc severity:75 threatlevel:Medium threatScore:38 threatSubCategory:<no value> type:
<no value> dstlp:192.168.3.21 srclp:17.207.21.1 srcPort:57200 dstPort:666 proto:TCP layer3Proto:IPv4 layerdProto:Tep nfkey:-UNKWNTOK- nfStartedAt:15

04020068434 isoNfStartedAt:2017-08-29T09:21:08.434-06:00 isoNfStarted AtUTC:2017-08-29T15:21:08.4347Z classification:-UNKWNTOK- description:-UNK
WNTOK- signatureld:-UNKWNTOK-

4+-D

+-
+= Application

O lar=10
UG locall

T

&= Errnr

Figure 16

ProtectWise: Threat Detected by Threat Level

ProtectWise: Threat Detected by Threat Level G - X

Series: threat_category

0 S e & <
\O A oo
«®
malware suspicious | test category M malicioushost

Figure 17
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ProtectWise: Threat Score

log_type: event

20 30
( : 40
threat_id 30

60

aver... IR 50.000] [EES 50.000
[ so.000] BN 72000 EXIM  o000]

0 threat_id
42

Aver... JEERNY - 38.000| LUEROM 38,000

log_type: certrep

18
— 24
( .A 30
threat_id
36

33.000| (S 33.009

log_type: dnsrep

18 27
threat_id
54

=M 25000 [EEEY <s.000| [TEM 45000

[ <5.000] EES 22000 E¥PMI  0.000]
N oo
log_type: iprep log_type: payload
9 20 30
threat_id threat_id
18 50
e IS s IR - R - REEEE) s S - D

log_type: filerep
22 33

()

threat_id
o B s BT - B
[Mini... [ sam... EIstd .. IR

log_type: urirep
9

o

(-A

threat_id

18

aver... [JEEERE] Latest [IEEES] -

ProtectWise: Severity Score

ProtectWise: Severity Score

log_type: certrep
18 27

-

threat_priority

54
= +5.000|[EEY 5.000| [N 25.000
I 25000 G 22000 E¥JM 0.000]

log_type: iprep
9

(-l

threat_priority

18

15000 [JERMN 15000

Figure 18

log_type: dnsrep
18 27

p—

(o

threat_priority

54
[ 5000 BN 45.000] [N 45000

log_type: filerep
22 33

(Q°

threat_priority

66

. R e T

Maxi...

DI 25000 B 24000 BT o00q]

0.000]

log_type: payload
20 30

(N

threat_priority 50

60

VS 50.000 SO.Q’I{C{ (VEVOM  50.000

o B[ M|

log_type: urlrep
9

(‘J

threat_priority

18

e vt IS - IR
Figure 19

log_type: heuristics
30 45

—

(W’

threat_priority 7

%
DI 75000 BN 22000 EEIM 0.0
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ProtectWise: Web Traffic by Protocol

HMtcp W udp

Figure 20

ProtectWise: Top Destination IP

ProtectWise: Top Destination IP G - x

M 127.0.0.2 192.168.3.21

Figure 21

Netsurion.  EventTracker




Integrate ProtectWise

ProtectWise: Threat Detected by Source IP

ProtectWise: Threat Detected by Source IP U - X

- 127.0.0.1
malicioushost
127.0.0.1 '
maluere 127001 a
test category

17.207.21.1
suspicious 127.0.0.1

. malware . suspicious . test category . malicioushost

Figure 22

ProtectWise: Top File Type Detected by Source IP

ProtectWise: Top File Type detected by Sourc... G =X

Series: src_ip_address

80

60
40 -
20 -
0

<
& g.\'d"a
e
127.0.0.1
Figure 23
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ProtectWise: Killchain Stage Detected

ProtectWise: KillChain Stage Detec...

&
1
%

delivery test kilichainstage M cnc [l beacon

M recon

Figure 24

5. Importing ProtectWise knowledge pack into
EventTracker

NOTE: Import knowledge pack items in the following sequence:

e (Category

o Alert

e Knowledge Object
e Report

e Dashboard

Launch EventTracker Control Panel.
2. Double click Export Import Utility.
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o) EventTracker Control Panel

EventTracker
sioratie ey rasirece
R R
i = g &
EventVault Diagnostics License Export Import Append
I %
EveniTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi... Manageme. .. Configuration
N
Change Audit About
EventTracker

E-mail: support @Event Tracker.com

Figure 25
3. Click the Import tab.

1. Click Category option, and then click the browse | button.

4 Export Import Utility = [ = -

Export | Import

1. Provide the path and file name of the Categories file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Options Location
) Fiters
O Aletts

Source :

—
! L]

O Systems and Groups

O Token Value
O Reports

) Behavior Comelation

Import | | Close

Figure 26
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2. Locate Category_ProtectWise.iscat file, and then click the Open button.
3. Toimport categories, click the Import button.

EventTracker displays success message.

Export Import Utility -

o Selected category details are imported successfully.

Figure 27

4. Click OK, and then click the Close button.

1. Click Alert option, and then click the browse [ button.

A, Export Import Utility = '='-
Export | Import

1. Provide the path and file name of the Alerts file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Options Location
O Category Import E-mail settings
Set Active
) Fiters ® P This setting is applicable only for imports from Legacy (vEx)
®) Onlyif notfications set  ajert files. For w7, the active status will be set based on
® Aots l () By default "Active” key available in the configuration section.
() Systems and Groups Watchlist Configuration
- Import Watchlist configuration
() Token Value ) o ) A = x
This setting is applicable only for alerts which have Advanced watchlist configured.
~ Mote: K this option is enabled the user should make sure the watchlist groups are available
() Reports on the console where the alerts are imported.
() Behavior Comelation

Source

Import | | Close |

Figure 28
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2. Locate Alert_ProtectWise.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.
EventTracker displays success message.

Export Impart Utility -

o Selected alert configurations are imported successfully.

Figure 29

4. Click the OK button, and then click the Close button.

1. Click Knowledge objects under Admin option in the EventTracker manager page.

= EventTracker::

n Home E_; Active Watch Lists [E] Collection Master [*2 Group Management ] systems 4% /Dashb
q A Aerts @ Caorrelation Q IP Lookup Configuration .QQ Users
1 @ Behavior Correlation Rules ﬂ Diagnostics ' Knowledge Objects .'T‘- Weights
‘ﬂ Behavior Correlation Settings \71 Event Filters @ Manager L] Windows Agent Config
Eﬂi‘:‘al C.yb'::.fac"i.rmm"’ﬁ“ E‘:““?‘.‘?ﬁ“‘iﬁ -:] Casebook Configuration [3] Eventvault O Parsing Rules
o|§ Category [®" FAQ Configuration i:’: Report Settings
Attacker = News
Figure 30

2. Click on Import ¥ putton as highlighted in the below image:

Knowledge ObjECtS & / Admin / Knowledge Objects

! =
Q| Q Activate Now objects @) | T | L £

Groups @m

EventTiacker

Figure 31

3. Click on Browse.
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Import

Close

Figure 32

4. Locate the file named KO_ProtectWise.etko.

5. Now select the check box and then click on ¥ Import option.

Import
O Object name Applies to Group name
O ProtectWise ProtectWise ProtectWise
Import Close
Figure 33
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6. Knowledge objects are now imported successfully.

File imported successfully.

Figure 34

1. Click Reports option, and select New (*.etcrx) option.

'y Export Import Utility = | = -

Export | Import

1. Provide the path and file name of Schedule Report file. Use the *..." button to browse and locate the import file.
2. Click the Import button

Mote : i report(s) contains template, first import template and proceed with exportimport utility.
Options Location

) Category

) Fitters

O Nets () Legacy (*issch) @) New (" stcm)

) Systems and Groups

) Token Value

® Reports

) Behavior Comelation

Figure 35

2. Locate the file named Reports_ ProtectWise.etcrx and select the check box.
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Mote : i report(s) contains template, first import template and proceed with report import process

Select file [~ -0 - - - = e T ss— Ao ieE- S Configuations . Reports_ProtectWise etonc | | select file

Awvailable reponts

Tile | | Frequency  Show all -

=] Thic Sites Groups Systems Frequency
== R15 30 Undefined
[] | EDIT |ProtectWise - Dns Reputation R155-WM30 Undefined
- | EDIT |ProtectWise - Events R155-WM30 Undefined
[=] | EDIT |ProtectWise - File Reputation R1S5-WVM30 Undefined
-] | EDIT |ProtectWise - IP Reputation R155-WM30 Undefined
[] | EDIT | ProtectWise - Payload R1S5-VM30 Undefined
[=] | EDIT |ProtectWise - Ud Reputation R1S5-WM30 Undefined
[ | EDIT | ProtectWise- Heuristics R155-WVM30 Undefined

<

Note: Set run time option is not applicable for Defined Reports and Hourly Reports

Set run time for report(s) from [——] am  ~ at interval of | __ | minutes

Replace | | to | | | Replace | | Assign systems |

Mote: Make sure that Stte(s), Group(s) and System(s) selections are walid EI

Figure 36

3. Click the Import ¥ button to import the report. EventTracker displays success message.

Selected reports configurations are imported successfully

Figure 37

5.5 Dashboards

NOTE- Below steps given are specific to EventTracker 9 and later.

1. Open EventTracker in browser and logon.
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Home
My Dashboard

Threats

Indicators of Compromise

Incidents
USE activities, Mew senvices or software install =]

Behavior Comelation
Change Audit

Compliance

Figure 38

2. Navigate to My Dashboard option as shown above.

3. Click on the Import ¥ button as show below.

EventTracker: re Admin~  Tools~ (@) ETAdmin

My Dashboard # /Dashboard / My Dashboard

@R LTOO

Figure 39

4. Import dashboard file Dashboard_ProtectWise.etwd and select Select All checkbox.
5. Click on Import as shown below.

Available widgets

Select All

g

ProtectWise: Threat Score ProtectWise: Threat Detec...

g

ProtectWise: Severity Sco.. ProtectWise: Top Protocol...

g

ProtectWise: Top Destinat... ProtectWise: Threat Detec...

Import Close

Figure 40

6. Importis now completed successfully.
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Selected dashlets imported successfully.

Figure 41
7. In My Dashboard page select ®to add dashboard.

My Dashboard A / Dashboard / My Dashboai

[Bleenryoe

CheckPaint Trend Micr... Micresoft ...

Figure 42

8. Choose appropriate name for Title and Description. Click Save.

Titlie

ProtectWise

Description

ProtectWise
ave elete Cance
S Delet C

Figure 43

9. In My Dashboard page select @ to add dashlets.

My Dashboard & / Dashboard / My Dashboai

@@l T O

CheckPoint Trend Micr... Microsoft ...

Figure 44

10. Select imported dashlets and click Add.
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Customize dashlets

ProtectWi Q
ProtectWise: Severity Score ProtectWise: Threat Detected b... ProtectWise: Threat Detected b... ProtectWise: Threat Score
ProtectWise: Top Destination IP ProtectWise: Top Protocols

Add Delete Close

Figure 45

6. Verifying ProtectWise knowledge pack in
EventTracker

1. Logon to EventTracker.
2. Click Admin dropdown, and then click Category.

— EventTracker::

n Home 8= Active Watch Lists [=] Collection Master 52 Group Management ] systems # / Dashby
Q A Alerts @ Correlation Q IP Lookup Configuration ,@.‘ Users
0 1 @ Behavior Correlation Rules ﬂ Diagnostics 1 Knowledge Objects ."[‘- Weights
!:"u Behavior Correlation Settings ;1 Event Filters @ Manager CJ windows Agent Config
mi':"al C,ybi'r::(ea‘:hs“mpmmmt L'}‘:'“?‘,‘?'Sugg 7] casebook Configuration [7] eventvau [) Parsing Rules
off Category [@] FAQ Configuration &7 Report Settings
Attacker - News
Figure 46

3. In Category Tree to view imported category, scroll down and expand ProtectWise group folder to
view the imported category.
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=3 Tinux

u = Microsoft DHCP Server

gg MSSQL Audit

gg NIST 800-171

Ug PCI DSS

i_r- [ Protectwise

- [Z] Protectwise: Certificate Reputation
5 @ ProtectWise: Dns Reputaticn
~[E] ProtectWise: Events

@ ProtectWise: File Reputation
- [E] ProtectWise: Heuristics

5 @ ProtectWise: Ip Reputation

- [Z] Protectwise: Payload

@ ProtectWise: Ur! Reputation

[ o S — -

Figure 47

6.2 Alert

1. Logon to EventTracker.
2. Click the Admin menu, and then click Alerts.

= EventTrackeri:

n Home E_; Active Watch Lists [F] Collection Master [*7 Group Management ] systems & /Dazht
a Ak Alerts @ Correlation (-.‘\ IP Lookup Configuration ,Q,Q‘ Users
0 2 @ Behavior Correlation Rules ﬂ Diagnostics - Knowledge Objects .’[\- Weights
"':'ﬂ Behavior Correlation Settings F Event Filters @ Manager [ Windows Agent Config
ll_:zi':"al beg:&eachemiTcpmwm‘ LI;EIC@!QISNE:LE;‘ {7] casebook Configuration [?] eventvauit [Z) Parsing Rules
ofs Category [@ FAQ Configuration &Y Report Settings
Attacker - News
Figure 48

3. Inthe Search box, type ‘ProtectWise, and then click the Go button.
Alert Management page will display the imported alert.

Forward as Forward as Rer
SNMP Syslog i

| Alert Name A Threat Active Email

O M ProtectWise; Threat Detected L ] U

Figure 49
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4. To activate the imported alert, toggle the Active switch.

EventTracker displays message box.

Successfully saved configuration.

[C1Prevent this page from creating additional dialogs

Figure 50

5. Click OK, and then click the Activate Now button.

NOTE: Please specify appropriate system in alert configuration for better performance.

1. Inthe EventTracker web interface, click the Admin dropdown, and then select Knowledge Objects.

= EventTrackers:

1] Home 8= Active Watch Lists [= cCollection Master [57 Group Management [ systems A 7 Dashb
a A Alerts ) correlation ), IP Lockup Configuration D users
0 1 (5) Benhavior Correlation Rules  [FiY Diagnostics @ Knowledge Objects - weignts
]
"a Behavior Correlation Settings 2] Event Filters [&] manager [ windows Agent Canfig
p”‘i‘?“"' C.Yb':‘_':n':ach“ R \L:;gm?l_g_)rsroig £7] casebook Configuration [¥] Eventvaurt () Parsing Rules
oft Category @' FAQ Configuration 57 Report Settings
s o
Attacker — MNews
Figure 51

2. Inthe Knowledge Object tree, expand ProtectWise group folder to view the imported knowledge object.

Groups @ @ m Object name ProtectWise

Applies to ProtectWise

Palo Alto Firewall Rules
lo Alto Firewall Single Title Event source

= - = *l ProtectWise syslog

ProtectWise @ UM

’ Message Signature:

Message Exception:

Sonicwall Firewall Expressions

Sophos XG Firewall Expression type Expression 1
Regular Expression (ZA\NS\N(? <log_type>[*\]1]=+)

SpamTitan Gateway 9 e ¢ D 9-fype>["\l=)
Regular Expression (2 <key>\w+N\:\<?(?<value>."

Figure 52
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3. Click Activate Now to apply imported knowledge objects.

6.4 Report

1. Inthe EventTracker web interface, click the Reports menu, and then select Report Configuration.

EventTracker::

Report Configuration

Report Dashboard Indlc@t_c_:—rs of Compromise
USE activities, New services or software install B

Expiorer

Figure 53

2. In Reports Configuration pane, select Defined option.
3. Click on the ProtectWise group folder to view the imported reports.

Reports configuration: ProtectWise

@ il &

O Title

] ):}:}‘ ProtectWise- Heuristics

] 7’:’::" ProtectWise - Certificate Reputation

- ):’:} ProtectWise - Events

- 7:’::5 ProtectWise - File Reputation

) )::»:j( ProtectWise - Payload

- {5 ProtectWise - Url Reputation

- 53,\3 ProtectWise - Dns Reputation

L }Csz( ProtectWise - 1P Reputation
Figure 54

6.5 Dashboards

1. Inthe EventTracker web interface, Click on Home Button and select “My Dashboard”.
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Drashboard

Ty,
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Home

bty Dashb-oard

Thireats

Incidemnts

Figure 55

In the “ProtectWise” dashboard you should be now able to see something like this.

100

B malware

ProtectWise: Threat Detected by Threat Level

G - X%

Series: threat_category

o°°e

e
e

suspicious WMl test category M malicioushost

Figure 56
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