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Integrate Routing and Remote Access Service

This guide provides instructions to configure Routing and Remote Access Service (RRAS) to send the
windows based events to EventTracker Enterprise.

The configurations detailed in this guide are consistent with EventTracker Enterprise version 8.x and later,
and Microsoft Windows Server 2008 and later.

Routing and Remote Access Service (RRAS) users, who wish to forward windows based messages to
EventTracker manager.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.

EventTracker:

Actionable Security Intelligence




Integrate Routing and Remote Access Service

Table of Contents

FY o Y 4 - [ AP OO PP PP UPPPPPPPRPPRI 1
1Y oo o1 1
LAY 0T 1= ol PP P PP PPN 1
T a o Te 1V Lot oo DU TP OPR PR 3
P R UISIEES e e e e e e e e e e e e e e e e 3
(6o T o} {T={UT | 4o TP PP PRSP 3
Forward RRAS Logs to EventTracker by deploying the ABeNt.......cccuveiiviiiiiiiiiiiie e 5
Import RRAS VPN 10gs into EVENtTIacker Via LFIM ....ccoiiuiiiiiiiiiiie ettt sivee e s siaa e e s saae e e s sanaeee s 6
EventTracker KNOWIEAZE PACK (KP) ...uuuviiiiiiiiiiiiireieee ettt e e seitree e e e e e e eesabaaeeeeeeeeesenasbbaneseseessesnssssraneseeenns 13
T2 2 U=T o Yo 4TSS PR PP 13
Categories aNd SAVEA SEAICRES......c..uiii ittt e st e e e s s te e e e s aba e e e s saba e e e enabaeeeeearaeeean 16
Import RRAS knowledge pack iNto EVENTTIACKET ........oov it eee e e e 16
TOKEN TOMPIALES: ettt e et e e st a e e e e s bt e e e s abaeeeessbeeeeesasbaeeesaasbeeeessabaaeessnsseeeennnns 16
T2 2 U=T o Yo 4TSS URRRRRRRPPP 17
Verify RRAS Knowledge Pack in EVENTTIACKE ......ccoieciiiieiiei ettt eeseitreee e e e e e e sesntbeeeeeeeeesesensssseneeesesssennes 19
Verify RRAS TOKEN TEMPIALES ....vveiiiiiiiieeettee ettt ettt e e st e e s s aba e e e s s abee e e ssasbeeessnnsaeeesnansees 19
VErify RRAS FIEX REPOIES ...viiiiiiiiiee ettt ee ettt ettt e e et e e s st e e e s e bt e e e e sabaaeesasabaeeesnasteeessnsseeeesnnssees 19

EventTracker:

Actionable Security Intelligence




Integrate Routing and Remote Access Service

Introduction

RRAS stands for Routing and Remote Access Service. It is a Microsoft APl and server software that makes it
possible to create applications to administer the routing and remote access service capabilities of the
operating system, to function as a network router.

An RRAS server provides two different types of remote access connectivity:

e Virtual private networking - A virtual private network (VPN) is a secured, point-to-point connection
across a public network, such as the Internet. A VPN client uses TCP/IP-based tunneling protocols to
make a connection to a port on a remote VPN server.

o Dial-up networking - In dial-up networking, a remote access client makes a dial-up telephone
connection to a physical port on a remote access server by using the service of a telecommunication
provider, such as analog telephone or ISDN.

Prerequisites

Prior to configuring Routing and Remote Access Service (RRAS) and EventTracker, ensure that you meet
the following prerequisites:

e Microsoft Windows Server 2008 or above version should be installed.
e Proper access permissions to make configuration changes.
e EventTracker agent should be installed in Windows Server.

e Administrative access on EventTracker.

Configuration

You must enable and configure logging on Routing and Remote Access Service (RRAS) prior to configuring
EventTracker.

To configure logging in RRAS,

1. In the Routing and Remote Access MMC snap-in, in the navigation pane, right-click the server used,
and then click Properties. If you are using Server Manager, right-click Routing and Remote Access,
and then click Properties.
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CONTOSOSERVER (local) Properties _

General |Secuity | IPv4 | IPv6 | IKEv2 | PPP | Logging |
= =
Routing and Remote Access

Enable this computer as a:

[ IPv4 Router
{=

—~

[ IPvE Router
{s

~

[v IPv4 Remote access server
-

| ok || Ccancel Apply

Figure 1

2. On the Logging tab, choose Log errors and warnings option
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CONTOSOSERVER (local) Properties _

| General | Securty | IPv4 | IPv6 | IKEw2 | PPP | Logging

Select the event types you want logged:
" Log emors onby

{* Log emors and wamings
" Log all events
" Do not log any events

[ Log additional Routing and Remote Access information (used for
debugaing)

To view the information contained in these logs. open the
Ywindir’tMracing directony.

0K || Cancel Apply

Figure 2

3. Click Apply, and then click the OK button to save changes.

It will forward the logs to Event Viewer.

VPN log is stored in a separate file path (i.e. C:\Windows\System32\LogFiles\IN1408.log) and RRAS operation
is displayed in EventViewer.
1. Open Routing and Remote Access.

Double-click Routing and Remote Access, and then double-click the server name on which you want to
configure logging.

3. Inthe console tree, right-click Remote Access Logging & Policies and then select Launch NPS.
In left pane, click Accounting, click Change Log File properties and then select Log File tab.
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Log File Properties
Geftings  Log File |

Mame:  [Myymm.log

Directony:
II::'\Windu:uws"\systemEE'\.LngFiles Browse... |

Farmat:
| ODBC [Legacy] =l

Create a new log file:

£ Diaily

£ WwWeekly

" Manthly

" Mever [unlimited file size]

i when log file reaches this zize:

I'IEI ME

¥ wihen disk iz full delete older log files

] I Cancel | Apply |

Figure 3

5. Change the log file Directory: and log Format: (ODBC recommended) as per requirement.
6. Click Apply and then click OK button to save the changes.

Import RRAS VPN logs into EventTracker via LFM

1. Go tothe EventTracker installation file path and search for etaconfig application.
2. Then right click on the application icon and Run as Administrator.
3. Select Logfile Monitor tab.
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EventTracker opens the ‘Logfile Monitor’ tab.

File  Help

Select Systems
|PRI-SVR1EMOZ | Agent based system

I Apply the following zettings to specified Agents |

Manager destinations:
|PRI-SVR1EMO2

Log Backup I FPerformance I Metwark, Connectionz
Managers | E went Filterz I Suyztern Manitar I Maonitor Processzes I Services
Logfile b onitor I File Transfer I syzlog FTP server

Search log files [various formats supported] for matching pattemns specified
here. Both individual filez az well az folderz can be monitared for matching
entries. Matches cauge an event to be generated.

Laoagfile M ame | File Type |

Add File Hame | “iew File Details | Delete File Mame | Search Strings |

Save Cloze |

Figure 4

4. Click the Add File Name button.
EventTracker displays the ‘Enter File Name” window.
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-,

ks Enter File name @

Y'ou can configure the complete path of the log file or folder that needs to be monitored
along with the ztiings that need to be zearched.

Select Log File Type | TEXTLIME ﬂ

Thiz iz a generic test file, where the TEXT value iz any zeparate line [zeparated by
CRLF ar CR] in the text file,

Enter File name

]

k. Cancel |

Figure 5

5. Click the Get All Existing Log Files checkbox, if you want all the existing files prior to this configuration

and the files that are logged after this configuration.
6. Select the logfile type as TEXTLINE from the Select Logfile Type drop-down list.

7. Click the Enter File Name path option.
EventTracker displays the ‘Select Folder/File Name” window.

kd Select Folder/File Mame >

Select Drive Mame:
EE -]

Select Falder Mame: [ Show all the files.

A
S Windows

3 system32
. & LopFiles

k. Cancel

Figure 6

8. In Select Folder name: Select appropriate folder associated with selected Log File Type.

9. Click OK.
EventTracker displays the ‘Select file extension’ window.
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Select file extension

Enter the log file[z] extension to be proceszsed|

>
Cancel |

\* log]

Figure 7

10. Type *.log and click OK.

EventTracker displays the ‘Enter File name’ window.

kd Enter File name =

ou can configure the complete path of the log file or folder that needs to be maonitored
along with the ztings that need to be zearched.

[v Get &l Existing Log Files

Select Log File Type | TEXTLIME ﬂ
Thiz iz a generic test file, where the TEXT value iz any zeparate line [zeparated by
CRLF ar CR] in the text file,

Enter File name
|E:‘-..Windu:rws‘lbsyrstemBEHLDgFiIES"-L *log

k. | Cancel |

Figure 8

11. Click OK.
EventTracker displays the ‘EventTracker Agent Configuration’ message box.

EventTracker Agent Configuration

& If older log files where monitored, old log entries will be

!l unearthed.
Do you want to enable this option.

Yes Mo

Figure 9

12. Click Yes.
EventTracker displays the Search String dialog box.
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Search 5trings for : c\Windows\system3 2\ LogFiles\* log

Use a "* in any column to match every entry in the file

Column Mame | Search Sting

] Sl | |

| Concel |
Figure 10
13. Click the Add String button.
EventTracker displays the ‘Enter Search String’ dialog box.
kd Enter Search String =

ou zan configure the ztrings that need to be searched in the zelected log file(z]. If ang
record matching the search string iz found. an event will be generated.

Select Field Mame: -

Thiz iz a generic text file, where the TEXT walue iz any zeparate line [zeparated by
CHLF ar CR] in the text file.

Enter Search String

r'ou can zelect date and time from the parsing file by Dezelecting thiz checkbos.

v Current D ateTime

Mo of Fields |
Date Field |
Tirme Field |
Select Date and Time format walue
Forrnat walue | — |
Ok I Cancel
Figure 11

14. Select the file name as TEXT from the Select Field Name drop-down list.
15. Type “*” in the Enter Search String field.

16. Click the Current DateTime

17. Click OK.

EventTracker:

Actionable Security Intelligence




Integrate Routing and Remote Access Service

EventTracker displays the Search String dialog box.

Search Strings for :c\Windows\system32\LogFiles\* log

Use a '"* in any column to match every entry in the file

Column Mame | Search Sting
Text *

e Bl Sl | |

k. | Cancel |

Figure 12

18. Click OK.

EventTracker displays the ‘Agent Configuration” window with the newly added Logfile entry.
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kd EventTracker Agent Configuration >
File Help

Select Systems
| MTFLOTELR143 j Agent bazed suztem

B |

Manager destinations:
INTFLDTELR143

Log Backup ] Perfarmance ] Metwark, Connections ]
kM anagers ] Event Filterz ] System Monitor ] boritor Processes | Services ]
Logfile Monitor l File Transfer ] svslog FTP zerver

[v Laogfile banitar

Search log filez [various formats supported] for matching patterns specified
here. Baoth individual files as well as falders can be monitared far matching
entriez. Matches cauze an event to be generated.

Ladfile Mame | File Type |
chWWindows'\system3 2 LogFiles\* log TEXTLIMNE

Add File Mame Wigw File Detailz | Delete File Mame | Search Stringz |

Save Cloze

Figure 13

19. Click the Save button.
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EventTracker Knowledge Pack (KP)

Once logs are received in to EventTracker, Reports can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker v8.x to support Microsoft Windows Routing and
Remote Access Service (RRAS) monitoring.

Flex Reports

o MS RRAS-Access request - This report provides information related to all access request send for VPN

connection.

Client Computer
LogTime Computer Name Username Packet Type Source IP Address NASIP address Client IP address
0562172018 01:23:08 P RRAS A00%0 mktr.domain/KU il 10.25.88.12 G2.44.1.43 10.225.98.123
Users/Active/smith
08/21/2018 01:23:08 PM  RRAS AD0ES mktr.domain/KU A 10.25.89.12 10.61.17 .20 10.225.98.122
UsersiActive/kenny
06/21/2018 01:23:08 PM RRAS AQD0ES mktr.demain/kKU 1 10.25.99.17 19.6.14.101 10225599117
UsersiActiveljohn
Figure 14
Sample logs:
Time Description
= Jun2101:25:11 PM ENTRY:"ADD254" "RAS" 06/13/2018,06:28:41,4, "mcrg95", " 12223 22 55" "55.32.2 110" "11.23.5.2" "AD0254","12.223 22 55 " 385,"12.223 22 55" "A...
event_log_type +- Application
event_type +- Information
event_id +- 3230
event_source +- EventTracker
event_user_domain +- MN/A
event_computer +- RRAS
EVENL_USEr_name +- MN/A
event_description EMTRY:"AD0234","RAS",06/13/2018,06:28:41,4,"mcr995",," 12223 23 55 ","'55.32.2 110",,"11.23.5.2" "ADD254"," 12 223 22 55",385,"12.223 22 55","AD

0254",1528864119,,5,1,2,,0,"311 1 12.223.22 55 05/17/2018 04:07:23 5350”2, 42450054, 252800002, *5351" 3,2426,148084,224932 13705 1, 3,1,"55.32.

2.110""12.223 232 55" "MSRASYS.20",311,, "0001534349454E4345" 4, "Microsoft Routing and Remote Access Service Policy",1,,,"MSRAS-0-GB11024","

MSRASYS.20"
FILE:C:\Windows\Systern32\LogFiles\IN1806.log

TYPE:TEXTLINE
FIELD: *

Figure 15
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e MS RRAS-Access failure - This report provides information related to failure client access request.

Client Computer
Computer Name Packet Type Username Source IP Address
0602172018 01:23:10 P RRAS ADNZ30 SCIENCEWgzf355 10.25.99.13
08/2172018 01:23:10 P RRAS AD0ZE0 5 SCENCEwgzf342 10.259.23
0602172018 01:23:10 P RRAS ADNZ30 ! SCENCE\gzf389 10.25.96.30
Figure 16
Sample logs:
Time Description
= Jun2101:23:11 PM ENTRY:"ADD250","RAS", 06/13/2018,23:05:01,3,,"SCIENCEfkc239",......omermeens 4,176,311 112.223.22.55 03/17/2018 0:05:52 4583",.....oovermeersrerseserssessreee "Micr...
event_log_type +- Application
event_type +- Information
event_id +- 3230
EVENTL_SOUFCE += EventTracker
event_user domain +- MN/A
event_computer +- RRAS
event_user name +- MN/A
event_description ENTRY:"AD0250","RAS",06/13/2018,23:05:01,3,, " SCIENCE\fkc239",..ovmmmsmmssser 4,16,"311112.223.22.55 05/17/2018 040332 4383".... commmmmssssssssssssssssssssns "Micro
soft Routing and Remote Access Service Policy”,1,.,,
FILE: C:\Windows\5ystem32\LogFiles\IN1806.lcg
TYPETEXTLINE
FIELD: *
Figure 17

e IMS RRAS-Access success - This report provides information related to successful client access request.

Client Computer

Computer Name Username Packet Type Source IP Address

08212018 01:23:08 PM RRAS A00250 science.domain/KLU 1 1025913
Uzers/ActivelkLd

06/21/2018 01:23:08 PM RRAS AQD025T science.domain/KLU A 105922
Users/Active/pg22

08212018 01:23:08 PM RRAS A00253 science.domain/KLU 1 13.5.599.11
Users/Activellp2

06/21/2018 01:23:08 PM RRAS A00250 science.domain/KLU ) 1359923
Uzers/Activelkp22s

Figure 18
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Sample logs:

Time
= Jun2101:25:13 PM

event_log_type
event_type
event_id
event_source
event_user domain
eveni_computer
event_User name

event_description

Integrate Routing and Remote Access Service

Description

ENTRY:"ADD257","RAS",06/13/2018,05:38:07,1,"science hb439","science.domain/KU Users/Active/thb499","12.223.22 55" '55.32.2.110" "A00257","12.22..

+- Application

+- Information

+- 3230

+- EventTracker

+- N/A

+- RRAS

+=- N/A

ENTRY:"AD0D257","RAS",06/13/2018,05:3%:07, 1,"science hb439","science.domain/KU Users/Active/thb4%9"," 12.223.22 55" "55.32.2.110" "ADD257","12.
2,5,"SEC-NAT-VPN-PLEN_Klientnetadgang”,0,"311 1 12.223.22.55 03/14/2018 04:21:06 6231",,,,,,.,,"6232
! 3,1,"55.32.2.110',"12.223 22 55" "MSRASV35.20"311,,,,."Microsoft Routing and Remote Access Service Policy”,1,,,"MSRAS-0-PB10636","MSRA

223.22.55" 259, "12.223.22.55" "ADD257", 5,1,
SV5.20"

FILE: C:\Windows\System32\LogFiles\IN1806.log
TYPETEXTLINE

FIELD: *

Figure 19

e MS RRAS- Accounting request - This report provides information related to client status for the accounting

request.
LogTime Computer Username Client IP Address Client Workstation
08/21/2018 01:23:.08 PM RRAS vjc2d T6.7.15.12 MSRAS-0-PB13132
0842172018 012308 PM RRAS vjc25 76.7.15.10 MSRAS-0-PB13132
06/21/2018 01:23.09 PM RRAS mktrig430 19.61.37.80 MSRAS-0-PBOS2E1
Figure 20

Sample logs:

Time

= Jun2101:23:59 PM

event_log_type
event_type

event id
event_source
event_user_domain
event_computer
event_user_name

event_description

Description

ENTRY:"ADD257","RAS",06/13/2018,14:50:00,4,"science\wkp2533",,"12.223.22.55" "55.32.2.110" ,"11.23.5.2" "AD0257"," 12.223.22.55",262,,"12.223 .22 ...

+- Application
+- Information
+- 3230
+- EventTracker
+- N/A
+- RRAS
+- N/A
ENTRY:"AD0257","RAS",06/13/2018,14:50:00,4,"science\wkp253","12.223 22 55" ," 155122 22 2" "11.23.5.2" "A00257","12.223 22 55" 262,,"12.223.22.
55", "AD0257",1528894200,5,1,2,,,0,"311 1 12.223.22 55.053/14/2018 (4:21:06 6361",,,,,1,..."6362" 3,,,,,"4799",1,,3,1," 155,122 .22 23 "12 223 22 55" |
MSRASVS.20",311,,"0x01534349454E4345" 4. "Microsoft Routing and Remote Access Service Policy”, 1,,,"MSRAS-0-PE10517", "MSRASV 5. 20"
FILE: C:\Windows\System32\LogFiles\IN1806.lcg
TYPETEXTLINE

FIELD: *

Figure 21
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e MS RRAS: Accept Request- This category provides information related to client access request for
VPN.

e MS RRAS: Access Accept- This category provides information related to client access accept.
e MS RRAS: Access Reject- This category provides information related to client access reject.
e MS RRAS: Accounting Type- This category provides information related to accounting type.

e MS RRAS: Authentication Failure- This category provides information related to authentication
failure.

e MS RRAS: Request Discard- This category provides information related to client request discard.

Import RRAS knowledge pack into EventTracker

Import knowledge pack items in the following sequence:

e Token Templates
e Flex Reports

1. Logon to EventTracker Enterprise.
2. Click the Admin dropdown, and then click Parsing rule.
3. Select the Template tab option and clickthe ' button.
4. Locate the All RRAS Token Template .ettd files and click the Open button.
. '||:i-|\|'-lr||||1|--Mlulllj‘?unﬁ:‘ - o o
T locsthost Ana TakenT o + ” : w @ =

Figure 22
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5. Toimport token templates, click the Import button.
EventTracker displays success message.

Template(s) imported successfully

Figure 23

6. Click OK, and then click the Close button.

1. Go to the EventTracker installation path and search for ETControlPanel application.
2. Then right click on the application icon and Run as Administrator.

3. Double click Export Import Utility and click Import tab.

1’, Export Import Utility - |EI|5|
Export Impart |
1. Provide the path and file name of Schedule Report file. Usze the *.." button to browze and locate the import file.
2. Click. the Import button
Mate : If repart(s] containg: ternplate, firzt import template and proceed with exportimpart utility.
—Options —— —Location
" Category
 Filers
0 Alerts ' Legacy [“izsch]  Mew [* etor)
" GSystems and Groups Source:
I“.issch |
" RS5S Feeds
' Reports
" Behavior Bules
& SCAP
' Token Yalue

Import Claze

Figure 24
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4. Click Report option, select the New (.etcrx) and then click the E button.

=} Reports import bt
Mote : If reportis) contains template, first import template and proceed with exportimport utility.
Select file | || Selectfie
Available reports
Title | | Frequency Show all < Q a
O Groups Systems Rurtime
Mote: Set run time option iz not applicable for Defined Reports and Houry Reports
Set run time for report(s) from l;l AM - at interval of Izlrimlm
T | ®
Mote: Make sure that Site(s), Groupis) and System(s) selections are valid.

Figure 25

5. Locate the All RRAS group of Report.etcrx file, and then click the Open button.
6. Click El button to import the scheduled reports.

EventTracker displays success message.

Export Import Utility | J

@ Selected scheduled reports configurations are imported successfully.

Figure 26

7. Click OK, and then click the Close button.
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Verify RRAS Knowledge Pack in EventTracker

1. Logon to EventTracker Enterprise.
Click the Admin dropdown, and then click Parsing Rules.
Imported RRAS tokens added in Microsoft RRAS Groups list at left side of Template tab of
EventTracker Enterprise (as shown in below figure).

Parsing Rules
Parsing Rule Template
@ B
aca Em:up: Macrosoft RRAS Q

Default
Ch Delere @ Template Name Template Description Added By Added Date
Eventiacker @ M5 RRAS - Access failure Microsoft RRAS ETAdmin Mar 05 03:46:03 PM
Exchange Spam Detect @ M5 RRAS - Access request Microsoft RRAS ETAdmin Mar 05 03:46:03 PM
Rcromofl REERS @ M3 RRAS - Access success Microsoft RRAS ETAdmin Mar 05 03:46:03 PM
NtapNG

@ M5 BRAS -Acc cunting request Mhicrosoft RRAS ETAdmin MWar 05 03:4603 PM
Sharepaint - File Sh., #

M5 BRAS - Authentication type || Microsoft BRAS ETAdmin Mar 05 034503 PM
Synology @
Unifi AP AC Pro @ﬁ
Wiandaws @
Windows File Sharing i @
Figure 27

1. Logon to EventTracker Enterprise.
Click the Reports menu. Select Configuration.

3. In the Reports Configuration, select Defined from radio button.
EventTracker displays Defined page.

4. Select the ‘Microsoft RRAS’ Groups.
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EventTracker displays Flex reports of RRAS.

Report Configuration

) Scheduled ) Cueved (8 Defined

Report Groups E?:
+ Serurity @ 15:;
Comphante m Title Created on Modified on
* Operationy 0 LS RRAS-Atcourting feguest M
Fiex n S REAS Aroess SUDCESS MAar 4738 P ar A
C3 CbOeense @ 0 A AR st e
o s rﬁ O BAS REAS- Afress reguest LAar L Al an C &
I 3  Msrosoft RRAS @ I
B ntephc #
B Ofice 365 )
B Smalogy g
B unfapacen @
B window @
Figure 28
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