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Abstract

This guide provides instructions to configure Sophos UTM /SG and XG Firewall to send crucial eventsto
EventTracker by means of syslog.

Scope

The configuration details in this guide are consistent with EventTrackerversion 9.2x and later, and Sophos XG
Firewall version 15.x-17.x and Sophos SG/UTM 9 and later.

Audience

Sophos UTM/SG and XG Firewall users, who wish to forward its events to EventTracker Manager and monitor
themusing EventTracker.
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1 Overview

Sophos Firewall combines the bestof both Sophos and Cyberoam technology delivering an unprecedented
level of innovation to next-generation firewalls. With all new user interface, new security heartbeat
technology, and a powerful new unified policy model, it introduces many importantinnovations that take
simplicity, protection, and performance, to a whole new level. Sophos Firewall OS runs on all existing
Sophos SG Series and Cyberoam NG Series hardware and is available for a variety of virtual platforms oras
a software appliance.

EventTracker collects and analyses firewall events and notifies an administrator about security violations,
user behavior, and trafficanomalies.

2 Prerequisites

e EventTracker 9.2x and above should be installed.

e Sophos UTM/SG 9 and later or XG Firewall version 15.x-17.x should be installed and configured.

3 Integrating EventTracker with Sophos SG/UTM and XG Firewall

3.1 Enabling syslog forwarding in Sophos SG/UTM firewall

Logon to the WebAdmin of the SG/UTM.

Navigate to Logging & Reporting > Log Settings > Remote Syslog Server.

Activate the Remote Syslog status.

Configure a Syslog server by clicking on + button.
o Name: Freely selectable.
o Server:IP or hostname of your EventTracker Manager IP/EventTracker syslog relayIP.
o Port: UDP 514.

5. Click Apply.

BPwnNe

€ Local logging ) Remote Sys... © Remote Log
Remote syslog status 1

Remote syslog settings

To setup a remote syslog server, specify its location and the

Syslog Servers +
senvice ituses.

| X logs

' Apply
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If syslog messages cannot be delivered, they will be buffered, and re-sends it. By default, up to 1000 logs will
be buffered.

Once syslog targets have been configured, the logs to be send via syslog must also be selected onthe same
screen. By default, none is selected. Select the desired logs and click Apply.

Remaote syslog log selection

[ Selectal Select the logs that should be sentto the remote syslog server.

[] Admin nofifications
[] Application Control
['] Boot messages

[] Client Authentication
[] Configuration dasman
[] DHCP server

[] DNS proxy

I] Device agent

To determine which logs are desired, you can view complete log contents and watch logs in real-time, under
Logging & Reporting > View Log Files.

3.2 Enabling syslog forwarding in Sophos XG firewall

1. Navigate to System > System Services > Log Settings and click Add underthe Syslog Servers section.
2. Enterserverdetails.
e Name
o Enteraunique name forthe syslogserver.
e |P Address/ Domain
o Enterthe EventTracker Manager IP Address/EventTracker syslogrelay IP.

e Port
o Enter Portnumber514, UDP protocol.
e Facility

o Select syslog facility for logs to be sent to the syslog server. Facility indicates to the syslog
serverthe source of alogsuch as operating system, the process, oran application. Itis defined
by the syslog protocol. The device supports severalsyslog facilities forreceived log.

o Inthe Severityfield, select Information from the dropdown options.

© Copyright Netsurion. All Rights Reserved. 5
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A W How-To Guides  LogViewer Help  admin #|

System Services
Traffic Shaping Settings RED Malware Protection Log Settings Data Anonymization Traffic Shaping Services

Name * Syslog Server f

IP Address / Domain * 192 16810022

Port* 514

Facility * DAEMON '

Severity Leve Information v

Farmat * Device Standard Format v

Note: You can configure maximum five syslog servers.

3. Click Save.
e Once youadd the server, go to the System > System Services > Log Settings page and enable all
those logs, which are to be sentto the syslogserverin the section Log Settings.

Policy Rules

Imvalid Traffic

Local ACLs

DoS Arack

Dropped ICMP Redirected Packet
Dropped Source Routed Packet
Dropped Fragmented Traffic
MAC Filtering

IP-MAC Pair Filtering

IP Spoof Prevention

S5L VPN Tunnel

Protected Application Server

00033000 0B000

Heartbeat
IPS
Anomaly
Signatures
Anti-Virus

© Copyright Netsurion. All Rights Reserved. 6
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HTTP
FTP
SMTP
POP3
IMAP
HTTPS
SMTPS
POPS
IMAPS
Anti-Spam
SMTP
POP3
IMAP
SMTPS
POPS
IMAPS
ContentFiltering
Web Filter
Application Filter
Events
Admin Events -
Authentication Events
System Events
Sandbox
Sandstorm Event
ATP

ATP Events vH

Web ServerProtection

Web Server Protection Events

© Copyright Netsurion. All Rights Reserved. 7
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SystemHealth

| Usage

4 EventTracker Knowledge Pack
Once logs are receivedinto EventTracker, categories and reports can be configured into EventTracker.

The following knowledge packs are available in EventTrackerto support Windows.

4.1 Category

e Sophos Firewall- Admin activities- This category provides information related to all admin activities.

e SophosFirewall- Admin login and logout- This category provides information related to all the admin
login and logout activity.

e Sophos Firewall- Advanced threat protection- This category provides information related to all the
threatthat is detected by the Sophos Firewall.

e Sophos Firewall- Configuration changes- This category provides information related to configuration
changes done in the Sophos Firewall.

e Sophos Firewall- Content filtering- This category provides information related to all the content
filtering that is done by the Sophos Firewall.

e Sophos Firewall- FTP activities- This category provides information related to all FTP activities
detected by Sophos Firewall.

e Sophos Firewall — Traffic events- This category provides information about all accepted/denied traffic
and packets by Sophos Firewall.

e Sophos Firewall- Login Activities- This category provides information related to all the firewall login
and logout activity.

e Sophos Firewall- Login failed- This category provides information related to all the firewall login
failures detected.

e Sophos Firewall- IPS attack detected- This category provides informationrelated to all the IPS attack
that is detected by the Sophos Firewall.

e Sophos Firewall- Sandbox activities- This category provides information related to all the sandbox
activities.

e SophosFirewall- Security policy events- This category provides information related to allthe security
policy events.

e Sophos Firewall- Spam detection- This category provides information related to all the spam that is
detected by the Sophos Firewall.

e Sophos Firewall- Virus detected- This category provides information related to all the virus that is
detected by the Sophos Firewall.

e SophosFirewall- Web Traffic- This category provides information related to allthe web trafficrelated
events.

© Copyright Netsurion. All Rights Reserved. 8
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e Sophos Firewall- VPN login failures- This category provides information related to all the VPN login
failures detected.

e Sophos Firewall- Wireless security activities - This category provides information related to all the
Wi-Fi related activities detected by Sophos Firewall.

4.2 Alerts

e Sophos Firewall: Advanced Threat Protection: This alert is generated when a threat is detected by
the Sophos Firewall

e Sophos Firewall: Firewall Configuration Changed: This alert is generated when any configuration
changesare donein Sophos Firewall.

e Sophos Firewall: User Login Activities: This alert is generated when any firewall login activities are
detected.

e SophosFirewall: User Logon Failed: This alert is generated whenany firewall login failure is detected.

e Sophos Firewall: IPS Attacks Detected on System: This alert is generated when any IPS attack is
detected by the Sophos Firewall.

e Sophos Firewall: Virus or Spam Detected on System: This alert is generated when any virus is
detected by the Sophos Firewall.

e Sophos Firewall: VPN User Logon Failed: This alert is generated when any VPN login failure is
detected.

e Sophos Firewall: VPN Login and Logout: This alert is generated when any VPN login activities are
detected.

e Sophos Firewall: Object Created Deleted or Changed: This alert is generated when any object is
created, deleted, or changed.

e Sophos Firewall: Shell Terminal Password Changed: This alert is generated when shell terminal
password change is detected.

4.3 Reports

e Sophos Firewall - Administrative Activity Report - This report provides information related to all
admin activities that is done. Report contains username, source IP, message details related to the
activities performed by the admin in Sophos Firewall.

12/21/2017 03:43:24 P SG135 Gul admin 10.20.20.15 Information Successful SSL WPHN Policy "RAA" was added by
“admin” from "10.20.20.15" using
“Gur

12421/2017 03:43:24 PM SG135 Su admin 10.20.20.34 Information Successful Log Setftings were changed by
"admin” from "10.20.20.15" using
Gur

12/21/2017 03:43:24 P SG135 Gul admin 10.20.20.22 Information Successful SSL WPHN Policy(ies) were deleted
by "admin’ from "10.20.20.15" using
Gur

12/21/2017 03:43:24 P SG135 Gu admin 10.20.20.115 Information Successful 40 users were imported by "admin®
from "10.20.20.15" using "GUr
successfully

12421/2017 03:43:24 PN CRTS0IN GUl admin 10.198.47.71 Information Successful Log Settings were changed by
G-HP &apos;admin&apos; from
&apos;10.198.47.71&apos; using
&apos,;GUlSapos;

© Copyright Netsurion. All Rights Reserved. 9
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Logs Considered:

LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
1272 4524 P 3333 WTPLOTELR3S / Sophos., MfA MfA Syslog
Event Type: Information Descripfion:
Log Type: Application Dec 13 07:04:33 172.16.100.252 device="SFW" date=2017-01-31 1 "|ST" device_name="CR730ING ce_d=C44313330024

00361

Categery Id: 0 -P28PUA

og_type="Event” log_cemponent="GUI" log_subtype="Admin’

Successful” pri

nation user_name="ad

min” sre_ip=10.198.47.71 message="Log Settings were changed by ‘admin’ from "10.198.47.71" using 'GUI™
12/21/2017 34324 PM 3333 NTPLDTBLR38 / ophos.. M/A M/A Syslog
Event Type: Information Description:
Lag Type: Application Dec 15 07:04:33 172.16.100.252 device="5FW" date=2017-12-15 time=07:04:33 timezone="P5T" device_name="5G135" device_id=5FDemo12345675%0
Category Id: 0 og_id=062009617503 log_type="Event" log_component="GUI" log_subtype="Admin" status="Successful” pricrity=Information user_name="admin" src_i

p=10.20.20.15 message="55L VPN Policy(ies) were deleted by “admin” from “10.20.20.15" using “GUI"™"

e SophosFirewall - Administrator Logon or Logoff Report - This report provides information related to

all the admin login and logout activity. Report contains username, source IP, message details
containing information about login or logout activity by admin in Sophos Firewall.

Log Source IP
LogTime Device Name Component User Name Address Status Priority Message Details
122002017 03:43:24 PN CRTSOING-XP  GUI admin 10.198.47. 71  Successful  Information Administrator &apes,;admin&apos,
logged out of Veb Admin Console.
122002017 03:43:24 PM CRTSOING-XP  GUI admin 10.198.47. 71  Successful  Information Administrator &apos;adming&apos,;
logged in via Web Admin Console.
Logs Considered:
LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
12/21/2017 3:43:24 PM 3333 NTPLDTELR38 / 30ph0s... M/A MN/A Syslog
Event Type: Information Description:
Lag Type: Application Dec 15 07:04:33 172.16.100.252 device="5FW" date=2017-01-31 time=18:12:50 timezone="I5T" device_name="CR730ING-XP" device id=C44313350024
Category Id: 0 -P29PUA log_id=062009617507 log_fype="Event" log_compeonent="GUI" log_subtype="Admin" status="5uccessful" pricrity=Informaticn user_name="ad

min" src_ip=10.198.47.71 message="Administrator 'admin’ logged in via Web Admin Console."

e Sophos Firewall - Advanced Threat Protection Management Report - This provides information
related to all the threatthatis detected by the Sophos Firewall. Report contains username, source IP,
source port, destination IP, destination port, threat name, thread ID, thread type, execution path and
otherusefulinformation for furtheranalysis.

© Copyright Netsurion. All Rights Reserved. 10
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Device Log Log User n Url
Name Component Subtype Name Accessed Threat Name
12/21/2017 02:48:49 Pl SG135  Securtty Drop  stacy 77.91.166. C2/Generic-A
Policy 16 4A31-ABDE-
FFFBCO170F9B
1212112017 02:46:48 PN CRTSON Firewall Drop  gibert 10.196.47.71 46.161.30.47 22623 'B0 46.161.30. C2/Generic-A C366ACFB-TAGF- Standard  Warning DXC Rumblegg4 CAWindows\Boot\PCAT
47:8080 4870-B359-
ABCFDABCBSFT
12/21/2017 024549 PN 5G135 HTTPProxy Alert  km 196156342 202.31.139.173 8173 '80 hitp//202.3 C2/Generic-A BF9283BS- C043- Standard  Warning CYBorG UNKs4
1 1138473 4483-8063-
F330C982AD84

Logs Considered:

LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
PM 3333 MTPLOTBLR38 / Sophos. NI N/A Syslog
Event Type: Infarmation Description:
Log Type: Apolicaton Dec 15 07:04:33 172.16.100.252 device="SFW" date=2017 time=07:04:33 timezone="P5T" device_name="56135" device_id=5FDemol234567880

Category Id: 0 0g_id=086304418010 log TP log_component="5ecu " log_subtype="Drop" priority=Warning protocol="TCP" src_pert=3361 dst_port=

20480 sourceip=10.20.21.15% destinaticnip=77.91.166.16 url=77.91.166.16 threatname=C2/Generic-A eventid=32202600- 3A66-4A31-ASDE- FFFECO1TOF

9B eventtype="5tandard” login_user="ATOM10" process_user="ATAX" ep_uuid= execution_path=""

e Sophos Firewall - Traffic Accepted or Denied Report - This report providesinformation related to all the
traffic that is allowed and denied by the Sophos Firewall.

Log Destinatio Source Applicatio Packet Recei Source Destinatio
Compon Log  User User SourcelP nIP Source Destination MAC Applicati n Application Applicat Message Packet Receive Sent ved Country n Country
ent Subtype Name Group Address Address Port Address  on Name Category Technology ion Risk Priority Status Details  Sent d Bytes Bytes Code Code
12/22/2117 11:58:48 Al XG310 Appiance Denied deby contos 172.16.100 25525525 17500 NM7500 90:01:1c:a0 Social  Browser 0 Informati Deny b b b 0
Access 0 110 5255 5f:5d Netwrking  Based on
12/22/2017 11:58:48 AM XG310 Applance Denied franci contos 172.16.100 17216100 fi3e  fizs b0:83:e:93: onling Network D Infarmati Deny % % L]
Access s o A7 255 2488 streaming Protocal on
12/22/2017 11:58:48 AM XG310 Firewall Alowed franci contos 172.16.100 128.177.43 62282 %0 00:0:00:  BTS  Infrastruct Wetwork 2 Informati Alow % % T Bz om Usa
Rule s o 42 I 0:00: 0 ure Protocol on
12/22/2017 11:58:48 AM XG310 Firewall Alowed samira acme7 172.16.100 63.251.171 'Bs687 B0 00:0:00: HTTP  General Browser N Informati Alow 5 5 Tg st R USA
Rule 8 13 2 0:00:0 internet  Based on
12/2202017 11:58:48 AM X6310 Invalid  Denied  gibert Contos 216.163.17 70.166.9.2 "B0 Fasa1 00:42:52.5F Social Browser 0 Informati Deny  Could not "0 L] L]
Traffic o 635 42 48119 Netwrking Based on associate
packet to
any
connection
Logs Considered:
.
LOG TIME EVENT ID SITE f COMPUTER USER DOMAIN SOURCE
12/22/2017 11:5848 AM 333 NTPLDTBLR3E / Sophos... M M Syslog
Event Type: Information Description:

time=

Log Type: Application Dec 15 07:04:43 172.16.100.252 device="SFW" date=2017-12- 04:43 timezone="P5T" device_name="X310" device_id=5300066C313A1A0 lo

Category Id: 0 g_id=010101600001 log_type="Firewall” log_compenent="Firewall Rule" log_subtype="Allowed" status="Allow" pricrity=Information duration=10 fw_ru
e_id=1 policy_type=1 user_name="francis" user_gp="contoso" iap=4 ips_policy_id=8 appfilter_policy_id=0 application="BITS" application_risk=2 applicat
ion_technology="Metwork Protocol” application_category="Infrastructure” in_interface="Port1" out_interface="" src_mac=00: 0:00: 0:00: 0 src_ip=172.16.
100.142 src_country_code=R1 dst_ip=128,177.43.65 dst_country_code=USA protocel="TCF" src_port=62282 dst_port=80 sent_pkts=6 recv_pkis=6 sent_b
ytes=818 recv_bytes=872 tran_src_ip= tran_src_port=0 tran_dst_ip=172.16.100.252 tran_dst_port=3128 srczonetype="LAN" srczone="LAN" dstzonetype
="WAN" dstzone=
ature”

WAMN" dir_disp="" connevent="Stop” connid="1730396576" vconnid="" hb_health="MNe¢ Heartbeat" message="" appresolvedby="Sign

© Copyright Netsurion. All Rights Reserved. 11
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e Sophos Firewall - Content Filter Activity Report - This report provides information related to all the
contentfiltering that is done by the Sophos Firewall. Reports contains source IP, source port, username,
website domain, status code, send and received bytes, category type, destination IP, destinationport and
otherusefulinformation to analyze in detail about the contentfiltering and take respective measures.

Log

Device Compon Log User User SourcelP Destination Source Destination Category Category Website Url Content Status Sent Received
Name ent Subtype Name Group Address IP Address Port Port Name Type Domain Accessed Type Priority Code Bytes Bytes
12/19/2017 04:32:45 PM SG135 HTTP Denied  atp25 1512191 172.16.6.146 49330 '30 IPAddress Acceptabl 172166, hitp:/172.1 Alert L TERL] kil
0 e 148 6.6.146/fav
icon.ico
12192017 04:32:45 P 5G135 HTTP Allowed  iview1 7216.89.1 74.125.130.1 Fisss 43 Search  Acceptabl mtalk.goo hitp:limtalk. pdf Informati Li] L]
5 88 Engines & gle.com  google.com on
443
12/19/2017 04:32:45 PM CR7S0i HTTP Allowed bruce Open 1019847, 18279.221.1 Bass Ta43 Entertainm Unproducti r8—sn-  httpsir@— Informati Lil B19007
NG-XP Group 71 9 ent Ve ciSgup-  sn-ciSgup- on

qxas.goo gxas.googl
glevideo. evideo.com

com I
12/19/2017 04:32:45 PM 56115 HTTP  Denied 192.123.59 216.58.197.4 46719 "B Religion & Unproducti hanuman. http:fhanu jpeg Warning Li] L]
42 4 Spirttualty ve com man.com’

Logs Considered:

LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE

12/19/2017 4:32:45 PM 3333 NTPLDTBLR38 / Sophos.. M/A N/A Syslog

Event Type: Information Description:
Dec 15 07:04:44 172.16.100.252 device="SFW" date=2017-02-01 time=18:13:29 timezone="I5T" device_name="5G135" device_id=5FDemo1234567890

Log Type: Application
Category Id: 0 og_id=050902616002 log_type="Content Filtering" log_component="HTTF" log_subtype="Denied" status="" pricrity=Information fw_rule_id=0 user_na

me="atp25" user_gp="" iap=2 category="IPAddress" category_type="Acceptable” url="http://172.16.6.146/favicon.ice” contentiype="" cverride_token

="" hitpresponsecode="403" src_ip=10.20.21.179 dst_ip=172.16.6.146 protocol="TCP" src_port=49330 dst_port=80 sent_bytes=0 recv_bytes=0 domain=
172,166,146

e SophosFirewall - User Authentication Success Report - This report provides information related to allthe
firewall login and logout activity. Report contains username, source IP, detailed message, authentication
mechanism and other useful information to keep track of authentication activities and monitor any
suspicious behavior.

Device User Source P Authentication Authentication Message Sent Received

Name MName Address  User Group Client Mechanism Status Priority Details Bytes Bytes
12/21/2017 04:50:08 P CR750i jsmith 10.188.47.71 Open Group Web Client NIA Successful Informati User jsmith was Fizas Foas
NG-XP on logged out of
firewall

12/21/2017 04:50:09 PM CR750i jemith 10.158.47.71 Open Group Web Client Local Successful Informati User jsmith of
NG-XP on group Open

Group logged in
successfully to
Firewall through
Local
authentication
mechanism from
10.198.47.71

© Copyright Netsurion. All Rights Reserved. 12
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Logs Considered:

LOG TIME EVENT ID SITE y COMPUTER USER DOMAIN SOURCE
12/21/2017 4:50:09 PM 3333 NTPLDTBLR3& / Sophos... N/A N/A Syslog
Event Type: Information Description:
Log Type: Application Dec 15 07:04:33 172.16.100.252 device="SFW" date=2017-01-31 time=18:13:40 timezone="IST" device_name="CR7S0ING-XP" device_id=C44310050024
Category Id: 0 -P29PUA log_id=062910617703 log_type="Event” log_component="Firewall Authentication” log_subtype="Authentication” status="Successful” priority=

nformation user_name="jsmith” usergroupname="0pen Group” auth_client="Web Client” auth_mechanism="MN/A" reason="" src_ip=10.196.47.71 src_ma
c= start_time=1485866617 sent_bytes=1233 recv_bytes=1265 message="User jsmith was logged out of firewall” name="jsmith" timestamp=1485866620

12/

017 4:50:08 PM 3333 MNTPLDTBLR3E / S0phos... Ry Y Syslog

Event Type: Information Description:
Log Type: Apolication Dec 15 07:04:33 172.16.100.252 device="5F
Category Id: 0 -P29PUA log, 06177

nformation user_name="jsmith” usergroupna ="0pen Group” auth_c

ate=2017-01-31 time=18:13:38 timezone="IST" device_name=

701 log_type

en

log_component="Fir

all Authentication” log_subtype=". tication”

“Web Client” auth_mechanism="Local" reason
age="User jsmith of group Open Group logged in successfully to Firewall through Local authentication mechanism from 10.198.47.71" name="]
mac=

e Sophos Firewall - User Authentication Failed Report - This report providesinformation related to all the
firewall login failures that is done. Report contains username, source IP, authentication mechanism,
detailed message about the event to monitor in detail to analyze suspicious activities.

Device User User Source IF Authentication Auwthentication
Name Name Group Address Client Mechanism Status Message Details

1242142017 04:50:09 PM CRTS0ING- jsmith Open 101.15.94.73 Veb Client Local Failed User jgmith of group Open Group
P Group failed to login to Firewsall through

Local authentication mechanism
from 10.188.47.71

Logs Considered:

LOG TIME EVENTID SITE / COMPUTER USER DOMAIN SOURCE
12/21/2017 4:50:09 PM 3333 NTPLDTBLR38 / Sophos. M/A N/ Syslog
Event Type: Information Descripfion:
Log Type: Application Dec 15 07:04:33 172.16.100.252 device="SFW" date=2017-01-31 time=18:13:38 timezone="I5T" device_name="CR750ING-XP" device id=C44310050024
Category Id: 0 -P29PUA log_id=062910617702 log_type="Event” log_component="Firewall Authentication” log_subtype="Authentication” status="Failed" priority=Infor

mation user_name="jsmith" usergroupname="0pen Group” auth_client="Web Client" auth_mechanism="Local" reason="" src_ip=10.198.47.71 message
="User jsmith of group Open Group failed to login to Firewall through Local authentication mechanism from 10.19847.717 name="jsmith" src_mac=

e Sophos Firewall - Intrusion Detected on System Report - This report providesinformation related to all
the IPS attack that is detected by the Sophos Firewall. Report contains username, severity, signature ID,
sighature message, category type, protocol, source, and destination location information such as IP, port,
country code and other important information about IP’s attacks detected to analyze and take
appropriate actions.

Device Log Log User Source IP Destination Source Destination Category Signature Target Source Destination
Name Component Subtype Name Address IP Address Port  Port Protocol Name Signature ID Message Classification Priority Status Platform System Country Code Country Code)|
12/21/2017 11:54:28 AM CR750N Signatures  Drop gilbert 203.180.12 10.198.47.7 30 40575 TCP Application 1151208031 Autodesk Design Unknown Warning Windows Client  HKG R1
G-KP 415 1 and Review GIF
Software GlobalColorTable
DataSubBlock

Buffer Overflow

© Copyright Netsurion. All Rights Reserved. 13
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Logs Considered:

LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE

M 3333 NTPLDTELR3S / Sophos.. N/A N/A Syslog

Event Type: Information Description:
Log Type: Application Dec 15 07:04:33 172.16.100.232 device="SFW" date=2017-02-01 time=12:51:35 timezone="15T" device_name="CR

Category Id: 0

¢="IDP" log_component="Signatures” log_subtype="Crop" stat Waming idp.

d=1 user_name=""signature 031 signature_msg="Autodesk Design Review GIF GlobalColorTable DataSubBlock Buffer Overfiow” classificatio

n="Unknown" rule_p untry_code=HKG dst | 1,198.47.71 dst_country_code=R1 protocol= src_port=80 dst_

port=40575 platform="Windows" category ent"

="Application and Software” target="C

e Sophos Firewall - Sandbox Activity Report - This report provides information related to all the sandbox

activities. Report contains username, source IP, file name, file type, file size, reason, log subtype and other
usefulinformation for further analysis.

Source Address

12421/2017 O7:09:14 PM  CR7S0i  Mail Adliowed eligible
MNG-XP
12421/2017 07:09:14 PM CR7S50i Mail Denied henry 10.198.47. 1.exe applicati 8533 henry@contose.co &3cd339302bf cached malicious
NG-XP @cont 112 onfoctet- m Se8edS5240cab
O0s0.CO stream 383418089c33
m Fag1
12421/2017 07:09:14 PM CR7S0i Web Adliowed 4512 eligible
MNG-XP
12421/2017 07:08:14 PM CR7S0i Web Pending gilbert 182.168.45 1% exe applicati 85 10.198. 241.50 3ce7S9580808 pending
NG-XP 12 onfoctet- dfScaldcS49a
stream as8c2di08abl287
e8cd
12421/2017 07:09:14 PM CR7S0i Web Denied samara 101928 47 19 exe applicati 75314 10.198.241.50 3ceT99520908 cloud malicious
NG-XP 112 onfoctet- dfScalddctS49a
stream a8c2d0Sab2Z67
eBc8
H .
:
Logs Considered
LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
12121 09:14 PM 3333 MTPLOTELR3S / Sophos.. MIA MIA Syslog

Event Type: Information Description:
Log Type: Application ¢
Category Id: 0

2 device="3FW" date=2017-12

time=07.04:33 timezone="P5T" device_name="CR7T30ING-XP" device_id=C44313350024

omponent="Mail" log_subtype="A!

pricrity=Information user_name=""src_ip= filenam

" reason="eligible" destinatio subject="

12/21/2017 7:09:14 PM 3333 NTPLDTELR3S / Sophos.. NJA /A Syclog
Event Type: Information Description:

Log Type: Appication Dec 15 07:04:33 172.16.100.252 device="SFW" date=2017-12-15 time=07. "PST" device_name="CR750ING-XP" device_id=C44313350024

Category Id: 0 -P29PUA log_id=138302218042 log_type="Sandbox" log_component="Mail" log_subfype="Denied" priority

ritical user_name="gaurav1@iview.com™ s
153006 shalsum="83cd339302bf5eBed5240cah383418089¢337a81" s

rc_ip=10.19547.112 filename="1.exe" filetype="application/o

ource="gaurav] @iview.com" reason="cached malicious” destination="" subject="

e Sophos Firewall - Security Policy Activity Report - This report provides information related to all the
security policy events. Report contains username, log type, log component, inbound and outbound
interface name, packets sentand received, source and destination location info such as, IP, port, country
code, zone type and other usefulinformation for furtheranalysis.

© Copyright Netsurion. All Rights Reserved. 14
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Destina
Destination tion  Source Destinatio
Log Log  User SourcelP Destination Source Destination Source Nat NatIP Applicati Sent Received Packet Packet Inbound Outbound Zone Country n Country
Component Subtype Name Address IP Address Port  Port IP Address Address  onName Bytes Bytes  Sent Received Interface Interface Type Code Code
121972017 07.08:25 P SG135  Appliance  Denied  writz 72159452 10.2023255137  M137 127.12.15.74 117.259.11  Metamurf 0 0 0 0 etho etht internal  external
Access
12M9/2017 07:08:25 PM 5G135 Heartbeat  Denisd  atp25 192.166.14. 10.201.451 %83z B3 12711123 141265314 Xenoped B ' L} L} ethd ethi internal external
25 7
1211972017 07.08:25 P SG135  Policy Rule  Alowed iview! 213.4589.1 10.201.3.1027588 %4322 159.26.14.39 102022173 FTPBase M7z 52 n 2 etho etht internal  external R1 R1
2
1211972017 07:08:25 P SG135  Invalid Traffic Denied gibert 19.56.23.17 9212310277300 343 132.15.47.10 7846.1582  lolife L] k] B et etht internal  external
&
12M9/2017 07:08:25 M 5G135 P Spoof Denisd  jeniffer 22148363 128001 ' L] 12732114 493010685 kramerX ' i L i sth internal external
Logs Considered:
.
LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
12/19/2017 7:08:25 PM 333 NTPLDTBLR38 / Sophos... MIA M/A Syslog
Event Type: Information Description:

Dec 15 07:04:33 172.16.100.252 device="SFW" date=2017-12-15 time=07 33 timezone="P5T" device_name="5G135" device_id=SFDemo1234567390
og_id=011902605151 log_type="5Security Policy” log_component="IP Spoof” log_subtype="Denied" status="Deny" priority=Information duration=0 fin_r
ap=0 ips_policy_id=0 appfilter_policy_id=0 application="kramerX" application_risk=0 application_tech

©69,254,234.5 src_country_code= dst_ip=128.0.0.1 dst_country_

Log Type: Application
Category Id: 0
ule_id=0 policy_type=0 user_nam

“eth1” src_mac= src_jj

nolog * application_category: in_interface="" out_interfac:
code= protocol="ICMP" icmp_type=0 icmp_code=0 sent_pkts=0 recv_pkts=0 sent_bytes=0 recv_bytes=0 tran_src_ip=127.3.21.14 tran_src_port=0 tran_ds
t_ip=49.30.10.65 tran_dst_port=0 srczonetype="Tinternal™ srczone="LAN" dstzonetype="extemal” dstzone="WAN" dir_disp="" connid="" vconnid="" hb_
health="MNo Heartbeat”

e Sophos Firewall - Spam Detected on System Report - This report providesinformation related to all the
spamthat is detected by the Sophos Firewall. Report contains source and destination location info, send,
and received bytes, spam action, priority, sender and recipient name, email subject, reason, and other

information usefulfor furtheranalysis.

Destinatio Source
Log User Source IP Destination Source Destinatio Sender Recipient Email Spam Sent Received nDomain Country Destination

Subtype Name Address IP Address Port n Port Address Address Subject Mail Size Action Priority Reason Bytes Bytes Name Code Country Code
12192017 03.02.31 P CR7S0I SMTP  Allowed gilbert 10.188.47. 10.198.233.6 11255 25 gibert@ivi gilbert@ivi GP235 91 SANDST Informati Mailis 0 0 iview.com R1 R1
NG-XP 7 1 8w.COM  ew.com ORM on marked
ALLOW Clean by
Sophos
Sandstorm.
121192017 03:02:31 P CR750i POP3  Clean  bruce 10.198.47. 10.198.233.6 22479 "10 bruce2@i bruce’@v EMAL 208 Accept Informati K] iview.com iview.com R1 R1
NG-XP kil 1 View.com iew.com on
12M19/2017 03:02:31 P XG310 SMTPS  Allowed 199.167.22 172.16.100.7 9338 %25 3128531~ jperez@in FW: Bos05 SANDST Informati Mailis L] L] ©130.critic UsA Ri
5135 41012032 dustechnol Lowering ORMW on marked alimpactinc
1-100- ogy.com  employee ALLOW Clean by com
25506~ health Sophos
0@c130.c costs by Sandstorm.
riticalimpa more
ctinc.com than 20%
12M8/2017 03:02:31 P XG310 SMTP  Probable 1418675, 70.166.9.243 25367 25 Jackie_Wc part1. 1520 il REJECT Warning L] miisimiabs. VM USA
Spam 202 govern@ 2965.7463 com
misimisbs 2858@ind
com ustechnolo
gy.com
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Logs Considered:

LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
12/19/2017 3:02:31 PM 3333 MTPLCTBLR3S / Sophos... MN/A MN/A Syslog
Event Type: Information Description

Log Type: Application Dec 15 07:04:44 172.16.100.252 device="SFW" date=2017-12-15 time=0T:04:44 timezone="PST" device_name="XG310" device_id=5300066C313A1AD lo
Category Id: 0 g_id=043801613013 log_type="Anti-Spam" log_component="SMTPS" log_subtype="Allowed" status="" priority=Information fw_rule_id=0 user_name=""
av_policy_name="INDUS_SMTP" from_email_address="3125531-410120321-100-25908-0@c130.criticalimpactinc.com” to_email_address="jperez@indust

echnology.com” email_subject="FW: Lowering employee health costs by more than 20%" mailid="c0068cb0-1513350283" mailsize=32505 spamaction

="SANDSTORM ALLOW" reason="Mail is marked Clean by Sophos Sandstorm,” src_domainname="c130.criticalimpactinc.com™ dst_ domainname="" src_i
p=199.167.225.135 src_country_code=USA dst_ip=172.16.100.7 dst_country_code=R1 protocol="TCP" sr¢_port=49939 dst_port=25 sent_bytes=0 recv_by

tes=0 quarantine_reason="0ther"

e Sophos Firewall - System Health Status Report - This report provides information related to allthe system
health status. Reports contains system utilization, memory unit, total memory, available memory, used
memory, and other system monitoring fields to get detailed view about the system health.

Device Log Log Number System User idie Memory Total Available Used
Name Component Subtype Configuration Reports Signature Temp of users Utilization Utilization State Unit Memory Memory Memory
12/21/2017 03:26:58 PM SG135 Disk Usage '13.00% fo.o0%  Fsoow  To.oo%
12/22/2017 12:36:34 PM XG310 Disk Usage "5.00% %3 00% '"2.00% "i_00%
12/22/2017 12:365:34 PM XG310 Live User Usage L}
12/22/2017 12:36:34 PM XG310 CPU Usage "5.27% B.41% e 32
%
12/22/2017 12:36:24 PM XG310 Memory Usage byte Fiza70820 B7070086 "ETE29122
864 08 58
Log Considered:
LOG TIME EVENT ID SITE f COMPUTER USER DOMAIN SOURCE
Event Type: Information Description:
Lag Type: Apolication Dec 15 07:02:33 172.16.100.252 device="SFW" date=2017-12-15 time=07:02:33 timezone="P5T" device_name="XG310" device_id=5300066C313A1A0 lo
Category Id: 0 g_id=127526f18031 log_type="System Health" log_compenent="Disk" log_subtype="Usage" pricrity=Infermation Cenfiguration=16.00% Reports=43.0

0% Signature=2.00% Temp=1.00%

2017 1236:34 FM 3333 NTPLDTBLR38 / Sophos.. N/A N Syslog
Event Type: Information Description:
Dec 13 07:02:33 17216.100.232 device="3FW" date=2017-12-13 time=07:02:33 timezone="P5T" device_name="XG310" device_id=5300066C313A1A0 o

Log Type: Application
Category Id: 0 g_id=127926618031 log_type="System Health" log_component="Live

ser” log_subtype="Usage" pricrity=Information users=

e Sophos Firewall - Virus Detected on System Report - This report provides information related to all the
virus that is detected by the Sophos Firewall. Report contains File info such as file name, file size, file path,
FTP URL, source, and destination location info such as IP, port, country code, virus name, email sender
and recipientaddress, email subjectand otherimportantinformation about the virus detected.

© Copyright Netsurion. All Rights Reserved. 16
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Log L Destin FTP FTP Source Destination

Device Comp Subty Source P Destination Sourc ation Domain User Sender Recipient Email Mail Virus FTP Directi File File File Com Url Quaranti Country Country
Name onent pe Address IP Address ePort Port MName MName Address Address Subject Size Mame Priority Url on Name Size Path mand Accessed nedFile Code Code

12182017 023208 P MS327- HTTP Virus  10.198.47. 213.211.198. 11013 "80 www.ei gibert EICAR-  Critical http: v ww Rl DEU
LBD 7 62 car.org AV-Test eicar.org/d
ownload/eic
ar.com
12/19/2017 02:32:08 P CR7S0i SWTP  Allowe 11.141.26. 10.198.2336"1255 25 contoso. fiona  fiona@co jaker@ac GP23S '91 Eicarex Critical R1 FRA
NG-XP d 30 1 com ntoso.co  me.com ec
m
120182017 02:32:08 P 36135 FTP Vius  78.15.48.1 172166146 /57330 21 Jennif TroyCsp Alet  /Swi Downlo 10342 M Mestt RETR SFWiqua RUS R1
2 er VA, M0 ad 54655 10342 rantine/Tr
3425 B.zip 54855 0j/Cspy-
4855 6.zp A,
6.zip

Logs Considered:

LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SQURCE
12/19/2017 2:32:08 PM 3333 NTPLDTBLR38 / Sophos... MAA WA Syslog
Description:

Event Type: Information
Log Type: Application
Category Id: 0

Dec 15 07:03:10 172.16.100.252 device="SFW" date=2017-01-31 time=15:35:15 timezone="UTC" device_name="M5327-LBD" device_id=B123469823-R6
2KYU log_id=030906208001 log_type="Anti-Virus" log_compenent="HTTP" log_subtype="Virus" status="" priority=Critical fw_rule_id=2 user_name="gil
bert” iap=1 av_policy_name=" virus="EICAR-AV-Test" uri="hitp://www.cicar.org/download/eicar.com” domainname="www.cicar.org" src_ip=10.19847.71
src_country_code=R1 dst_ip=213.211.198.62 dst_country_code=DEU protocol="TCP" src_port=11013 dst_port=80 sent_bytes=0 recv_bytes=353

e Sophos Firewall - VPN User Logon or Logoff Success Report - This report providesinformation related to
all the VPN login and logout activity. Report contains username, source IP, authentication mechanism,
message details and otherinformation to keep track of VPN authentication activities.

Dewvice Log User Source IP
MName Component Name Address
12/21/2017 05:36:33 PM CR7S0ING- WPN smith Open 10,198 47, WWeb Client NS User jemith was logged out of
P Authenticatio Group 71 WPN
n
1242172017 05:36:33 PM CR7S0ING- WPN jsmith Open 10.198.47. Web Client Local User jsmith of group Open
P Authenticatio Group 71 Group logged in successfulhy to
n “WPM through Local

authentication mechanism from
10198 47 .71

12/21/2017 05:36:23 PM CR7S0ING- SSL VPN ismith Open 10.198.47. Web Client MA User jsmith was logged out of
P Authenticatio Group 71 SSL WPN
n
12/21/2017 05:36:33 PM CR7TS0ING- SSL VPN Jjsmith Open 10.198.47. Web Client Local User jsmith of group Open
P Authenticatio Group 71 Group logged in successfully to
n SSL WPN through Local

authentication mechanism from
10198 47 .71

Logs Considered:

LOG TIME EVENT ID SITE ¥ COMPUTER USER DOMAIN SOURCE

Event Type: Information Des
Log Type: Application
Category Id: O

12/21/2017 5:36:33 PM 3333 NTPLDTELR3SE / Sophos... A NA Syslog

Description
Dec 15 07:04:33 172.16.100.252 device="SFW" date=2017-01-31 time=15:13:38 timezone="15T" device_name="CRTS0ING-XP" device_id=C44310050024
-P29PUA log_id=0631106 "Successful” priority
=Information user_name= src_ip=10.198.47.71 me
ssage="User jsmith of group Open Group logged in successfully to SSL WPN through Local authentication mechanism from 10.198.47.71" name="jsmith"

Event Type: Information
Log Type: Application
Category Id: 0

10 log_type="Event” log_component="S5L WPM Authentication” log_subtype="Authentication™ sta

jsmith” usergroupname="Open Group” auth_client="Web Client” auth_mechanism="Local" reason=

src_mac=
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e Sophos Firewall - VPN User Logon Failed Report - This report provides information related to all the VPN
login failures that is done. Report contains username, source IP, authentication mechanism, message
details and otherinformation for further analysis.

Device Log User User SourcelP Authentication Authentication
Name Component Name Group Address  Client Mechanism  Message Details
121212017 05:35:33 PM CRTS0IN VPN gabriel Open  10.153.47.71 Web Client Local Uzer jsmith of group Open Group
G-XP  Authenticatio Group failed to login to VPN through Local
n authentication mechanism from
10.188.47.71
12/21/2017 05:36:33 PM CRTS0IN SSL VPN amanda Open 10.54.124.35 Web Client Local Uzer jsmith of group Open Group
G-XP  Authenticatio Group failed to login to SSL VPN through
n Local authentication mechanism
from 10.54.124.35

Logs Considered:

LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE

12/21/2017 5:36:33 PM 33313 NTPLDTELR38 / 30phos... M/A A Syslog
Event Type: Information Description:
Lag Type: Application Dec 15 07:04:33 172.16,100.252 device="SFW" date=2017-01-31 time=18:13:38 timez " device_[d=C44310050024
Category Id: 0 -P29PUA log_id=063110617711 log_type="Event” log_component="55L VPN Authentication” iled” pricrity=Info

rmation user_name="amanda" usergroupname="0Open Group" auth_client="Web Client" auth_mechanism="Local" reas " src_ip=10,198.47.71 messa

ge="User jsmith of group Open Group failed to login to S50 VPN through Local authentication mechanism from 10.198.47.71" name="jsmith" src_mac=

e Sophos Firewall - WAF Traffic Accepted or Denied Report - This report provides information related to
all the traffic that is allowed and denied by the Sophos Firewall. Report contains username, send, and
received bytes, useragent, reason, referrer URL, priority, URLaccessed, http method, source IP and other
usefulinformation to get the detailed information which will be helpful for further analysis.

Log Local IP HTTP
Compon User SourcelP Addres Server HTTP url Query Content Action Sent Received Referer Status Additional
ent Name Address s Name Method Accessed String Cookie Type Priority Taken Bytes Bytes url Code Reason Information User Agent
1242142017 02:25:04 PM CR7S0i Web gibert 10.198.23 101982 www.iv GET ! Zla=en - text/html  Error 17071 726 =10 - 403 Static URL No signature Mozila/5.0
NG-XP Application 5.254 3348 iewtest. querystring Hardening found (Windows NT
Firewall com: 898 =7la=en 8.1, WOWB4;
9 cookie= rv:50.0)
Gecko/201001
01
121212017 02:25:04 P CR7S0i Web monica 2021542 101862 www.v GET  / - textintml Informati 7071 765 'B10 - B2 - - Wozilla/5.0
NG-XP  Application 1.94 3348 iewtest. querystring on (Windows NT
Firewal com:838 = cookie= &1; WOWES;
9 rv:50.0)
Gecko/201001
01
Firefox/50.0
1242142017 02:25:04 PM CR7S0i Web Jeniffer 10.24.942 101982 www.iv GET fdownload/ H textihtml warning fi7072 %39 Fis hitp:fiw 403 Antivirus  EICARAV- Mozilla/s.0
NG-XP Application c4 3348 iewtest. eicarcomz. PHPSES ww.ivie Test (Windows NT
Firewall com:28% zip SiD=jetk wiest co 8.1, WOWB4,;
0 querystring d%iadd9 m: 3990/ rnv:50.0)
= cookie= 69hsr77 85-0- Gecko/201001
ipidqaT4 Downloa 01
B d html Firefox/50.0
_pk_id.1
.fc3a=3
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LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE

f2017 2:25:04 PM 3333 MNTPLDTELR3S / Sophos... N/A N/A Syslog

Description

Event Type: Information
Dec 15 07:04:33

Log Type: Application
Category Id: 0

.48 ws_protocol="HTTP/1.1" url=/
S4392,1455866024.1.1485566065.1455866024,;

=

ml method=GET hitpstatu
.0} Gecko/20100107 Firefox/

4.4 Dashboards

e Sophos Firewall: VPN Activities by Geo-location

Sophos Firewall: Vpn Activities by geo-location

e Sophos Firewall: Web Traffic by Destination IP

Sophos Firewall: Web Traffic by Destination Ip

© Copyright Netsurion. All Rights Reserved.
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e Sophos Firewall: Denied Traffic by Source IP

Sophos Firewall: Denied Traffic by Source Ip

L0 1 oo (308)

<
ontnn @Il MCLGSA s sl
Moo W e Il LI
e Sophos Firewall: Login Activities by User
Sophos Firewall - Login Activities by User
£

mike
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e Sophos Firewall: Login Failed by User

Sophos Firewall - Login Failed by User

john martin/tink jakgee/jdj pan

e Sophos Firewall: Trafficby Protocol

Sophos Firewall - Traffic by protocol

Series: protocol_type
3,000 2 e

6,000
4000 -

2000

] 9 30 A 7L Nk e
e A L - L S\l m el

tp Mudp Micmp W6 W2
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e Sophos Firewall: Intrusion Detected by Destination IP geo-location

Sophos Firewall - Intrusion Detection by Destinatio...

Title: Sophos Firewall - Intrusion Detection by Destination |
Notes: Sophas UTM/SG and XG Firewall - Intrusion Detectig

5. Importing Sophos Firewall Knowledge Pack into EventTracker
NOTE: Import knowledge packitemsin the following sequence:

e Category

e Tokentemplate

e Knowledge Object
e Report

e Dashboard

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility.

EventTracker Control Panel

— [ =] _
EventTracker - ;

B o 41| W | &>

= .
EventWault Diagnostics License Export Import| Append
Manager Uiliky Archives
|E % lz ‘Q 3 :
EventTracker Traffic Analy=er Agent Port TrapTracker
Agent Confi___ Manageme Configuration
<?> -
Change Audit About
EventTracker

E-mail: support @Event Tracker com

3. Click the Import tab.
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5.1 Category
1. Click Category option, and then click Browsel - | .

[}

Export Import Utility = [ = _

Export | Import

1. Provide the path and file name of the Categories file. Use the "..." button to browse and locate the import file.
2. Click the Import button

Options Location
| @ Categony

2 Fitters

3 Alerts

Source :

Systems and Groups
I | [

2 Token Valus

) Reports

) Behavior Cormrelation

Import

Close

2. Locate Categories_Sophos Firewall.iscat file, and then click Open.
3. Toimport categories, click Import.

EventTrackerdisplays success message.

Export Import Utility -

o Selected category details are imported successfully.

4. Click OK, and thenclick Close.

5.2 Token template

1. Click Parsing rule under Admin option in the EventTracker manager page.

==
[ZB] Eventvaulr ] mManager

2. Click Template.
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Parsing Rules

Parsing Rule

oog
ong
Qog

1"

Groups

3. Toimport tokentemplate, click Import.

M 7 Admin / Parsing Rules

c z|T]

Locate the Templates_Sophos Firewall.ettd type file by clicking Browse button, enable all the

4,
templates, and click import.
Import
Select file & Browse... @
Note: Please select file of type *.ettd (eventt piate dashlets)
5. Click OK.

5.3 Knowledge Object

1. Click Knowledge objects under Admin option in the EventTracker manager page.

Toals -

= EventTrackers:
#t /Dashd

§= Aive Watch List [ Collection Master [ Group Management [ systems

Ul Home
Q A Alerts ) cometation €, pLockup Configuration & Users
1 G} Behavior Correlation Rules m Diagnostics o Knowledge Objects ."I"« Weights

ﬂ Behavior Carrelation Settings ‘71 Event Filters m Manager ] Windows Agent Canfig
L';Em!?ﬁiiﬁ {7 casehook Configuration Y] Eventvaut (7] Parsing Rules

Potential Cyber Breaches
Unsafe connections or processes, new TCP entry point

m

_i:] FAQ Configuration o Report Settings

n|§ Category
Mtacker - News
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2. Click Import ¥as highlighted in the below image:

Knowledge Objects # / Admin / Knowledge Objects
Al
QlQ Activate Now oneash) | §| £ D

Groups D@ 1

Eventliacker

3. Click Browse.

Import

Close

4. Locate the file named KO_Sophos Firewall.etko.
5. Selectthe check box and then click ¥ Import.
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Import

= J
Object name Applies to Group name
Sophes Firewal Sopheos UTM 9(5G) & XG

Sophos Firewal

6. Knowledge objectsare nowimported successfully.

File imported successfully.

ok |

5.4 Report
1. Click Reports option and select New (*.etcrx) option.

Export Import Utility -|= -

L1}

Export | Import

1. Provide the path and file name of Schedule Report file. Use the °
2. Click the Import button

Mote : IF reportis) contains template, first import template and proceed with exportimport utility .
Options Location

" button to browse and locate the import file

) Category

) Fiters

p Sy T

) Systems and Groups
~issch
) Token Value

(® Reports

) Behavior Comelation
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2. Locate the file named Reports_Sophos Firewall.etcrx and select the check box.

Reports Import =
Mote : if report(s) contains template., first import template and proceed with report import process.
Select file | R CT T et T e e o e T e e .- - rewall etene Select file
Awailable reports
Title | |  Freauency Show sl - Q|| Q@
Thie Sites Groups Systems Frequer ™~
Sophos Firewall- Login Failures A bt | Default T el Undefined
Sophos Firewall- Admin activities Default — I Undefined
Sophos Firewall- Admin login and logout |~ 77777777 Default Undefined
Sophos Firewall- Advanced threat prot... | —~77 """ Default Undefined
Sophos Firewall- Allowed and Denied ... |7~ Default Undefined
Sephos Firewall- Content fittering — Default Undefined
Sophos Firewall- FTF activities Default Undefined
Sophos Firewall- IPS attack detection | ——— Default Undefined
Sophos Firewall- Login and Logout mrmT e Default Undefined
Sophos Firewall- Mail traffic details PR Default Undefined
Sophos Firewall- Sandbox activities P Default Undefined
Sophos Firewall- Security policy events . Default ————— Undefined
Sophos Firewall- Spam detection Default Errmbunn DA mmlng Undefined
Sephos Firewall- System health Default — Undefined
Sophos Firewall- Virus detected Default oy T Undefined
Sophos Firewall- Vpn activities ey ey Default T s Undefined
Sophos Firewall- VPN login and logout Default E Undefined
Sophos Firewall- VPN login failures mrmT e Default Undefined ~
>
Mete: Set run time option is not applicable for Defined Reports and Houry Reports
Set run time for report(s) from [——]am - atinterval of [ _ | minutes Set @
R [ | to | | [ Replace Assign systems
—
MNete: Make sure that Sitefs), Group(s) and System(s) selections are valid. b ®

3. Click Import # toimport the report. EventTracker displays success message.

Export Import Utility -

Selected reports configurations are imported successfully

5.5 Dashboards

NOTE- Below steps given are specificto EventTracker9.2 and later.

1. OpenEventTracker in browserand logon.
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Indicators of Compromise
USE activities. Mew senices or software install E

2. Navigate to My Dashboard option as shown above.

3. Click Import ¥ as show below:

EventTracker:: O i Toose @ Emamin

My Dashboard # / Dashboard / My Dashboard

AeeBLT0O0

4. Importdashboard file Dashboards_Sophos Firewall.etwd and select Select All checkbox.
5. Click Import as shown below:

Note: If dashlet configured using persisted report, first import the report and proceed with importing

dashlet,

Available widgets
Select Al

Sophos Firewall - Login A... Sophos Firewall - Login F..
Sophas Firewall - Intrusi.. Sophaos Firewall - Login F..
Sophas Firewall - Intrusi... Sophaos Firewall - Login F...
Sophos Firewall - Intrusi.. Sophos Firewall - Login b
Sophas Firewall - Traffic... Sophaos Firewall - Traffic...
Sophas Firewall - Traffic... Sophas Firewall - Traffic...

Sophas Firewall - Intrusi.. Sophaos Firewall: Vpn Acti.. -
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6. Importis now completed successfully.

Selected dashlets imported successfully.

7. In My Dashboard page select ® to add dashboard.

M’_‘.“ Dashboard #t / Dashbosrd My Dashoard

[=1
=
[>)
>
[=p
S o |
(]
(D4

8. Choose appropriate name for Title and Description. Click Save.

Add Dashboard

tie
sophos Firewall

Description

Sophos UTM/SG and XG Firewall

9. In My Dashboard page select @ to add dashlets.

M[} Dashboard # / Dashbozrd / My Deshboard

@
=
=
Tx
[
=]
(]
D

10. Selectimported dashlets and click Add.
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Customize dashlets

Sophos

Sophos Firewall - Intrusion Det...
Sophos Firewall - Login Activiti...
Sophos Firewall - Login Failed ...
Sophos Firewall - Traffic by Sou...

Sophos Firewall: Web Traffic by...

Q

Sophos Firewall - Intrusion Det... Sophes Firewall - Intrusion Det... Sophos Firewall - Intrusion Det...

Sophos Firewall - Legin by Sou... Sophos Firewall - Login Failed ... Sophos Firewall - Login Failed ...

Sophos Firewall - Traffic by Des... Sophos Firewall - Traffic by Des... Sophos Firewall - Traffic by pro..

Sophos Firewall: Denied Traffic ... Sophes Firewall: Denied Traffic ... Sophos Firewall: Vpn Activities ...

m Delete

Close

6. Verifying Sophos Firewall Knowledge Pack in EventTracker

5.6 Category
1. Logon to EventTracker.
2. Click Admindropdown, and then click Category.

= EventTracker::

Tools~

Home

0

Potential Cyber Breaches
Unsafe connections or processes, new TCP entry point

Attacker

§= Active Watch Lists

A Aerts

1 G Behavior Correlation Rules

Indicators of Ca

LISB acthities, New sen -j Casebook Configuration

off Category

[ Collection Master

©) Correlation

m Diagnostics

.'u Behavior Correlation Settings 'ﬂ Event Filters

[¥] Eventvault
&) FAQ Configuration

News

A Admin~
[52 Group Management [ systems
€}, 1P Lookup Configuration B users
@ knowledge Objects £ weights
@ Manager CJ windows Agent Config

() Parsing Rules

&7 Report Settings

& / Dash

3. InCategoryTree toview imported category, scrolldown and expand Sophos Firewall group folder

to view the imported category.

© Copyright Netsurion. All Rights Reserved.
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Category

Category Tree Search
—JB Sophos Firewall

@ Sophos Firewall:
----- @ Sophos Firewall:
Sophos Firewall:
Sophos Firewall:
Sophos Firewall:
Sophos Firewall:
Sophos Firewall:
Sophos Firewall:
Sophos Firewall:
Sophos Firewall:
Sophos Firewall:
Sophos Firewall:
Sophos Firewall:
Sophos Firewall:
Sophos Firewall:

Sophos Firewall:

Sophos Firewall:

5.7 Token templates

1. Inthe EventTracker web interface, click the Admindropdown, and then click Parsing rules.

= EventTrackers:

Home

0

Potential Cyber Breaches
Unsafe connections or processes, new TCP entry point

Attacker

= Active Watch Lists

A\ Aerts

Indicatars of Cc
Us activties, New sen

n|: Category

1 @ Behavior Correlation Rules

j:] Casebook Configuration

Admin Activities

Admin Login and Logout
Advance Threat Protection
Configuration Changes
Content Filtering

FTP Activities

IPS Attacks Detected
Login Activities

Login Failed

Sandbox Activities
Security Policy Events
Spam Detection

Traffic Ewvents

Virus Detected

VPM Login Failure

Web Traffic

Wireless Security Activities

[E collection Master

@ Correlation

ﬂ Diagnostics

, Behavior Correlation Settings -,TW Event Filters

[7] Eventvault

@) FAQ Configuration

= News

A Admin-

[ Group Management ] systems # /Dashp

D users

M

(‘.\g IP Lookup Configuration
) Knowledge Objects f weights
’3‘ Manager [ Windows Agent Config
CF Parsing Rules

;;‘. Report Settings

2. On Template tab, click on the Sophos Firewall group folderto view the imported token values.

Parsing Rules

Template

Groups
Protectiise
QualysGuard
Snert IDS

Sophos Firewall

OB o

@

=

= =
(ORI

=
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Template Name

Sophos Firewal

Sophos Firewall - All templates

Template Description

Q

Added By

ETAdmin
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5.8 Knowledge Object

1. Inthe EventTracker web interface, click the Admin dropdown, and then select Knowledge Objects.

— EventTracker

n Home §= Adtive Watch Lists [ collection Master 2 Group Management ] systems & / Dashb
a A Alerts ©) correlation € IP Lookup Configuration D users
1 @ Behavior Correlation Rules ﬂ Diagnostics T Knowledge Objects .'l‘— Weights
% Behavior Correlation Settings 7] Event Filters G Manager ] Windows Agent Config
3‘22‘1‘“' qb‘:[:n':’a“h"mimm'm‘ L';‘g'“?‘f”su‘:ig 7] Casebook Configuration [7] Eventvautt (7 Parsing Rules
of2 Category [@)] FAQ Configuration &) Report Settings
Attacker — News

2. Inthe Knowledge Objecttree, expand Sophos Firewall group folder to view the imported knowledge
object.

Knowledge Objects

Search objects Q Q

Groups ® &F I Object name Sophos Firewall

Applies to Sophos UTM 9(5G) & XG

Sonicwall Firewall

Sophos Central Rules

Title Event source Source Type
Sophos Enterprise Console

Sophos UTM(SG)/XG syslog Sophos Firewal
2 Message Signature:
Sophos Firewal| @’ M7

Message Exception:

3. Click Activate Now to apply imported knowledge objects.
5.9 Report

1. Inthe EventTracker web interface, click the Reports menu, and then select Report Configuration.

— EventTracker::

Report Configuration

Report Dashboard Indlcgt_c_)rs of Compromise
USE activities, New services or software install E

2. In Reports Configuration pane, select Defined option.
3. Click on the Sophos Firewall group folderto view the imported reports.
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Report Configuration

(O Scheduled () Queued @ Defined

Report Groups Reports configuration: Sephos Firewall

Sophos Firewall

=  uiscoAmE ([0} @ . @ @— 69
3
[ CiscoESA mnm & =
Title
(3 Cisco Sourcefire T|l|_ @ -
O irl Sophos Firewall-Configuration changes
B Cloudflare TT @ -
L O irl Sophos Firewall- FTP activities
B Comodo Endpoint Prot.. ] @ -
— b3 Sophos Firewall- Mail traffic details

E3  Defender MFA i & — = °
[  Eventlracker m @& ] b3 Sophos Firewall- Vpn activities
3  EventTracker Endpoin.. T|l|' @ [ }:E:( Sophos Firewall- Wireless security activitie
[  Foritnet T'il- @ O }E( Sophos Firewall- Virus detected
B  Imperva WAF T|i|_ @ I O bIS Sophos Frrewall- Spam detection
B Linux [ @ O o Sophos Firewall- Content filtering

Microsoft 365 (1] -
E \crose I @ O }:::( Sophos Firewall- Security policy events

Microsoft 365 T .
=4 ] @ O irl Sophos Firewall- IPS attack detection
B QualysGuard T|l|- @
B m_&

5.10 Dashboards

1. IntheEventTrackerweb interface, Click Home and select My Dashboard.

2. Inthe Sophos Firewall dashboard you should be now able to view the following screen.

Sophos Firewall: Vpn Activities by geo-location G -x
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About Netsurion

Flexibility and security within the IT environmentare two of the mostimportant factors driving business
today. Netsurion’s cybersecurity platforms enable companies to deliver on both. Netsurion’s approach of
combining purpose-built technology and an ISO-certified security operations center gives customers the
ultimate flexibility to adapt and grow, all while maintaining a secure environment.

Netsurion’s EventTracker cyberthreat protection platform provides SIEM, endpoint protection, vulnerability
scanning, intrusion detection and more; all delivered as a managed or co-managed service.

Netsurion’s BranchSDO delivers purpose-built technology with optional levels of managed services to multi-
location businesses that optimize network security, agility, resilience, and compliance for branch locations.
Whetheryou need technology with a guiding hand or a complete outsourcing solution, Netsurion has the
modelto help drive yourbusiness forward. To learn more visit netsurion.com orfollow us

on Twitteror LinkedIn. Netsurionis#19 among MSSP Alert’s 2020 Top 250 MSSPs.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSP’s SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support
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