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EventTracker: Integrating Sophos UTM

Abstract

This guide provides instructions to configure Sophos UTM to send the syslog events to
EventTracker Enterprise.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise version
7.X and later, and Sophos UTM 9 and later.

Audience

Sophos UTM users, who wish to forward Syslog events to EventTracker Manager.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted to be
a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting
the rights under copyright, this paper may be freely distributed without permission from
Prism, as long as its content is unaltered, nothing is added to the content and credit to Prism
/s provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Prism Microsystems, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other
Iintellectual property.

The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product, person or event is
intended or should be inferred.

© 2014 Prism Microsystems Corporation. All rights reserved. The names of actual companies
and products mentioned herein may be the trademarks of their respective owners.
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Prerequisites

e FEventTracker should be installed

e Sophos UTM 9 and later should be installed and configured

Integrate EventTracker with Sophos UTM

To configure logging for Sophos UTM proceed as follows:

Logon to the WebAdmin of the UTM
Navigate to Logging & Reporting > Log Settings > Remote Syslog Server
Activate the Remote Syslog status
Configure a Syslog server

o Name: freely selectable
o Server: IP or hostname of your Syslog server EventTracker Enterprise

o Port: UDP 514

e C(lick on Apply

© Local logging ) Remote Sys... £ Remote Log
Remote syslog status D
Remote syslog settings
Syslog Servers + To set up a remote syslog semver, specify its location and the
senvice ituses.
1 X logs
' Apply
Figure 01

If syslog messages cannot be delivered, they will be buffered, and re-send when possible. By
default, up to 1000 logs will be buffered.
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Once Syslog targets have been configured the logs to send via syslog must also be selected on the
same screen. By default, none are selected. Select the desired logs, and click ‘Apply.

Remote syslog log selection

] Selectall Selectthe logs that should be sentto the remote syslog server.

[] Admin notifications
[] Application Contral

[] Boot messages

[] Client Authentication
[] Configuration daemon
[] DHCP server

] DNS proxy
] Device agent

Figure 01

To determine which logs are desired, you can view complete log contents and watch logs in real-
time, under 'Logging & Reporting' > 'liew Log Files'.
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EventTracker Knowledge Pack (KP)

Once logs are received in to EventTracker, Alerts and Reports can be configured into
EventTracker.

The following Knowledge Packs are available in EventTracker v7.x to support Sophos UTM
monitoring:

Alerts:-

Sophos UTM: User authentication failure - This alert is generated when user
authentication failure occurs.

Sophos UTM: Shell password changed - This alert is generated when shell password has
been changed.

Sophos UTM: Object changed - This alert is generated when object changed.
Sophos UTM: Object deleted - This alert is generated when object deleted.

Sophos UTM: Node changed - This alert is generated when node changed.

Reports:-

Sophos UTM: User Authentication Success - This flex report provides information related to
user authentication success.

Sophos UTM: Shell Password Changed - This flex report provides information related to
shell password changed by someone.

Sophos UTM: Packet Dropped - This flex report provides information related to packet data
dropped. It gives the information on which interface packet dropped.

Sophos UTM: Packet Accepted - This flex report provides information related to packet data
accepted. It gives the information on which interface packet accepted.

Sophos UTM: Object Created - This flex report provides information related to object
created .It gives the object name which has been created and who has created.

Sophos UTM: Object Changed - This flex report provides information related to object
changed. It gives information which object has been changed by who.

Sophos UTM: Object Deleted - This flex report provides information related to object
deleted. It gives information which object has been deleted by who.
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e Sophos UTM: Node Changed - This flex report provides information related to node
changed. It gives information what node has been changed by who.

Import Sophos UTM Knowledge Pack into
EventTracker

1. Launch EventTracker Control Panel.
2. Double click Import Export Utility, and then click the Import tab.

Import Category, Alert, Tokens and Flex Reports as given below.

Import Category

1. Click Category option, and then click the browse Cj button.

'Y Export Import Utility ol & =
Export | Import

1. Provide the path and file name of the Categories file. Use the ..." button to browse and locate the import file.
2. Click the Import button.

Options Location
@ Category

") Filters

) Mlerts

") Systems and Groups Source : -
") RSS Feeds e L]
) Scheduled Reports

) Behavior Rules

=) SCAP

1 Token Value

Impart I I Close

Figure 03
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2. Locate All Sophos UTM group of Categories.iscat file, and then click the Open button.
3. Toimport the categories, click the Import button.

EventTracker displays success message.

Export Import Utility ==

Figure 04

4. Click OK, and then click the Close button.

Import Alerts

1. Click Alert option, and then click the browse D button.

Export | Import

It Export Import Utility o] B =)

1. Provide the path and file name of the Alers file. Use the °..." button to browse and locate the import file.
2. Click the Import button.

Options Location
™) Category
Ni= Impaort E-mail settings
@ Alertts Set Active
- . . This setting is applicable only for imports from Legacy
= Sy diG @ Cnby if notffications sst (vEx) Alert files. For v7, the active status will be set
| Systems and Groups _ based on "Active” key available in the configuration
@ By default section.
") RSS Feeds
7) Scheduled Reports Source :

~.isalt E

[ :[@ehavior Rules
~1 SCAP

) Token Walue

Import l [ Close

Figure 05
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2. Locate All Sophos UTM group of Alerts.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.

EventTracker displays success message.

Export Import Utility

"

Figure 06

4. Click OK, and then click the Close button.

Import Tokens

1. Click Token value option, and then click the browse D button.

Export | Import

'8 Export Import Utility =]l = ]

1. Provide the path and file name of token value file. Use the °..." button to browse and locate the import file.
2. Click the Import button

Options Location
) Category

=) Filters
) Mlerts

Source :

~istoken E

™) Systems and Groups
~) RSS Feeds
") Scheduled Reports
~) Behavior Rules

| SCAP

@ Token Value

Import ] [

Close

Figure 07
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2. Locate All Sophos group of Tokens.istoken file, and then click the Open button.
3. Toimport tokens, click the Import button.

EventTracker displays success message.

Export Import Utility [==]

:I Selected token values are imported successfully,

Figure 08

4. Click OK, and then click the Close button.

Import Flex Reports

1. Click Scheduled Report option, and then click the browse [:] button.

[Bport | meot |

1. Prowide the path and file name of Schadule Report fde. Use the .. button to browse and locate the import file.
2. Click the import button

Options Location
_) Category

[ mpon | [ Coe ]

Figure 09
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2. Locate All Sophos UTM group of Flex Report.issch file, and then click the Open button.
3. Toimport scheduled reports, click the Import button.

EventTracker displays success message.

Export Import Utility 2

[0] Selected scheduled reports configurations are imported successfully,

—

Figure 10

4. Click OK, and then click the Close button.

\Verify Sophos UTM knowledge pack in
EventTracker

Verify Sophos UTM Categories

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Categories.

3. In the Category Tree, expand Sophos UTM group folder to view the imported categories.

EventTracker"j
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Category Management

.ummu
E:-u:m.;ru Sode chenged
[ S T St st
!!m;ru Dtrwa awewd
[ e T Stpe pwneen
!!s.w.rru PRIsl BOOREIED
[t T P g

B St UTH Ui Btnamtcmteon lbait

[ B UTH e puamtembon e

ol [ #o

5[] Wepnma Hatens oty

5 [ Sy gt Brosatan
5 [ tiog

u [ Peetans

o [ Trems Moo DBcaBcme

i [ v

e T
.iumil-li-l—

._:jmumﬂm

Ssarch Reporis nm|u-pu. Confe] Assessment

Tortid ety DFowss | 1

Nama

TR UTU Hoge ]

Sophon UTU: Otyect charsged

Fopen LT Qe aising

Sophin UFL: Otpst croatid

Fophaa UTU Pacist soapded
Sophen UPU. Pasiel deasged

T UTU Unar sosanicason takee
Sophink UTU. Uner suhesbeaton tuctens
Damicie 55, VP e kgot!
Barrecuda 353 WP Uner ogon sk

Tovtal oo © LETY

Wodticd date

AR TR T P
SECEN5 129188 A
AR T P
KA 10 58 39 AN
ARTEAT AR T AU
AN T Al
SRS 1S AN
LEDES TLSY M AN
RN TN A

L AT STR T ]

Wodtied by

purr e

Hi

hasde

pe

Figure 11

Verify Sophos UTM Alerts

1. Logon to EventTracker Enterprise.

2. Click the Admin menu, and then click Alerts.

3. In the Search field, type ‘Sophos UTM’, and then click the Go button.
Alert Management page will display all the imported Sophos UTM alerts.

SEarch  Reports -!mlm_ Coafeg Aynssumend

Bawrih Saptes Ut

Paga Sl 75 -

| s L ]

| 1] | Sotma TM Dbl Chnens s # |

I s B =R
| “Sataat UTI Seorl e ba ] S i |

| ‘Zaghoa UTW e paftrnion Sy 7] |

LRl el T S —

Figure 12

4. To activate the imported alerts, select the respective checkbox in the Active column.
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EventTracker displays message box.

Message from webpage X

h Successfully saved configuration.

Figure 13

5. Click the OK button, and then click the Activate now button.

NOTE: You can select alert notification such as Beep, Email, and Message etc. For this,
select the respective checkbox in the Alert management page, and then click the Activate
Now button.

Verify Sophos UTM Tokens

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Parsing rules.

The imported Sophos UTM tokens are added in Token-Value Groups list. Please refer
Figure 13.

Dashboard Incidents Behavior Status  Netflow Search Reports My EventTracker Change Audit  Config Assessment

Parsing Rule Template
[ Gisco AsA i
Token-Value Display name Fo Group : Sephos UTM (7]
[ cisco ranFort EsA
" re - pi
[ c1so renper WA [ Display name Token name Tag Separator Terminator index [IEY
= Act cf =
[ cheo 152 B O ion action
[C] Class class = E
m Clavister firewall P =
[C]  Destination IP dstip =
[fromeiPLm
[C]  Destination Port dstport =
Fortigats
5] [C]  Holder user User Name =
s
E [[]  Holdert started for User Name user  service
[ Linux Monitoring E] Holder2 FOR User Name B
X [ Losbincer saL [[] Holder3 account User Name{Changed for) =" =
[ mysaL ] interface Name initf - -
[} netsoreen E [[] Methed caller Logon Type = =
[ soniowail uTm w1 Methadt the I nann Tuna = n 32
i Sophos ] [ Addrue | [ peete | [ movetogroup | | Token-value wizara
r_j Symantec Endpoint Protection
g smies
[ Trend Miao
[1§ websense wse
r_j Windows -

Figure 14
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Verify Sophos UTM Flex Reports

1. Logon to EventTracker Enterprise.

2. Select the Reports menu, and then select Configuration.

3. In Reports Configuration, select Defined option.
EventTracker displays Defined page.

4. In search box enter 'Sophos UTM'.

EventTracker displays Flex reports of Sophos UTM.

Dashboard  incidants Behaviol Dlams  Netfiow | Learch  Hepoita H‘plvﬂ!ﬂwiwl— Conty Aiseuamaed

"P""_':‘:"‘_‘_':n 5| Aepors coatgerano «» Sopnos ¥TI

1 ] e Schedelsd | Guesusd @ Dafined y Lawrmn =R

i [ mertToncrar e
j'”‘"‘ " .. e Comsied ¥ Matedon .

o Dot UTV Gy et et | ks WIS 4 AT 0 VLSS 3000 A o
s
i orern UTU ey Chpnd W el OmE
j::'wz Esorerh UTY e Daiched SIS EI0 58 N AST1S 60 44 b 0%
jl-x-: ; Scofes UTY O] Chasced WHCHE A 10 2P ans
gm.. ‘Scphen UTH Chec Crewed WAL - 00T O 02 i P [ r B0
] s Eeran 7Y FIT S oesind om:
:';:“ ..... o Lurei UL ByChit (8 o] WS AR5 i S = P GmT
o Bevies T Separt UTY St "yl Pamn word Chapsges) OR|E
] ome
1] reewnara ntat Eipfeh UTV Gour Aofhestrpion Socteey MO ¥ 12 M 0O%-
"'J Foung tiais
Figure 15
*.
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Sample Reports

Some sample reports are given below.

Sophos UTM User Authentication Failure

LogTime User Name Source IP Logon Type Computer

03302015 11:16:18 AN efsef 192.168.1.95 webadmin 192.168.1.38-SYS5L0OG
033042015 11:16:22 AM efzef 192.168.1.95 webadmin 192.168.1.38-SYSLOG
0343172015 11:20:52 AM root 192.163.1.94 =shd 192.168.1.38-5¥5L0G
03431/2015 11:20:59 AM root 192.163.1.94 =shd 192.168.1.38-5YSLOG
0343172015 11:21:03 AM root 192.165.1.94 =sshd 192.168.1 38-5¥5L0G
03312015 11:26:47 AN root 192.168.1.94 =shd 192.168.1.38-SY5L0OG
03431/2015 11:26:59 AM root 192.165.1.94 =sshd 192.168.1 38-5¥SLOG
0343172015 11:27.04 AN root 192.165.1.94 sshd 192.168.1.38-5Y5L0OG
03431/2015 11:28:556 AM root 192.165.1.94 =shd 192.168.1.38-5¥5L0G
0343172015 11:51:34 AM root 192.1658.1.94 =sshd 192.168.1. 38-5Y5LOG
03/31/2015 11:54:50 AM admin 192.163.1.94 =shd 192.168.1.38-3¥5L0G
03431/2015 12:03:44 PM root 192.1658.1.94 sshd 192.168.1 38-SYSLOG
034312015 12:04:08 PM loginuser 192.168.1.94 =shd 192.168.1.38-5YSLOG
034312015 04:11:50 PM root 192.1658.1.94 =sshd 192.168.1.38-5YSLOG
03/31/2015 04:11:52 PM root 192.163.1.94 =shd 192.168.1.38-5¥5L0G
03/31/2015 04:14:05 PM admin 192.168.1.95 webadmin 192.168.1.38-5YSLOG
03431/2015 04:14:05 PM admin 192.168.1.95 webadmin 192.168.1 38-5¥5L0G
03312015 41717 PM root 192.168.1.94 =shd 192.168.1.38-SY5L0OG
03431/2015 04:17:19 PM root 192.165.1.94 =sshd 192.168.1 38-5¥SLOG

Figure 16

Sophos UTM Shell Terminal Password Changed

LogTime User Hame{Changed By) Source IP User Name(Changed for)
031712015 03:22:37 PM admin 192.1638.1.94 root

03172015 04:45:37 PM admin 192.1638.1.94 root

032372015 05:37:39 PM admin 192.168.1.94 root

03/23/2015 05:50:28 PM admin 192.163.1.94 root

032312015 05:50:28 PN admin 192.168.1.94 leginuser

033172015 11:28:25 AM admin 192.168.1.94 root

03312015 11:28:29 AM admin 192.168.1.94 loginuser

Figure 17
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