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Abstract  

This guide provides instructions to configure SpamTitan Gateway to send its logs to EventTracker. 

Scope 

The configuration details in this guide are consistent with EventTracker version v9.2 or above and SpamTitan 

Gateway  

Audience  

Administrators who are assigned the task to monitor SpamTitan Gateway events using EventTracker.  
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1. Overview 
SpamTitan Gateway is a powerful Anti-Spam appliance that equips network administrators with extensive 

tools to control mail flow and protect against unwanted email and malware.  

EventTracker helps to monitor events from SpamTitan Gateway. EventTracker’s reports provide detailed 

information of all events, alerts are helpful to determine and stop the attack and suspicious activities in real-

time, and dashboards will help you to analyze all the security-related events in a single console. Also, we can 

create and save log search rules/queries under the saved search feature for real-time and historical log 

search. 

2. Prerequisites 
• Admin privileges for SpamTitan Gateway to configure logging. 

• EventTracker should be installed in the system. 

• Syslog Port 514 should be open. 

3. Integration of SpamTitan Gateway with EventTracker 
SpamTitan Gateway logs we can get by using syslog.  
 

3.1 Configuring SpamTitan Gateway to send the logs to 

EventTracker 
Syslog is the de facto standard for forwarding log messages in an IP network. All system log messages are 

written to local log files on SpamTitan Gateway using syslog and logs can be viewed in the Logs tab. 

Besides, the log output can also be sent to a remote syslog server. This is useful for administrators who want 

to use EventTracker to view and analyze log files. 

Go to Settings > Remote syslog to specify a remote syslog server for mail, interface, and messages log files. 

The remote servers defined must run a logging daemon compatible with the syslog protocol. 

To specify a remote server: 

1. Click Enable to turn the remote syslog status to ON. 

2. Enter the EventTracker’s address in the syslog Server: field. 
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Note:  

To specify a port, put a colon after the remote syslog address, and add the port number. For example, 

192.168.3.120:5826 

3. Click Save. 

 

Figure 1 

4. EventTracker Knowledge Pack 
Once logs are received by EventTracker manager, knowledge packs can be configured into EventTracker. 

The following Knowledge Packs are available in EventTracker to support SpamTitan Gateway. 

4.1 Category 
Saved searches are designed to quickly parse/filter logs and allow the user to see only specific events related 

to: 

• SpamTitan Gateway - Infected Emails: This category for SpamTitan Gateway allows users to quickly 

filter and display the events related to Infected emails. 

• SpamTitan Gateway - Noqueue Email: Using this category for SpamTitan Gateway we can quickly 

filter and display the events related to Noqueue emails. 
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• SpamTitan Gateway - Passed Emails: This category provides quick search and filter related to the 

Passed email events. 

• SpamTitan Gateway - Spam Emails: This category for SpamTitan Gateway allows users to quickly filter 

and display the events related to Spam emails. 

• SpamTitan Gateway - Virus detected in the mail: This category provides the quick filter and logs 

search related to Virus detected events. 

4.2 Alerts 
Alerts are triggered when an event received is identified as critical and requires immediate notification. Such 

as 

• SpamTitan Gateway - Virus detected in Infected mails: This alert is triggered by EventTracker when 

SpamTitan Gateways detect any Virus/Malware in mails. 

• SpamTitan Gateway - Mail with Coronavirus/Covid-19 subject: This alert is triggered by EventTracker 

when SpamTitan Gateways mail subject contains information of Coronavirus or Covid-19. 

4.3 Report 

• SpamTitan Gateway - Passed Emails: This report provides detailed information on SpamTitan 

Gateway Passed emails events generated by SpamTitan Gateway. This report contains information 

such as Source IP addresses, Mail sender information, Mail recipient, Mail Header information, Mail 

Subject, etc. 

 

Figure 2 

• SpamTitan Gateway - Spam Emails: This report provides detailed information on SpamTitan Gateway 

events generated by SpamTitan Gateway. This report contains information such as Source IP 

addresses, Source Port, Destination IP address, Mail Sender and Recipient address, Reason, Size, 

Action taken on spam mail, Quarantine details, etc. 
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Figure 3 

• SpamTitan Gateway - Infected Emails with Virus: This report provides detailed information on 

SpamTitan Gateway Response events generated by SpamTitan Gateway. This report contains 

information such as Scanner name, Sender-Recipient address, source IP address, source port, Virus 

name, size, hits and action taken on the mail, etc. 

 

Figure 4 

• SpamTitan Gateway - Noqueue Emails: This report provides detailed information on SpamTitan 

Gateway Noqueue events generated by SpamTitan Gateway. This report contains information such as 

Action taken on Noqueue mails, Protocol types, Mail Recipient and Sender addresses, source IP 

address, etc. 

 

Figure 5 
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4.4 Dashboards 

• SpamTitan Gateway - All Events 

 

Figure 6 

• SpamTitan Gateway - Action taken on mails 

 

Figure 7 
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• SpamTitan Gateway - Virus detected in infected mails 

 

Figure 8 

• SpamTitan Gateway – Virus detected by Source IP 

 

Figure 9 
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• SpamTitan Gateway – Top Suspicious Mail Sender 

 

Figure 10 

• SpamTitan Gateway – Top Suspicious mail Recipient 

 

Figure 11 
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• SpamTitan Gateway - Top Spam mail with Subject and Sender SpamTitan Gateway 

 

Figure 12 

5. Importing SpamTitan Gateway knowledge pack into 

EventTracker 
NOTE: Import knowledge pack items in the following sequence: 

• Category 

• Alert 

• Token template 

• Knowledge Object 

• Report 

• Dashboard 

 

1. Launch the EventTracker Control Panel. 

2. Double click Export Import Utility. 
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Figure 13 

3. Click the Import tab. 

5.1 Category 
1. Click Category option, and then click Browse. 

 

Figure 14 
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2. Locate Categories_ SpamTitan Gateway.iscat file, and then click Open. 

3. To import categories, click Import. 

 EventTracker displays a success message. 

 

Figure 15 

4. Click OK, and then click Close. 

5.2 Alerts 
1. Once you have opened “Export-Import Utility” via “EventTracker Control Panel”, click Alert 

option, and then click Browse   

2. Navigate to the knowledge pack folder and select the file with the extension “.isalt”, e.g. “Alerts_ 

SpamTitan Gateway.isalt” and then click “Import”. 

  

Figure 16 
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3. EventTracker displays a success message: 

 

Figure 17 

5.3 Token template 
1. Click the Parsing rule under the Admin option in the EventTracker manager page. 

 

Figure 18 

2. Click Template. 

 

 

Figure 19 

3. To import the token template, click Import. 
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Figure 20 

 

4. Locate the Templates_ SpamTitan Gateway.ettd type file by clicking the Browse button, enable all 

the templates and click import. 

 

Figure 21 

5. Click OK. 

5.4 Knowledge Object 
1. Click Knowledge objects under the Admin option in the EventTracker manager page. 

 

Figure 22 

2. Click Import       as highlighted in the below image. 
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Figure 23 

3. Click Browse. 

 

Figure 24 

4. Locate the file named KO_ SpamTitan Gateway.etko. 

5. Now select the checkbox and then click  Import. 



 

     16                                                              

Integrate SpamTitan Gateway 

 

Figure 25 

6. Knowledge objects are now imported successfully. 

Figure 26 

5.5 Report 
1. Click Reports option and select the New (*.etcrx) option. 

Figure 27 

2. Locate the file named Reports_ SpamTitan Gateway.etcrx and select the checkbox. 
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Figure 28 

3. Click Import      to import the report. EventTracker displays a success message. 
 

 

Figure 29 

5.6 Dashboards 
NOTE: Below steps given are specific to EventTracker 9 and later. 

1. Open EventTracker in browser and logon.  
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Figure 30 

2. Navigate to My Dashboard option as shown above. 

3. Click Import      as shown below: 

 

Figure 31 

4. Import dashboard file Dashboard_ SpamTitan Gateway.etwd and select Select All checkbox. 

5. Click Import as shown below. 

 

Figure 32 
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6. Import is now completed successfully. 

 

Figure 33 

7. My Dashboard page selects to       add a dashboard. 

 

Figure 34 

8. Choose an appropriate name for Title and Description. Click Save. 

 

Figure 35 

9. In My Dashboard page select to add dashlets. 

 

Figure 36 
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10. Select imported dashlets and click Add. 

 

Figure 37 

6. Verifying SpamTitan Gateway knowledge pack in 

EventTracker 

6.1 Category 
1. Logon to EventTracker. 

2. Click Admin dropdown, and then click Category. 

 

Figure 38 

3. In Category Tree to view the imported category, scroll down and expand the SpamTitan Gateway 

group folder to view the imported category. 
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Figure 39 

6.2 Alerts 
1. In the EventTracker Manager web interface, click the Admin dropdown, and then click Alerts.  

2. In search box enter “e.g. “SpamTitan” and then click Search. EventTracker displays an alert related to 

“SpamTitan Gateway”: 
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Figure 40 

6.3 Token templates 
1. In the EventTracker web interface, click the Admin dropdown, and then click Parsing rules. 

 

Figure 41 

2. On the Template tab, click on the SpamTitan Gateway group folder to view the imported token 

values. 
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Figure 42 

6.4 Knowledge Object 
1. In the EventTracker web interface, click the Admin dropdown, and then select Knowledge Objects. 

 

Figure 43 

2. In the Knowledge Object tree, expand the SpamTitan Gateway group folder to view the imported 

knowledge object. 



 

     24                                                              

Integrate SpamTitan Gateway 

 

Figure 44 

3. Click Activate Now to apply imported knowledge objects. 

6.5 Report 
1. In the EventTracker web interface, click the Reports menu, and then select the Report Configuration. 

 

Figure 45 

2. In Reports Configuration pane, select the Defined option. 

3. Click on the SpamTitan Gateway group folder to view the imported reports. 



 

     25                                                              

Integrate SpamTitan Gateway 

 

Figure 46 

6.6 Dashboards 
1. In the EventTracker web interface, Click Home and select “My Dashboard”. 

 

                                                                                              Figure 47 

2. In the “SpamTitan Gateway” dashboard you should be now able to see something like this. 

 

Figure 48 


