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Integrate StealthINTERCEPT

This guide helps you in configuring StealthINTERCEPT with EventTracker to receive StealthINTERCEPT events.
In this guide, you will find the detailed procedures required for monitoring StealthINTERCEPT.

The configurations detailed in this guide are consistent with EventTracker version v9.2 or above and
StealthINTERCEPT.

Administrators, who are assigned the task to monitor and manage StealthINTERCEPT events using
EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Overview

StealthINTERCEPT monitors and prevents unwanted and unauthorized activities in real-time for active
directory security and compliance. It inspects all active directory, exchange, and file system traffic at the
source, it detects malicious and unintended changes in real-time to safeguard organizations’ credentials
and unstructured data.

EventTracker’s built-in knowledge pack enables you to gather business intelligence providing increased
security, performance, availability, and reliability of your systems.

Through alerts, knowledge base solutions, and reports, EventTracker helps you correct problems long
before a disastrous failure occurs.

NOTE: Currently EventTracker supports only active directory monitoring by StealthINTERCEPT.

2. Prerequisites

e EventTracker v9.2 or above should be installed.
e Port 514 should be open.

3. Integrating StealthINTERCEPT with EventTracker

Log in to StealthINTERCEPT.

Open the Administration Console.

From the menu bar, select Configuration - Alerts.

Click the SIEM tab.

Click the button in front of Disabled to toggle the setting to Enabled.

1.
2.
3.
4.
5.

Netsurion. | EventTracker




Integrate StealthINTERCEPT

Sl Systern Alerting

Email Event Log STEM

1
fvents C(x‘fnur. . Disablod
B . Bad User 1D (by source host) <Select Profie, please > ~ | Ongoing Attack Alerts
Seanty
Bad User 10 (by user) <Select Profie, please > 7| Ongong Attack Alerts
4

Opey atiom

v | eanctad Passmord

<Select Prafie, peawe >

< Ongoeg Atk Aty

Brute Force Attack <Erpty> v Ongorg Attack Aerts
Configradon Concurent Logre SIEM Pofie 1 7| Ongong Attack Alerts
Fle System Attacks (by user) SIEM Profie 2 /| OnQoing Attack Alerts

Arwiy i

Pokces

Forped PAC

Golden Tickets

Horaonsal Movement Attacks
mpersonaton Loge
Kerberos Wesk Encrypbon

User Account Madang

<Select Profie, please >
<Select Profie, please >

v Ongorg Atlack Nerts
< Ongorg Attack Alerts
v Ongoing Attack Alerts
v Ongoeg Atk Aderts
7| Ongoeg Attack Aerts
+ | Ongoing Attack Aerts

oK Cancel

Figure 1

6. Click Configure in the SI System Alerting window.

7. Enter the Protocol.

8. Enter the IP address of the EventTracker in the Host Address field.

9. Inthe Portfield, enter 514.

10. From the Mapping File drop-down lists, select the “Generic CEF format”.

11. Click Events and select the event types that you want for SIEM reporting.

12. Select the event category (Security, Operations, Configuration, Analytics, Policies) from the list on the
left.

13. Check the event/incident/policy that triggers SIEM notifications from the center list.

14. Select the new Configured SIEM Profile to send alerts to.

15. Click OK to apply the new configuration.
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4. EventTracker Knowledge Pack

Once logs are received by EventTracker manager, knowledge packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker to support StealthINTERCEPT.

e StealthINTERCEPT: Authentication Failed- This category provides information related to user
authentication failure detected in StealthINTERCEPT.

e StealthINTERCEPT: Authentication Success — This category provides information related to
authentication success in StealthINTERCEPT.

e StealthINTERCEPT: Active Directory Activites — This category provides information related to active
directory activites in StealthINTERCEPT.

e StealthINTERCEPT: LSASS Guardian Events— This category provides information related to LSASS
guardian events in StealthINTERCEPT.

e StealthINTERCEPT: AD Replication Monitoring Events - This category provides information related to
AD replication monitoring events in StealthINTERCEPT.

e StealthINTERCEPT - Login Failed - This alert is generated when any user authentication failure is
detected in StealthINTERCEPT.

e StealthINTERCEPT - User Account Locked Out - This alert is generated when locked user account is
detected in StealthINTERCEPT.

e StealthINTERCEPT - User Password Changes - This alert is generated when any user password change
is detected in StealthINTERCEPT.

e StealthINTERCEPT: User Authentication Failure - This report gives information regarding all the user
authentication failure detected in StealthINTERCEPT. Reports contains IP address, session ID, username,
email and other useful information for further analysis.

Netsurion. | EventTracker




LogTime
07/24/2020 12:33:28 PM

07/24/2020 12:33:28 PM

07/24/2020 12:33:28 PM

07/24/2020 12:33:28 PM

07/24/2020 12:33:28 PM

07/24/2020 12:33:25 PM

07/24/2020 12:33:25 PM

07/24/2020 12:33:25 PM

Computer
R1S5-VM3IMIT2.27.100.40-

Integrate Stealth

INTERCEPT

Destination User
cn\=healthmailbox38f36bfalbd345 user

Object Class Policy Name

Source Domain Source User Info
SteathDEFEND for ROWANADS

Source User
cni=healthmailbox3&f36bfalbd345 heathmaibox3&f36bfal

Source S5
[::ffff:150.250.75.9]

SYSLOG chaad 153599187 bd0, cn\=monitori AD cHaad 158598 f8fTbd0, cn'=monitori  bd345cHaad 158999317

ng mailboxes cn\=microsoft ng mailboxes, cn\=microsoft bdd

exchange system exchange system

objects, dc\=rowanads, dc\=rowan, objects, dc\=rowanads dc\=rowan,

del=edu dch=edu
R1S5-VM30\172.27.100.40- cn\=ashton\, holly user SteathDEFEND for ROWANADS cn'=ashton', holly ashton' ADS02
SYSLOG a, ployees,oul=accounts,dc\ AD a, ployees,oul=accounts,dcl

=rowanads, dc\=rowan,dc\=edu =rowanads dc\=rowan,dc\=edu
R1S5-WM372.27.100.40- cn\=irons), user SteakhDEFEND for ROWAMNADS cni=ironst, ironsh CLEARPASS-03
SYSLOG al ou'=affiliates, ou\=accounts del=r AD al oul=affiliates, ou\=accounts, del=r

owanads dc\=rowan dcl\=edu owanads dc\=rowan dc\=edu
R1S5-VM3W1T72.27.100.40- Othe2-jo305\User user SteathDEFEND for ROWANADS Othe2-jo305\Wser OTHEZ-JO305
SYSLOG AD
R1S5-VM3MIT2.27.100.40- cn\=milleri, user SteathDEFEND for ROWANADS cnt=millert, millert 172.25.64.115
SYSLOG kevin,cul=employees, ou'=accounts AD kevin,cul=employees, ou\=accounts

del=rowanads, dc\=rowan, dc\=ed dcl=rowanads, dc\=rowan, dc\=ed

u u
R1S5-WM3W72.27.100.40- cn\=fusco, catherine user SteakthDEFEND for ROWANADS cni=fusco, catherine fuscol [::ffff:10.84.128.211]
SYSLOG m,out=wellness, oul=som,ou'=som, AD m,out=wellness, oul=som,ou\=som,

ou'=med dc\=rowanads dc\=rowa ou'=med dci=rowanads,dc\=rowa

n,dci=edu n,dci=edu
R1S5-VM3T2.27.100.40- CN\=HealthMailboxced23841dd344 user SteathDEFEND for ROWANADS CN\=HealthMailboxce823841dd344 HealthMaiboxce823841 [:ffff:150.250.75.123]
SYSLOG a%9b67d5594541483411 CN\=Monit AD a959b67d554541483411, CN\=Monit dd344a59b67d5545414

oring Mailboxes, CN\=Microsoft oring Mailboxes, CN\=Microsoft 23411

Exchange System Exchange System

Objects, DC\=rowanads, DC\=rowa Objects, DC\=rowanads DC\=rowa

n,0C=edu n,0DC=edu
R1S5-VM3WT72.27.100.40- CN\=Millennium user SteathDEFEND for ROWANADS CN=Millennium Millennium Proxy [::ffff:150.250.64.139]
SYSLOG Proxy, OU\=Proxies, DC\=rowanads, AD Proxy, OU\=Proxies, DC\=rowanads,

Figure 2

e StealthINTERCEPT: User Authentication Success - This report gives information regarding all the user
authentication success detected in StealthINTERCEPT. Reports contains IP address, session ID,

username, IP and other useful information for further analysis.

LogTime

07/24/2020 12:33:28 PM

07/24/2020 12:33:28 PM

07/24/2020 12:33:28 PM

07/24/2020 12:33:28 PM

07/24/2020 12:33:28 PM

07/24/2020 12:33:28 PM

07/24/2020 12:33:28 PM

07/24/2020 12:33:28 PM

Computer Object Class Policy Name Source Domain Source Address Source User Info Source User
R1S5-WVM3WT2.27.100.40- user SteakhDEFEND for AD  ROWANADS SWONPMO4 cni=swappwinproxy,ou\=proxies,d swappwinproxy
SYSLOG c\=rowanads,dc\=rowan,dc\=edu
R1S5-VM30\72.27.100.40- user SteathDEFEND for AD  ROWANADS BMVISESSHOZ cni=goetz\, shauna goetz\
SYSLOG r,ou\=gradmeded,ou\=som,ou\=gom

Jout=med, dc\=rowanads dc\=rowa

n,dc\=edu
R1S5-WVM30T2.27.100.40- user SteathDEFEND for AD  ROWANADS SWONPMO4 cni=swappwinproxy,ou\=proxies,d swappwinproxy
SYSLOG cl=rowanads, dc\=rowan,dc\=edu
R1S5-WVM30W72.27.100.40- user SteathDEFEND for AD  ROWANADS CLEARPASS-0M cnl=zimmerman', keith zimmerman'
SYSLOG t,oul=students ou\=accounts, del=r

owanads,dc\=rowan,dc\=edu
RAS5-WVM30T2.27.100.40- user SteathDEFEND for AD  ROWANADS [::ffff:10.64.188.183] cni=kathleen kathleen benasutti
SYSLOG benasutti ou'=cbo, ou\=som,oul=s0

m,ou\=med, dci=rowanads, dc\=row

an,dc\=edu
R1S5-VM30\172.27.100.40- user SteathDEFEND for AD  ROWANADS [::ffff:10.84.128.211] cn\=fusco\, catherine fuzcol
SYSLOG m,ou\=wellness, ou\=som,oul=som,

ou'=med dc\=rowanads, dc\=rowa

n,dci=edu
R1S5-WVM3WT2.27.100.40- user SteakhDEFEND for AD  ROWANADS [::ffff:150.250.75.9] cni=healthmailbox7a5596c 1448045 healthmailbox7a86%6c1448b46cea
SYSLOG ceatalc4a71bSdfecd cn\=menitori 7alc4a71bSdfecd

ng mailboxes, cn\=microsoft

exchange system

objects dc\=rowanads, dc\=rowan,

dcl=edu
R1S5-WVM30W72.27.100.40- user SteathDEFEND for AD  ROWANADS [:: ffff:150.250.75.9] cni=heakhmailbox7a55696c1448b45 healthmailbox7a56%6c1448b45cea
SYSLOG ceatalc4a71bSdfecd cn\=menitori 7alc4a71bSdfecd

ng mailboxes, cn\=microsoft

exchange system

Figure 3
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e StealthINTERCEPT: Active Directory Activites — This report gives information regarding all the active
directory activites detected in StealthINTERCEPT. Reports contains IP address, username, Object
modified, IP and other useful information for further analysis.

Source Domain Source Addres: Source User Info Event Type Success
07/20/2020 05:34:40 P R1S5-  lastLogon False  CM=Studdei0020, computer  SteathDEFEND ROWANADS  AUTH:Studde0020  CHi=Anonymous Anonymous Logon  Change Aftribute  Active DirectorycomputerObject  { 2020-07-17 True
VM301T2. OU\=GBORO OlN= for AD Logon, CHi=Wellknown Security Modified 07:52:50.335361
27.100.40- Wanaged,OU\=Wor Principals, Ci\=Configuration, DC\=r zutc}
SYSLOG kstations, DC\=row owanads,DCl=rowan,DC\=edu
07/20/2020 05:34:40 PM R1S5-  logonCount False  CMi=Milennium  user SteallhDEFEND ROWANADS  AUTHMILLENNUMT  CHi=Anonymous Anonymous Logon  Change Aftribute  Active DirectoryuserObject 65535 True
VM3ONT2. Proxy,OUl=Proxies. for AD Logon,CH=Wellknown Security Wodified
27.100.40- [DC\-rowanads,D =Configuration,DCi=r
sY5L0G Cl=rowan,DC\=ed DC\=rowan DC\=edu
07/20/2020 05:34:40 P R1SS-  lastLogon False  ChcMilennium  user SteallhDEFEND ROWANADS  AUTH:MILLENNUMT — CHieAnonymous Anonymous Logon  Change Aftribute  Active DirectoryuserQbject 20200717 True
VM30W72. Proxy, OU=Proxies. for AD Logon, CHi=Wellknown Security Modified 07:52:50.163017
27.100.40- wanads,D Principals, Ci\=Configuration, DC\=r 3zuTe}
5Y5L0G wan,DC\=ed owanads,DCl=rowan, DC\=edu
07/20/2020 05:34:40 PM R1SS-  logonCount False  CNi=Milennium  user AD: Successful ROWANADS  AUTHMILLENNUMT  CHi=Anonymous Anonymous Logon  Change Aftribute  Active DirectoryuserObject 65535 True
VM3ONT2. Proxy,OU=Proxies. Account Logons. Logon, CH=Wellknown Security Wodified
27.100.40- [DC\-rowanads,D Principals, CN\=Configuration, DC\=r
SYSLOG wan,DC\=ed owanads,DCl=rowan,DC\=edu
07/20/2020 05:34:40 P R1SS-  lastLogon False  ChcMilennium  user AD: Successful ROWANADS — AUTHMILLENNUMT — CHi=Anonymous Anonymous Logon  Change Aftribute  Active DirectoryuserQbject 20200717 True
VM30W72. Proxy, OU=Proxies. Account Lagons Logon, CHi=Welnown Security Wodified 07:52:50.163017
27.100.40- DC\=rowanads,D Principals, CN\=Configuration, DC\=r 3zuTC}
SYSL0G Ci=rowan,DC\=ed owanads,DC\=rowan, DC\=edu
07/20/2020 05:34:40 PM R1SS-  logonCount False  CNi=Martin Mischa user AD: Successful ROWANADS  AUTHCTXICONOD1  CHi=Anonymous Anonymous Logon  Change Aftribute  Active DirectoryuserObject Fizs36 True
VM3OWT2, Forsberg,0 Account Logons. Logon,CH\=Wellknown Security Wodified
27.100.40- OUV=S0M,0 Principals, CN\=Configuration, DC\=r
SYSLOG W,0U=hed, DCi=ro owanads,DCl=rowan,DC\=edu
07/20/2020 05:34:40 PM R1SS-  lastLogon False  CMi=Martin Mischa user SteallhDEFEND ROWANADS  AUTH.CTXICONOO1  CHi=Anonymous Anonymous Logon  Change Aftribute  Active DirectoryuserObject {20200717 True
VM30W72. Forsberg, 0= for AD Logon, CHi=Welnown Security Wodified 07:53:05.949323
27.100.40- OU=S0M 0UV=50 Principals, CH\=Configuration, DC\=r 1ZuTe}
SYSL0G W,0Ul=Hied DC\=ro owanads,DCi=rowan,DC\=edu
07/20/2020 05:34:40 P R1SS-  logonCount False  CN\=Martin Mischa user SteatiDEFEND ROWANADS  AUTH:CTXICONOD1  CH=Anonymous Anonymous Logon  Change Aftribute  Active DirectoryuserObject Fi2636 True
VM3OWT2, Forsberg, OU\=Cfa, for AD Logon,CH\=Wellknown Security Wodified
27.100.40- OUI=S0M 0UN=S0 Principals, C=Configuration, DC\=r

Figure 4

e StealthINTERCEPT: LSASS Guardian Events— This report provides information related to LSASS guardian
events in StealthINTERCEPT.

Log Computer  Attribute Name Destination User Mew Value Object Class Policy Name Source Domain  Source Address Event Type Success Source User Info Source User

07/20/2020 05:34:45PM  R1S5- Process lsass exe wvmioolsd. exe n/a StealthDEFEND for AD ROWANADS wvmtoolsd exe LSASS Guardian - True CH\=System CN\=WellKnown System
VM3N1T2.27. Monitorn/aCreate handle Security
100.40- Principals, CM\=Configuration, DC\=r
SYSLOG owanads,DC\=rowan,DC\=edu

07/20/2020 05:34:45 P R155- Desired Isass.exe PROCESS_QUERY_LIMTE n/a SteathDEFEND for AD ROWANADS vmtoolsd exe LSASS Guardian - True CN\=System CN\=Wellknown System
VM3MT7227. D_INFORMATION Monitorn/aCreate handle Security
100.40- Principals, CN\=Con figuration, DC\=r
SYSLOG owanads,DC\=rowan,DC=edu

07/20/2020 05:34:45PM R155- Desired Isass.exe PROCESS_QUERY_INFOR n/a SteathDEFEND for AD ROWANADS vmtoolsd exe LSASS Guardian - True CHN\=System CN\=WellKnown System
VMIN1T72.27. MATION Monitorn/aCreate handle Security
100.40- Principals, CN\=Configuration DC\=r
SYSL0G owanads,DC\=rowan,DC\=edu

07/20/2020 05:34:45 P R155- Desired Isass.exe PROCESS_VM_WRITE na SteathDEFEND for AD ROWANADS vmtoolsd exe LSASS Guardian - True CH=System CN\=Wellknown System
VM3ION1T72.27. Monitorn/aCreate handle Security
100.40- Principals,CM\=Configuration, DC\=r
SYSL0G owanads,DC\=rowan,DC\=edu

07/20/2020 05:34:45PM  R1S5- Desired Isass exe PROCESS_VM_READ n/a StealthDEFEND for AD ROWANADS wmtoolsd exe LSASS Guardian - True CH\=System CN\=WellKnown System
VM3N1T2.27. Monitern/aCreate handle Security
100.40- Principals,CM\=Configuration,DC\=r
SYSLOG owanads,DC\=rowan,DC\=edu

07/20/2020 05:34:45PM  R1S5- Desired Isass exe PROCESS_WVM_OPERATIO n/a SteathDEFEND for AD ROWANADS vmtoolsd exe LSASS Guardian - True CH\=System CN\=WellKnown System
VM3NT7227. N Monitorn/aCreate handle Security
100.40- Principals, CN\=Con figuration, DC\=r
SYSLOG owanads,DC\=rowan,DC=edu

07/20/2020 05: R135- Desired Isass.exe PROCESS_CREATE_THRE n/a SteathDEFEND for AD ROWANADS vmtoolsd exe LSASS Guardian - True CHN\=System, CN\=WellKnown System
VM3NT7227. AD Monitorn/aCreate handle Security
100.40- Principals, CM=Configuration, DC\=r
SYSLOG owanads,DC'=rowan,DC=edu

07/20/2020 05: R188- Process Isass.exe Bo2s na SteathDEFEND for AD ROWANADS vmtoolsd exe LSASS Guardian - True CH=System CN\=WellKknown System
VM3ION1T72.27. Monitorn/aCreate handle Security
100.40- Principals CM\=Configuration 0C\=r

Figure 5
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e StealthINTERCEPT: AD Replication Monitoring Events - This report provides information related to AD

replication monitoring events in StealthINTERCEPT.

LogTime Computer Att te Name Policy Name Do Source Address Event Type Success  Source User Info Source User New Value Object Class
07/20/2020 05:34.39 PM  R155- permissions SteathDEFEND ROWANADS 10.240.4.12 AD Replication True cn\=ads02,ou\=wsus prod 1tues ads02 DS-REPLICATION-GET- domainDNS
VM30\172.27.100.40- for AD MonitoringdomainDNSDcSync 1am,ou\=domain CHANGES,; DS-REPLICATION-GET-
SYSLOG controllers,dc\=rowanads,dc\=row CHANGES-ALL;DS-REPLICATION-
an,dcl=edu GET-CHANGES-IN-FILTERED-SET
07/20/2020 05:34:39 P R1S5- permissions SteathDEFEND ROWANADS 10240416 AD Replication True CM\=ADS06,0UN=WSUS Prod 3 Sat ADS06 DS-REPLICATION-GET- domainDNS
VM30VIT2.27.100.40- for AD MonitoringdomainDNSDcSync 1am,0U\=Domain CHANGES; DS-REPLICATION-GET-
SYSLOG Controliers,DC\=rowanads DC\=ro CHANGES-ALL;DS-REPLICATION-
wan DCi=edu GET-CHANGES-IN-FILTERED-SET
07/20/2020 05:34:39 P R1S5- permissions SteathDEFEND ROWANADS 10.240.4.17 AD Replication True CNw=ADS07,0UN=WSUS Prod 1 ADSOT DS-REPLICATION-GET- domainDNS
VM30V72.27.100.40- for AD MonitoringdomainDNSDcSync Tues 1am,OUV=Domain CHANGES;DS-REPLICATION-GET-
SYSLOG Controliers, DC\=rowanads DC\=ro CHANGES-ALL;DS-REPLICATION-
wan,DC\=edu ‘GET-CHANGES-IN-FILTERED-SET
07/20/2020 05:34.39 PM  R155- permissions SteathDEFEND ROWANADS 10.240.4.14 AD Replication True cn\=ads04,ou\=wsus prod 3 sat ads04 DS-REPLICATION-GET- domainDNS
VM30\172.27.100.40- for AD MonitoringdomainDNSDcSync 1am,ou\=domain CHANGES,; DS-REPLICATION-GET-
SYSLOG controllers,dc\=rowanads,dc\=row CHANGES-ALL;DS-REPLICATION-
an,dci=edu GET-CHANGES-IN-FILTERED-SET
07/20/2020 05:34:40 PM  R155- permissions SteathDEFEND ROWANADS 10240412 AD Replication True cni=ads02 ou\=wsus prod 1tues  ads(2 DS-REPLICATION-GET- domainDNS
VM30VIT2.27.100.40- for AD MonitoringdomainDNSDcSync 1am,oul=domain CHANGES; DS-REPLICATION-GET-
SYSLOG controllers,dc\=rowanads,dc\=row CHANGES-ALL;DS-REPLICATION-
an,dci=edu GET-CHANGES-IN-FILTERED-SET
07/20/2020 05:34:40 P R1S5- permissions. SteathDEFEND ROWANADS 10.240.4.16 AD Replication True CN\=ADS0E,0U\=WSUS Prod 3 Sat ADS06 DS-REPLICATION-GET- domainDNS
VM30V72.27.100.40- for AD MonitoringdomainDNSDcSync ‘1am,0U\=Domain CHANGES;DS-REPLICATION-GET-
SYSLOG Controliers, DC\=rowanads DC\=ro CHANGES-ALL;DS-REPLICATION-
wan, DC\=edu ‘GET-CHANGES-IN-FILTERED-SET
07/20/2020 05:34.40 P R135- permissions. StealthDEFEND ROWANADS 10.240.4.17 AD Replication True CNv=ADS07,0U\=WSUS Prod 1 ADSOT DS-REPLICATION-GET- domainDNS
VM30\172.27.100.40- for AD MonitoringdomainDNSDcSync Tues 1am,OU\=Domain CHANGES,; DS-REPLICATION-GET-
SYSLOG Controllers,DC\=rowanads DC\=ro CHANGES-ALL;DS-REPLICATION-
wan,DC\=edu GET-CHANGES-IN-FILTERED-SET
07/20/2020 05:34:40 PM  R155- permissions. SteathDEFEND ROWANADS 10.240.4.14 AD Replication True cni=ads04, ou\=wsus prod 3 sat ads04 DS-REPLICATION-GET- domainDNS
VM30VIT2.27.100.40- for AD MonitoringdomainDNSDcSync 1am,oul=domain CHANGES; DS-REPLICATION-GET-
SYSLOG controllers, de\=rowanads, dcl=row CHANGES-ALL DS-REPLICATION-
Figure 6
. . .
e StealthINTERCEPT: Authentication Failed by Username
<

mark

Figure 7
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e StealthINTERCEPT: Authentication Success by Username

W jdoe [ jenny M pam

Figure 8

e StealthINTERCEPT: Active Directory Activities

Stealth Intercept - Active Directory Activities E =X

Serigs: olyject_nams

15,000
e —
5,000
:| :
o . <
R ] C
o ,;1:“.1"?":3
lastdagon logoncount badpwdoount M badpasswordtime

serviceprincipainams I mesxchodsviceaocessstate I msexchdeviceaocessstatereason

lastiogontimestamp @ lockouttirne M povdlastset

Figure 9
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e StealthINTERCEPT: Password Changes by Username

Stealth Intercept - Password Changes by Username G =-X

log_categony: password changes suc..

M idusermzanagement-svc

Figure 10

e StealthINTERCEPT: LSASS Activites

Stealth Intercept - Lsass Activities G =X

L4

W Izass guardian - monitormy/acreate handle

Figure 11

Netsurion.  EventTracker




Integrate StealthINTERCEPT

5. Importing StealthINTERCEPT knowledge pack into
EventTracker

NOTE: Import knowledge pack items in the following sequence:

e (Category

o Alert

e Knowledge Object
e Report

e Dashboard

16. Launch EventTracker Control Panel.
17. Double click Export Import Utility.

EventTracker Control Panel = || E -

= ~ EventTracker

3 = Askrable Secrty riskpecs

i = L
EventVault Diagnostics License Export Import Append
B 8
EveniTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi... Manageme. . Configuration
) L
Change Audit About

EventTracker

E-mail: support @Event Tracker.com

Figure 12

18. Click the Import tab.

1. Click Category option, and then click Browse 1.
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Iy

Export | Import

1. Provide the path and file name of the Categories file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Export Import Utility

Options Location
) Fiters
O Merts

Source :

I L]

() Systems and Groups

O Token Value
) Reports

(O Behavior Comelation

Impart | | Close

Figure 13

2. Locate Category_StealthINTERCEPT.iscat file, and then click Open.
3. Toimport categories, click Import.

EventTracker displays success message.

Export Import Utility -

o Selected category details are imported successfully.

Figure 14
4. Click OK, and then click Close.

1. Click Alert option, and then click browse [ ] .
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i Export Import Utility
Export | Import

1. Pravide the path and file name of the Alerts file. Use the " button to browse and locate the impaort file.
2. Click the Impaort button.

Optins Location
O Category Import E-mail settings
Set Active
() Fitters ™ . P This setting is applicable only for imports from Legacy (vEd)
@ Only fnotfications set  aja files. For v7, the active status will be set based on
® Aots I ) By default "Active” key available in the corfiguration section.
() Systems and Groups Watchlist Configuration
. Import Watchlist corfiguration
() Token Value A - ) ; . 3
This setting is applicable only for alerts which have Advanced watchlist configured.
~ MNote: i this option is enabled the user should make sure the watchlist groups are available
() Reports on the console where the alerts are imported.
() Behavior Comelation

Source

Import | | Close |
Figure 15
2. Locate Alert_StealthINTERCEPT.isalt file, and then click Open.
3. Toimport alerts, click Import.
EventTracker displays success message.
Export Import Utility -

o Selected alert configurations are imported successfully.

Figure 16

4. Click OK, and then click Close.

1. Click Knowledge objects under Admin option in the EventTracker manager page.
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= EventTracker::

n Home E_; Active Watch Lists ﬂ Collection Master F:‘ Group Management [_] Systems 4% /Dashb
q A Aerts @ Caorrelation Q IP Lookup Configuration Q Users
1 @ Behavior Correlation Rules E Diagnostics .'T- ‘Weights
‘ﬂ Behavior Correlation Settings J] Event Filters @ Manager ] Windows Agent Config
Potential C_yber Breaches E‘:msuﬂg -:] Casebook Configuration [3] Eventvault O Parsing Rules

Unsafe connections or processes, new TCP entry point

o|§ Category [®" FAQ Configuration r'.ﬂ Report Settings

Attacker - News

Figure 17

2. Click on Import ¥ button as highlighted in the following image.

# / Admin / Knowledge Objedts

Knowledge Objects
objects@® (T | T £

Q| Activate Now

Groups @m

EventTracker

Figure 18

3. Click Browse.

Import

Close

Figure 19

4. Locate the file named KO_StealthINTERCEPT.etko.

5. Now select the check box and then click * Import.
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Import

Select file Upload
O Object name Applies to Group name
O Stealth Intercept All Bvents Stealth Intercept Stealth Intercept

Closs

i

Figure 20

6. Knowledge objects are now imported successfully.

File imported successfully.

Figure 21

1. Click Reports option, and select New (*.etcrx) option.
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Export | Import

1. Provide the path and file name of Schedule Report file. Use the °..." button to browse and locate the import file.
2. Click the Import button

Mote : f report(s) contains template, first impart template and proceed with exportimpaort tility.

Location

Cptions
) Category

O Fiters

O Legacy (“issch) ®) New (*.etcnd

O Alerts

Source

O Systems and Groups
*issch

) Token Value

® Reports

() Behavior Comelation

Figure 22

2. Locate the file named Reports_ StealthINTERCEPT.etcrx and select the check box.

%, Reports Import *

Mote : f report{g) contains template, first import template and proceed with report import process.

Select file |\\192 168.1.7\Evert Tracker KP\Security Inteligence Team'\PratikStealthIN TERCEPT\Corfiguration®Reports_SteathINTERCEPT etenx: | | Select file

Available reports

I

Title |

Show all 2

) Thle Sites Systems Frequency|

] StealthINTERCEPT - AD ication Defautt g Undefined
[ |EDIT |SteathINTERCEPT - Active Directory ... | R1S5-VM30 Defautt 172.27.100 40-syslog Undefined
(A |EDIT |StealthINTERCEFT - Login Failed R155-VM30 Default 172.27.100 40-syslog Undefined
[ |EDIT |SteathINTERCEPT - Login Success | R1S5VM3D Defautt 172.27.100 40-syslog Undefined
[ |EDIT |StealthINTERCEFT - LSASS Guardian... | R155-VM30 Default 172.27.100 40-syslog Undefined

< >

Mote: Set run time option is not applicable for Defined Reports and Houry Reponts

Set run time for report(s) from  [__| AW - atintervalof | _ | minutes | Set ’6‘
Figure 23
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3. Click the Import ¥ button to import the report. EventTracker displays success message.

Export Import Utility -

Selected reports configurations are imported successfully

Figure 24

5.5 Dashboards

NOTE: The following steps are specific to EventTracker 9 and later.

1. Open EventTracker in browser and logon.

Home

My Dashboard

1

Threats

Indicators of Compromise

Incidents
USE activities, New senvices or software install E

Behavior Comelation
Change Audit

Compliance

Figure 25

2. Navigate to My Dashboard option as shown above.

3. Click on the Import ¥ button as show below.

EventTracker:: _ Admin=  Tools~ (@) ETAdmin -

My Dashboard # / Dashboard / My Dashboard

@CONLTOO

Figure 26

Import dashboard file Dashboard_StealthINTERCEPT.etwd and select Select All checkbox.
Click Import as shown below.
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Available widgets

O select Al
[ zeesith Intercept - Authe...

[ seealth Imtercept - Activ_.

shlet configured using persisted report, first im

[ zeesith Intercept - Authe...

[ seealth Imtercept - Leass_

Figure 27

6. Import is now completed successfully.

port the report and proceed with importing

g daznlet

& Browse_ Upload

[ zeesith Imtercept - Passw.

Selected dashlets imported successfully.

Figure 28
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6. Verifying StealthINTERCEPT knowledge pack in
EventTracker

6.1 Category

1. Loginto EventTracker.
2. Click Admin dropdown, and then click Category.

— EventTracker:

n Home E_; Active Watch Lists [E] Collection Master [+ Group Management ] systems # / Dashb
a A Alerts @ Correlation Q IP Lookup Configuration 9% Users
1 @ Behavior Correlation Rules ﬂ Diagnostics & Knowledge Objects _’[‘- Weights
":‘ﬂ Behavior Correlation Settings \ﬂ Event Filters @ Manager [ windows Agent Config
&ﬂi':"a' C_Yb‘:'r::(ead’:“m,mwwm L';‘:'ca.t.‘?'su‘if; 7] Casebook Configuration [¥] Eventvautt [7) Parsing Rules
n|§ Category [®" FAQ Configuration {] Report Settings
Attacker - News
Figure 29

3. In Category Tree to view imported category, scroll down and expand StealthINTERCEPT group

folder to view the imported category.

6.2 Alert

1. Loginto EventTracker.
2. Click the Admin menu, and then click Alerts.

— EventTracker::

n Home E; Active Watch Lists [E] Collection Master [52 Group Management ] systems A /Dashi
Q A\ Aerts @ Carrelation Q IP Lookup Configuration Q@. Users
0 2 @ Behavior Correlation Rules ﬂ Diagnostics 1 Knowledge Objects .’[= Weights
\'-"u Behavior Correlation Settings m Event Filters @ Manager [J wWindows Agent Config
Potential Cyber Breaches

Indicators of Cc

Unsafe.c St T ATEeT T UISB activities, New ser| -:] Casebook Configuration [3] Eventvault T:J Parsing Rules
off Category [@) FAQ Configuration & Report Settings
Aftacker - News
Figure 30

3. Inthe Search box, type ‘StealthINTERCEPT, and then click Go.
Alert Management page will display the imported alert.

4. To activate the imported alert, toggle the Active switch.
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EventTracker displays message box.

Successfully saved configuration.

[] Prevent this page from creating additional dialogs

Figure 31

5. Click OK, and then click the Activate Now button.

NOTE: Please specify appropriate system in alert configuration for better performance.

1. Inthe EventTracker web interface, click the Admin dropdown, and then select Knowledge Objects.

— EventTracker::

n Home 3= Active Watch Lists [ Collection Master [ Group Management ] systems

A /Dashb
a A Alerts [©) Carrelation @), 1P Lookup Configuration D users
1 (&) Behavior Correlation Rules  [Ff] Diagnostics J° Knowledge Objects = weights
E N
¥4 Behavior Correlation Settings %21 Event Filters [%F] manager [ windows Agent Config
p“‘a’:‘“' C.Y"ir:;“a“hes T 'u';‘:'f".’l.‘."s Bfg: £7] Caseboek Configuratian (@] Eventvault (=) Parsing Rules
ofz Category [&7 FAQ Configuration &7 Report Settings
Attacker = News

2. Inthe Knowledge Object tree, expand StealthINTERCEPT group folder to view the imported knowledge
object.
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Knowledge Objects

Object name Stealth Intercept All Events

Applies to Stealth

Rules
Title Event source Source Type
Zzealth Intercept All Events syslog Zzealth Intercept
Message Signature:
Mezzage Exception:
Expressions
Expression type Expression 1
Regular Expression [Fekmy=iws)
Regular Expression (7<dest_user>(?<=duser=C
Regulz <=Operation=
Stealth Intercept All Events @ m Reguls [P<scrip={?<=g UTH: d+) 3 Rd+)
B Sysmon Regulz [2:5tealth NTERCEF ]+
- Regulz (?<Log_jinfo> ik W) *2(7=True|False))
= Whware
Regular Expression (F<src_usr>(?

= Watchguard XTM Firewall

2 Windows

B Focaler ZPA

Figure 33

3. Click Activate Now to apply imported knowledge objects.

1. Inthe EventTracker web interface, click the Reports menu, and then select Report Configuration.

— EventTrackers:

Report Configuration

Report Dashboard Indicators of Compromise
UISE activities, New services or software instzll E

Explorer
Figure 34

2. In Reports Configuration pane, select Defined option.
3. Click on the StealthINTERCEPT group folder to view the imported reports.
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Report Configuration

() Scheduled () Queued @ Defined

Report Groups @-:} Eﬁﬁ Reports configuration: Stealthl NTERCEFT
o Sacurity - @ I Cz

"= Compliance Title

. Cperations ] StealthIWTERCEPT - LSASS Guardian Events

s Flex i..; StealthIMTERCEPT - AD Replication Monitoring Evants

=1

Amazon AWS

AudioCodes

=

StealthIMTERCEPT - Login Success

_)"L_
S

=

Azurs Intune

O
O
O
O :j:r:j: StealthINTERCEPT - Active Directory Configuration Changes
O
O

fr1 StealthINTERCEPT - Login Failed
Cco ISE o

=

=

EventTracker

F5 BEG IP DINS

=

Linuzx

=1

Microsoft DHCP

=

Microsoft SOL

=

=

ME30L Server

=1

Palg Ao Firzwall

=

SpamTitan Gateways

TR TR TR TRE TRR THN TRR TRN TRR TRN TR TR T

CRICHICRECRIC ORI C IO IR RO SO

StealthiNTERCEPT

=

Figure 35

6.5 Dashboards

1. Inthe EventTracker web interface, Click Home and select “My Dashboard”.

Figure 36

2. Inthe “StealthINTERCEPT” dashboard the following screen appears.
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Customize dashlets

| stz | a

[ Stealth Intencept - Active Direct... [ Stealth Intercept - Authenticatio_. [ Stealth Intercept - Authenticatio... [ Stealth Intercept - Lsass Activities

[ stezin ntercept - Password Ch_

Figure 37
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