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Integrate Symantec DLP

This guide provides instructions to configure Symantec Data Loss Prevention to generate logs for critical
events. Once EventTracker is configured to collect and parse these logs, dashboard and reports can be
configured to monitor Symantec DLP usage.

The configurations detailed in this guide are consistent with EventTracker Enterprise version 8.x and later,
and Symantec DLP.

IT Admins, Symantec Data Loss Prevention administrators and EventTracker users who wish to forward logs
to EventTracker Manager and monitor events using EventTracker Enterprise.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.

No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2019 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

EventTracker Knowledge pack for Symantec DLP captures important and critical activities in Symantec DLP
alerts, Symantec DLP Audit logs, Symantec DLP Access logs and Symantec DLP policy name details. Monitoring
these activities is critical from a security aspect and is required for compliance and operational reasons.

The Symantec Data Loss Prevention Enforce Server is the central management platform that enables you to
define, deploy, and enforce data loss prevention and security policies. The Enforce Server administration
console provides a centralized, web-based interface for deploying detection servers, authoring policies,
remediating incidents, and managing the system.

As your data spreads across a wider range of devices and storage environments, the ability to consistently
define and enforce policies becomes even more critical. Symantec DLP features a unified management
console, the DLP Enforce Platform, and a business intelligence reporting tool, IT Analytics for DLP, which
allows you to write policies once and then enforce them everywhere, and measurably reduce information
risks.

EventTracker helps you to monitor day to day activities like alerts, user audits, access log and policy violation.

Prerequisites

e EventTracker v8.x or above should be installed.
e EventTracker Agent should be installed on Symantec DLP enforce server system.

e Symantec DLP 14.5 or above versions. For all version, we need to customize the syslog format according
to policy rule and policy name.

Configure Symantec DLP Syslog

1. Logon to the Symantec DLP enforce server.
2. Click Manage go to policies and go to Response rules.

V) Symantec Data Loss Prevention | Home | Incidents + | Manage = | System =

Home = Exec. Summary - Endpoint

Policies Puolicy List
Data Profiles Response Rules
Endpoint Endpoint Data Identifiers
. . User Groups
Policy Summary Incidents - All g &
SenderRecipient Patterns 3
Jul 5, 2018 to Today
Figure 1
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3. Creating new response rule by clicking Add Response Rule.

VY Symantec Data Loss Prevention Home Incidents - Manage = System -

Manage = Policies = Response Rules

|_ Add Responze Rule | Modify Response Rule Crder
Order Rule Actions

Figure 2
4. Check Automated Response and click next.

¥) Symantec Data Loss Prevention Home Incidents = Manage = System -
Manage = Policies > Response Rules = New Response Rule

Cancel | Mext = |

Choose the type of response rule to add, then click next
O] Automated Responss

Ty g il -y o [ g s ok H - [ o o g plm - =
These rules are automatically executed in response to policy defection rule conditions.

Smart Response
O peoi

The rules are manually executed from the incident commands.

Figure 3

5. Fill details for Configure Response Rule.
i) Rule Name: we can give the Response Rule name as per Policies Names.
ii) Description: Description should give overview about Rule Name.
iii) Actions: Add Condition as Log to a Syslog Server for Actions.
iv) Host: Mention EventTracker installed host IP Address.
v) Port: Mention EventTracker syslog port (514) number.
vi) Message: Follow below message for logging syslogs.
vii) Level: Select 7 debugging form level.
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Integrate Symantec

V! Symantec Data Loss Prevention Home Incidents « | Manage - @ System «
Manage = Policies = Response Rules = Configure Response Rule

Save Cancel

General

Rule Name |_ Forward syskegs to EventTracker J

Diescription | This Rule will Trigger syslog message to EventTracker |

Used in active policies:

Conditions Add Condition

Actions | Log to a Syslog Server + | [ Add Action

All: Log to a Syslog Server %
e (192.168.10.13 | | Insert Variable
Por:  |5i4 | Appication Nams

Application User

Attachment File Name

Mess202 | 1pusINCIDENT IDS,Policy Blocked
Rule:SRULESS, Severity: SSEVERITY S, Match Dista Ohwner
count:SMATCH_COUNTS,Policy Name:SPOLICYS, Application Diata Orvener Email

Name:$APPLICATION_MAMES, Application User Diestination TP
Name:SAPPLICATION_USERS,Attachment File
MName:SATTACHMENT_FILENAMES,Machine
IP:SMACHINE_IPS,Destination
1IP:SDESTINATION_IPS, Endpoint User
Name:SENDPOINT_USERNAMES, Endpoint
Machine: SENDPOINT_MACHIMNES, Endpoint

Device Instance 1D
Endpoint Location
Endpoint Machine
Endpoint Username
Incident ID

! Incident Snapshot
Location:SENDPOINT_LOCATIONS, Attachment: SATTACHMENT Machine IP
_FILENAMES, Blocked :SELO:CKEDS, URL: SURLS, Protocol: SPROT Mstch Count

OCOLS,status:SSTATUSS Oecurred On

Figure 4

Use below log format.

Log Format:

ID:SINCIDENT_IDS,Policy Rule:SRULESS,Severity:SSEVERITYS,Match  count:SMATCH_COUNTS,Policy
Name:SPOLICYS,Application Name:SAPPLICATION_NAMES,Application User
Name:SAPPLICATION_USERS,Attachment File Name:SATTACHMENT_FILENAMES,Machine
IP:SMACHINE_IPS,Destination IP:SDESTINATION_IPS,Endpoint User
Name:SENDPOINT_USERNAMES,Endpoint Machine:SENDPOINT_MACHINES,Endpoint

Location:SENDPOINT_LOCATIONS,Attachment:SATTACHMENT_FILENAMES,Blocked:SBLOCKEDS, URL:
SURLS,Protocol:SPROTOCOLS,status:SSTATUSS

6. After configuring response rule click Save.

7. Response Rule must map with Policy Rule. Whenever user violated the Policy Rule it will trigger
Response Rule and Response Rule send syslog to EventTracker.

Netsurion. EventTracker




Integrate Symantec DLP

Follow the process given below for mapping Response Rule to Policy Rule.
Same process needs to be followed for other Policy rules.
i) Click Manage go to Policies and go to Policy List.

V) Symantec Data Loss Prevention | Home | Incidents v = Manage v | System =
Homs > Exec. Summary - Endpoint

Policies Policy List

Data Profiles Response Rules
Endpoint Endpoint Data Identifiers

. ” User Groups
Policy Summary Incidents - All i
Sender/Recipient Patterns
%l € MR en Tada,
Figure 5

ii) Click any one Policy Rule for mapping Response Rule.

V) SimantecDstaLoss Prevertion | Home  nodests v Masdge v Syslam v
[ sofices » Policy Ut o <
Coten  Uzteport 7
Sewng 1 120f 2 entres
[0 | == e &1 Dasrpten Pokcy Grovp 2tz Nodfed
o e Common Spyware Lpload Stes indosiiewotanndeianaatcad N My 12, 208 B:06:35 AN IST 2R6d
Figure 6

iii) After clicking Policy Rule go to Response and choose response rule and select Response Rule.

V! Symantec Data Loss Prevention Home Incidents = | Manage - System -

Manage = Polices = Policy List = Configure Policy

Save Cancel
General
Name |_Genera| Data Protection Regulstion [Banking and Finance) |
Deescription | This template focuses on GDPR banking and finance relsted keyw |
Palicy Label [syslog forwarded |

chey 609 Dot Pacy G 7]

Status Active [ suspend ]
Last Modified 326/1% 4:15 PM by SIT

Detection Groups Response

| <choose response rule= + |

Figure 7

iv) Click save.

Note: Repeat same process for mapping Response Rule to all Policy Rules.

EventTracker Agent LFM Configuration

1. Logon to Symantec DLP enforce server host.
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2. Navigate to <%EventTracker install directory%>\Prism Microsystems\EventTracker\Agent\.

Mame - Date modified Type Size

Qf' ET82UA16-010-log tet 972072016 3:01 PM  TXT File 1KB
(& ETR2UA16-011-log.bet 9/20/2016 3:03 PM  TXT File TKB
Qf' ETE2UA16-012-log tet 972072016 3:03 PM  TXT File 2KB
(& ETR2UA16-015-log.bet /20/2016 3:06 PM  TXT File 1KB
Qf' ET82UA16-018-log tet 972072016 3:07 PM  TXT File 2KB
(& ETR2UA16-020-log.bet 9/20/2016 3:08 PM  TXT File 2KB
;Z ETA2UA16-022-log bt /20/2016 3:09 PM  TXT File 2KB
ke etaconfig.exe 9/19/2016 6:59 AM  Application 2,301 KB
| ] etaconfig.exe.rmanifest 3/1/2016 12:48 AM - MANIFEST File KB
>.__j etaconfig.ini J17/201712:09 PM - Cenfiguration sett... 63 KB
EtaDatalispatcher.exe 9/6/2016 4:04 PM Application 793 KB
|j etagent.dll 772016 1:48 AM  Application extens... 1,424 KB
[ etagent.exe 9/8/2016 643 AM Application 447 KB

Figure 8

3. Right-click etaconfig.exe and select Run as administrator.

= EventTracker Agent Configuration
File Help

Select Systems
[oee

J Agent baged system

r |

M anager destinations:

[152188.1.14

Log Backup ] Performance } Metwork Connections
Managers ] Event Filters } Systemn Monitar ] Monitor Processes | Services
Logfile Manitor ] File: Transfer I spslog FTP server 1 Suspizious Activity

W Logfile Monitor

Search log files [various formats supparted) for matching patters specified
here. Both individual files as well as folders can be monitored for matching
entries. Matches cause an event to be generated,

Logfile Name | File Type |
C:A\Symantec_DLPYSymantecDLPYProtectiogsitomeattl.. TEXTLINE
C:A\Symantec_DLPYSymantecDLPYProtect\logsitomeattl... TEXTLINE

{"Bidd File Name }

Yiew File Dietals | Delete File Name ‘ Search Skings |

Save

Close

Figure 9

Symantec DLP audit logs has (.txt) and (.log) file extensions.
Below process is for (.txt) audit logs.

1. Select Logfile Monitor tab and click Add File Name.

Netsurion. EventTracker
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— Enter File name -

“r'ou can configure the complete path of the log file or folder that needs ta be monitored
along with the strings that need to be searched.

Iv Get Al Existing Log Files

Select LogFile Type | TEXTLINE =l
Thiz iz a generic text file, where the TEXT value is any separate line [separated by
CRLF or CR] in the test file. Provided event source and system name will be reflected az
event computer name and event source in the event property.

Enter File name
|

Ewvent Source |

Syztem Mame |

oK. Cancel |

Figure 10

. Select Get All Existing Log Files Checkbox.

Select Text line from Select Log File Type drop-down.

Click browse and browse to the earlier selected log file path.
. Click OK to continue.

Lo Select Folder/File Name -

Select Drive Mame:
| =1 j

Select Folder Mame; I~ Show all the files. 1

N Jocal 0.2 14108
3 Symantec_DLP localhost_access log 2018-06-15
£ SumantechLP localhost_access log 2018-06-16 |
3 Protect localhost_access log 2018-06-17 F
=Y localhost_access log 2018-06-18
093 localhost_access log 2018-06-19

localhost_access log. 2018-06-20
lozalhost_access log.2018-06-21 ¥

Ok Cancel

Figure 11

— Enter File name -

“r'ou zan configure the complete path of the log file or folder that needs to be monitored
along with the strings that need ta be searched.

[+ Get Al Existing Log Files

Select Log File Type [ TEXTLINE j
This is a generic text file, where the TEXT value iz any separate line (separated by
CRLF or CR) in the text file Pravided event source and system name will be reflected as
event computer name and event source in the event property.

Enter File name
|E:\Symantec:_DLF'\SymantecDLF'\F'rotec:t\Iogs\tomcat\localhost_access_log".t:- J

I Event Source |Symantec DLA

System Mame |

oK | Cancel |

Figure 12

6. Click Add String for adding the Search String.

Netsurion. EventTracker
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Search String .

Search Stings for :
CASymantecDLPYSymantecDLPYProtecttlogsitomcatilocalhost_
Use a'*'in any column to match every entry in the file

Column Mame | Search Sting

| Cancel |
Figure 13
7. Select text from Select Field Name.
8. Mention * for Enter Search String.
9. Check Current Date Time.
10. Click Ok to Continue.
-— Enter Search String -

“'ou can configure the strings that need to be searched in the selected log file(s). If any
record matching the search sting is found. an event will be generated

Select Field Name: Test j
This iz a generic text file, where the TEXT value is any separate line (separated by
CRLF ar CR] in the test file.

Enter Search String

“Y'ou can select date and time from the parsing file by Deselecting this checkbox.

Mo of Fields
Date Field
Time Field

Select Date and Time format value
Format value

=l

1] | Cancel |

Figure 14

11. Click Ok to Accepting Search String.

Netsurion. EventTracker
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Search String .

Search Strings for

CASymantec_DLPYSymantecDLPYProtectogsitomec atilocalhost
Use a'*"in any column to match every entry in the: file

Column Mame | Search Sting
Text *

Add Siring

B Sidie | |

0K | Cancel |

Figure 15
12. Click Save from EventTracker Agent Configuration for completing LFM configuration for (.txt) audit
logs.
1 EventTracker Agent Configuration .
File Help
Select Systems
DLF J Agent based system
-

Manager destinations:
192.168.1.14

Log Backup ] Performance ] Metwork Connections ]

Managers ] Ewent Filters ] System Monitar ] Monitor Piocesses ] Services ]
Logfile Manitar ] Filz Transfer ] syslog FTP server ] Suspicious Activity ]

v Logfile Marnitor

Search log files [various farmats supported) for matching patterns specified

here. Both individual files as well a3 folders can be monitored for matching
entries. Matches cause an event to be generated.

Ladgfile Mame

| File Type |
[¥] C:ASymantec_DLPYSymantscDLPYProtectyogsitomaatil.. TEXTLIME

C:ASymantec_DLPYSymantecDLP4Protectslogshtomeathl... TEXTLIME

‘iew File Details | Delete File Mame | Search Stings |

Save LCloze

Figure 16
Below Process is for (.log) audit logs.

1. Select Logfile Monitor tab and click Add File Name.

Netsurion. EventTracker
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— Enter File name -

Y'ou can configure the complete path of the log file or folder that needs to be monitored
along with the stringz that need to be searched.

[V Getall Existing Log Files

Select Lag File Type | TEXTLINE ﬂ

This iz a generic text file, where the TEXT wvalue is any separate line [zeparated by
CRLF aor CR] in the text file.Pravided event source and svstem name will be reflected as
event computer name and event source in the event property.

Enter File narne

Ewent Source |

Syztem MName |

ak. Cancel

Figure 17
2. Select Get All Existing Log Files Checkbox.
3. Select Text line from Select Log File Type drop-down.
4. Click browse and browse to the earlier selected log file path.
5. Click OK to continue.
— Select Folder/File Name -
Select Drive Mame:
| (== ﬂ
Select Folder Mame: v Show all the files.
[ 514 Io
3 Symantec_DLP localhost 201 8-06-15.log
23 SymantecDLP localhost 201 8-06-16.log
EProtect localhost, 2018-06-17 log
localhost, 201 8-06-18.log
(logs lncalhost, 2018-05-19 o
lozalhost. 201 8-08-20.log
lozalhost. 201 8-08-21.log h
(] Cahcel
Figure 18

— Enter File name -

You can configure the complete path of the log file or falder that needs to be monitared
along with the strings that need to be searched.

[# Get Al Existing Log Files

Select Log File Type | TEXTLINE ﬂ

Thiz iz a generic text file, where the TEXT value iz any separate line [zeparated by
CRLF or CR]in the test file.Provided event source and system name will be reflected as
event computer name and ewvent source in the event property,

Enter File name
|E:'\S_l,lmantec_DLF'\SymantecDLP'\Protect\Iogs\tomcal‘\Iocalhnst“.Iog J

Event Source  [Symantec DLA

Syzterm Mame |

ak. | Cancel |

Figure 19
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6. Click Add String for adding the Search String.

Search 5tring .

Search Strings far :
C:ASpmantec_DLPAS ymantecD LPAPratectilogs tomcatilocalhost_
dze &' = "in any column to match every entry in the file

Colurnn Mame | Search Stiing

| Cancel |
Figure 20
7. Select text from Select Field Name.
8. Mention * for Enter Search String.
9. Check Current Date Time.
10. Click OK to Continue.
— Enter Search String -

“ou can configure the stings that need to be searched in the selected log file(z). IF any
record matching the zearch zbing iz found, an event will be generated.

Select Field M ame: Text ﬂ

Thiz iz & generic text file, where the TEXT wvalue iz any separate line [zeparated by
CRLF or CR]in the test file.

Enter Search String

t date and time from the parging file by Deselecting this checkbos

Mo of Fields
D ate Field
Tirme Field

Select Drate and Time farmat value
Format walue | ﬂ

aK | Cancel ‘

Figure 21

11. Click OK to Accepting Search String.

Netsurion. EventTracker
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Search String .

Search Stings for

C:A\Symantec DLPYSymantecDLPYProtecttlogsitomeathlocalhost_
Uze a'*"in any column to match every entry in the file

Column Hame | Search String
Test *

Edit Sting | |
0K | Cancel |
Figure 22
12. Click Save from EventTracker Agent Configuration for completing LFM configuration for (.log) audit
logs.
1 e EventTracker Agent Configuration -
1 File Help
Select Systems
|DLF' J Agent based spstem
-

Manager destinations:
[192.166.1.14

Log Backup ] Pertormance ] Metwork Cormections ]

Managers ] Ewent Filters ] Syztem Manitor ] Monitor Processes | Services ]
Logfile Maritar ] File: Tranzfer ] zyzlog FTP server ] Suspicious Activity ]

W Logfile M aritar
Search log filez [wanous formats supported] for matching pattemns specified

here. Both individual filez az well az folders can be moritored far matching
entries. Matches cause an event to be generated.

Lagfile Marme | File Type |
C:ASymantec_DLPYSymantecDLPYProtectilogsitomeattl... TEXTLINE

C:ASymantec_DLPYSymantecDLPYProtectilogsitomeattl... TEXTLINE

| Add File Name |

View File Details | Delete File Mame ‘ Search Stings ‘

Save LCloze

Figure 23
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EventTracker Knowledge Pack (KP)

Once logs are received in EventTracker; alert, reports and dashboards can be configured in EventTracker.

The following Knowledge Packs are available in EventTracker v9.x and later to support Symantec DLP.

Symantec DLP: Audit Changes — This alert will trigger whenever policy rule is updated, Policy rule is
changed.

Symantec DLP: Authentication Failed - This alert will trigger whenever Symantec DLP enforce server
user authentication failed, and user not found.

Symantec DLP: Policy Violations — This alert will trigger whenever response rule match with severity is
high or severe or critical.

Symantec DLP Policy Violation — This report provides information related to what are the user and
system violated in the mentioned policy.

Policy Rule Match count Endpoint User Name Sender IP Address Destination IP Address

Application Name

Endpoint Name Endpoint Location

04/02/2019 D4:45:33 P 88813 Rewﬁ:::’?;g:;;;:’;z’i’;!HBE} Polish Tax Identification Number 1 CONT\CLARKK 192.188.50.11 null Wozilia Firefox CONTOSO12  Off the Corporate Network
r r

0410212019 04:45:33 P 8678 Regﬂf;:;:’;‘;g:;;::’:;ﬁ'i:;nDE) Polish Tax Identification Number 1 CONTOMack 182.188.200.122 null Mozila Firefox CONTOS0Z21  OFf the Corporate Network
r General Data Protection r

04/02/2019 04:45:33 PM 86790 Regulation (Banking and Finance) Hungarian Secial Security Number 13 CONTVCLARKK 192.168.200.142 null Microsoft Internet Explorer CONTOS043  Off the Corporate Network
r r

04/02/2019 04:45:33 Pl 86804 Regﬂi:;ﬁ';s:;;;:’;Zﬁ'i:gﬂca) Polish Tax Identification Number 4 CONT\spinch 172.200.90.110 null Wozilla Firefox CONTOSD32  Off the Corporate Network
r . - -

D4/02/2019 04:45:33 P 36806 Regu‘;‘::::’?ég:;;;’::z";'lf‘!nDE} Ne"‘e”a”dil::':e"“ﬁ“““” 12 CONTIMARY 172.40.80.110 127.0.0.1 NVIDIA GeForce Experience  CONTOS010  OFf the Corporate Network
r i r

D4/02/2019 04:45:33 Pl 86514 neguﬁzgﬁ?é::ﬁ;?;m:mca) Polish Tax Identification Number 4 CONTICLARKK 192.168.50.21 null Mozila Firefox CONTOSO42  Off the Corporate Network
r r

0410272019 04:45:35 P 86813 Regu‘f;:;:’é’ég:;;;’::ﬁ'if‘;nDE} Polish Tax: Identification Number 1 CONTICLARKK 152.168.50.11 null Mozila Firefox CONTOSO12  OFf the Corporate Network
r o r

D4/02/2019 04:45:35 P 86814 Reguﬁzg:’;:ﬁ;::'::";'Ii:mDE) Palish Tax Identification Number 4 CONTICLARKK 192.168.50.21 nul Mozilla Firefox CONTOS042  Off the Corporate Network
o L SE—

04/02/2019 04:45:35 Pl 86806 Rewﬁ:::’?;g:;;;:’;z’i’;!HBE} NE"'E”E”d‘;:;’;t:e""ﬁm’""” 12 CONTWMARY 172.40.80.110 127.0.01 NVIDIA GeForce Experience  CONTOSOD10  Off the Corporate Network
r r

04/02/2019 04:45:35 Pl 86804 Regﬂf;:;:’;‘;g:;;::’:;ﬁ'i:;nDE) Polish Tax Identification Number 4 CONTwspinch 172.200.90.110 null Mozila Firefox CONTOS032  OFf the Carporate Network

Figure 24

Symantec DLP User Login and Logout - This report provides information related to the user login,
logout and user authenticated.

Severity Status

User Name Thread ID Authentication Type
|04/02/2019 04:45:33 PN clarkk 8145 com.vontu.manager.ui.LogToServ
erControlier
com.vontu.manager.ui.LogToServ
erController
com.vontu. manager.ui.LogToServ
erControlier
com.vontu manager.ul.LogToServ
erControlier

SEVERE loggedin

04/02/2019 04:45:33 P maryj SEVERE loggedout

|04/02/2019 04:45;35 P clarkk SEVERE loggedin

(04/02/2019 04:45:35 P mary) SEVERE

loggedin

Figure 25
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e Symantec DLP Authentication Failed - This report provides information related to the authentication
failed for user and could not find the user.

LogTime User Name Thread ID Authentication Type Severity Status
04/02/2019 04:45:33 PM 123 gorg  Com-voniu.login.spring.VontuForm .. oye Form based authentication failed
AuthenticationProvider
L4 . .
04/02/2019 04:45:33 P maryj glag  Comvoniulogin.spring. VontuForm .. oye Form based authentication failed
AuthenticationProvider
r . . . .
04022019 04:-45-33 P clarkk 2148 CI:II11.‘-"I:II'I1IJ.|IJg.ln.:"-'kuthEI'ltICEtIEII'ISEI' SEVERE Could not find a user with the
viceBase name
r . .
04/02/2019 04:45:33 PN maryj g1gs  Comvoniulogin.spring.VontuForm . oyine Form based authentication failed
AuthenticationProvider
L4 . .
04/02/2019 04:4533 PN clarkk 75g5  comvontu.login.spring VontuForm ., oywe Form based authentication failed
AuthenticationProvider
r B 5 5 -
040272019 04-45-33 P —o 5080 cum.'.runtu.lug.ln.ﬁ«uth enticationSer SEVERE Could not find a user with the
viceBasze name
Figure 26

e Symantec DLP Web Activities - This report provides information related to the accessing (access log)
Symantec DLP detail IP address, web request method, and browser details.

LogTime User IP Address Web Request Mathod Accessed URL Status Code Web Browser Detaila

, Mozilla/s.0 (Windows NT 10.0;

BA022010 044533 P 172.80.200.110 GET hitps:i192 ;:‘i:fl_:'ffwmm 304 WOWES; reBT.0)
senteg Geckar20100101 Firefox7.0
Le Mozilla/S.0 (Windows NT 10.0;
— .

D4022018 044533 P 172.80.200.110 GET “““'”192":'3:“'122" rolectla a5y WOWE4; nvE7.0)
perfLogor Geckor20100101 Firefoxs7.0
' F Mozilla/S.0 (Windows NT 10.0;

B022018 044534 P 172.80.200.110 GET hips:if192 I::’i:g_:'ffp""‘“"“ 304 WOWEH; reBT.0)
perLon Gecko/Z0100101 Frefoxs7.0
r Mozila/5.0 (Windows NT 10.0;
— .

D4I022019 04:45:34 P 172.80.200.110 GET S 92“:33.100.1221 Tolecta  ang WOWBH; rv:T.0)
gerfLogor Geckor20100101 Firefox87.0

r

Mozilla/S.0 (Windows NT 10.0;

04/022018 04:45:34 P 172.80.200.110 GET PHps:132 :f‘i:ﬁ_:ffw”m”“ 304 WOWES: vE7.0)
’ ? _ Gecko20100101 FirefoodB7.0

Figure 27

e Symantec DLP Audit Activities — This report provides information related to policy changed, policy

updated.
LogTime User Name Thread ID Authentication Type Severity Policy Name Activity
04/02/2019 04:45:33 PM clarkk 4604 com.vontu manager INFO POLICY_UPDATE
r
| 0410272019 04:4533 P clarkk 80 °°'“"'°"“"“““‘7:”"“R°"° Al o Scheduled report sent
r
com.vontu.manager.report saved.s .
410272 4:45: ;
04/02/2019 04:45:23 P clarkk 80 chedule job ScheduledReportiob INFO Running scheduled report
r
0400212019 04:45:33 P clarkk B O e SR I Scheduled report sent
r
: com.vontu.manager.report saved.s .
4:45:33 PM M
04/02/2019 04:45:33 aryj 80 chedule job. ScheduledReportiob INFO Running scheduled report
| 04/02/2019 04:45:33 PM carkk 7 4604 com.vontu.manager INFO POLICY_UPDATE
04/02/2019 04:45:32 PM clarkk 4604 com.vontu.manager INFO  Network Securiy policy Policy changed
r
’ 04/02/2019 04:45:33PM  maryj 80 °°"'"’°"'“"'"“Z:" mak ReporiMal s Scheduled report sent
r
com.vontu. manager.réport saved.s "
4/ 19 04:45:33 P Kk INF R
04/02/2019 04:45:33 clarl 80 chedule job ScheduledReportiob 0 unning scheduled report
r
| 0410272019 04:45:33 PM  clarkk po CTEMRERIAMRRERE Mo Scheduled report sent
Figure 28
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Dashboards

e Symantec DLP Audit Activity — This dashboard shows information about policy updated, policy
changed, and Schedule report sent by the user.

Symantec DLP Audit Activities =2
log_action: scheduled report sen... log_action: running scheduled re.., log_action: policy_update log_action: policy changed

W clarkk © maryj W clarkk — maryj 1 clarkk 1 clarkk

Apr 02 02:00 PM - Apr 02 03:01 PM
Figure 29

e Top System Violated DLP Policies — This dashboard shows information about which host, or user
violated DLP policies.

Top System Violated DLP Policies T =-x
rule_name: polish tax rule_name: netherlands tax rule_name: hungarian
identific... iden... social sec...
[ contosal12 o contoso10 [ contosod3
contosel2]

[ contose32

N7 no-n

Apr 02 02:00 PM - Apr 02 05:01 PM
Figure 30

e Symantec DLP Web Activities — This dashboard shows information about what are the IP Address
accessed by Symantec DLP portal, web request methods, URL and web browser detail.
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Symantec DLP Web Activities

src_ip_address: 172.80.200.110

[ hitps://192.168.100.122/ protectmanager/logon

Figure 31

e Symantec DLP User Login and Logout — This dashboard shows information about which user is
authenticated, login and logout.

Symantec DLP User Login and Logout E =X
src_user_name: sit src_user_name: jack src_user_name: chan
<
W leggedin W loggedin I loggedin
authenticated
M loaoed off

Mar 26 04:52 PM - Apr 02 04:533 PM
Figure 32

e Symantec DLP Authentication Failed — This dashboard shows information for which user
authentication failed and user could not find.
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Symantec DLP Authentication Failed G - %

. form based authentication failed

could not find a user with the name

Mar 25 04:01 PM - Apr 01 04:02 PP

Figure 33

Import Knowledge Pack into EventTracker

1. Launch EventTracker Control Panel.

2. Double click Export/Import Utility, and then click the Import tab.

= EventTracker Control Panel — *
; N\
s " EventTracker
—
B B & B 3
) e )
EventVault Diagnostics License Expori Import Append
Manager Utility
/
— —
EventTracker Traffic Analyzer Agent Port About
Agent Confi... Manageme... Configuration EventTracker
E-mail: support @Event Tracker.com

Figure 34

3. Import Tokens/Flex Reports as given below.
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1. Click Category option, and then click the browse [:] button.

% Export Import Utility - X
Export Import

1. Provide the path and file name of the Categories file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Options Location
@® Category
() Fiters
) Merts

Source :
“liscat

() Systems and Groups

(O Token Value

() Reports

() Behavior Comelation

Import Close

Figure 35

2. Locate Category_Symantec DLP.iscat file, and then click the open button.
3. Toimport category, click the Import button.
EventTracker displays success message.

Export Import Utility X

o Selected category details are imported successfully.

Figure 36

4. Click the OK button, and then click the Close button.

1. Click Alert option, and then click the browse [:] button.
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FL Export Import Utility = =

Export | Import

1. Provide the path and file name of the Alerts file. Use the .." button to browse and locate the import file.
2. Click the Import button.

Options Location

() Categary

() Filers Impart E-mail settings
@ Alerts Set Active

Thiz zetting iz applicable anly for imports from Legacy
[wEx) &lett fles. For w7, the active status will be set

_ based on “Active” key available in the configuration
() By default section.

) @ Only if notifications set
() Systems and Groups

() RSS Feeds
) Reparts Source

*isalt E]
(71 Behavior Rules

©) SCAP

7 Token Value

Import ] [ Close

Figure 37

2. Locate Alerts_Symantec DLP.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.
EventTracker displays success message.

Export Import Utility P

:I Selected alert configurations are imported successfully,

Figure 38

4. Click the OK button, and then click the Close button.

1. Click Knowledge objects under Admin option in the EventTracker manager page.
2. Locate the file named KO_Symantec DLP.etko.
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Import

KD _symantec DLP.etko m Upload

Clrse

Figure 39

3. Now select all the check box and then click * ‘Import’ option.

Impart
Upload
Object name Applies to Group name
Symantec DLP Audit Changes Symantec DLP
Symantec DLP Authentication Failed Symantec DLP
Symantec DLP Policy Violation Symantec DLP
Symantec DLP User Login Logout Symantec DLP
2! g 9 B

Symantec DLP Web Activities Symantec DLP

Figure 40

4. Knowledge objects are now imported successfully.
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File imported successfully.

Figure 41

1. Click Reports option and select new (.etcrx) from the option.
'_l Export Import Utility - X
Epot  Import

1. Provide the path and file name of Schedule Report file. Use the *.." button to browse and locate the import file
2 Click the Import button
Note :  report(z) containg template, first import template and proceed with exportimport utilty.

Options Location
O Category

() Fiters
) Metts () Legacy ("issch) (®) New ("steng
() Systems and Groups
“issch
() RSS Feeds
(®) Reports
(7) Behavior Rules

O scap

() Taken Value

Close

Figure 42

2. Locate the file named Reports_Symantec DLP.etcrx and select all the check box.
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i*: Reports Import

Note : f report(s) contains template, first import template and proceed with report import process

Select file |E\PRODUCT\5ymantec DLP\Symartec DLP KP tems\Reports_Symantec DLP etem

|| Sselectfie |

Available reports

Title | F Show al
O Tile Sites: Groups Systems Frequency|
| | Symantec DLP - Audit Changes NTPLDTBLR46 Symantec DLP Undefined
[ |EDIT |Symantec DLP - Authentication Faled | NTPLDTBLR46 Defautt Symantec DLP Undefined
[ |EDIT | Symartec DLP - Policy violation NTPLDTBLR46 Default Symantec DLP Undefined
[] |EDIT |Symantec DLP - User Login Logout NTPLDTBLR46 Defautt Symantec DLP Undefined
[ |EDIT |Symantec DLP - Web Activities NTPLDTBLR46 Default Symantec DLP Undefined

<

Mote: Set run time option is not applicable for Defined Reports and Houry Reponts

[——|am - atinterval of [ _ | minutes

| o |

Set run time for report(s) from

|| Replace H Assign systems |

Note: Make sure that Sitels). Groupis) and Systemis) selections are valid. El

Figure 43

Replace |

3. Click the Import button to import the reports. EventTracker displays success message.

Export Import Utility b

o Selected reports configurations are imported successfully.

Figure 44

Dashlets

In EventTracker 9.0, we have added new feature which will help to import/export of dashlet. Following is the
procedure to do that:

1. Login into EventTracker Enterprise Web console.
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EventTracker::

2 | Username
@ | Password
8,333,946

logs processed since install on Dec 30, 2017

35,002

logs processed today

Contact Us FAC Help

Figure 45

2. Go to My Dashboard option.

Eehavior Correlation

Compliance

My Dashboard

Incidents

Threats

Search

Reports

Figure 46
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3. Click import button and select .etwd File.

& / Dashboard / My Dashboard

PR LI|ITIOO

Figure 47
@ Import dashlets - Mozilla Firefox = O X
'ﬁ? localhost:8080/EventTracker/Flex/ImportWidget.aspx e @ ﬂ’ =
Ll
Import

Mote: If dashlet configured using persisted report, first import the report and proceed with importing
dashlet.

Dashboard_Symantec DLP.etwd

T

Close

Figure 48
4. Click upload and select Dashboard which you want to import.
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@ Import dashlets - Mozilla Firefox — ] X

| a localhost:8080/EventTracker/Flex/ImportWidget.aspx e =

"
Import

Note: If dashlet configured using persisted report, first import the report and proceed with importing
dashlet.

Upload

Available widgets

Select All
Top System Violsted DLP P... ] Symantec DLP Web Activiti... I Symantec DLP User Login L.

Symantec DLP Authenticati... ] Symantec DLP Audit Change...

Close

Figure 49

5. Click Import button. It will upload all selected dashboards.

Verify Knowledge Pack in EventTracker

Category

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Category.

— EventTrackers: M pdmine | Tooksw
H Home E_z Active Watch Lists @ Event Filters O Parsing Rules
Q A Alerts E] Eventvault ('a Report Settings
0 0 Behavior Correlation Rules [®" FAQ Tile Configuration g Systems
B {‘a Behavior Correlation Settings [52 Group Management 2 Users
5g§gtli‘n(§¥3$:1?:?ifkfisﬂ_ T s Hsgigﬂ::;i:’)fn(;ovl Casebook Configuration Q IP Lookup Configuration ,T- Weights _ﬁ
I °|§ Category I t_) Knowledge Objects ] Windows Agent Config
Attacker m Diagnostics @ Manager

Figure 50

3. Click the search, and then search with Symantec DLP.
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Category

Category Tree Search

Symantec DLP Q Q
Category
~ Symantec DLP Audit Activities
w Symantec DLP Authentication Failed
~ Symantec DLP Policy Violation
~ Symantec DLP User Login and Logout

w Symantec DLP Web Activities

Figure 51

Alerts

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Alerts.

— EventTrackers:

;. Admin~
n Home E} Active Watch Lists [E Collection Master [5 Group Management ] systems A& / Dashi
a Ak Alerts @ Carrelation Q IP Lookup Configuration ,@.‘ Users
2 @ Behavior Correlation Rules ﬂ Diagnostics & Knowledge Objects .’[‘- Weights
] .
‘ﬂ Behavior Correlation Settings ;1 Event Filters @ Manager [ wWindows Agent Config
l‘:?;irzl'al C.Y‘)‘:'r:;ea‘:he:“.r@mwmt nglcgt_t_)rsuﬂg i:] Casebook Configuration [OJ Eventvault l':J Parsing Rules
o|§ Category [®7 FAQ Configuration ‘p Report Settings
Aftacker — News
Figure 52

In the Search box, type ‘Symantec DLP’, and then click the Go button.
Alert Management page will display all the imported alerts.

Alerts A& / Admin / Alerts
Show| Al v Searchby| Alertname | Symantec DLP Q @

134 s [ - 134

- W

System/User Defined Alerts Alerts by Threat Level

Count for system and user defined alerts Count of alerts by threat level
@ FOEURIRYIN  iicic Activate Now' aiter making all changes [ totat 2 |Pagesize| 25 [

. _ Forwardas  Forwardas Remedial Action Remedial Action )
O Alert Name ~ Threat  Active  E-mail =T oo [Ee—— e Applies To
[0 &0 Symantec DLP: Audit Changes [ o} O O O ] O 145 above
[0 8§ symantec DLP: Authnetication Failed [ o) O O O O O 14.5 above
Figure 53

4. To activate the imported alerts, select the respective checkbox in the Active column.
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EventTracker displays message box.

Successfully saved configuration.

Figure 54

Click OK, and then click the Activate Now button.

NOTE: Specify appropriate systems in alert configuration for better performance.

Logon to EventTracker Enterprise.
Click the Admin menu, and then click Knowledge Object.
In Knowledge Object Group Tree to view imported knowledge object, scroll down and click Symantec

DLP group folder.

Knowledge Object are displayed in the pane.

ol

Knowledge Objects A / Admin / Knowledge Objects

objecs @ T X 1F

Symantec DLP Q | @

[=

Groups @F M

=

Symantec DLP Audit Cha... @
Symantec DLP Authentic... @
Symantec DLP Policy Viol... @‘
Symantec DLP User Logi.. (&

- @

Symantec DLP Web Activi..

Select Object from the left panel.

EEElE]

Figure 55

Logon to EventTracker Enterprise.
Click the Reports menu, and then Configuration.
Select Defined in report type.

In Report Groups Tree to view imported Scheduled Reports, scroll down and click Symantec DLP

group folder.
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Reports are displayed in the Reports configuration pane.

Report Configuration A / Reports / Report Configuration / Defined
O Scheduled O Queued @ Defined Symantec DLP Q Q
Report Groups (® B8 Reporis configuration: Symantec DLP

— YR (e 5 )
Compliance O Title Created on
Operations O & Symantec DLP - Web Activities Mar 29 02:56:49 P @ & +
Flex o & Symantec DLP - Audit Changes Mar 28 01:01:26 PM (0] & ¥
All Compliance Repor... m -
= e U & [ Symantec DLP - User Login Logout Mar 29 11:35:04 AM Mar 28 11:46:22 AM @ & ¥
[  Arubaos ] poy
Ll @ O £ Symantec DLP - Authentication Failed Mar 29 11:24:20 AM Mar 29 11:46:33 AM @ ®'_—‘ ¥
[= somgar m @&
o O );Ec Symantec DLP - Policy violation Mar 27 02:25:44 PM Mar 29 11:46:56 AM @ (Q ¥
[ Dell Equallagic i &
M A e, W s -

Figure 56

1. Logon to EventTracker Enterprise.

2. Click the Dashboard menu, and then My Dashboard.

3. Then click Customize Dashlet button @ and search for “Symantec DLP”

Customize dashlets

Symantec Q

O Symantec DLP Audit Changes | Symantec DLP Authentication F... | Symantec DLP User Login Logout | Symantec DLP Web Activities

Add Delete Close

Figure 57
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