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Abstract

TeamVieweris an intuitive, fast, and secure application for remote controland meetings. This guide
provides instructions to configure and forward the TeamViewer logs to EventTracker.

Scope

The configuration details in this guide are consistent with EventTracker version 9.2X and later, and
TeamViewer 10 or later.

Audience

Administrators who are responsible for monitoring TeamViewer using EventTracker.
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1. Overview

TeamVieweris a popular Internet-based remote administration software. It provides an all-in-one solution
to features such as remote control, desktop sharing, file transferring, messaging, meetings, etc.

EventTracker utilizes TeamViewer’s reporting APl to fetch connection reports from the TeamViewer
Management Console. For standalone installations, incoming connections are monitored on critical systems
for suspicious activities using TeamViewer’s native logging.

Please selectyour preferredintegration from the above-mentioned choices.

2. Prerequisites

= EventTracker v9.2x or later must be installed.

=  Windows PowerShell 5.0and later must be installed.

= PowerShellscript execution must be enabled, and execution policy must be set to bypass or unrestrict.
=  Administratoraccess to the TeamViewer Management Console.

3. Configuring TeamViewer to send logs to EventTracker

This use case describes example stepsto create an access token forthe APlintegration with EventTracker.

3.1 Create access token from TeamViewer Management Console

(' a8 https://login.teamviewer.com/LogOn

TeamViewer

Management Console

Sign In
E-Mail
= L5
Password
SessRsIRRIRREY .ﬁ

I'm not a robot

[ Keep me signed in

1. Login toyour TeamVieweraccount onthe TeamViewer Management Console website.
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II - hl

Caorparate

License update available
+ Add ~ | ¥ Tools v | Q Q
Edit profile I

Sign Qut

2. SelectEdit Profile from the Profile drop-down in the top right of the website.

Profile settings x

General Apps and Scripts accessing your account

License Name Description Type

=

Active logins

Cloud storage

Create script token

Save Cancel

3. Inthe Profile settings page, navigate to Apps >> Create script token.
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Create script token e

Mame | TeamViewerReporting B

Description

Access level User

Account management | View without email v
User management | View users v
Session management | Create, view all and edit own sessions v
Group management | View groups v
Connection reporting | View connection entries v
Meetings | view meetings v

Computers & Contacts é\fiew entries v

Save Cance

4. Enter TeamViewerReporting asthe app name. Select View connection entries from the Connection
reporting drop-down. Other options can be configured as per the user’s preference.

5. Click Save.

TeamViewerReporting

Token created successfully.

?

= MNever share this information with someone you don't
know or fully trust!

Token .

Ok

6. Please write downthe Token generated forfuture use.
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Profile settings X

Apps and Scripts accessing your account

General
License Name Description Type
A
| | TeamViewerReporting Script Edit |
Active logins

Cloud storage

Create script token

Save Cance

7. Click OK and Save to apply changes.

3.2 TeamViewer Logfetch
1. Please contact the EventTrackersupportteam forthe Integrator files.
2. Extract the files and navigate to the TeamViewer Integratorsupport folder location.
Example: Folder_location\KP-TeamViewer\Integrator\Support
3. Openthe Details.xml file for entering the token and organization name.

[] Data Encryptinn.dll 127272019 1:15 PM Application exten... 26 KB
IQ{' Details.xml I 4724/2020 303 PM XML File 1KE
|_'| Etslns.dll 42472020 10:31 AM Application exten... J90 KB
|J EvtTrkcList.dll 12/2/2019 1:15 PM Application exten... 58 KB

<0kjs Version="1.1.0.1" zmlns="http.//schemas.microscft.com/powershell /2004,/04">
<0kj BRefId="0">
<IN BefId="0">
<I>5ystem.Management . Automation. PSCustonlbject</T>
<I>5ystem.0bject</T>
< TH>
<M5>
<3 H="Accesstoken'":

</5>

213035-nAmjC3715pR5TodPrla

<5 HN="Organisation": f5>
</M5>
</0kbj>
</0bja>
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4. Runthe TeamViewer_Task.ps1file in the Windows Powershellwith admin privileges. It will create a
task in the Task Scheduler.

Support 4/25/20209:51 AM File folder
TeamViewer_Task.ps1 I 10/28/2021 2:37 PM Windows Power5... KB
TeamviewerLogfetch.exe 5/26/2020 5:54 PM Application KB

3.3 EventTracker Knowledge Pack for TeamViewer
Afterthe logs are received into EventTracker, the Report can be configured into EventTracker.

The following Knowledge Pack is available in EventTracker to supportthe TeamViewer monitoring:

3.3.1 Reports
= TeamViewer-Incoming connection details — This report provides information related to the remote
users accessing the monitored system through TeamViewer.

Sample Report
Session S5tart Session End Source Device Source User Destination
Time Time Name D User Name Computer Session Type
23-01-2017 23-01-2017 Support-05 202384574 jehnreys Test-SVR-40 RemoteControl
10:00:01 11:41:41
23-01-2017 23-01-2017 Support-12 985398529 jehnreys Test-SVRE-40 RemoteControl
13:07:11 15:06:10
23-01-2017 23-01-2017 S0C-19 298955528 johnreys Test-5WR-40 Meeting
15:30:11 16:39:42
23-01-2017 23-01-2017 SOC-08 252359854 johnreys Test-5WVR-40  RemoteCentrol
17:44:23 17:58:19
23-01-2017 23-01-2017 S0C-14 874383529 johnreys Test-SWVR-40 RemoteCentrol
1904532 20:00:42
23-01-2017 23-01-2017 Support-21 298549879 jehnreys Test-SVR-40 RemoteControl
20:32:11 22:52:19
Sample Log
LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
1/23/2017 3:33:59 PM 3230 L= ar 1 SYSTEM NT AUTHORITY EventTracker

Event Type: Information Description:

Log Type: System EMNTRY:252398529 PNPL-4-KP 23-01-2017 10:00:01 23-01-2017 10:00:56 & 1| RemoteControl {E0SAB923-3318-4C4C-8588-F72CCTEAB4B0}

Category Id: 2 FILE:C:\Program Files (xB6J\TeamViewer\Connections_incoming. txt

TYPE:TEXTLINE
FIELD: *

4. Importing TeamViewer Knowledge Pack into EventTracker
NOTE: Importthe Knowledge Packitemsin the following sequence:

=  Templates
= Flex Reports
= Knowledge Objects
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1. Launch the EventTracker Control Panel.

2. Double click the Export-Import Utility.

L=

EventVault Diagnostics License Export Import Append
Manager Utility Archives

|E % \-: k‘z =

EventTracker Traffic Analyzer Agent Port TrapTracker
| Agent Confi__ Manageme__ Configuration

@ "

Change Audit About
EventTracker

E-mail: support@Event Tracker.com

i

1. Provide the path and file name of the Categories file. Use the °..." button to
2. Click the Impart button.

Options Location

(® Category

P

3. Click the Import tab.

4.1 Token Templates

1. Click the Admin menu, and thenclick the Parsing rule.

2. Selectthe Template tab, and then click the ¥ Import option.

3. Click the Browse button.

Import
Select file T

Mote: Please select file of type *.ettd (eventtracker template dashlets)

4. Locate the Template_TeamViewer.ettd file, and then click the Open button.
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selected file is: Template_TeamViewer.ettd T

[J Template name Separator Template description Added date Added by Group Name
[0 TeamViewer-Incoming connection \n ENTRY:252398529 PNPL-4-KP 23-01-2017 10:00:01 23-01-2017 10:00:36 ETA  Jan 2305:0217  ETAdmin  TeamViewer
details dmin RemoteControl {E09ABA23-3318-4C4C-8588-FT2CCTEAB4BO} FILE:  PM
C\Program Files (x86)\ TeamViewer\Connections_incoming.bet TYPETEXT
LIME FIELD: *

5. Selectthe check boxand then click the ¥ Import option.
EventTrackerdisplays a success message.

Template{s) imported successfully

6. Click the OK button.

4.2 Reports

1. Inthe EventTracker Control Panel, select the Export/ Import utility and select the Import tab. Then,
click the Reports option, and choose New (*.etcrx).

L
Export  Impart
1. Provide the path and file name of Schedule Report file. Use the *..." bution to browse and locate the import file.
2. Click the Import button

Mote : I report(s) contains template, first import template and proceed with exportimport wtility
Location

Options
| () Category
() Filters

() Systems and Groups —
issch

() Token Value

() Behavior Comelation

Close

2. A new pop-up window appears. Click the Select File button and navigate to the file path with a file
having the extension “.etcrx”, e.g., Reports_ TeamViewer.etcrx.
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Mote : F reportis) contains template, first import template and proceed with report import process.

Select file [t Il selectfie I

Awailable reports

Title | | Frequency Show all - Q Q

O Thle Sites Groups Systems Frequency Runtime Type

3. Wait while the reports populate in the below tables. Now, select allthe relevant reports and then click

=

the Import | ¥ | button.

MNote: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time forreport(s) from || AM - atintervalof [ _ | mintes St | |(@)

Replace | | to | | Replace Assign systems

+=]
®

Note: Make sure that Sitels), Group(s) and System(s) selections are valid,

EventTrackerdisplays a success message.

Selected reports configurations are imported successfully

0K

4.3 Knowledge Objects

1. Click Knowledge Objects underthe Admin option on the EventTracker page.

A pimine Toos @

%_: Active Watch Lists @ Event Filters O Parsing Rules A& / Das
Alerts Eventvault $3 Report Settings
L P! g
Behavior Correlation Rules @] FAQ Tile Configuration ] Systems
9 = )
[_¢ Behavior Correlation Settings 2 Group Management 91:,)\ Users
mi
I]rs( ﬂ Casebook Configuration Q IP Lookup Configuration ,f'I"- Weights
DE Category |(_) Knowledge Objects | CJ Windows Agent Config
E Diagnostics @ Manager

2. Click the Import Objects icon.
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& / Admin / Knowledge Objects

Ubjects@ T I'!. ﬂl

Import Objects

3. A pop-upboxappears, click Browse and navigate to the Knowledge Packs folder (type
%et_install_path%\Knowledge Packs in the navigation bar) with the extension “.etko”, e.g.,
KO_TeamViewer.etko, and then click Upload.

Import

KO_<product name>.etko & Browse...

Upload

4. Alist of available Knowledge Objects willappear. Select the relevantfiles and click the Import

button.

5. Verifying TeamViewer Knowledge Pack in the EventTracker

5.1 Token Templates

1. Logon to the EventTracker web interface.

2. Click the Admin menu, and then click Parsing Rules and click Template.

3. Click the TeamViewergroup option.

© Copyright Netsurion. All Rights Reserved. 12
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Parsing Rules & / Admin / Parsing Rules

Parsing Rule Ternplate

ooo
Groups @ 888 Group: TeamViewer Search
Default Q
Bitwarden PM (i =
¢ CL¥
EventTracker T||_||1 @
Template Name Template Description Added By Added Date Active a
TeamViewer TW'
il & TeamViewer-Incoming  TeamViewer ETAdmin  Oct 27 09:05:06 PM O @

Windows TW_ @ connection details

5.2 Reports

1. Inthe EventTracker web interface, click the Reports menu, and then select Report Configuration.

FReport Configuration

Report Dashboard

Explorer

2. Inthe Reports Configuration pane, select the Defined option.
3. Click the TeamViewergroup folderto view the imported reports.

Reports configuration: TeamViewer

ORI
0O Title
D :-;T;.: TeamViewer-Incoming connection details

5.3 Knowledge Obijects
1. Inthe EventTracker web interface, click the Admindropdown, and then click Knowledge Objects.
2. Inthe Knowledge Objecttree, expand the TeamViewer group folder to view the imported
Knowledge Objects.
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Knowledge Objects

TearnViewer Q l

Groups @ & M

TeamViewer
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About Netsurion

Flexibility and security within the IT environmentare two of the mostimportant factors driving business
today. Netsurion’s cybersecurity platforms enable companies to deliver on both. Netsurion’s approach of
combining purpose-built technology and an ISO-certified security operations center gives customers the
ultimate flexibility to adapt and grow, all while maintaining a secure environment.

Netsurion’s EventTracker cyberthreat protection platform provides SIEM, endpoint protection, vulnerability
scanning, intrusion detection and more; all delivered as a managed or co-managed service.

Netsurion’s BranchSDO delivers purpose-built technology with optionallevels of managed services to multi-
location businesses that optimize network security, agility, resilience, and compliance for branch locations.
Whetheryou need technology with a guiding hand or a complete outsourcing solution, Netsurion has the
modelto help drive yourbusiness forward. To learn more visit netsurion.com orfollow us

on Twitteror LinkedIn. Netsurionis #23 among MSSP Alert’s 2021 Top 250 MSSPs.

Contact Us

Corporate Headquarters

Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers

EventTracker Enterprise SOC: 877-333-1433 (Option 2)
EventTracker Enterprise for MSP’s SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support
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