EventTracker -

Actionable Security Intelligence

Integrate Tenable.io

Publication Date: August 16, 2017




Integrate Tenable.io

This guide helps you in configuring Tenable.io and EventTracker to receive Tenable.io events. You will find

the detailed procedures required for monitoring Tenable.io.

Administrators who are assigned the task to monitor and manage Tenable.io events using EventTracker.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

Tenable provides comprehensive visibility into the security posture of container images as they are
developed, enabling vulnerability assessment, malware detection, policy enforcement and remediation prior
to container deployment. It gains visibility into the security of web applications with safe vulnerability
scanning, complete with high detection rates to ensure you understand the true risks in your web
applications. It brings clarity to your security posture through a fresh, asset-based approach that provides
maximum coverage of your evolving assets and vulnerabilities in ever-changing environments.

Prerequisites

e EventTracker v8.x should be installed.
e Tenable.io for cloud and Tenable.io on premises(Security Centre)

e An exception should be added into windows firewall on EventTracker machine for syslog port 514.

Integration of Tenable events to EventTracker server

Following are the steps to integrate Tenable.io to Eventtracker.

e Please Contact the EventTracker support team for obtaining Tenable Integrator pack
e The Integrator package will be obtained in a Zip file format, extract the files to get the below file
contents as shown in the image.

| Iﬂ = | Tenable

Home Share View

= v P » Tenable

Mame Date modified Type
7 Quick access
B Deskt lcon 8/3/2017 3:25 PM File folder
eskto
P Tenable Integrator.bat 8772017 12:21 PM Windows Batch File
‘_ Downloads | & tenablecloud integrator.psi 8/3/2017 7:09 PM Windows PowerShell Script
= Documents |54 tenablecloud_reports.ps] BT/2017 1039 AM  Windows PowerShell Script
i=| Pictures | & tenableSC integrator.psi 8/3/2017 7:09 PM Windows PowerShell Script
Expreszo Projects | & tenableSC_reports.psi 727 10:39 AM Windows PowerShell Script

My Received Files

Figure 1
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Double-click on the Tenable Integrator.bat(for both cloud or Security centre) to start the
integration process.

Once the .bat starts running, you will get a pop up window as shown in below image.

=: Tenable.io — O =4

User Name | |

Password | |

Cance

Figure 2

In the pop-up window that appeared, enter your Tenable Username and Password.

Once you enter the details, click on OK.

Now a task scheduler trigger pop-up window appears as shown in below image

*: Tenable.io — O >

Flease select a task scheduler tngger penod

Diaiby
Weekly
Marithhy

Cance

Figure 3

e In this task scheduler window, you need to choose how you want to schedule the Tenable reports,
i.e. on a Daily, Weekly or Monthly basis.

e Click on OK once scheduling period is chosen.

e Once you click OK, an authentication pop up window will appear asking for Username and

password as shown below:
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Flease enter the credential for scheduling the task
User name: |ﬂ username@dnmain.mmv|
Password: | |
Ok Cancel
Figure 4

e Please enter your System Username and Password to proceed with the Task Scheduling.
e Click on OK to continue.

o Configuration Complete

oK

Figure 5

e Configuration is now complete.

Note: For the scans to be monitored, the permissions for the user scans should be set to ‘Can view’ as shown
in the below image, otherwise the scans would not be saved or monitored.
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tenable@ Vulnerability Management | Dashboards Reports Settings

scan 1/ Configuration

¢« Back to Scan Report

B My Scans
B Al Scans ) )
Compliance Plugins
M Trash
BASIC v
Data Sharing
o General )
a Paolicies Scan results Show in dashboard -
Schedule
® Target Groups
: Motifications
@ Exclusions
Agents DISCOVERY ownear lacob s@contoso.com -
ASSESSMENT
REPORT
Add users or groups
ADVANCED

M Default Can view a
Mo access

L Karen.witmann@contoso.com K x
Can view
Can contrs

Can configure

Save Cancel

Figure 6

Verify Tenable.io Integration in EventTracker

e lLaunch the EventTracker web.
e Navigate to Admin> Manager.
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EventTrackery R SEp—

Dashboard Incidents Behawvior Search Reports My EventTracker Canfig As

NEWS

ANNOUNCEMENTS j o

Latest Knowledge Packs | Report
i
; " i Fishing
EventTracker uses Knovdedge Packs to assign meaning . ishi -

and severity to incoming data. This allows wusers to "make - egarded private university with

serse” of the often cryptic, high volume log messages... Learm more nationally rank 5 in the L5,
Expectation: & : 1edee to endpoint is protecting
. ] How to Succeed at SIEM the network. Cummus vommg
Gartner
Security Information and Event Management technology qIE\[[]h onic and the Cvber Kill Chain
is an essential component for threat defense in today’s - e ; o

i k ; January 26, 2017
security landscape. It also has benefits in meeting regulatory g S

compliance. However, many SIEM deployments are stalled... Watc The Cybser Kill Chain model by Lockheed Martin

N describes how attackers use the cycle of compromise,
persistence and ex filtration against an organization. Defense
strategies that focus exclusively on the perimeter and on prevention
do not take into account the kill chain life cycle approach; this is a
Coveted 5-Star Rating for the Fourth Year reason why attackers are continuing to be so successful. [.]

in a Row

EventTracker Wins SC Magazine's

Figure 7

e Go to the Direct Log Archiver Tab and check if the configurations are replicating as show in the
below image.

o Please select the checkbox Direct log file achieving from external sources, if not selected by
default, as shown in the below image.
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MANAGER CONFIGURATION

| Direct log fie archiving from extemal sources |

Purge files #her [ dayz Mazimum flies peropcle 0 Gickal vimal collection poine. 145 v
HF P
LOG FILE FOLDER el e ehston FRRr  FIELD SEPARATOR 105
Ci\urers' etacmin\ Detkop TerabiefaponDLs Tenable exv IGECNRAL P IERIE RIS CTINE Ao Smpyt S ol
Figure 8

e Confirm if the Configurations are set right by clicking on Edit. You will get the below window once

you click Edit.
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[ Direct Archiver Configuration (=]
Type Cithers Y
Legfile Extension e
Configuration Mame Tenzole
Log File Folder C\Usars\DeskiopiTenable'\Report BRICVWSE

*| |Ise global viriual collection point port for configuration

WCP Port Mo v
|
®! Single Lin= Muilti Lina
Field Separator Comnmna - [Fields containing co ¥
Starting Line Offzat 0
Extract field names from B
header

Figure 9

e Click on Configure to check the Computer Name, Configuration name and system description.
e Click Ok.
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Direct Archiver Configuration

Computer Mame

Computer [P

System Type

System Description

Comment Line Token

Entire Row as Crescription

Log File Format

Meszage Fishd:

Log file configuration
Configuration Mame Ci\lUsers\Deskiop'Tenable!ReportDLA Tenable
Log Sournce Tensble

Tenable.io

Tenable Scanner

®! Formatted Description

L0 Lo FRE

= armnat

L

Select Event Date and Time Fields Select Date Time Format Fields Select Column Mapping
Mo of Relds 2 v Format Value ALTO Y (N Computer
ate Fiekd Y
Time Field v
Figure 10
e Goto Start and open Task Scheduler to confirm if the scheduling action is created or not.
e Below image shows the Tenable Task that is created for scheduling.
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(®) Task Scheduler — X
File Action View Help

&= nm HE

@ TE.Sk Scheduler (Local) Name Status Triggers MNext Run Time Last Run Time Last Ru ~ | | Actions
1 Task Scheduler Library _ .
(B EventTracker... Ready At 12:09 PM every day 8/8/201712:09:00 PM  8/7/2017 1209:00PM  The opi Task Scheduler Library
(% GoogleUpda... Ready  Multiple triggers defined B/7/2017 410:56 PM 8/7/2017 10:47:06 AM  The opi @] Create Basic Task..
(0 GoogleUpda... Ready  At4:10 PM every day - After triggered, repeat every 1 hour for a duration of 1 day. 8/7/2017 Z210:57 PM  8/7/2017 1:10:57PM Theop: ©  Create Task
(3 Nessus Vuln... Ready At 3:48 AM every day 8/8/2017 3:48:43 AM  8/7/2017 43400 AM  Theopi
(B OneDriveSt.. Ready  At4:00 AM on 5/1/1902 - After triggered, repeat every 1.00:00:00 indefinitely. 8/9/2017 1:2254 AM  12/11/2016 9:09:57PM  The opr Import Task.
(%) OneDrive St.. Ready  At4:00 AM on 5/1/1992 - After triggered, repeat every 1.00:00:00 indefinitely. 8/8/2017 9:30:53 AM  8/6/2017 11:05:50 PM  Theopi Fil Display All Running Tasks
(& RTKCPL Running At log on of any user 8/7/2017 10:47:36 AM  Thetas & Disable All Tasks History
(3 Tenable.io Ready At 5:28 PM every day 8/7/2017 3:28:57 PM  8/6/2017 11:05:49PM  The op‘ New Folder
(D User Feed S.. Ready At 1:57 PM every day - Trigger expires at 8/7/2027 1:57:13 PM. &7/2001T 15713 PM 8/7/2017 75242 AM The op: -
b View
< >
- |Gl Refresh
General Triggers Actions Conditions Seftings History Help
‘When you create a task, you can specify the conditions that will trigger the task. To change these triggers, open the task property pages using the Properties =
command. Selected [tem
B Run
Trigger Details Status - End
n
Dail At 5:28 PM every da; Enabled
ol T 4 Disable
Export...
L Properties
x Delete
Help
Figure 11

e Check if the Task Scheduler is configured correctly with the right conditions to trigger the task, with
the specified date and time when it needs to be run.

e Tenable Integration is now completed with EventTracker to receive Tenable Events.

EventTracker Knowledge Pack

Once logs are received into EventTracker, Categories, reports can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to support Windows.
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1. Tenable-Basic Network Scan: This report provides a full system scan suitable for any host.

Plugin ID CVE CV55 Host Protocol Port Risk Solution Synopsis
01/25/2017 05:17:07 PM 78479 CVE-2014-3565 43 192.188.1.255 SSLv3 Padding Oracle On tep 1433 Nessus determined that the remote Medium  Disable SSLv3. | iz possible to obtain sensitive
Downgraded Legacy Encryption server supports SSLv3 with at information from the remote
“ulnerability(POODLE) lzast one CBC cipher suite, hostwith SSLTLS-enabled
indicating that this server is. SETVICES.
vulnerable.
01/25/2017 06:03:24 PM "10547 CVE-1999-0459 33 192.168.137.22 Microsoft Windows LAN tep "i61 Medium Disable the The list of LanMan services
4 Manager SNMP Lankan SNMP service running on the remote host car
Services Disclosure on the remote  be obtained via SNMP.
host if you do
not use it,or
filter incoming
UDP packets
01/25/2017 05:03:24 PM 4437 CVE-2005-1794 %1 182.168.137.23 Microsoft Windows Remote tep F3gn Port 514/tcp was found to be cpen Medium  Force the use It may be possible to get
[+ Desktop Protocol Server Man-in- of35Lasa access to the remote host.
the-Middle Weakness transport layer
for this service
if supported, or
01/25/2017 06:03:24 PM 10114 CVE-1999-0524 6.1 192.168.1.255 ICMP Timestamp Request Remote tcp "1433 This host returns non-standard Medium Fiter outthe It is possible to determine the
Date Disclosure timestamps (high bit is set) ICMP timestamp exact time set on the remote
requests (13), host
and the
outgoing
ICMPtimestamp
replies (14).
Figure 12

Logs Considered:

LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE

PMPL-E-KF

VA A Tenable

Event Type: Information Description

FREEIN

Log Type: Azolication =
Category id- 0

1S the wse of 64-bit bingk dohers

Figure 13

2. Tenable-Credentialed Patch Audit: This report provides the ways that a host can be authenticated
and enumerates missing patch updates.
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Protocol Port Vulnerability Des:

02772017 10:39:52 AN 94741 CWVE-2018-5313 5. Medium 192.168.137.236 tcp CentOS 647 : libgcrypt An update for libgerypt is now  The remote CentOS host is Update the affected libgorypt
(CESA-2016:2674) available for Red Hat Enterprise missing cne or more packages.
Linux =ecurity updates.
01/27/2017 10:39:52 AW B5321 CVE-2016-6327 M0.0  Critical 192.168.10.100 tep 214  CentOS 7 : kernel An update for kernel is now The remote CentOS host is Update the affected kernel
(CESA-2016:2574) available for Red Hat Enterprise missing one or more packages.
Linux 7. security updates.
01/27/2017 10:39:52 AM "B5320 CVE-2018-3075 5.0 Medium 192.168.137.236 tcp a8 Cent0S 7 : glibc (CESA- An update for glibc is now The remote Cent0S host iz Update the affected kernel
2016:2573) available for Red Hat Enterprise missing one or more packages.
Linux 7. security updates.
012712017 10:39:52 AM "B4981 CVE-2016-8835 B3 High 192.168.1.140 tep kil CentOS5/6/7:nss/ Anupdate for nss and nss-util The remote CentOS host is Update the affected kernel
nes-util (CESA- iz now available for Red Hat migging one or more packages.
2016:2779) Enterprize security updates.
Figure 14
Logs Considered:
.
LOG TIME EVENT D SITE / COMPUTER LISER DONAIN SOURCE

T BPSRET E B e E B
2MTO20TT 55118 P

MR Tenable
Event Type: information
Log Type: Applicaton
Category fd: (

Aty UDaaeE

Doty phion: An update for Bbgorypt s now ayvilable for Red Hat Enterprise L

Figure 15

3. Tenable-Badlock Detection: This report provides the badlock vulnerability for Windows and the

Linux/Unix application Samba for network file sharing.

PluginID CVE Protocol Synopsis
01/25/2017 10:30:40 AM 90510 CVE-2016-0128 63 Medium 192.168.1.118 49450 tcp M516-047: Security Update for  The remote Windows host is
SAM and LSAD Remote affected by an elevation of

Protocols (3148527) (Badlock)  priviege
(uncredentialed check)

01/25/2017 11:01:46 AM "B0516 CVE-2015-5370 68 Medium 1592 168.1.255 49410 tcp M516-047: Multiple errors in DCE- The remote Windows host is
RPC code (3148527) (Badlock) affected by an elevation of
{uncredentialed check) privilege

0252017 11:01:48 AM "B0510 CVE-2018-2118 5.8 Medium 152.168.1.255 49410 tcp M518-047: Security Update for  The remote Windows host is
SAM and LSAD Remote: affected by an elevation of

Protocols (3148527) (Badlock)  priviege
{uncredentialed check)

01/25/2017 11:01:46 AM B0516 CWE-2018-2113 68 Medium 192.168.1.255 49410 tep M516-047: Missing TLS The remote Windows host is
certificate validation (3148527) affected by an elevation of
(Badlock) (uncredentialed privilege:
check)
Figure 16
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Logs Considered:

LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
Event Type: Information Description:
-8 — Pilugin 10: 90510

Log Type: Application e

Category Id: 0 CWE: CWE-2016-0128
OW55: 7.1
Risk: High
Host: 192.168.1.140 %
Protocol: tep
Port: 49455

Mame: M516-047: Security Update fior SAM and LSAD Remote Protocols (3148527) (Badlock) uncredentialed check)
Solution: Microsoft has released 3 set of patches for Windows Vista, 2008,7, 2008 B2, 2012.8.1,RT 8.1,2012 RZ,and 10
Synopsis: The remote Windows host &= affected by an elevation of privilege vulnerability.

Plugin Qutput:

Figure 17

4. Tenable-Host Discovery: This report provides a simple scan to discover live host and open ports.

CWES Risk  Hosl Frotegol Forl  Mesasgs Vulnerability Description Synopaia

@S T LT3 P 1080 [ Ha licng 1T 18 13T 0 g Py Bty o) Th Dl elargts 1o drlermng @ | wad poRalls |2 detsty Fig Tha rerec haid & oo Tha Boml &
e remole hosl m plee yung one  wiston of Be recgle Fonl (sve  m e ocal scaaner
of more png hypes &n &3P pnp.  or desd
revded Te hast i on e oo
wabnet 80d MESSUS 8 rusning Tver
enemet.4 TOF ping.in which Be
ppm: SEadE B2 e renots ol @
pacin wit e fag SN B
Tl woll rigly itk b ST of s
SvAD A& UDR
pngDHE S5 WTP.Ess

AT TP IR0 NA i Mone  MERIBEY D kp b ] Q5 ge=tfcpior  Ueng 8 combnetzn of rernle T was pessbe |o cershy e L Upate M pitecied kel
prabesie g TCRF SUBLTTENTE, wistes of fur remwle bost {aive FACAREY
SIS pir | §m posshie fo guias  or Seed]
it R o e YETONE OLaatNg
WyRIET ke |8 ST praLRE
narsrrEs 12 uisl T v of
T opaatng wyulem
Figure 18
Logs Considered:
LOG TINE EVENT ID SITE / COMPUTER USER DOMARN SOURCE
M7 60336 PM 3330 PHFL-5-KP | Cpoipsg- WA A Tenable

Event Type: Informatios D“':F-il"ti?‘“' -

Log Type: Application P .J: n i 10180

Category id- 0 CVE

Figure 19

5. Tenable-Malware Detection: This report provides the scan results of malware on windows and unix

systems.
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Pugaild CVE CWES  Riak Vilnerability Descriglion  Synopsis
DROSEENT G34T 16 PM 2478 ek i ene  FERIBEANIE i Pensus YWndows Scat Mal The Messus scancer lesing the  The boal securty Chidia afe  Recondgune pour BCaAner i ENAMET
Farlymed wih Ldmn remele Boat by baan guen SR daabiad e Erdenta Wik
Privieges CredTRan i iof mle T romoe MV ENE prukeies

bl haworver Bt crpdentn d2
fulfl Blrol BATRAT ISR rivie (el

TEMDITOMEMAITIDS  NA WA Bew  HOUERIVD e b Mt i Repof detaly o M rmany UsaWUTos abisinanng  AAdnenn e prsbieaminjon M Procesn [adiias_eod MM B

Preamphmaicn  oene A Denachre e pracest pmaion Dol vy RO M Raged Pduinn or each
plugn i rrlormabe ooy and could wabies febten
ST - —
Pl e TS0, 808 et
Pl R R
conform 0 voor Bvales bolcen.
Figure 20
Logs Considered:
LOG TIME EVENT IO SITE / COMPUTER USER DOBMAIN SOURCE

Event Type: Information DESFriF_ltiun.:_' -

Log Type: Application F_UE'" ID: 70329

Category Id: 0 OVE:

W55

Host: 192.168.1.140

Port=0

Mame: Microsoft Windows Process Information

Drescription: Report details on the running processes on the machineThis plugin is informative enly and could be used for forensic investigation
malware detection, and to confirm that your system processes conform o your system policies.

Solution: Address the problemi{=]so that local security checks are enabled.

Synopsis: Use WM to obtain running process information.

Plugin Cutput: Process_Meodules_.csv : lists the loaded modules for each process.

Figure 21

6. Tenable-Bash Shellshock Detection: This report provides the vulnerability that affects Bash, a
common component known as a shell that appears in many versions of Linux and Unix. It allows the

user to type commands into a simple text-based window, which the operating system will then run.

Vulnerability
Plugin ID CVE CVS5 Risk Host Protocol Port Description Solution Synopsis Plugin Output
08/03/2017 06:15:20 PM 10180 CVE-2014-8277 81 High 192.168.137.224 fcp 445 Fing the remote This plugin It was possible to The remote host
host attempts to identify the statuz  192.168.137 224iz
determine if the of the remote considered as dead-
remote hostis host(alive or not scanning the
alive using one or dead). remote host
more ping 192.168.137.224 i
08032017 06:15:20 PM 1219 CVE-2014-6278 MNone  192.188.137.2386 tcp %2 Tenable SYN Thiz pluginiza  Protect your target | is possibleto  Port 80/cp was
scanner S%N *half-open” with an [P fiter. determine which  found to be open
port scanner.it TCP ports are
=hall be open.
reasonably quick
even against a
Figure 22
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Logs Considered:

LDWG TIME EVENT ID SITE / COMPUTER USER CHOMAIN SOURCE
10201 T 60817 PM 3230 PHPL-&-KP / Contose- [ WA Tenabls
Event Type: Information Description:
Log Type: Azplcation s bl K
category id: 0

onably quick sven against a firewalled target Note that 5YN

might case problems for less robust firewalls and also ies

Figure 23

7. Drown Detection: DROWN is a serious vulnerability that affects HTTPS and other services that rely on

SSL and TLS, some of the essential cryptographic protocols for Internet security.

Vulnerability
Plugin ID CVE CVS55 Risk Host Protocol Port Description Solution Synopsis Plugin Qutput

02/03/2017 06:20:17 PM  "33705 CVE-2016-0702 5. High 192.188.1.140 tcp & Tenable Drown A key disclosure  Upgrade to The remote
detection wvulnerability exists OpenSSL version  service is affected
due to improper 1.0.2g or later. by multiple
handling of cache- vulnerabilities

bank conflicts on
the Intel Sandy-

Figure 24
Logs Considered:
LOG TIME EVENT ID SITE / COMPUTER USER DOMAIN SOURCE
2372017 6:20:17 PM 3230 MTPLDTELR32 / Tenabl... A A Tenahla
Event Type: Information Description:
L  F—r—s Plugin ID: 83705
og Type: Application
category 1d: 0 OVE: OVE-2016-0702
W55 9.0
Rk High
Host: 102.168.1.140
Protocol: top
Port: B0

Name: Tenable Drown detection

Vulnerahbility Description: A key disclosure vulnerability exists due to impraper handling of cache-bank conflicts on the Intel Sandy-bridze microar
chitecture. An attacker can explodt this to gain access to ASA key information.

Solution: Upgrade to Opens5L version 1.0.2g or later.

Synopsis: The remote senvice is affected by multiple vulnerabilities -

Figure 25

8. Tenable-Scap and Oval Auditing: This report provides details about how to generate SCAP and Oval

content audit scan results.
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Plugin Name

Mac Address NetBios Name Check Name
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Information

Actual Value Reference Inform:

02/06/2017 11:28:52 AM 11000370 192.168.1.100 &l/tcp RonLab High CCE-9135- C1:18:66:b1:E3:43 WORKGROUP\TARG CCE-%138-3=Account Account Lockout Threshold,if xcedf_gov.nist_rule_ OWAL-
3:xcedf_gov.nist_rule_ ET-WINT Lockout Threshold this setting is enabled it gives the store_saccount_locou DEF:oval gov.nistusgeb. wind
store_account_lockout number of failed sign-in attempts t threshold:Passed owsevendef.r
threshold:xccdf_gov.ni taht will cause an Juser account CCE-CCE-9136-3
st_benchmark_USGCB- o be locked. ‘Generated Date-
Windows-T_v1.2.3.1 2017/02/4T05:30:00

Updated Date:
2017/02/05412:20:36

02/06/2017 11:28:52 AM "1000378  192.166.10.26 104ftcp RonLab High CCE-9253- al:46:ec:b1:85:0d WORKGROUPTTARG CCE-9253-6=Access Access this computer from xccdf_gov.nist_rule_ OVAL-
6:xccdf_gov.nist_rule ET-WINT this computer frem  remote networkif this seftingis  store_access_this_c DEF:oval gov.nist.usgch. wind
store_access_this_com remote network enabled it allows only omputer_from_remot owseven.def.9r
puter_from_remote_net administartors to access the e_network:Passed CCE-CCE-9253-86
‘work:xccdf_gov.nist_b remote computer or the user Generated Date-
enchmark_USGCB- ‘who are assigned with specific 2017021T09:30:00
Windows-7_v1.2.3.1 roles and rights by administrator. Updated Date:

2017/02/05112:20:36

02/06/2017 11:28:52 AW "1000337 192188111  108wdp  Ronlab High CCE-9260- 00:2f:70:fn:38:9f WORKGROUFTARG CCE-8260- Reversible Password xccdf_gov.nist_rule_ OVAL-
1:xcedf_gov.nist_rule_ ET-WINT 1=Reversible Encryption,if this setting is store_passwords_u DEF:oval gov nist.usgch wind
store_passwords_usin Password Encryption enabled password will be stored sing_reversible_encr owseven.defSr
g_reversible_encryptio in a decrypted format, putting yption:Passed CCE-CCE-3280-1
n:xccdf_gov.nist_benc them at a higher risk of Generated Date-
hmark_USGCB- compromize. Thiz getting should 2017/02/9T10:00:00
Windows-7_v1.2.3.1 be dizabled. Updated Date:

2017/02/1010:00:00
Figure 26
.
Logs Considered:
.
LOG TIME EVENT iD SITE / COMPUTER USER DOMAIN SOURCE
Event Type: Information
Log Type: foplation
Category id: 0
L0 fer_from_remote networcocodf povnist, benchmark USGIE-Windows-T
Figure 27

9. Tenable-User activities: This report provides details about all the user activities.

Last Observed

Account

Computer User Name Email ID Last Login Login Attempt Permission Account Emabled  Account Lockout

03/04/2017 05:49:14 PN TENABLE Gilbert jercos@conte  Gilbert jercos@conte 1MMS70 5:30:00 AM 842017 51428 PM 732 0 0

S0.Com £0.COM
02/04/2017 05:49:14 PM TENABLE Karen.manor@@acme. Karen.manor@acme. /42017 50516 P 8/4/2017 5:03:08 PM B4 A Li]

com com
03/04/2017 05:4%:15 PN TENABLE Jiren.raketa@adf.co Jiren.rakota@adf.co  S/42017 S28:49 PN 842017 51314 PM Fis A il

m m

Figure 28
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Logs Considered:

LOG TIME EVENT ID SITE f COMPUTER LISER DOMAIN SOURCE
BIT201T 2:47:33 M 3130 MNTPLOTELRZE ! Tenabl.. NiA Mi& Tenabla
Event Type: Information D“ﬂiptiﬂfji
Log Type: Application TChout U
Category Id: D enabled: 1
uid_id: del 2b754-babd-4a1 b-bd30-134 083 S5
ogin_fail_totak: 1

ogin_fail_count: 0

ast_login_atternpt: BA4/201T 5:13:14 PM
astlogin: BA4V2017 5:28:45 PM
permissions: 16

type: kocal

name: Jiren

emiail: Jiren.rakota@adf.coom

wsername: Jiren.rakota@adf com

Figure 29

Import Tenable.io knowledge pack into EventTracker

NOTE: Import knowledge pack items in the following sequence:

e Knowledge Objects
e Flex Reports
e Parsing Rule

NOTE: Export knowledge pack items in the following sequence:

e Knowledge Objects
e Flex Reports

e Parsingrule

1. Launch EventTracker Control Panel.

2. Double click Export Import Utility.

EventTracker:
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9 EventTracker Control Panel - X
Tracker%
EVg!}L c[,'n'gﬁ.msm, Control Panel "
LS
f B2 & % %
EventVault Diagnostics Llcense. Append
Manager Ullllly

B g B 4 3
EventTracker Traffic Analyzer SCAP Profile Port
Agent Confi... Manageme - Editor Configuration
TrapTracker Change Audit

EwentTrackaer
E-mail: support @Event Tracker.com

Figure 30

3. Click the Import tab.

1. Click Knowledge objects under Admin option in the EventTracker manager page.
2. Locate the All Tenable.io group of Knowledge object.etko, and then click Import button
[ EventTracker: Knowledge Objects Import/Export - Goegle Chrome — O x

(@ localhost:8080/EventTracker/Prism_Admin/KnowledgeObject/KO_Import.aspx?action=im &

IMPORT

Selectfile| Choose File | Mo file chosen UBLOAD

Figure 31

EventTracker
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3. Choose the Knowledge objects that needs to be imported and click on upload.

[ EventTracker:: Knowledge Objects Import/Export - Google Chrome — O et

® localhost:3080/EventTracker/Prism_Admin/KnowledgeObject/KO_Import.aspx?action=im &

IMPORT

Selact file | Choose File | Mo file chosen UELOAD
OBJECT MAME AFPLIES TO GROUF NAME
Tenable Badlock Detection Tenablelo Tenable Scanner
Tenable Bash shelkhod detection Tenableio Tenable Scanner
Tenable Basic network scan Tenableio Tenable Scanner
Tenable Credntialed patch audit Tenableio Tenable Scanner
Tenable Critical vulnerability soore Tenablelio Tenable Scanner

(]
m

i)
m

Figure 32

4. Knowledge objects are now imported successfully.

localhost:8080 says:

File imported successfully.

Figure 33

1. Click Reports option, and then click the browse [I] button.
2. Locate the All Tenable.iogroup of flex reports.issch file, and then click the Open button.

EventTracker:
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E ' | - X

' Export  Import

1. Provide the path and file name of Schedule Report file. Use the "..." button to browse and locate the import file.

2. (Click the Import button
Mote : i reportis) containg template, first import template and proceed with exportimport wtility.

Options Location
(O Categary

() Fitters
() Merts (@) Legacy (*issch) () New {* etend)

() Systems and Groups Source :
*issch

() RSS Feeds
(® Reports

(") Behavior Rules
() SCAP

() Token Value

Import Close

Figure 34

3. Click the Import button to import the reports. EventTracker displays success message.

o Selected reports configurations are imported successfully,

0K

Figure 35

1. Click Token Value option, and then click the browse [:] button.
2. Locate the All Tenable.io group of Token Value.issch file, and then click the Open button.

EventTracker:
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By _

Eqport Import

1. Provide the path and file name of token value file. Use the °..." button to browse and locate the impart file.
2. Click the Impaort button

Cptions Location
O Category

() Fitters

() Merds

Source :
Tenable tokens.istoken

() Systems and Groups

() RS5 Feeds

() Reports
() Behavior Fules
() SCAP

(® Token Value

Impart Close
Figure 36

4. Click the Import button to import the tokens. EventTracker displays success message.

>

o Selected token values are imported successfully.

oK

Figure 37
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Verify Tenable.io knowledge pack in EventTracker

1. In the EventTracker Enterprise web interface, click the Admin dropdown, and then click Knowledge
Objects.

In the Knowledge Object tree, expand Tenable.io group folder to see the imported Knowledge objects.

KNOWLEDGE OBJECTS
Search objects.. QQL OBJECTS ..i.. 'I .!.

GROUPS i
- ~ & OBJECT NAME Tenable Badlock Dretection x|+
# Sonicwall Firewal -
RULES

TITLE LOG TYPE EVENT SOURCE EVENT ID EVENT TYPE

H 501 Server
H Symantec EndPaoint ...

HiTenable 5 -
e e Tenzble-Badlock Detecticn Tenzoiz 3230 @ =0 ér"_
Temable Badlock De... '.ﬁ

MESSAGE SIGMATURE (s)Plugin

ECVEL-201 55370 OVEL-201 6 -2110CVE\ 20T 621 T POVEL-2016 -2 11 2] CVE-2016'-211 3.

in
(=]
7

Tenable Bazh shells... '.ﬁ

Tenable Basic netw... '.ﬁ vEsAsE EEETEn
Tenzble Credntialed... '.ﬁ EAPRESSIONS
Tenable Critical vuln.... & EXPRESSION TYPE FORMAT STRING EXPRESSION 1 EXPRESSION 2

¥ay Value Delimiter : \n [l

Temable Crown Det.. |

#
#
Tenable Host Disco... '.ﬁ
Tenable Makware D... '.ﬁ
TenzbleScap and . '.ﬁ

+ Teradata

Figure 38

In the EventTracker Enterprise web interface, click the Reports menu, and then select Configuration.
In Reports Configuration pane, select Defined option.

In search box enter ‘Tenable Scanner, and then click the Search button.

EventTracker displays Flex reports of ‘Tenable Scanner’

EventTracker:
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REPORTS CONFIGURATION

Schedulec Queued e Search
EPORT GROUPS ) gy REPDRTS CONFIGURATION - TENABLE.IC
B sonicwziuy & o~ @me&
= Sophos Enterprize Co. &
) TITLE CREATED OM MODIFIED OM
B sophosum @ Tenabls-User activity 242017 6024TPM  Ba0r7s0zarem (T) .
B surica 103 # Tensble -Badlock detection 8/3/2017 5:48:22 PM 5/3/2017 5:56:52 PM @ +
= Syslog I’T Tenztde-Credentialed patch sudit 832017 5:48:222 PM 832017 6:04:27 PM O +
=2 Tenable.io _ﬂ Tenzble-Host discovery B/3/2017 5:48:22 PM B/3/2017 6:11:05 PM O +
B Teradata Databace ﬂ‘ Tenablz-Malware detection 8/3,/2017 5:48:22 PM 8/3/2017 6:51:08 PM O +
= Tarminal Senviczs _ﬁ‘ Tznzide-Bash shellshock detaction B/3,/2017 5:48:22 PM B/3/2017 6:164105 PM O +
B Trend Micro Deep Sec. # Tenabiz-Drown detection 8/3/2017 5:48:22 PM 8/3/2017 6:20:53 PM 0] +
(=1 T — _iﬂ Tenable-Scap and oval suditing 8/3,/2017 5:48:22 PM B4 207 12:24:10 PM O +
[ . Tenable-Critical vulnesability score B/3/2017 54822 PM B/3/2017 6:2137 PM O =

Figure 39

1. Logon to EventTracker Enterprise web interface.

2. Click the Admin menu, and then click Parsing Rules and click Parsing rule.
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PARSING RULE

F
Soniowall LUTM ¥ < Group: Tenable scanner
- I I"j Token-Valuz  Display name ¥ ‘—‘I\*f\‘\ e
phao rpeise Co -_ﬁ
DISPLAY NAME TOKEM NAME TAG SEFARATOR  TERMINATOR
ata |05 I @
Account Enabled enabled : \n
il ndp: Pr. ﬁ
Syslog | (3 Account Lockout ockout n
Tenable scanner ._ﬁ
FAuooount Permission pEMMISSIons : n
Terminzl Services | (i!_?
Trend IMicra @ Aceount ULID wuid_jd 'n =
Trend Micro Deep Sec. | [?_?
DD T OWE TO GROU TOK] ZARD
Trend Micro InterSca ._ﬁ
Whiware | (3
WatchGuard ._ﬁ
Figure 40

Create Flex Dashboards in EventTracker

NOTE: To configure the flex dashboards, schedule and generate the reports. Flex dashboard feature is
available from EventTracker Enterprise v8.0.

1. Open EventTracker in browser and logon.

Wy EventTracker

Configumtion
Dashboard

Explarer

Figure 41
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2. Navigate to Reports>Configuration.

3. Select Tenable.io in report groups. Check Defined dialog box.

REPORTS CONFIGURATION

Scheduled O Queued ® Definec Search ":"\‘& El

REPORT GROUPS ) 58 [REFORTS COMFIGURATION - TEMABLE.IC
= Sonicwall UTM [ & = [E] il Cj- Total: ©

CREATED ON

MODIFIED 0N

5 sophos um Tenzle-User activity BAZTE0ZATEM AT e0zaTeM (1) ¥
B suricata Ds Tenzbis -Badlock detection &/3/2017 5:48:22 P 8/3/2017 S:56:52 B )] +
= Syslog Tenztde-Credentialed patch sudit 832017 5:48:222 PM 832017 6:04:27 PM O +
= Tenable.io Tensble-Host discovery B/3/2017 5:48:22 PM B/3/2017 6:11:05 PM Li) +
= Jeradata Databace Tenable-Malware detection B/3,/2017 5:48:22 PM B/3,/2017 6:51:08 PM O +
=B Terrringl Servicas Tanzble-Bash shellshock detaction B/3/2017 5:48:22 PM B/3,/2017 6:16:05 PM L) +
B Trend Micro Desp Sec. Tenskdz-Drown detection B/3,/2017 5:48:22 PM B/3/2017 6:20:528 PM O +
= T Tenable-Scap and oval suditing 8/3,/2017 5:48:22 PM B4 207 12:24:10 PM L) +
[ Tenzbde-Critical vulnerabilty scors 832017 5:48:22 PM 832017 6:2137 PM [:_:l +| v

Figure 42

4. Click on ‘schedule’ & to plan a report for later execution.
5. Click Next button to proceed.
6. Inreview page, check Persist data in EventVault Explorer option.

EventTracker:
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REPORT WIZARD CANCEL < BACK NEXT >

TITLE: TI

N T T TTI TS

DISK COST AMALYSIS

Figure 43

7. In next page, check column names to persist using PERSIST checkboxes beside them. Choose suitable

Retention period.
8. Proceed to next step and click Schedule button.
9. Wait till the reports get generated.

1. Open EventTracker Enterprise in browser and logon.

EventTracker:
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Incidents

Compliance
Event-O-Meter
Flex

Incidents
MNews
Operations
Secunity

Threats

Figure 44
2. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.
0 localhost:3080/EventTracker/CustomDashboard/AddEditDashboard.aspx.. — O >
(© localhost:8080/EventTracker/CustomDashboard/AddEditDashboard.aspx? Q,

FLEX DASHBOARD

Tenable scannar

Description

Tenable iz scanner

Figure 45

3. Fill suitable title and description and click Save button.
4. Click ™ to configure a new flex dashlet. Widget configuration pane is shown.

EventTracker:
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WIDGET CONFIGURATION

WIDGET TITLE NOTE
Tensble-Ussr actvity
DATA SOURCE
Tenable-User activity ¥
CHART TYPE DURATION WALUE FIELD SETTING = AS.OF
Stacked Colurmn ¥ 24 Hours ¥ COUNT v Recent ¥
AXIS LABELS [X-AXIS) LABEL TEXT
e v
VALUES [¥-AXIS] VALUE TEXT
ale v
FILTER FILTER VALUES
ele m v v
LEGEND [SERIES] SELECT
v A v
1/3/1870 53000 AM [ [EETELETLY [ EETEEEETEY [ ]

Figure 46

5. Locate earlier scheduled report in Data Source dropdown.
6. Select Chart Type from dropdown.
7. Select extent of data to be displayed in Duration dropdown.
8. Select computation type in Value Field Setting dropdown.
9. Select evaluation duration in As Of dropdown.

10. Select comparable values in X Axis with suitable label.

11. Select numeric values in Y Axis with suitable label.

12. Select comparable sequence in Legend.

13. Click Test button to evaluate. Evaluated chart is shown.
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TEMABLE-USER ACTIVITY

Seriex Last Login
15
10
05
(1]
R o o
LY Rea o
;;-:-"'E . oy
) o

B 111970 5:30:00 AN I 2/472017 5:05:16 B4 I 5042017 5:22:49 P

111970 530:00 AM 8/4/2017 5:05:16 PM B/4/2017 5:28:40 PM

LABEL COUNT LABEL COUNT LABEL COUNT
Gilbertjercos@contoso.com 1 Karen.mangoriEacme.com 1 Jirenrakota@adfcom 1
Figure 47

14. If satisfied, click Configure button.

CUSTOMIZE WIDWGETS

Tenable-Badleck detzction Tenablz-Bash shelkhock detection Tenakle-Critical wulnerability score Tenable-Drown detection

Tenable-Host discovery Tenablz-Malware detection Tenzble-Ussr activity

Figure 48

15. Click ‘customize’ @ to locate and choose created dashlet.
16. Click @® to add dashlet to earlier created dashboard.
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Sample Flex Dashboards

For below dashboard
Report Name: Tenable-Credentialed Patch Audit

e WIDGET TITLE: Tenable-Credentialed Patch Audit
CHART TYPE: Stacked Column
AXIS LABELS [X-AXIS]: CVE
LEGEND: Vulnerability description

TENABLE-CREDENTIALED PATCH AUDIT He o ®

Series Valnerability Descngtion

B A koy disclosune valnerability exists due to improper hard ng of cache-bank conflicts

B T phegin sttemipts to determine § the emote host is alive using one ar more ping t

Figure 49
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Report Name: Tenable-Badlock Detection

e WIDGET TITLE: Tenable-Badlock Detection
CHART TYPE: Pie
AXIS LABELS [X-AXIS]: CVE
LEGEND: Host

TENABLE-BADLOCK DETECTION Ao O

Hest 122.168.1.140 Host 192.968.1.255

B cve-zone-211 [ ove-2ms-z113 B ove-zos-2nio ([l ove-2015-3370

B cve-2016-0128

Figure 50
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Report Name: Tenable-Host Discovery

e WIDGET TITLE: Tenable-Host Discovery
CHART TYPE: Stacked Column
AXIS LABELS [X-AXIS]: IP Address
LEGEND[SERIES]: Message

TEMABLE-HOST DISCOVERY OO

Risi Mone

W 192166137224 W 192166137236 [ 1929661140 [ 19216E.1.118

Figure 51
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Report Name: Tenable-Malware Detection

e WIDGET TITLE: Tenable-Malware Detection
CHART TYPE: Donut
AXIS LABELS [X-AXIS]: HOST
LEGEND: Message

TENABLE-MALWARE DETECTION Feo®

Memsage: Micoosodt Windows Process infonmation

W 220660140

Figure 52

Report Name: Tenable-Bash Shellshock Detection

e WIDGET TITLE: Tenable-Bash Shellshock Detection
CHART TYPE: Stacked Column
AXIS LABELS [X-AXIS]: CVE
LEGEND: Risk

TENABLE-BASH SHELLSHOCK DETECTION FeoO®
Series: Rk
15
10
05
00
el ol
E N g \}.c'
o™ o

I High [ Mons

Figure 53
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Report Name: Tenable-Drown Detection

e WIDGET TITLE: Tenable- Drown Detection
CHART TYPE: Donut
AXIS LABELS [X-AXIS]: CVE
LEGEND[SERIES]: Risk

TEMABLE-DROWN DETECTION g o e {E.

Rizk: High

B CvE-2015-0702

Figure 54
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Report Name: Scap and Oval Auditing

e WIDGET TITLE: Tenable- Scap and Oval Auditing
CHART TYPE: Donut
AXIS LABELS [X-AXIS]: Mac Address
LEGEND[SERIES]: Severity

NESSUS-SCAP AND OVAL AUDITING #FoO®

Severity: High

W Ci:1B:86:b1:E3:43 M 3):46:ec:bi:85:0d B O0:24:70:fh: 30 0F

Figure 55

EventTracker:

Actionable Security Intelligence




Integrate Tenable.io

Report Name: Critical vulnerability score

e WIDGET TITLE: Critical vulnerability score
CHART TYPE: PIE
AXIS LABELS [X-AXIS]: CVE
LEGEND: HOST

TEMABLE-CRITICAL VULMERABILITY SCORE Fe o ®

Host 192.168.1.140 Host: 192 1681255 Host: 192.168.137.224

W CvE-2016-0702 I CVE-2M6-0128 B CvE-2016-2118 I QVE-2016-2113 W CVE-20M4-8277

B CvE-2016-2110 I OVE-2015-5370

0/06 14:47 - 08/07 1447

Figure 56
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