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The purpose of this document is to help users to monitor Microsoft Windows Terminal Services Gateway by
deploying Windows Agent.

The configuration details in this guide are consistent with EventTracker version 9.2 and later, Terminal Services
Gateway.

Administrators who want to monitor the Terminal Services Gateway using EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Introduction

Windows Server 2008 Terminal Services Gateway (TS Gateway) is a role service that enables authorized
remote users to connect to resources on an internal corporate or private network, from any Internet-
connected device that can run the Remote Desktop Connection (RDC) client. The network resources can
be terminal servers, terminal servers running RemoteApp programs, or computers with Remote Desktop
enabled.

EventTracker gathers and examines acquired logs to identify terminal server configurations, terminal
server connections, terminal server desktop host activity. It generates reports for terminal services user
session connected, user session disconnected, user authentication success, user authentication failed,
and network traffic activity. It displays authentication success and failed with username’s, user session
connected, and network traffic by systems. It alerts the users when terminal services gateway is shutting
down and user authentication fails.

2. Pre-requisite

Prior to configuring Windows Server 2008 and later and EventTracker 9.2 and later, ensure that you meet the
following prerequisites.

e Administrative access on EventTracker.
e User should have Administrative rights on Microsoft Windows Terminal Server.

3. EventTracker Agent configuration

1. Deploy EventTracker Agent in Terminal Services Server, please follow the steps mentioned in How to
Install EventTracker and Change Audit.
2. Click Start >All Programs>Prism Microsystems> EventTracker.

3. In EventTracker Control Panel, double-click EventTracker Agent Configuration.

4. Select Event Filters tab, and then click the Filter Exception button.

Netsturion. EventTracker



http://www.eventtracker.com/wp-content/support-docs/How-to-Install-EventTracker-and-Change-Audit-Agent.pdf
http://www.eventtracker.com/wp-content/support-docs/How-to-Install-EventTracker-and-Change-Audit-Agent.pdf

Terminal Services Gateway

Kd EventTracker Agent Configuration 29
File  Help

Select Syztems
[ETMaNGER | Agent based system

r |

Manaager destinations:
|Err+1 ANGER

Services | Log Backup | Processes | Metwork, Connections |
Logfile M onitor File Transfer Config Azzezzment | ayslog FTP server |
Managers Evert Filters System Monitar ] Monitor 4pps |

Y'ou can choose ta filter out events that are not required. Once the filter is zet,
all eventz matching the filker criteria will nat be gent to the EventTracker
Manager. ou can aleo configure advanced filter optiong such ag bo zend only
specific events or chooze to filker out specific events.

Ewvent Types
| Ewent Logs -
[ Application A [ Enor
[ Cisco AryConnect WPN Cliant W Waming
[0 HardwareE vents ¥ Infarmaticn
[ Intermet Explarer M Audit Success
[ keyManagement Service i ™ Audit Failure
M1 tedia Center -
dq T} | b [ Critical
I~ Verbose

[~ Enable 51D Translation
Ewvent Description: ¢ Clagsic (% =ML

Filter Exception Advanced Filters |

Figure 1

5. Filter Exception window displays. Click New.
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6. Event Details window opens. In Match in Source box enter ‘Microsoft-Windows-TerminalServices-

Gateway’.
Ld Edit Event Details oo
— Event Details [empty field impliez all matchesz)

Log Type :

Event Tupe Ewvent [0 :

Cateqaory : katch in Usger

|0 | -
N

kdatch in Source

IMiu:ru:usu:uft-Windu:uws-T erminalServices-G.

Match in Event Descr :

"tatch in Event Descr' |, "Match in Ueer'' and "Match in Sounce” field can take multiple

strings separated with & ar .- &% standz for AMD condition. - || stands for O condibion.

For negating the rezult of match operation, prefis the string with “TENOTE] I there are b

multiple strings, then the result of the whole expression iz negated. Only one "[MOT$]"

zhould be uged in the zting.

Example:

The string "[$MOT$)Logon Tepe: HlLogon Tepe: B will match all events that DO HOT

contain "Logon Tepe: 4 or "Logon Type: 5" in the descriphion.

For more information click here.

] Cancel |
Figure 3
7. Click OK.

8. Save the configuration and Close the EventTracker Agent Configuration window.
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4. EventTracker Knowledge Pack

Once logs are received in to EventTracker, categories and reports can be configured into EventTracker.

Terminal Services Gateway: Authentication success — This category provides information related to
authentication successfully allowed for user.

Terminal Services Gateway: Authentication failed — This category provides information related to authentication
failed for user.

Terminal Services Gateway: Inbound traffic — This category provides information related to inbound network
traffic logs.

Terminal Services Gateway: Outbound traffic — This category provides information related to outbound
network traffic logs.

Terminal Services Gateway: Session connected — This category provides information related to users
successfully connected to resources, authentication menthod, and protocol detail logs will present.

Terminal Services Gateway: Session disconnected - This category provides information related to users
disconnected to resources logs will present.

Terminal Services Gateway - Authentication success — This report provides information related to
authentication success for a user, IP address, username, etc.

Log Considered

The user "DOMAIN\kenneth", on client computer "1.22.47.13", met connection authorization policy requirements and

was therefore authorized to access the RD Gateway server. The authentication method used was: "NTLM" and
connection protocol used: "HTTP".

Sample Report

LogTime Computer User Name Authentication Method Protocol Reason Client IP Address

06/23/2020 05:43:07 PM WKSTRTL12TERMINAL_SERVICE DOMAIN\maya NTLM HTTP met connection authorization 1.22.32.45
_GATEWAY policy requirements and was
therefore authorized to access
the RD Gateway server

Figure 5

Terminal Services Gateway - Authentication failed - This report provides information related to authentication
failure for a user, reason for failure, device name, username, and IP address.
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Log Considered

The user "DOMAIN\david", on client computer "13.61.12.41", did not meet connection authorization policy

requirements and was therefore not authorized to access the RD Gateway server. The authentication method used
was: "NTLM" and connection protocol used: "HTTP". The following error occurred: "23003".

Sample Report

LogTime Computer User Name Authentication Method Protocol ClientIP Address Reason
06/24/2020 11:13:30 AN | WKSTRTLA3ATERMINAL_SERWVIC | DOMAINavid NTLM HTTP 12,3267 41 did not meet connection
E_GATEWAY authorization policy requirements

and was therefore not authorized
to access the RD Gateway server

Figure 6

Terminal Services Gateway - Network resource connected or disconnected — This report provide
information related to session connected and disconnected to network resources, username, network
resource name, |P address, data transferred, data downloaded, etc.

Log Considered

The user "DOMAIN\maya", on client computer "23.27.47.19", connected to resource "DaemonsecureX". Connection
protocol used: "HTTP".

The user "DOMAIN\maxx", on client computer "13.18.32.21", disconnected from the following network resource:
"Tallydox". Before the user disconnected, the client transferred 3037339 bytes and received 12588518 bytes. The client
session duration was 794 seconds. Connection protocol used: "HTTP".

Sample Report

Network
LogTime Computer User Name Client IP Address Resource Protocol Client Transferred Client Received Message Session Duration
06/23/2020 05:43:01 P |WKSTRTLIZITERMINAL_SERVIC | DOMAIN\maya 12.56.35.62 Daemonsecure  |HTTP connected to resource
E_GATEWAY “Daemonsecure”
06/23/2020 05:43:02 P |WKSTRTLSSHTERMINAL_SERVIC | DOMAIN\maxx 81.26.240.25 Taxserverbaup [HTTP 2135805 bytes 8461413 bytes  |disconnected from the folowing (1287 seconds
E_GATEWAY network resource:
"Taxserverbaup”

Figure 7

Terminal Services Gateway - Network traffic detail — This report provides information related to network
inbound and outbound traffic, IP address, username, etc.

Log Considered

The user "maya", on client computer "14.33.173.138:60172", has initiated an outbound connection. This connection
may not be authenticated yet.

The user "kenneth", on client computer "214.23.3.138:60173", has initiated an inbound connection. This connection
may not be authenticated yet.

Netsuwrion. Eventlracker
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Sample Report

Computer Client IP Addresz Port Message
06/23/2020 05:43:01 PN | WKSTRTLIZATERMINAL_SERVICE [maya 13.24.36.34 3355 |has initiated an outbound
_GATEWAY connection. This connection may
not be authenticated yet.
06/23/2020 05:43:01 PN |NTPLOTBLR4S\TERMINAL_SERVI (kenneth 21.36.59.235 2458 |has initiated an inbound
CE_GATEWAY cennection. This connection may
not be authenticated yet.

Figure 8

Terminal Services Gateway: User authentication failed — This alert will trigger whenever user tries to
authenticate but fails.

Terminal Service Gateqay: Gateway service shutdown — This alert will trigger whenever RD gateyway service
is shutting down.

Terminal Services Gateway — Authentication success by user: This dashboard displays authentication success
by username.

Terminal Service Gateway - Authenti... G -

<«

domain\spierre domain'smurphy
¥ domain\gqzhang M domain\msantiago

0 dormain\iferreira M domain\imarechal
Jun 19 05:43 PM - Jun 26 05:44 PM

Figure 9
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Terminal Services Gateway — Authentication failure by user: This dashboard displays authentication failure
by username.

Terminal Service Gateway - Authenti... G -x

domain\ytorres domain\spierre
I domain\msantiago M domain\jmarechal

W domainthhoana M domain\cderenthal
Jun 19 05:43 PM - Jun 26 05:44 PM

Figure 10

Terminal Services Gateway — Authentication success by trend: This dashboard displays user authentication
success by trend.

Terminal Service Gateway - Authenti... G =%

2,000

1,500 -

1,000 —

& e #T H
Jun 19 05:47 PM - Jun 26 03:48 PM

Figure 11
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Terminal Services Gateway — Authentication failure by user: This dashboard displays user authentication
failure by trend.

Terminal Service Gateway - Authenti...

300
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<)
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5

L L L

G L
R L

& #°

Jun 19 05:47 PM - Jun 26 05:43 PM

Figure 12

Terminal Services Gateway - Session connected by country - this dashboard displays user connetion success
to network resources by country.

Terminal Service Gateway - Session connected by country

€<

Jun 19 05:47 PM - Jun 26 05:48 PM

Figure 13
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Terminal Services Gateways - Network resources connection success by user- This dashboard displays
network resource names and user names.

Terminal Service Gateways - MNetwor... G -

Series: object_name

é\ﬁ\aﬁ” O&@x N _‘Q\ﬁp\ e <3

3 e S o

santiagox hrax acostax [ croninx
murphyx I pierrex W kirchbergx berghx

B zhanax B marechalkx M laix O ferreirax
Jun 19 05:47 PM - Jun 26 05:48 PM

Figure 14

Terminal Services Gateway - Network Inbound traffic by client IP - This dashboard displays network inbound
traffic accepted by client IP address.

Terminal Service Gateway - Network ... G =x

96.233.104.140 76.13.143.109 1 73.69.102.141
W 73.61.141.242 W 73.227.147.193 M 73.218.226.130

M 24.63.12.225 183.244.215.6 M 166.216.159.202

Jun 19 05:47 PM - Jun 26 05:43 PM

Figure 15
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Terminal Services Gateway - Network outbound traffic by Client IP - This dashboard displays network
outbound traffic initiated by client IP address.

Terminal Service Gateway - Network ... G =%

96.233.104.140 76.19.143,109 I 73.60.102.141
W 736104242 W 73227147193 M 73.218.226.130

W 24.63.12.225 209.6.76.24 M 166.216,139.202
Jun 19 05:47 PM - Jun 26 05:48 PM

Figure 16

Terminal Services Gateway - Inbound traffic by trend — This dashboard displays network inbound traffic by
trend.

Terminal Service Gateway - Inbound ... G-
2,500

2,000 |

0

o P o7 i
Jun 190547 PM - Jun 26 05:48 PM

Figure 17
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Terminal Services Gateway - Outbound traffic by trend - This dashboard displays network outbound traffic
by trend.

Terminal Service Gateway - Qutboun...

1,500

1,000

o . .
' e &P e

Jun 190547 PM - Jun 26 05:43 PM

Figure 18

5. Importing knowledge pack into EventTracker

NOTE: Import knowledge pack items in the following sequence:

e C(Categories

o Alerts

e Token Template/ Parsing Rules

e Flex Reports

e Knowledge Objects

e Dashboards

Launch the EventTracker Control Panel.
Double click Export-Import Utility.
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- : - — EventTracker
e ':‘2;__' Asriorable Sarity rasigos
| pr— .
By B STy | R
‘ : | T D t
EventVauli Diagnostics License Export Import Append
Manager Utility Archives
E :
EventTracker Traffic Analyzer Agent Port TrapTracker
| Agent Confi__. Manageme.___ Configuration
> I
|
Change Audit About
EventTracker

E-mail: support @Event Tracker com

Figure 19

Export | Import

1. Provide the path and file name of the Categores file. Use the "..." button to
2. Click the Import button.

Options Location
(®) Category
Figure 20

3. Click the Import tab.

1. Once you have opened “Export-Import Utility” via “EventTracker Control Panel”, click the Category
option, and then click Browse

2. Navigate to the knowledge pack folder and select the file with the extension “.iscat”, like
“Categories_Terminal Services Gateway. iscat” and then click “Import”.
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1
Export  Import

1. Provide the path and file name of the Categornes file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

Options Location

() Fiters

() Merts

Source
"iscat

() Systems and Groups

() Token Value

() Reports

() Behavior Comelation

Impaort Close

Figure 21

EventTracker displays a success message:

o Selected category details are imported successfully,

QK

Figure 22

1. Once you have opened “Export-Import Utility” via “EventTracker Control Panel”, click Alert option,
and then click Browse.

2. Navigate to the knowledge pack folder and select the file with the extension “.isalt”, e.g. “Alerts_
Terminal Services Gateway.isalt” and then click “Import”.
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Export  Import

1. Provide the path and file name of the Alerts file. Uze the °.. " button to browse and locate the import file.
2. Click the Import buttan.

Options Location
) Category Import E-mail settings
Set Active
() Fitters v This setting iz applicable only for imports from Legacy (v6x)
@ Only  notfications st pjec files. For V7. the active status will be set based on
Cl By default "Active” key available in the configuration section.
5
() Systems and Groups Watchlist Configuration
O Token Va Import Watchlist corfiguration
oren vale This setting is applicable only for alerts which have Advanced watchlist configured.
Mote: If this option is enabled the user should make sure the watchlist groups are available
() Reports on the console where the alerts are imported.

() Behavior Comelation

Source

" izalt

Impart Cloze

Figure 23

EventTracker displays a success message.

oK

Figure 24

For importing “Token Template”, navigate to the EventTracker manager web interface.

1. Click Parsing Rules under the Admin option in the EventTracker manager web interface.
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=rs D Parsing Rules N/
=
t Contains set of rules which tell what kind of data you want
Configuration [ systems
Figure 25

2. Click the “Template” tab and then click “Import Configuration”.

Parsing Rules

Parsing Rule Template
Groups (‘B EEE Group :
Default
Azure Intune 1 @ Templa
Figure 26

& / Admin / Parsing Rules

C Iy

| Import configuration |

Active

s

Figure 27

3. Now, click “Browse” and navigate to the knowledge packs folder (type C:\Program Files (x86)\Prism
Microsystems\EventTracker\Knowledge Packs” in the navigation bar) where “.ettd”, e.g.
“Templates_Terminal Services Gateway.ettd” file is located. Wait for a few seconds, as templates will
be loaded. Once you see the templates, click desired templates and click “Import”.
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Select file

Mote: Please select file of type *.ettd (eventt ] shlets),

Figure 28

1. In the EventTracker control panel, select “Export/ Import utility” and select the “Import tab”. Then,
click Reports option, and choose “New (*.etcrx)”:

B Export Import Utilit _
Export Import

1. Provide the path and file name of Schedule Report file. Use the °..." button to browse and locate the import file.

2. Click the Impart button
Mote : i report(s) contains template, first import template and proceed with exportimport wutility.
Options Location

| () Category

() Filters

() Legacy (" issch) (® New (“etcm)

() Merts

() Systems and Groups -
issch

() Token Value

(") Behavior Comelation

Close

Figure 29

2. Once you have selected “New (*.etcrx)”, a new pop-up window will appear. Click the “Select File”
button and navigate to the knowledge pack folder and select file with the extension “.etcrx”, e.g.

“Reports_Terminal Services Gateway.etcrx”.
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Note : f report(z) contains template, first import template and proceed with report import process.

Select file |"eton Select file
Awailable reports
Title | | Frequency Show all - Q Q
] Thle Sites Groups Systems Frequency Runtime: Type
Figure 30

3. Wait while reports are being populated in the below tables. Now, select all the relevant reports and

=1

then click Import | ¥

Mote: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report(s) from || AM - atintervalof [ _ |minutes Sz || (D

Replace | | to | | Replace Assign systems

«
®

Note: Make sure that Site(s), Groupis) and Systemis) selections are valid |

Figure 31

EventTracker displays a success message:

Selected reports configurations are imported successfully

QK

Figure 32

1. Click Knowledge objects under the Admin option in the EventTracker web interface.
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_‘ Admin ~ Tools~ .

E:— Active Watch Lists @ Event Filters r:f Parsing Rules # / Dad
erts ventvault =] Report Settings
Al E I &7 Report Setting
ehavior Correlation Rules #| FAQ Tile Configuration ystems
Behavior Correlation Rul FAQ Tile Configurati O s
{5 EBehavior Correlation Settings [ Group Management CD Users
z 21 Gro = U
mi
I:rs( ﬂ Casebook Configuration Q IP Lockup Configuration fl"- Weights
D|§ Category Q Knowledge Objects 1 Windows Agent Config
E Diagnostics @ Manager

Figure 33

2. Click the “import object” icon.

& / Admin / Knowledge Objects

Objects@ 'i.' |!| ®
Import Objects

Figure 34

3. A pop-up box will appear, click “Browse” in that and navigate to the knowledge packs folder (type
“C:\Program Files (x86)\Prism Microsystems\EventTracker\Knowledge Packs” in the navigation bar)
with the extension “.etko”, e.g. “KO_Terminal Services Gateway.etko” and then click “Upload”.

Import

KO_«product name>.etko Upload

Figure 35

4. Wait while EventTracker populates all the relevant knowledge objects. Once the objects are displayed,
select the required ones and click “Import”.

Netsturion. EventTracker




Terminal Services Gateway

Figure 36

5.6 Dashboards

1. Login to the EventTracker web interface.
2. Navigate to Dashboard - My Dashboard.
3. In “My Dashboard”, Click Import Button:

EventTracker::

My Dashboard
Threats

Inciderts

Behavior Correlation
Change Audit

Compliance

Figure 37

A& / Dashboard / My Dashboard

@z on t[Tloo

| Import configuration

Figure 38
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4. Select Browse and navigate to the knowledge pack folder (type “C:\Program Files (x86)\Prism
Microsystems\EventTracker\Knowledge Packs” in the navigation bar) where “.etwd”, e.g.
“Dashboard_Terminal Services Gateway.etwd” is saved and click “Upload”.

5. Wait while EventTracker populates all the available dashboards. Now, choose “Select All” and click

“Import”.
Import
Mote: If dashlet configured using persisted report, first import the report and proceed with imperting dashlet.

I Browse...

Upload

Available widgets

EA Select All

Figure 39

Figure 40

6. Verifying knowledge pack in EventTracker

1. Login to the EventTracker web interface.
Click Admin dropdown, and then click Categories.
In Category Tree to view imported categories, please click on “Search” and search with the “Terminal
Services Gateway”. You will see the below results:
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Category

Category Tree Search

Terminal service Q (ZL

Category
% Change Audit: Terminal services

w Terminal Service Gateway: Authentication
failed

w Terminal Service Gateway: Authentication

SUCCESS

» Termninal Service Gateway: Inbound traffic
» Terminal Service Gateway: Qutbound traffic
» Terminal Service Gateway: Session connected

» Terminal Service Gateway: Session

disconnected

Figure 41

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Alerts.
2. Insearch box enter “Terminal Services Gateway” and then click Search.

EventTracker displays an alert related to Terminal Services Gateway.
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Alerts A / Admin / Alerts

Show | Al = Searchby | Alertname |v Terminal service Q a

- Critical
rem 108 High
112 e— 112
User |4 plaaty
Serious

System/User Defined Alerts Alerts by Threat Level
Count for system and user defined alerts Count of alerts by threat level

~

(—B W‘ Activate Now Click "Activate Now' after making all changes Total: 1 Page Size 25

Forward as Forward as Remedial Action  Remedial Action
Alert N i i i
O ert Name A Threat  Active Email T Syslog r=— at Agent Applies To
O Gﬁ Terminal ServiceGateway: Authentication failed [ ] e O O O | O Terminal Service Gateway
Figure 42

1. Inthe EventTracker web interface, click the Admin dropdown, and then click “Parsing Rules”.

2. In the “Template” tab, click on the “Terminal Services Gateway” group folder to view the imported
Token.

Parsing Rules

Parsing Rule Template

Groups

Default

EventTracker M @
Terminal Service Gat... @

Figure 43

=

1. Inthe EventTracker web interface, click the Reports menu, and then select the Report Configuration.
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Report Configuration

Report Dashboard

Explorer

Figure 44

2. In Reports Configuration pane, select the Defined option.
3. Click on the “Terminal Services Gateway” group folder to view the imported reports.

Report Configuration

(O Scheduled O Queued | ® Defined

Report Groups (-I-) gag

'.- security
|
"m  Compliance
||

“m  Operations

||
“m  Flex

[= EventTracker

[= Terminal Service Gat...

Figure 45

| = =
O

6.5 Knowledge Objects

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects.

2. In the Knowledge Object tree, expand the “Terminal Services Gateway” group folder to view the
imported Knowledge objects.
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Knowledge Objects

Terminal service Q Q

Groups @@

8 Terminal Service Gateway

Terminal Service Gateway @ _Iﬁl_

Figure 46

6.6 Dashboards

1. Inthe EventTracker web interface, Click Home E and select “My Dashboard”.

Home

23
Dashboard

[} My Dashboard

Figure 47

2. In “Terminal Services Gateway” dashboard you should be now able to see something like this.

My Dashboard

Terminal 5...

Figure 48
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