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Integrate Trend Micro CM

This guide provides instructions to configure Trend Micro Control Manager to generate logs for critical
events. Once EventTracker is configured to collect and parse these logs, dashboard and reports can be
configured to monitor Trend Micro Control Manager.

The configurations detailed in this guide are consistent with EventTracker Enterprise version v8.x or above
and Trend Micro Control Manager 7.0.

Administrators who are assigned the task to monitor and manage Trend Micro CM events using EventTracker.
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Introduction

Centralized security management will help you improve visibility and protection, reduces complexity, and
eliminates redundant and repetitive tasks in security administration - all of which make your organization
more secure and your life easier. It can manage multiple OfficeScan servers for endpoint security solution.

With EventTracker, you can monitor Trend Micro CM 7.0 events from a single view. EventTracker can
generate flex reports; trigger alerts for web and email violation, policy changes, service changes and threat
detection.

Prerequisites

e Trend Micro CM 7.0 should be installed on Microsoft Windows Server 2008 R2 and later.
e EventTracker Agent should be installed on the respective server.

Configure Trend Micro CM to forward logs to
EventTracker

1. Login to the Trend Micro Control Manager web console.
2. Select Notification > Event Notification.

¢ Control Manager 2 oot -
[x} Dashboard Directories Palicies Logs Motifications Reports Updates Administration Help
Event Notifications Event Notifications @
Enable and configure event notification settings to receive automated alerts i Notification Method Settings

Advanced Threat Activity Status Event Contact Groups

Content Paolicy Violation ( CA&C callback alert

Data Loss Prevention ( C&C callback outbreak alert

Known Threat Activity ( Correlated incident detections

Network Access Control [ @ Email messages with advanced threats

Unusual Product Behavior [ @ High risk Virtual Analyzer detections

Update ( High risk host detections

( Known targeted attack behavior detections

Figure 1
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3. In Event Notification, enable events under each event type.

7 Control Manager

Directories Policies Logs Motifications Reports Updates Administration Help

Event Notifications

Enable and configure event notification settings to receive automated alerts about your company network.

Advanced Threat Activity Status Event

Content Policy Violation

Email policy violation

(: Web access policy violation

Data Loss Prevention
Known Threat Activity

Network Access Control

Unusual Product Behavior

Update
Figure 2
4. Click on each event to configure.
.. . . >
5. In Recipients section of selected event, select all Available Users and Groups and press to
move them to Selected Users and Groups box.
/@ Control Manager
LA Dashboard Directonies Policies Logs Motifications Reports Updates
IEmaiI policy violation I
Recipients
I Select user accounts or contact groups: I

Awvailable Users and Groups Selected Users and Groups

Contact Groups . Contact Groups 5
Jnexpected_Event

User Accounts

= Jpdate_Event
firus_Event
: User Accounts

oot
35S0 _User

Figure 3
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In Notification methods section of selected event, select Windows event log option.

®) Control Manager k) Directories

Notification Methods

Email message

Subject:

Message:

Control Manager Matification: Email Policy Violation

Control Manager (%cmserver®) notification: ¥%event%a.

An email has been detected violating content security policy.
Subject ¥subjectio

Sender: %sendearis

Recipient: %arecipient%

Security policy: %filtername%

Action on the content: %afilteract®

Actianm Aam thn saail Bleae aa el

Windows event log

Message:

Control Manager (%cmservert) notification: ¥%event®a.

An email has been detected violating content security policy.
Subject ¥subjecti

Sender: %senderis

Recipient: %arecipient%

Security policy: %filtername%

Action on the content: %filteract®

Actianm Aam thn saail Bleae aa el

Figure 4

7. Click the Test button to send the text messages to Event Viewer.
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Windows event log

Message: Control Manager (%cmserver®) notification: Shevent®. Sl
An email has been detected violating content security palicy. .
Subject %subjecti
Sender: %senderis
Recipient: ¥recipient®
Security policy: %filtername®
Action on the content: %6filteract®

frticm Am the oAl Reme amedhl i

SHMP trap

Trigger application

Full path:
Parameters:
Syslog
Save Test Cancel

Figure 5

Test event can be observed in Event Viewer.

Event 800, Control Manager Server x

General | Details

ontrol Manager
n email has been detected violating content security policy.
ubject: SUBIECT

nder: SENDER

ecipient: RECIPIENT
curity policy: FILTERNAME

Log Mame: Application

Source: | Contrel Manager Server | Logged: 5/18/2018 12:59:25 PM
Event ID: 800 Task Category: Systemn

Level: Information Keywords: Classic

User: SYSTEM Computer: WIN-KDOTIeGAMBV
OpCode:

Meare Information:  Event Log Online Help

Figure 6
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8. Click the Save button to save the changes.

Windows event log

Message: Control Manager (Y%cmserver®) notification: Yheventd. Sah
An email has been detected violating content security palicy.
Subject %subject¥
Sender: %senderis
Recipient. %arecipient%
Security policy: %filtername®
Action on the content: %6filteract®

Nedimm o bhn el B e e e et L ot

SHMP trap
Trigger application
Full path:
Parameters:

Syslog

Save Test Cancel

Figure 7

Go to the EventTracker agent installation file path and search for ‘etaconfig’ application.
Then right click on the application and Run as Administrator.
Select Event Filters tab.

1.
2.
3.
4,

Select Event Filters tab, and then select the Filter Exception button.
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[ EventTracker Agent Configuration

File Help
[,
Select Spztems Ly
IVMESXE-‘-.-"ME j Agent bazed syztem

[T &pply the following settings to speciied Saents I

Manager destinations:

[WMESH3AME
Services | Log Backup | Proceszes | I etwark, Connections I
Logfile kMonitor I File Transfer I Config Aszezsment I zpzlog FTP zerver I
b anagers Event Filters | Syztem Manitar I b critor &pps

'ou can choose ta filker out events that are not required. Once the filker is set,
all events matching the filker criteria will not be sent ta the EventTracker

b anager. v'ou can alzo configure advanced filker options zuch az to send only
zpecific events or chooze o filker out zpecific events.

—Ewvent Types
I Event Logs -

O 2pplication — | " Enar
O HardwareE vents I waming
O Intemnet Explarer ¥ Information
O ey Management Service V Audit Success
O Secuity | T udt Failure
ﬂ Siey | L|J I Citical

[ Enable 510 Translation I Verbose
Ewvent Deszcription: ¢ Clazsic XML
Filter Exception | Advanced Filters |
Save Cloze |

Figure 8

5. Click the New button.
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[*¥ Filter Exception _ O] x|

'ou can chooze to monitor specific events if thep match a filter critena. Specify the detailz of the
events that ol wauld like to monitor,

Ewample: 'ou may want o filker out all Information events other than those received from the Web
Service. Todo thiz, zet the Information filker and add a Filter Exception with Event Source az Web

SErvice.
Log Type | Event Type | Cate... | Eve... | Source | | zer | D escription -
0 102 kdicrozaft-... o
] a0 kicrozaft-..
Audit Success 1] h93
Audit Success ] 592
Audit Success ] A2
Audit Success ] A3
Audit Success 1] A16
Audit Success ] a1y
Audit Success ] 520
Audit Success 1] 552 l
« I;IJ

MNew Edit Delete Cloze |

Figure 9

6. In Match in Source: box, enter “Control Manager Server “.

[¥¥ Event Details >

— Ewent Details [empty field impliez all matches]

Log Type :

| [
Ewent Type : Ewvent 1D :

| H |

Cateqory : tMatch in Lser :

batch in Source :

I Control Manager Server

Match in Event Descr
i

"Match in Event Descr'' field can take multiple ztrings separated with && or ||.

- &k stands for AND condition. - || stands for OR condition.

For negating the result of match operation, prefis the sting with "[FMOT$] If there are

multiple ztringz. then the rezult of the whole expreszion iz negated. Only one "[EMOT$]"
zhould be uzed in the string.

E wanple:

The stiing "[$MNO0T$]Logon Type: dllLogon Type: 5 will match all events that DO MOT

contain ''Logon Type: 4" ar "Logon Type: 5" in the description.

For more information click here.

conce_|

Figure 10

7. Click the OK and Save to apply changes.
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EventTracker Knowledge Pack

Once logs are received by EventTracker manager, Knowledge Packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to support Trend Micro CM.

Flex Reports

e Trend Micro CM- Web Access Violation - This report gives the information about URLs blocked by
Trend Micro.

Computer Blocked IP Address Blocked URL
05M8/2018 05:29:27 PM TREND_MICRO CH 12.1.125.36 www junglee.com/contents compromised blocked
051872018 05:29:33 PM TREND_MICRO CH 12.1.125.36 W W junglee.com/contents compromised blocked
05M18:2018 05:25:31 PM TREND_MICRO CK 12.1.125.38 whww junglee. comicontents compromised blocked
Figure 11

Sample logs:

Time Description
= May 22 11:35:19 AM Contral Manager (WIN-KDOTIEGAMBY) notification: Test Message. Access to a URL has been blocked for viclating a security policy. URL: www junglee....
LogType += Application
EventType += Information
Eventid +- 200
EventSource += Control Manager Server
Domain += MNAA
Computer += Trend[_]Micro CM
EventlUser += MA
EventDescription Control Manager (WIN-KDOTIEGAMBWY) notification: Test Message.

Access to a URL has been blocked for viclating a security policy.
URL: www.junglee.com/contents

Blocked user IP: 12.1.125.36

Blocking rule: compromised

Blocking rule type: blocked

Event date/time: 5/16/2018 13:21:08

<EventData> <Data=> Control Manager (WIN-KDOTIEGAMEBV) notification: Test Message.
Access to a URL has been blocked for viclating a security policy.

URL: www.junglee.com/contents

Blocked user IP: 12.1.125.36

Blocking rule: compromised

Blocking rule type: blocked

Event date/time: 5/16/2018 13:21:08</Data> </EventData>

Figure 12

e Trend Micro CM- Email Violation - This report gives the information about suspicious emails detected
by Trend Micro.
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LogTime
051812018 05:29:27 PM
051812018 05:29:33 PM

0511872018 05:28:31 PM

Sample logs:

Time
= May 22 11:55:19 AM

event_log_type
event_type
event_id
Eevent_source
event_user_domain
event_computer
event_user_name

event_description

Computer
TREND_MICRO CM

TREND_MICRO CM
TREND_MICRO CM

Integrate Trend Micro CM

Recipient Address Sender Address Message Subject Mail Ac Rule Name
jehn.ni@otpl.com feedback@travelocity.m0.net Gain weight triggered Spam_Advt
jehn.ni@otpl.com feedback@travelocity. ml.net Increase height flagged Spam_Advt
jehn.ni@otpl.com feedback@travelocity.m0.net Gain weight! triggered Spam_Advt

Figure 13

Description
Control Manager (WIN-KDOTIEGAMBVY) notification: Test Message. An email has been detected violating content security policy. Subject: Gain weight! 5...

+ - Application

+ - Information

+- 200

+- Control Manager Server

+- N/A

+- Trend_Micro CM

+- N/A

Control Manager (WIN-KDOTIEGAMBVY) notification: Test Message.
An email has been detected violating content security policy.
Subject: Gain weight!

Sender: feedback@travelocity. m0.net

Recipient: john.n@otpl.com

Security policy: flagged

Action on the content: triggered

Action on the mail: triggered

Event date/time: 5/16/2018 13:1%:56

<EventData> < Data> Control Manager (WIN-KDOTIEGAMBV) netification: Test Message.
An email has been detected violating content security policy.

Subject: Gain weight!

Sender: feedback@travelocity.mi.net

Recipient: john.n@otpl.com

Security policy: flagged

Action on the content: triggered

Figure 14

e Trend Micro CM- Threat Activity - This report gives the information about threats detected by Trend

Micro.

Computer

05/18/2018 05:25:34 PM

TREND_MICRO CH

05/18/2018 05:28:31 PM  TREND_MICRO CM

05/18/2018 05:25:26 PM  TREND_MICRO CM

05/18/2018 05:25:28 PM

TREND_MICRO CH

Detected Destination Virus
Host Mame  Address Product Name  Action Virus Name Pattern Scan Engine File Name File Path
OMPL166 13.10.11.126 blocked
OMPLMBE 13.10.11.126 blocked
OMPL166 60.23.220.105  13.10.11.130  TrendMicro/OMPL blocked WORM_SIRCAM %2125 100.0.23.055 152852.338.exe /ompl
M01425 wvml/share/settings/152852.33
B.exe
OMPL/169 §5.23.220105  13.10.11.184  TrendMicro/OMPL blocked PE_NIMDA %2125 100.0.23.055 test.bet fompl-
Mo125 wvml/share/settings/test tet
Figure 15
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Sample logs:

Time

= May 22 11:55:20 AM

event_log_type
event_type
event_id
event_source
event_user_domain
event_computer
event_user_name

event_description

Integrate Trend Micro CM

Description

Control Manager (WIN-KDOTIEGAMBY) notification: Test Message. A network virus from source 13.10.11.126 has been detected on OMPL/166, The acti...

+- Application
+ = Information
+- 800

+- Contrel Manager Server

+- N/A
+= Trend_Micre CM
+- N/A

Contrel Manager (WIN-KDOTIEGAMBV) notification: Test Message.

A network virus from source 13.10.11.126 has been detected on OMPL/166.
The action blocked has been applied successfully. Check the Metwork Virus Log for details.

<EventData> < Data» Control Manager (WIN-KDOTIGGAMBY) notification: Test Message.
A network virus from source 13.10.11,126 has been detected on OMPL/166.
The action blocked has been applied successfully. Check the Metwork Virus Log for details.</Data» < /EventData>

Figure 16

e Trend Micro CM- Service - This report gives the information about Trend Micro system

Changes
activities.
Computer

Name
OMPLM42

Product Name
TrendMicro Office scan 11

Managed Product Name Activities

Computer
TREND_MICRO CM

TrendMicro-OMPLI142 The product service has been started

05M&/2018 05:29:31 PM

05M8/2018 05:25:28 PM  TREND_MICROCKW  OMPLME0 TrendMicro Office scan 11 TrendMicro-OMPLM G0 Realtime Scan disabled
05M8/2018 05:2528 P TREND_MICRO CW  OMPLMS0 TrendMicro Office scan 11 TrendMicro-OMPLM1 50 Real-time Scan enabled
05M8/2018 05:25:31 PM  TREND_MICROCKW  OMPLM49 TrendMicro Office scan 11 TrendMicro-OMPLM 45 The product service has been stopped

Figure 17

Sample logs:

Time Description

= May 22 11:55:19 AM Control Manager (WIN-KDOTI6GAMBY) notification: Test Message. The product service has been stopped. Managed Product: TrendMicro-OMPL/142 C...

event_log_type +- Application

event type +- Information
event_id +- 200
+- Control Manager Server

+- N/A

event_source
event_user_domain
event_computer +- Trend_Micro CM
+- N/A

Control Manager (WIN-KDOTIEGAMBV) notification: Test Message.

event_user.name

event_description

The product service has been stopped.
Managed Product: TrendMicro-OMPL/142
Computer: OMPL/142

Product: TrendMicro Office scan 11

Event datef/time: 5/16/2018 13:28:45

<EventData> <Data> Control Manager (WIN-KDOTIGGAMBY) notification: Test Message.
The product service has been stopped.

Managed Product: TrendMicro-OMPL/142

Computer: OMPL/142

Product: TrendMicro Office scan 11

Event date/time: 5/16/2018 13:28:45</Data> < /EventData>

Figure 18

EventTracker:

Actionable Security Intelligence




Integrate Trend Micro CM

e Trend Micro CM- Policy Changes - This report gives the information about policy changes on Trend

Micro.
Computer
LogTime Computer Name Product Name Server Name Activities
05M8/2018 05:25:31 PM  TREND_MICRO CM  OMPLMSTY TrendMicro Office scan 11 WIN-KDOTJSGANMBY  Antispam rule update

unsuccessful

05M8/2018 052828 P TREND_MICRO CHM  OMPLMSS TrendMicro Office gcan 11 WIN-KDOTJSGAMBY  Antispam rule updated
successfuly

05182018 052928 P TREND_MICRO CW OMPLMS54 TrendMicro Office gcan 11 WIN-KDOTJSGAMBY  Scan engine updated
successfully

051872018 052928 P TREND_MICRO CM OMPLM 30 TrendMicro Office scan 11 WIN-KDOTJSGAMBY The pattern file/cleanup
template has been updated

05182018 052934 PN TREND_MICRO CM OMPLM 30 TrendWicro Office scan 11 WIN-KDOTJSEGAMBY The pattern file/cleanup
template has been updated

05M82018 052531 PM TREND_MICRO CM OMPLM 30 TrendMicro Office scan 11 WIN-KDOTJSGANMBY The pattern file/cleanup
template has been updated

Figure 19
Sample logs:
Time Description
= May 22 11:55:19 AM Control Manager (WIN-KDOTIEGAMEV) notification: Test Message. Antispam rule updated successfully. Server/Entity: WIN-KDOTI6GAMEVY Computer: ...
event_log_type + = Application
event_type + = Information
event_id +- 200
event_source +- Control Manager Server
event_user_domain +=- M/A
event_computer + - Trend_Micro CM
Event_user_ngme +- MN/A
event_description Control Manager (WIN-KDOTJEGAMBY) notification: Test Message.

Antispam rule updated successfully.
Server/Entity: WIN-KDOTIEGAMBY
Computer: OMPL/142

Product: TrendMicro Office scan 11
Event date/time: 5/16/2018 13:29:07

<EventData> <Data=> Control Manager (WIN-KDOTIGGAMBV) notification: Test Message.
Antispamn rule updated successfully,

Server/Entity: WIN-KDOTIGGAMEY

Computer: OMPL/165

Product: TrendMicro Office scan 11

Event date/time: 5/16/2018 13:29:07</Data> </EventData>

Figure 20

Alerts

e Trend Micro CM: Policy Changed - This alert will be generated when a policy is changed on Trend
Micro.

e Trend Micro CM: Service Changed - This alert will be generated when a service status is changed on
Trend Micro.

e Trend Micro CM: Threat Detected - This alert will be generated when a threat is detected by Trend

Micro.

EventTracker:
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e Trend Micro CM Web Access Violation - This category provides information related to web access
violations.

e Trend Micro CM Email Violation - This category provides information related to email violations.

e Trend Micro CM Threat Activity - This category provides information related to threats detected.

e Trend Micro CM Service Changes - This category provides information related to service status
changes.

e Trend Micro CM policy Changes - This category provides information related to policy changes.

e Trend Micro CM Web Access Violation - This knowledge object helps to analyze logs related to web
access violations.

e Trend Micro CM Email Violation - This knowledge object helps to analyze logs related to email
violations.

e Trend Micro CM Threat Activity - This knowledge object helps to analyze logs related to threats that
are detected.

e Trend Micro CM Service Changes - This knowledge object helps to analyze logs related to service
changes.

e Trend Micro CM policy Changes - This knowledge object helps to analyze logs related to policy
changes.

Import Trend Micro CM knowledge pack into
EventTracker

NOTE: Import knowledge pack items in the following sequence:

e (Categories

o Alerts

e Parsing Rules

e Knowledge Objects
e Flex Reports

e Dashboards

1. Launch EventTracker Control Panel.

EventTracker:
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2. Double click Export Import Utility.

s+ EventTracker Control Panel

SR
" EventTracker:
Asriorabie ey risligenos
r— )
i F° LR
— : &
EventVault Diagnostics License Export Import Append
Manager Utility Archives
K
EventTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi... Manageme... Configuration
> I
Change Audit About
EventTracker

E-mail: support@Event Tracker.com

Figure 21
3. Click the Import tab.
Category
1. Click Category option, and then click the browse ~ button.
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B Export Import Utilit o W
Export Import

1. Provide the path and file name of the Categories file. Use the *.." button to browse and locate the impaort file.
2. Click the Impornt button.

Options Location

(®) Category
() Filters

() Merts

Source :
EOfficial\Weark Purpose’KP tems'Trend Microa CM'-—.Categc| I I
() Token Value |

() Systems and Groups

() Reports

() Behavior Comelation

Import Close

Figure 22

2. Locate Category_Trend Micro CM.iscat file, and then click the Open button.
3. Toimport categories, click the Import button. EventTracker displays success message.

Export Import Utility pod
o Selected category details are imported successfully.

Ok

Figure 23

4. Click OK, and then click the Close button.

1. Click Alert option, and then click the browse button.

EventTracker:
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P& Export Import Utility - x
Export Import

1. Provide the path and file name of the Alerts file. Use the °..." button to browse and locate the import file.
2. Click the Import buttor.

Oiptions Location
O Category Impart E-mail settings
Set Active
() Filters . P This setting is applicable only for imparts from Legacy (vG«)
@ Only i notfications set Alert files. For w7, the active status will be set based on
@ Aert ) By defautt "Active" key available in the configuration section.
5
() Systems and Groups Watchlist Corfiguration
Import Watchlist configuration
) Token Value - E— c - s :
This setting is applicable anly for alerts which have Advanced watchlist configured.
Mate: If this option is enabled the user should make sure the watchlist groups are available
() Repors on the console where the alerts are imported.

() Behavior Comelation

Source :
E:Official"Work Purpose KP kems“Trend Micro CMMAlert_Trend Micro CM.isalt | I I

Import Close

Figure 24

2. Locate Alert_Trend Micro CM.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.

S — S

rort lmport Utility |

o Selected alert configurations are imported successfully.

0K

Figure 25

4. Click OK, and then click the Close button.

1. Click Token Value option, and then click the browse button.

EventTracker:
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'L Export Import Utility - >
Export  Import

1. Provide the path and file name of token value file. Use the "..." button to browse and locate the import file.
2. Click the Import button

Options Location

() Category
(") Filters

) Merts
Source
O Systems and Groups EOfficial\Work Purpose®KP ttems\Trend Micro CI'u'I\Tnkel I I

® Token Value

) Reports

() Behavior Comelation

Import Close

Figure 26

2. Locate Token Value_Trend Micro CM.istoken file, and then click the Open button.
To import alerts, click the Import button.

Click Knowledge objects under Admin option in the EventTracker manager page.
Locate the KO_Trend Micro CM.etko file.

EventTracker:
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Import

KO_Trend Micro CM.etko W Browse... Upload

Close
Figure 27

3. Click the ‘Upload’ option.

4. Now select all the check box and then click on ‘Import’ option.
Import

Select file ' Browse... Upload
Object name Applies to Group name
Trend Micro CM Email Viclation Trend Micro CM Trend Micro CM
Trend Micro CM Pelicy Changes Trend Micro CM Trend Micro CM
Trend Micro CM Service Changes Trend Micro CM Trend Micro CM
Trend Micro CM Threat Activity Trend Micro CM Trend Micro CM
Trend Micro CM Web Access Violation Trend Micro CM Trend Micro CM

Figure 28
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5. Knowledge objects are now imported successfully.

File imported successfully.

Figure 29

6. Click OK, and then click the Close button.

On EventTracker Control Panel,

1. Click Reports option, and select new (*.etcrx) from the option.
B Export Import Utilit _ %
Export Import

1. Provide the path and file name of Schedule Report file. Use the .. " button to browse and locate the import file.
2. Click the Import button
Mote : f report(s) contains template, first import template and proceed with exportimpaort wtility .

Options Location
() Category

() Filters

() Alerts () Legacy {"issch}) (@ Mew (".etomx)
() Systems and Groups

) RSS Feeds

(®) Repors

(_) Behavior Rules

) SCAP

) Token Value

Close

Figure 30

2. Locate the Flex Reports_Trend Micro CM.etcrx file, and select all the check box.
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i« Reports Import

o

Maote : f report(s) contains template, first import template and proceed with report import process.

Select file |E:\Oﬁicial\Work Purpose KP kems'Trend Micro CM“Flex Report_Trend Micro CM .etemx | | Select file
Awailable reports
Title | | Frequency Show all -
[} Sites Groups Systems Frequency|

Default X ! Undefined

] o

[ |EDIT |Trend Micro CM- Policy Changes NTPLDTELR43 Default WIN-KDOTIEGAMBV Undefined
[ |EDIT |Trend Micro CM- Service Changes NTPLDTBLRAS Default WIN-KDOTIEGAMBY Undefined
4] |EDIT |Trend Micro CM- Threat Activity NTPLDTBLR43 Default WIN-KDOTIEGAMBY Undefined
[ |EDIT |Trend Micro CM- Web Access Violation | NTPLDTBLR4S Default WIN-KDOTIEGAMBY Undefined

<

Mote: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report{s) from l;l AM - at interval of l:l minutes
Flenlace| |to| || Replace ||Assig-1=y=tems|
Note: Make sure that Site(s), Groupis) and System(s) selections are valid. El

Figure 31

3. Click the Import button to import the reports. EventTracker displays success message.

Export Import Utility >

Selected reports configurations are imported successfully

Figure 32

4. Click OK, and then click the Close button.

Dashboards

Note: If you have EventTracker Enterprise version v9.0, you can import dashboards.

1. Open EventTracker Enterprise.

EventTracker::
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Integrate Trend Micro CM

My Dashboard

Threats

Incidents

Behavior Correlation

Change Audit

Compliance

Figure 33

2. Navigate to Dashboard>My Dashboard.
My Dashboard pane is shown.

3. Click the ‘Import’ 'i' button to import the dashlets.

& Import dashlets - Mozilla Firefox — O >
) localhost:B080,/Flex/ImportWidget.aspx oo {? =
-
Import
Mote: f dashlet configured using persisted report, first import the report and proceed with importing
dashlet.
Dashboard_Trend Micro CM_etwd Upload
Close

Figure 34

4. Locate the Dashboard_Trend Micro CM.etwd file.
5. Click the ‘Upload’ option.

EventTracker::
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‘ Import dashlets - Mozilla Firefox

@ localhost:8080/EventTracker/Flex/ImportWidget.aspx

= Browse...

Upload
Available widgets

Select Al

Trend Micro- Threat Detec... Trend Micro CM- Policy Ch... Trend Micro CM- Service C...

Figure 35

- Q%

>

]
Import

Mote: If dashlet configured using persisted report, first import the report and proceed with importing dashlet

6. Now select all the check box and then click on ‘Import’ option.
Dashlets are now imported successfully.

7. Click the ‘Add’ (.B button to create a new dashlet.

EventTracker:
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& EventTracker :: Dashboard Configuration - Mozilla Firefox

L ] P 20 r
LiJ localhost:5080/Flex/Add.aspx?dType=2

- @ % =
Add Dashboard

O x

Title

Trend Micro CM

Description

Trend Micra CM

Cancel

Figure 36
8. Fill suitable Title and Description and click Save button.

Micro CM and choose all created dashlets.

9. Click ‘Customize’ @ to locate Trend Micro CM dashlets and choose all created dashlets for Trend

Customize dashlets

Trend Micre CM

[ Trend Micro CM- Policy Changes [¥] Trend Micro CM- Service Chang... [ Trend Micro- Threat Detection

Figure 37

Cloze

10. Click ‘Add’ dashlet to create dashboard.

EventTracker:
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Verify Trend Micro CM knowledge pack in EventTracker

1. Logon to EventTracker Enterprise.
2. Click Admin dropdown, and then click Categories.

3. In Category Tree to view imported categories, scroll down and expand Trend Micro CM group
folder to view the imported categories.

Category A& / Admin / Category
e 3
Category Tree Search Category Detalls
3 5” Categories Parent Group Trend Micro CM
@ *All error events
(] =il information events Event Category Name | Trend Micre CM Email Violation

@ *Allwarning events

Trend Micro CM Email Violation
@ *Security: All security events

Description
ﬂB Change Audit
ﬂB Cylance
ﬂB EventTracker
+_,|;|. MAC OS X
UB McAfee ePO

Applies to Trend Micro CM Category version | 0.1

Show In Operations DCnmpI\ance DSecurit_y

#[3 MopG Event Rule o | Ea | Delete
i[5 pci Dss

H Log Event Event Description

™ B Riverbed SteelHead CX

J ke s Type Type Category Id Source User Match in Description Exception Lucene Query
[ synolagy

—-[= Trend Micro CM

4 5] rend Micro CM Email Violation

g @ Trend Micro CM Policy Changes

0 0 0 Control (is)Control\s+Manager.*?notification’:.*?An log_source:"Trend Micro CM
Manager Server ‘\s+email. *TEventis+dateltimel: Ernail Violation"

. @ Trend Micro CM Service Changes Save Cancel
- @ Trend Micro CM Threat Activity

¥ @ Trend Micro CM Web Access Violation

Figure 38

1. Inthe EventTracker Enterprise web interface, click the Admin dropdown, and then click Alerts.
2. Insearch box, enter Trend Micro CM and then click the Search button.

EventTracker displays alert of Trend Micro CM.

EventTracker:
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# / Admin / Alerts

Search by

Alert name |

Trend Micro

Q| Q

ez . 2
System/User Defined Alerts

Count for system and user defined alerts

140

140

Crifical 11
-
low []4
: 13
Serious 45
1

Alerts by Threat Level
Count of alerts by threat level

@ [ PYETPROUNIN  Cjici: ‘Activate Now after making all changes ‘ Total 3 ‘Page Size| 35  |w
Forward as Forward as Remedial Action  Remedial Action
Alert N: i -mail i

(i ert Name A Threat | Active E-mail s Siolo Bl it Al Applies To

O M Trend Micre CM: Policy Changed ® O O | O O Trend Micro CM

O M Trend Micro CM: Service Changed & ] O | O O Trend Micro CM

O fP@ Trend Micro CM: Threat Detected @ O O O O O Trend Micro CM

Figure 39

1. Inthe EventTracker Enterprise web interface, click the Admin dropdown, and then click Parsing rules.
2. On Parsing Rule tab, click on the Trend Micro CM group folder to view the imported Token Values.

Parsing Rules & / Admin / Parsing Rules

Parsing Rule Template
S @ m -
Sratps oin  Token-Value  Display name v Q @, | Group: Trend Micro CM @
Exchange Spam Detect... T|T @ Gy
~
. O Display name Token name Tag Separator Terminator
Mac 05 X i @&
== ¥ [0 Actiont The action Action \s has been applied
MeAfee ePO i @
Soe [ Action2 Action result Action : n
Microsoft RRAS ] @
== + O  Activities notification: \n
Riverbed SteelHeadCX i @&
. [0 Blocked IP Address Blocked user [P | \n
Sharepoint - File Sh... ‘|||' @
e E [0 Blocked URL URL : \n
synelogy i @&
=3 [0 computer Name Computer Computer: Product:
Trend Micro €M M @ I
= + [ Destination Address1 Destination Destination Address Destination: Managed
Unifi AP AC Pro i @& Product:
untangle @ @ [ Detected Host Mamel detected on Detected Host Name  \s
Windows i @ + [ Detected Host Name2 Computer Detected Host Name  Computer: \n
Windows File Sharing ||T @ LEm i = LR Ll S Ailris oy i ¥

<

Add Rule Edit Delete Move to group Token-Value Wizard

Figure 40

1. In the EventTracker Enterprise web interface, click the Admin dropdown, and then click Knowledge
Objects.

2. In the Knowledge Object tree, expand Trend Micro CM group folder to view the imported Knowledge
objects.

EventTracker:
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Knowledge Objects # / Admin / Knowledge Objects

Search objects.. Q Q Activate Now Obects @ T X ¥

Groups @ @ T@ (Object name Trend Micro CM Email Violation @ .!. Q

A Applies to Trend Micro CM
EventTracker

Rules
Title Log type Event source Event id Event type
[# Trend Micro CM Email Violation Control Manager Server @ @ [} c%

Message Signature:  (Tis)Controls+Manager,*Tnotification':,*TAn\s+email *IEvent\s+ date'/timel:

Message Exception:

Expressions

Expression Expression Format

type Expression 1 2 string
] Regular (%is)Control\s+Manager.*Tnotification\:\s+ (7 <activity> .*?)\.."?Subject\:\s+ (?< message_subject>."?)sender\:\s+(7? @ TW-

Expression <sender_address>."?)recipient\:\s+ (?<recipient_address>.*7)Security\s+ policy\:\s+(?<filter_name>.*7) Action\s+on\s+the\s+content\\s+(?

Trend Micro CM Servic.. <content_action>.*)Action\s+on\s+the\s+mail\:\s+ (?< mail_action>.*7)Event\s+ date'/time\:\s+(?<log_time> *7\n).* " <EventData\>

Trend Micro CM Threat..

Trend Micro CM Web ...

Figure 41

Flex Reports

1. In the EventTracker Enterprise web interface, click the Reports menu, and then select Report
Configuration.

Report Configuration

Report Dashboard

Explorer

Figure 42

2. In Reports Configuration pane, select Defined option.
3. Click on the Trend Micro CM group folder to view the imported Trend Micro CM reports.

EventTracker:
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IReport Configuration I & / Reports [ Report Configuration / Defined
O Scheduled O Queued | @ Defined Search Q  Q [
Report Groups @ §8F  Reports configuration: Trend Micro CM

T Security @ iij CQ' | Total: 5 ‘
* Compliance | Title Created on Modified on
* Operations O Trend Micro CM- Web Access Violation May 21 07:14:03 PM Jan 01 0 AM (0] ¥
s Flex 0O Trend Micro CM- Email Vielation May 21 07:14:03 PM May 22 11:45:54 AM @ ¥
Cb Defense T
i O Trend Micro CM- Threat Activity May 21 07:14:03 PM May 22 03:24:28 PM @ 3
Cylance W-
o O Trend Micro CM- Service Changes May 21 07:14:03 PM Jan 01 D5:30:00 AM @ ¥
EventTracker T\T
— O Trend Micro CM- Policy Changes May 21 07:14:03 PM Jan 01 05: @ 3
MAC 05 X ]
McAfee ePO

Microsoft RRAS

Office 365

P

b ==
R 888388’ [ [

Riverbed SteelHead C...

Synology

rjirrrrrrrvoew

=t

Trend Micro CM

Figure 43

1. Open EventTracker Enterprise in browser and logon.
2. Navigate to Dashboard>My Dashboard.
My Dashboard pane is shown.

My Dashboard & / Dashboard / My Dashboard
OQEIRLETOO

Trend Micro CM- Service Changes G =-x Trend Micro CM- Policy Changes G =-x
. Series: log_type : Series: log_type
4 4
2 2
o & 0 O
WL 3 a ) oL
o o o o o o o o o
o o o o o o o o o
real-time scan disabled real-time scan enabled [ the product service has been started antispam rule update unsuccessful antispamn rule updated successfully
M the product service has been stopped scan engine updated successfully WM the pattern file/cleanup template has been updated
the nattern file/cleanun temnlate undate has heen unsuccessful
Figure 44

EventTracker:
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Sample Flex Dashboards

1. Trend Micro CM- Threat detection: This dashboard provides information related to threats detected
on systems.

Trend Micro- Threat Detection G -

event_source: control manager sen'...

[ worm_sircam

Figure 45

2. Trend Micro CM- Policy Changes: This dashboard provides information related to policy changes.

Trend Micro CM- Policy Changes G —-x

5 Series: log_type

4

2

[}

3 S S o o N
o= o= o= o= o=
00 antispam rule update unsuccessful antispam rule updated successfully

[0 scan engine updated successfully WM the pattern file/cleanup template has been updated

0 the nattern file/cleanun termnlate undate has heen unsuccessful

Figure 46

EventTracker::
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3. Trend Micro CM- Service Changes: This dashboard provides information related to service changes.

Trend Micro CM- Service Changes G - %

Series: log_type

6

4

2

o Lo

oL 3 =
o o o o
o o o o
real-time scan disabled real-time scan enabled [ the product service has been started

M the product service has been stopped

Figure 47

EventTracker:
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