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Integrate VMware ESX/ESXi and vCenter

This guide provides instructions to configure VMware to send the event logs to EventTracker
Enterprise. Once events are configured to send to EventTracker Manager, alerts, dashboard and reports can
be configured into EventTracker.

The configurations detailed in this guide are consistent with EventTracker Enterprise version 9.x and later,
and VMware ESX 3-5.5 and vCenter 6.0 and 6.5.

VMware users, who wish to forward event logs to EventTracker Manager and monitor events using
EventTracker Enterprise.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2018 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

VMware is a virtualization and cloud computing software provider for x86-compatible computers. VMware
virtualization is based on the ESX/ESXi bare metal hypervisor, supporting virtual machines. The term
"VMware" is often used about specific VMware Inc. products such as VMware vCenter, VMware Workstation,
VMware View, VMware Horizon Application Manager and VMware vCloud Director.

Prerequisites

e EventTracker v9.x and later should be installed.

e VMware ESX/ESXi version 3-5.5 and vCenter version 6.0/6.5 Server should be installed.

e .NET Framework 3.5 should be installed on EventTracker Agent workstation where VMware is to be
configured

Configure VMware to forward logs to EventTracker

This configuration can be done on either EventTracker Manager or Agent.

e Go to the path where EventTracker Agent is installed and then locate and launch ETAconfig.exe as
administrator.
(<%ET_Install_Path%>\Prism Microsystems\EventTracker\Agent\ETAconfig.exe)

e Click the Logfile Monitor tab and select respective checkbox.
EventTracker displays the Logfile Monitor tab.
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Figure 1
e Click Add File Name.
e Select the logfile type as VMWARE from the Select Logfile Type drop-down list.
EventTracker displays the Enter File Name dialog box.

EJ Enter File name >
Configure E vertTracker Agent to iead eventz from Vidware

Select Log File Typs

Examphe:
Ftpe: A/t Canter. 5443/ sdk MvimSerace
itges: A A Selseaver 443 sdkvimS ervice

VMware URL: |
Uset Hame: |
Bazsword [

Tineout 1] sacond: Test Connechon.

Figure 2
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e Enter following details:

VMware URL Type the FQDN/IP address of the Vcenter/ESXserver according to
your infrastructure.
e.g. https://<esxvcservername>/sdk/vimService.

User Name
Type Vcenter/ESXserver Admin Credentials.
Password
Timeout Set appropriate connection timeout limit. Set to 60 by default.

NOTE: Configure vCenter URL only if multiple ESXi hosts are to be monitored. To monitor specific hosts,

configure multiple LFMs with each ESXi host url.

e C(lick Test Connection to check if configuration parameters have been entered correctly.

e Click OK.
EventTracker displays the Agent Configuration Window.
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Figure 3

e Click Save.
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If you encounter any Connection Errors after you click Test Connection, follow the below mentioned steps.

Ed Enter File name >
Confagure EverdTracker Agent to read events Irom Viware.

Select Log File Type =
Emamphs:

Mt At Carler 544 3 sk SvmSerice

hittgcs: g S sawen: 443/ sk vimS ervice

YMware URL: |

User Mame: |

Pazsword: [

Timeout B0 second Test Connection, .

Figure 4

Check if the entered URL is correct.
Access https://<Vcenter/ESXiservername>:<Port>sdk/vim.wsdl using a web browser, if you don’t get
any connection errors’, the URL is correct. Otherwise please check the URL entered.
Make sure you are using the valid credentials.
Access the Web console Ul (https://<Vcenter/ESXiservername>:<Port>) using the browser and type
in the admin credentials entered in the configuration. If you are unable to login, the credentials
entered are incorrect. Please verify and try again.
Check the <%ET_Install_Path%>\Prism Microsystems\EventTracker\Agent\ETAlog.txt file, if you find
errors,
0 Install .NET Framework 3.5 on the system on the ET agent workstation where VMware
integration was attempted.
O Register EtVMagent.dll, To register the dll follow the below mentioned steps:
» Open the Command Prompt as Administrator.
» Change the directory of the command prompt to the directory where the agent is installed.

cd <%Eventracker_Install_Path%>\Prism Microsystems\EventTracker\Agent
» Type the Command

Regasm EtVMagent.dll
» After registering a message will be displayed as shown below:

“Types registered successfully”
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¢ |Comimand Prompt

Microsoft Windows [Uersion 5.2.37981
C(C> Copyright 1985-2803 Microsoft Corp.

C:~Documents and Settingssakeritilcd™

C:~>»cd C:~Program Files“Prism Microsystems“EventTracker~Agent

C:~Program Files“Prizsm Microsystems“EventTracker~Agent>regasm EtUmagent.dll
Microsoft (H> .MET Framework Assembhly Registration Utility 2.8.58727.5483
Copyright (C> Microsoft Corporation 1978-2004. All rights reserved.

Types registered successfully

C:~Program Files“Prism Microsystems“EventTracker~Agentr_

Figure 5

e Re-run the VMware Configuration.

EventTracker Knowledge Pack (KP)

Once logs are received in EventTracker; category, reports and dashboards can be configured in
EventTracker.

e VMware-Alarms triggered: This category provides information about the logs related to alarms
triggered.

e VMware-Cluster created or removed: This category provides information about the logs related to
cluster created or removed.

e VMware-Data center added or deleted: This category provides information about the logs related to
data center added or deleted.

e VMware-Datastore creation or deletion: This category provides information about the logs related to
datastore creation or deletion.

e VMware-ESXi host authentication failures: This category provides information about the logs related
to ESXi host authentication failures.

e VMware-ESXi host login and logout: This category provides information about the logs related to ESXi
host login and logout.

e VMware-Host added or removed: This category provides information about the logs related to Host
added or removed.

e VMware-Policy and permission changes: This category provides information about the logs related to
policy and permission changes.
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VMware-vCenter auth failures: This category provides information about the logs related to vCenter
auth failures.

VMware-vCenter firewall configuration changes: This category provides information about the logs
related to vCenter firewall configuration changes.

VMware-vCenter login and logout: This category provides information about the logs related to
vCenter login and logout.

VMware-Virtual machine connected and disconnected: This category provides information about the
logs related to virtual machine connected and disconnected.

VMware-Virtual machine created or removed: This category provides information about the logs
related to virtual machine created or removed.

VMware-Virtual machine installation errors: This category provides information about the logs
related virtual machine installation errors.

VMware-Virtual machine power on or off: This category provides information about the logs related
to virtual machine power on or off.

VMware ESXi: Account created: This alert is generated when an ESXi account is created.

VMware ESXi: Host added: This alert is generated when an ESXi host is added.

VMware ESXi: Task failed: This alert is generated when an ESXi Task fails.

VMware ESXi: Virtual machine created: This alert is generated when an ESXi virtual machine is
created.

VMware ESXi: Virtual machine reconfigured: This alert is generated when an ESXi virtual machine is
reconfigured.

VMware ESXi: User authentication failed: This alert is generated when an ESXi authentication failure
occurs.

VMware ESXi: User authentication success: This alert is generated when an ESXi authentication is
successful.

VMware ESXi: High resource usage alarm: This alert is generated when utilization of ESXi resource is
high.

VMware vCenter: User role deleted: This alert is generated when a user role is deleted in vCenter.
VMware vCenter: User role modified: This alert is generated when a user role is modified.

VMware vCenter: Virtual machine created: This alert is generated when a virtual machine is created.
VMware vCenter: Virtual machine removed: This alert is generated when a virtual machine is
removed.

VMware vCenter: User permission removed: This alert is generated when user permission on vCenter
is removed.

VMware: Firewall configuration changed: This alert is generated when firewall configuration changes
are done.
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e VMware ESX: Virtual machine created: This alert is generated when an ESX virtual machine is
created.

e VMware ESX: Virtual machine reconfigured: This alert is generated when an ESX virtual machine is
reconfigured.

e VMware ESX: High resource usage alarm: This alert is generated when utilization of ESX resource is
high.

e VMware ESX: Task failed: This alert is generated when an ESX Task fails.

e VMware ESX: User authentication failed: This alert is generated when an ESX authentication failure
occurs.

e VMware Alarms triggered: This knowledge objects provides information about the logs related to
alarms triggered.

e VMware Cluster created or removed: This knowledge objects provides information about the logs
related to cluster created or removed.

e VMware Data center added or deleted: This knowledge objects provides information about the logs
related to data center added or deleted.

e VMware Datastore creation or deletion: This knowledge objects provides information about the logs
related to datastore creation or deletion.

e VMware ESXi host authentication failures: This knowledge objects provides information about the
logs related to ESXi host authentication failures.

e VMware ESXi host login and logout: This knowledge objects provides information about the logs
related to ESXi host login and logout.

e VMware Host added or removed: This knowledge objects provides information about the logs
related to host added or removed.

e VMware Policy and permission changes: This knowledge objects provides information about the logs
related to policy and permission changes.

e VMware vCenter auth failures: This knowledge objects provides information about the logs related to
vCenter auth failures.

e VMware vCenter firewall configuration changes: This knowledge objects provides information about
the logs related to vCenter firewall configuration changes.

e VMware vCenter login and logout: This knowledge objects provides information about the logs
related to vCenter login and logout.

e VMware Virtual machine connected and disconnected: This knowledge objects provides information
about the logs related virtual machine connected and disconnected.

e VMware Virtual machine created or removed: This knowledge objects provides information about
the logs related virtual machine created or removed.
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VMware Virtual machine installation errors: This knowledge objects provides information about the

logs related to virtual machine installation errors.

VMware Virtual machine power on or off: This knowledge objects provides information about the

logs related to virtual machine power on or off.

triggered.

Computer

VMware- Alarms triggered: This report provides information about the activities related to alarms

Virtual Machine Name Alarm Reason

Target IP Address

11132017 07:03:12 PM VCENTERTESTS- 192.168.1.184 ESXWIN10WMO1 Virtual machine memory usage Green to Yellow
5. TOONS LOCAL@NTPLDTBLR38-
VMWARE
1111132017 07:04:32 PM VCENTERTESTE- 192.168.1.184 ESXWIN10WMO1 Virtual machine memory usage *elow to Green
S.TOONS LOCAL@NTPLDTBLR38-
VMWARE
Figure 6

Logs Considered:

= Jun 27 03:26:46 PM

event_computer

event_description

event_id
event_log_type
event_source
event_type
event_user_domain
event_user_name
log_source

tags

tags

Target: 192.168.1.24 Alarm \'"\""Virtual machine memory usage\"\"" on Eramba-Test changed from Gray to Green

+- VMware

Target: 192.168.1.24

Alarm \"\"Virtual machine memory usage\"™\"" on Eramba-Test changed from Gray to Green
+- 3230

+- Application

+- VMware-LFM

+ = Information

+= MN/A

+= N/A

+= Whware Alarms triggered
+= Vhware

+= Alarms

Figure 7

e VMware- Cluster created or removed: This report provides information about the activities related to
cluster created or removed.
| LogTime Computer Task Name Target Machine Status ‘ Initiated By Start Time Completed Time
11/08/2017 04:01:03 PM  VCENTERTEST6E- Folder createClusterEx host Running WSPHERE LOCAL\Administrator 114972017 4:02.58 PM 1/1/0001 5:30:00 AM
5 TOONS.LOCAL@NTPLODTBLR32-
VMWARE
11/09/2017 04:01:31 PM  VCENTERTESTE- ClusterComputeResource destroy  New Cluster! Running WSPHERE.LOCAL\Administrator 112017 4:03:27 PM 110001 5:30:00 AM
5 TOONS LOCAL@NTPLOTBLR38-
WMWARE
Figure 8
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Logs Considered:

= Jun 2703:28:34 PM

desi_host_name
event_computer

event_description

event_id
event_log_type
event_source
event_type
event_user domain
event_user_name
log_datetime
log_source
modified dote
Sre_user_name
tags

tags

tags

tags

VMware- Data center added or delet

Integrate VMware ESX/ESXi and vCenter

Task Name: Folder createClusterEx Target: host Status: Running Initiated By: VSPHERE.LOCAL\Administrator Start Time: 11/9/2017 4:02:58 PM Completed Time: 1/1/0001 5:30:00 AM

+- host

+- VMware

Task Mame: Folder createClusterEx
Target: host

Status: Running

Initiated By: VSPHERE.LOCAL\Administrator
Start Time: 11/9/2077 4:02:58 PM
Completed Time: 1/1/0001 5:30:00 AM
+- 3230

+= Application

+- VMware-LFM

+- Information

+- N/A

+- N/A

+- 11/8/2017 4:02:58 PM

+- VMware Cluster created or removed
= 1/1/0001 5:30:00 AM

+- VSPHERE.LOCAL\Administrator
+= VMware

+- Cluster created

4= Cluster removed

R

Figure 9

to data center added or deleted.

LogTime
114092017 02:59:51 PM

Computer

VCENTERTESTE-

5.TOONS.LOCAL@NTPLOTBLR3E-

WMWARE-DLA

11/09/2017 03:00:26 PM

VCENTERTESTE-

S5.TOONS LOCAL@NTPLDTBLR3S-

WIMWARE-DLA

11/08/2017 03:00:45 PM

VWCENTERTESTS-
5.TOONS.LOCAL@NTPLOTBLR38-
VWMWARE-DLA

sk Name Target Machine Initiated By Status
Create Datacenter Datacenters WSPHERE.LOCAL\Administrator Success
Remove Datacenter TestDC WSPHERE LOCAL\Administrator Success
Create Datacenter Datacenters WSPHERE LOCAL\Administrator Success
Figure 10

Start Time
1182017 3:01:47 PM

12017 3:02:24 PM

TUB2017 3:02:45 PM

ed: This report provides information about the activities related

Completed Time
I201T 2:01:47 PM

2017 3.02:24 PM

12017 3:02:45 PM
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Logs Considered:

= Jun2703:2%:34 PM

dest_host_name
event_computer

event description

event_id
event log_type

€vent_source

Task Name: Create Datacenter Target: Datacenters Status: Success Initiated By: VSPHERE.LOCAL\Administrator Start Time: 11/9/2017 3:02:45 PM Completed Time: 11/8/2017 3:02:45 ..,

+- Datacenters

+ = VMware

Task Name: Create Datacenter

Target: Datacenters

Status: Success

Initiated By: VSPHERE.LOCAL\Administrator
Start Time: 11/9/2017 3:02:45 PM

Completed Time: 11/9/2017 3:02:45 PM
+- 3230
+- Application

+ - VMware-LFM

event_type +- Information
event_user_domain +- N/A
event_user_name +- N/A

log_datetime
{og_source
maodified_date

src_user_name

+= 11/5/2017 3:02:45 PM

+ - VMware Data center Added or Deleted
+= 11/5/2017 3:02:45 PM

+ - VSPHERE.LOCAL\Administrator

tags +- Datacenter Deleted
tags +- Datacenter Added
tags +- VMware

tags +-

Figure 11

VMware- ESXi host authentication failures: This report provides information about the activities

related to ESXi host authentication failures.

LogTime
111172017 12:56:39 PM

11101112017 12:56:39 PM

1112017 12:56:38 PM

1111112017 125519 P

112017 12:53:15 PM

12017 12:48:28 PM

Target IP Address
192.168.1.184

Computer

VCENTERTESTE-

5.TOONS LOCAL@NTPLDTBLRA3E-
VIMWARE

VCENTERTESTS-

5. TOONS LOCAL@NTPLDTBLR3E-
VMWARE

VCENTERTESTS-

5.TOONS LOCAL@NTPLDTBLR3E-
VMWARE

VCENTERTESTE-

5.TOONS LOCAL@NTPLDTBLR3E-
VMWARE

VCENTERTESTE-

5.TOONS LOCAL@NTPLDTBLR3E-
VMWARE

VCENTERTESTE-

S5.TOONS LOCAL@NTPLDTBLR3S-
VMWARE

192 1681 184

192.168.1.184

192.168.1.164

192 168.1.184

192.168.1.184

User Name Host IP Address
WAL 192.168.1.42

Administrator 192 168.1.42
netman 162.168.1.42
ADVRAIL 192.168.1.42

admin 192 168.1.42

root

Figure 12

Description
cannot login

Cannot login
Cannet login
Cannot login
Cannot login

locked for 120 seconds after 43
failed login attempts
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Logs Considered:

= Jun2703:29:33 PM

event_computer

event_description

event_id
event_log_type
event_source
event_type
event_user domain
EVEnL_User_name
log_source

tags

tags

tags

tags

Target: 192.168.1.184 Remeote access for ESXi local user account \"\"root\""\" has been locked for 120 seconds after 75 failed login attempts

+=- VMware

Target: 192.168.1.184

Remote access for ESXi local user account\"\"'root\"\" has been locked for 120 seconds after 75 failed login attempts
+- 3230

+- Application

+- VMware-LFM

+- Information

+= N/A

+= N/A

+=- VMware Esxi host authentication failures
+-

+- VMware

+- Emd

+- authentication failures

Figure 13

VMware- ESXi host login and logout: This report provides information about the activities related to

ESXi host login and logout.

Computer Source IP Address User Hame Action User Agent
VCENTERTESTS- 127.0.01 WSPHERE.LOCALwpxd-extension- logged in web-clients.5.0
5.TOONS.LOCAL@NTPLDTBLR3E- S97d8225-b032-4b75-0cc2-
VIMWARE 9a35c2dfafaf
VCENTERTESTS- 127.0.01 VWSPHERE.LOCAL\wpxd-extension- logged out web-client5.5.0
5TOONS.LOCAL@NTPLDOTBLR38- 55fd6225-b032-4bf5-0cc2-
VMWARE Sa35c2dfafaf
WVCENTERTESTS- 127.0.01 WSPHERE.LOCAL\wpxd-extension- logged in cl1.0.0
5TOONS.LOCAL@NTPLDOTBLR33- 55fd6225-b032-4bf5-0cc2-
WIMWARE 9adsc2dfafef
VCENTERTESTE- 127.0.0.1 VSPHERE.LOCAL\Wpxd-extension- logged out web-client’s.5.0
5 TOONS.LOCAL@NTPLDTBLR32- S97d6225-b032-4bf5-0cc2-
VMWARE 9a35c2dfafaf

Figure 14

Logs Considered:

= Jun 27 03:2%33 PM

application_name
event_computer
event_description
event_id
event_log_type
event_source
eveni_type
event_user_domain
event_user name
log_source
sre_ip_address
tags

tags

tags

tags

User root@10.224.16.23 logged in as Java/1.8.0_60-internal

+- Java/1.8.0_60-internal

+= Viiware

User root@10.224.16.23 logged in as Java/1.8.0_60-internal
+- 3230

+- Application

+= Vhware-LFM

+- Information

+- N/A

+= N/A

+- VMware Esxi host login and logout
+- 10.224.16.23

+-

+- VMware

+- Esui

+= login and logout

Figure 15
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e VMware- Policy and permission changes: This report provides information about the activities related
to policy and permission changes.

User Name Action ‘Changed From Changed To Changed On Status

“WSPHERE.LOCAL\Administrators’ Permission changed Administrator Administrator Datacenters Enabled

WSPHERE.LOCAL\Administrators' Permission changed Administrator Administrator Datacenters Dizabled

“SPHERE.LOCAL\Administrators’ Permission changed Administrator Administrator’ Datacenters Enabled

WESPHERE LOCAL\Administrators’ Permiszion changed Administrator Administrator Datacenters Dizabled

VSPHERE.LOCAL\Administrator Permission created datastore1 Enabled

VSPHERE LOCAL\chethan Permission created datastore1 Enabled
Figure 16

Logs Considered:

= Jun2703:2%:34PM Permission created for VSPHERE.LOCAL'chethan on datastorel (4), role is Administrator, propagation is Enabled
action +- Permission created
event_computer += Viware
event_description Permission created for VSPHERE.LOCAL\chethan on datastorel (4), role is Administrator, propagation is Enabled
event_id +- 3230
event_log_type +- Application
Event_source +- VMware-LFM
event_type += Information
event_user_domain += N/A
event_user_name +- N/A
log_source +- VMware Policy and permission changes
tags += Permission changes
tags += Palicy
tags +-
tags +- VMware
Figure 17

e VMware- ESXi host added or removed: This report provides information about the activities related
to ESXi host added or removed.

LogTime Computer Target IP Address Datacenter Name Host IP Address Action

| 11408/2017 02:38:51 PM VCENTERTESTS- 182 168.1.24 Test DC 192168124 Removed
5TOONS LOCAL@NTPLOTBLR3E-
WMWARE

11/09/2017 02:39:31 PM WVCENTERTESTE- 192.168.1.24 Test DC 192.168.1.24 Added

5TOONS LOCAL@NTPLOTBLR3E-
VMWARE

Figure 18
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Logs Considered:

= Jun2703:29:33 PM

dest_ip_address
event_computer

event_description

event_id
event_log_type
event_source
event_type
event_user domain
event_user_name
log_source
SErvice_name
sre_ip_address
tags

tags

tags

tags

Integrate VMware ESX/ESXi and vCenter

Target: 192.168.1.24 Removed host 192.168.1.24 in Test DC

+- 182.168.1.24

+ = Vbhdware

Target: 192.168.1.24

Removed host 192.168.1.24 in Test DC
+- 3230

+- Application

+- VMware-LFM

+ - Information

+=- N/A

+= NA

+- VMware Host Added or Removed
+- Test DC

+- 182.168.1.24

+- VMware

+- Host Added

+=- Host Removed

+-

Figure 19

e VMware- vCenter login and logout: This report provides information about the activities related to
vCenter login and logout.

LogTime

Computer User Name Source IP Address Action User Agent
11110912017 01:18:02 PM VCENTERTESTS- WSPHERE.LOCAL\Wwpxd-extension- 127.0.0.1 logged out web-client’5.5.0
5. TOONS.LOCAL@NTPLDTBLR38- 99fd6229-b032-4bf5-9cc2-
VMWARE Sa35c2dfafaf
111/09/2017 01:18:02 PH VCENTERTESTS- WSPHERE.LOCALWwpxd-extension- 127.0.0.1 logged in web-client/5.5.0
S.TOONS.LOCAL@NTPLOTBLR3E- 99fd6229-b032-4bf5-Scc2-
| VMWARE Ba35c2dfafaf
11092017 01:15:03 PM VCENTERTESTS- WSPHERE.LOCALWwpxd-extension- 127.0.0.1 logged in cl1.0.0
S.TOONS.LOCAL@NTPLOTBLR3E- 99fd6229-b032-4bf5-9cc2-
VMWARE Sa35c2dfafaf
|11/09/2017 01:30:45 PH VCENTERTESTS- WVSPHERE.LOCAL\Wwpxd-extension- 127.0.0.1 logged in web-client/5.5.0
5. TOONS.LOCAL@NTPLDTBLRI8- $9fd6225-b032-4bf5-Scc2-
] VMWARE Bai5c2dfafaf
11/08/2017 01:30:45 PM VCENTERTESTS- VSPHERE.LOCALwsphere- 127.0.01 Iogged out web-client/5.5.0
S.TOONS.LOCAL@NTPLOTBLR3E- webclient-99fd6229-b032-4bf3-
VMWARE Scc2-Sadsc2dfafaf
Figure 20

Logs Considered:

= Jun2703:29:33 PM User root@10.224.16.22 logged cut (login time: Wednesday, 06 September, 2017 21:14:34, number of APl invocations: 0, user agent: Java/1.8.0_60-internal)]

event_log_type +- Application
event_type +~- Information
event_id +=- 3230

Event source +=- Vhiware-LFM
event user domain +- N/A
event_computer += Viiware

event_user_name += N/A

event_description

User root@10.224.16.22 logged cut (login time: Wednesday, 06 Septernber, 2017 21:14:54, number of AP| invocations: 0, user agent: Java/1.8.0_60-internal)]

Figure 21
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e VMware- Virtual machine connected and disconnected: This report provides information about the
activities related to virtual machine connected and disconnected.

LogTime Computer get 1P Datacenter Name Virtual Machine Name Host IP Address Action
11/09/2017 02:38:45 PM VCENTERTESTE- 192168.1.24 TestDC R1S5-VM14 192.168.1.24 disconnected
5.TOONS.LOCAL@NTPLDTBLR3S-
VMWARE
11/08/2017 02:38:45 PN VCENTERTESTE- 192.168.1.24 TestDC R1S3-VM3{jignesh} 192.168.1.24 disconnected
5TOONS LOCAL@NTPLDTBLR38-
VMWARE
11/08/2017 02:38:45 PM VCENTERTESTE- 192.168.1.24 TestDC ETWASBR4-Production 192.168.1.24 disconnected
5.TOONS.LOCAL@NTPLDTBLR3E-
VMWARE
11/09/2017 02:38:45 PM VCENTERTESTS- 192 168124 TestDC NTPL-VISTA DC 192168124 disconnected
5.TOONS.LOCAL@NTPLDTBLR38-
VMWARE
11/09/2017 02:38:45 PM VCENTERTESTE- 192.168.1.24 TestDC R1S5-VME 192.168.1.24 disconnected
5TOONS LOCAL@NTPLDTBLR3E-
VMVWARE
11/08/2017 02:38:45 PM VCENTERTESTE- 192.168.1.24 TestDC NTPL-TESTETDC 192.168.1.24 disconnected
5.TOONS.LOCAL@NTPLDTBLR3E-
VMWARE
11/08/2017 02:38:45 PM VCENTERTESTS- 192168124 TestDC R133-VM10(Testing) 192188124 disconnected
5.TOONS.LOCAL@NTPLDTBLR3E-
VMWARE
Figure 22
Logs Considered:
.
= Jun 27 03:29:34 PM Target: 192.168.1.24 MTPL-CASRY on host 192,168.1.24 in Test DC is disconnected
application_name + = Target: 192.168.1.24 NTPL-CASRY
event_computer += Vhiware
event_description Target: 192.168.1.24
NTPL-CASRV on host 192.168.1.24 in Test DC is disconnected
event_id +- 3230
event_log_type += Application
event_source &= Vhware-LFM
event_type += Information
event_user_domain +- N/A
event_user_name +- N/A
log_source + = VMware Virtual machine connected and disconnected
log_status + = disconnected
service_name +- Test DC
sre_ip_address +- 192,168.1.24
tags +- VMware
tags + = Disconnected
tags + = Virtual machine
tags +-
tags +- Connected
Figure 23

e VMware- vCenter Firewall configuration changes: This report provides information about the
activities related to vCenter firewall configuration changes.

LogTime Computer Target IP Address Action Configured Object Status

11/09/2017 04:38:37 PM VCENTERTESTE- 192.168.1.24 enable sshClient succeeded
STOONS.LOCAL@MTPLDOTBLR3E-
WMWARE

11/09/2017 04:53:45 PM VCENTERTESTE- 192.168.1.24 enable vSPC succeeded
S5.TOONS.LOCAL@MTPLOTBLR3E-
VMWARE

11092017 04:53:45 PM VCENTERTESTS- 192.168.1.24 enable remoteSerialPort succeeded
S.TOONS.LOCAL@MTPLDTBLR3E-
WMWARE

11/09/2017 04:53:45 PM VCENTERTESTE- 192.168.1.24 enable nfsClient succeeded
5.TOONS.LOCAL@MWTPLOTBLR3S-
VIMWARE

11/09/2017 04:53:45 PM VCENTERTESTS- 192.168.1.24 enable ntpClient succeeded
S5.TOONS.LOCAL@MTPLDTBLR3E-
WMWARE

Figure 24
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Logs Considered:

= Jun 27 03:29:34 PM

event_computer
event_description
event_id

event_log_type

event_source

event_type

event_user domain

event_User name

log_source
object_name
tags

tags

tags

e VMware- Virtual machine created or removed: This report provides information about the activities

Integrate VMware ESX/ESXi and vCenter

Firewall configuration has changed. Operation }'"\"enable\"\" for rule set ntpClient succeeded.

+- VMware

Firewall configuration has changed. Operation \'"\"enable\'"\" for rule set ntpClient succeeded.

+=- 3230

+- Application

+ = YVMware-LFM

+ = Infoermation

+- MN/A

+- N/A

+- VMware vCenter Firewall configuration changes
+- ntpClient

o

+ = Viware

+ - Firewall

Figure 25

related to virtual machine created or removed.

LogTime
11/09/2017 02:38:46 PM

11092017 02:38:49 PM

110972017 02:38:49 PM

11/09/2017 02:38:49 PM

11/09/2017 02:38:49 PM

11/08/2017 02:38:45 PM

11/09/2017 02:38:49 PM

Computer

WCENTERTESTS-
S.TOONS.LOCAL@NTPLDTBLR32-
WVIMWARE

VCENTERTESTE-

5TOONS LOCAL@NTPLDTBLR33-
VMWARE

VCENTERTESTE-

5TOONS LOCAL@NTPLOTBLR38-
WVIMWARE

VCENTERTESTE-
5.TOONS.LOCAL@NTPLOTBLR32-
VIMWARE

WVCENTERTESTS-
5.TOONS.LOCAL@NTPLDTBLR38-
VMWARE

WCENTERTESTS-
5.TOONS.LOCAL@NTPLDTBLR38-
VMWARE

WCENTERTESTE-
S.TOONS.LOCAL@NTPLDTBLR32-
WVIMWARE

Target IP Address Virtual Machine Name Action Host IP Address
192.166.1.24 R1S5-VM21 Removed 192.168.1.24
192.168.1.24 R1S5-VM2(Server 2016) Removed 192.168.1.24
192.168.1.24 R154-VM3i(testing) Removed 192.168.1.24
192.168.1.24 R1S3VM1 Removed 192.168.1.24
152 168.1.24 wCenter Production Removed 182 168.1.24
192.166.1.24 R1S3WVM2(Testing) Removed 192.168.1.24
192.168.1.24 NTPL-WDS Removed 192.168.1.24
Figure 26

Datacenter Name

Test DC

Test DC

Test DC

Test DC

Test DC

Test DC

Test DC
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Logs Considered:

= Jun 2703:29:33 PM

application_name
dest ip_address
event_computer

event_description

event_id
event_log_type
event_source
event_type
event_user domain
event_user_name
log_source
SEFVICE_Name
src_ip_address
tags

tags

tags

tags

tags

Target: 192.168.1.24 Created virtual machine Symantec on 192,168.1.24 in Test DC

+- Symantec

+- 192.168.1.24

+- VMware

Target: 192.168.1.24

Created virtual machine Symantec on 192.168.1.24 in Test DC
+- 3230

+- Application

+= VMware-LFM

+- Information

+=- N/A

+=- N/A

+=- VMware Virtual machine created or removed
+- Test DC

+- 192.168.1.24

+- removed

+- created

+- VMware

g

+= Virtual machine

Figure 27

related to virtual machine installation errors.

LogTime Computer
TM2017 10:45:07 AWM VCENTERTESTS-

Host IP Address Machine Name
192.168.1.184 ESHWIN1OVMO1 Test DC

5. TOONS.LOCAL@NTPLOTELR3E-

VMWARE

TIH2017 11:15:38 AW VCENTERTESTE-

152.168.1.184 ESXWIN10VMO1 TestDC

5.TOONS.LOCAL@NTPLOTELR3E-

VMWARE

T1HZ017 11:46:18 AN VCENTERTESTE-

152.168.1.184 ESXWIN10WVMO1 TestDC

5. TOONS.LOCAL@NTPLOTELR3E-

VMWARE

1112017 12:16:38 PM VCENTERTESTE-

152.168.1.184 ESXWIN10WVMO1 TestDC

5.TOONS.LOCAL@NTPLOTELR3E-

VMWARE

1112017 12:47:15 PM VCENTERTESTE-
5. TOONS.LOCAL@NTPLOTELR3E-
VMWARE

152.168.1.184 ESXWIN10WVMO1 TestDC

Figure 28

Datacenter Name

VMware- Virtual machine installation errors: This report provides information about the activities

Message

“four guest has entered a standby
sleep state. Use the keyboard or
mouse while grabbed to wake it.

“four guest has entered a standby
sleep state. Use the keyboard or
mouse while grabbed to wake it.

“our guest has entered a standby
sleep state. Use the keyboard or
mouse while grabbed to wake it.

“four guest has entered a standby
sleep state. Use the keyboard or
mouse while grabbed to wake it.

*four guest has entered a standby
sleep state. Use the keyboard or
mouse while grabbed to wake it.
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Logs Considered:

= Jun 27 03:29:34 PM

event_log_type
event_type
event_id
event_source
event_user_domain
event_computer
event_user_name

event_description

Integrate VMware ESX/ESXi and vCenter

Message on vcenter-winbox on 192.168.1.24 in Test DC: The YMware Tools package is not running in this virtual machine. The package might be necessary for the guest operating s..

+- Application

+- Information

+= 3230

+- VMware-LFM

+=- N/A

+= VMware

+- N/A

Message on veenter-winbox on 192.168.1.24 in Test DC: The VMware Tools package is not running in this virtual machine. The package might be necessary for the guest operating s
ystem to run at resolutions higher than 640x480 with 16 colors. The package provides significant performance benefits as well. To install it, choose VM = Install VMware Tools? after t

he guest operating system starts,

Figure 29

e VMware- Virtual machine power on or off: This report provides information about the activities

related to virtual machine power on or off.

Computer

Log

WMWARE

MMVWARE

WMWARE

VMWARE

WMVWARE

VMWARE

WMVWARE

VMWARE

Logs Considered:

=  Jun2703:22:15PM

event _log_type
event_type
event_id
event_source

event user domain
event_computer

event_User name

event_description

get IP Address Virtu. Host IP Address Datacenter Name State

110972017 02:12:06 PM VCENTERTESTSE- 192.168.1.24 veenter-winbox 192168124 TestDC powered off
5TOONS.LOCAL@NTPLDTBLR3E-

11092017 02:41:18 PM VCENTERTESTE- 192.168.1.24 veentertesté-5 192.168.1.24 TestDC powered on
5TOONS.LOCAL@NTPLDTBLR38-

111092017 02:41:18 PM WCENTERTESTE- 192.168.1.24 wCenter Production 192.168.1.24 TestDC powered on
5 TOONS LOCAL@NTPLOTBLR38-

11/09/2017 02:41:19 PM VCENTERTESTE- 192.168.1.24 vcenterwinbox2 192.168.1.24 TestDC powered on
S.TOONS.LOCAL@NTPLOTBLR38-

11/09/2017 02:41:20 PM WCENTERTESTS- 192.168.1.24 NTPL-WISTA DC 182.168.1.24 TestDC powered on
5.TOONS.LOCAL@NTPLDTBLR3E-

11/09/2017 02:41:20 PM WCENTERTESTE- 192.168.1.24 R1S3-WM3(jignesh} 192.168.1.24 TestDC powered on
5TOONS.LOCAL@NTPLDTBLR3E-

11/09/2017 02:41:20 PM WCENTERTESTB- 192.168.1.24 R1S3VM1 192.168.1.24 TestDC powered on
5.TOONS.LOCAL@NTPLDTBLR3E-

11/09/2017 02:41:20 PM WCENTERTESTB- 192.168.1.24 Vcenter-5-0 192.168.1.24 TestDC powered on
5TOONS.LOCAL@NTPLDTBLR3E-

Figure 30

Target: 192.168.1.24 vcenter-winbox on 192.168.1.24 in Test DC is powered off

+ - Application

+ - Information

+- 3333

+ - Vhware

+- N/A

+ - Vmware

+= N/A

Target: 192.168.1.24

veenter-winbox on 192,168.1.24 in Test DC is powered off

Figure 31
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e VMware- Datastore creation or deletion: This report provides information about the activities related
to datastore creation or deletion.

LogTime Computer Target IP Address Datastore Type Datastore Name Datastore Configured Path Action Host IP Address Datacenter Name
| 1110872017 02:41:17 PW VCENTERTESTB- 152 168.1.24 VMFS datastore1 ds:fifvmfs/volumes/59514b20- Created 192 168.1 24 TestDC
S.TOONS.LOCAL@NTPLDTBLR38- abd0cT f4-e404-1866datbS0es/
VMWARE
Figure 32

Logs Considered:

= Jun2703:29:34 PM Target: 192.168.1.24 Created VMPFS datastore datastorel (4) (ds:///vmis/volumes/39514b20-a5d0c7i4-e404-1366dafb30ee/) on 192.168.1.24 in Test DC

event_log_type +- Application
event_type += Information
event_id += 3230

EVENt source +=- Vhware-LFM
event user domain += MN/A
event_computer += Vilware
event_USEr name += MN/A
event_description Target: 192,168.1.24

Created VMFS datastore datastorel (4) (ds:///vmfs/volumes/395314b20-a5d0cTf4-e404- 1866dafb50ee/) on 192.168.1.24 in Test DC

Figure 33

Import Knowledge Pack into EventTracker

NOTE: Import knowledge pack items in the following sequence:

o (Categories

o Alerts

e Parsing Rules/Token Template
e Knowledge Objects

e Flex Reports

e Dashboards

1. Click Category option, and then click the browse [:] button.
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L Export Import Utility

impor

1. Provide the path and file name of the Categories file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

O ptions Location

® Categomy
() Filters
) Alerts

() Spstems and Groups Source :

“iscat || |

) RSS Feeds
() Reports

() Behavior Rules
O SCaP

) TaokenValue

mpot | [ Close
Figure 34
2. Locate Category VMware.iscat file, and then click the Open button.
3. Toimport categories, click the Import button.
EventTracker displays success message.
Export Import Utility [xT]

o Selected category details are imported successfully.

Figure 35
4. Click OK, and then click the Close button.

1. Click Alert option, and then click the browse button.
2. Locate Alert_Trend Micro CM.isalt file, and then click the Open button.
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Export Import

1. Provide the path and file name of the Alerts file. Use the °..." button to browse and locate the impaort file.
2. Click the Import button.

Oplione Location

Y iy Import E-mail settings
Set Active

() Fitters o This setting is applicable only for imports from Legacy {vGx)
® Only ff notfications set Alert files. For w7, the active status will be set based on

@ At () By defautt "Active” key available in the configuration section.

5
() Systems and Groups Watchlist Configuration

Import Watchlist configuration

This setting is applicable only for alerts which have Advanced watchlist corfigured.
Mote: If this option is enabled the user should make sure the watchlist groups are available
(_) Reports on the console where the alerts are imported.

() Token Value

() Behavior Comelation

Source :
C:\Users pratik k\Desktop ' Alert_VMWare isalt || I

Import Close

Figure 36

3. Toimport alerts, click the Import button.

SR — S

rort Import Utility =

o Selected alert configurations are imported successfully.

QK

Figure 37

4. Click OK, and then click the Close button.

e Logon to EventTracker Enterprise.

e C(Click the Admin menu, and then click Parsing Rules.
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e Select Template tab, locate the Token_Template_VMware.ettd file.
e Select all the reports by clicking on the check box.

e Click on the Import icon.

Import

Select file

Mote: Please select file of type *.ettd (eventtracker ternplate dashlets),

Figure 38
selected file is: VMware_templates.ettd
Template name Separator Template description Added date Added by Group Name 2
] lware- Alarms triggere: n arget: .168.1. larm "Virtual machine memory usage” on Eramba- an :40:09 min lware
VM Al iggered \ Target: 192.168.1.24 Al "V | hi ry usage’ on Eramba-T  Jan 08 03:40:09 PM ETAdmi VM
est changed from Gray to Green
VMware- Cluster created or removed n Task Name: Folder createClusterEx Target: host Status: Running Initiated B Jan 08 03:46:06 PM ETAdmin VMware
y: VSPHERE.LOCAL\Administrator Start Time: 11/9/2017 4:02:58 PM Comp
leted Time: 1/1/0001 5:30:00 AM
VMware- Data center Added or Deleted n Task Name: Create Datacenter Target: Datacenters Status: Success Initiated  Jan 08 03:50:01 PM ETAdmin VMware
By: VSPHERE.LOCAL\Administrator Start Time: 11/9/2017 3:02:45 PM Com
pleted Time: 11/9/2017 3:02:43 PM
VMware- Datastore creation or deletion n Target: 192.168.1.24 Created VMPFS datastore datastorel (4) (ds///vmfs/vol Jan 09 11:26:22 AM ETAdmin VMware
umes/59514b20-a5d0c7f4-e404-1866dafh50ee/) on 192.168.1.24 in Test DC
VMuware- Esxi host authentication failures n Target: 192.168.1.184 Cannot login gilbert@192.168.1.40 Jan 08 04:01:15 PM ETAdmin VMware
VMware- Esxi host login and logout n “User VSPHERE.LOCAL\vpxd-extension-99fd6229-b032-4bf5-9cc2-9a35c2  Jan 08 04:04:26 PM ETAdmin VMware
dfafBf@127.0.0.1 logged out (login time: Monday, 13 November, 2017 07:0
4:41, number of APl invocations: 2, user agent: web-client/6.5.0)"
VMware- Policy and permission changes L] Target: 192.168.1.24 Permission created for VSPHERE.LOCAL\vpxd-extensi  Jan 09 12:57:17 PM ETAdmin VMware
©on-99fd6229-b032-4bf3-9cc2-9a35c2dfafef on 192.168.1.24, role is Read-o
nly, propagation is Enabled
VMware- vCenter auth failures n Nov 02 14:18:08 192.168.1.101 Nov 2 19:47:59 localhost.localdomain Audit  Jan 08 04:16:34 PM ETAdmin VMware
Eventl oghanager: User "kira" is unable to log in.
v
= e . - R e L T S L T -

Figure 39

e Templates are now imported successfully.

File imported successfully.

Figure 40

1. Click Knowledge objects under Admin option in the EventTracker manager page.
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2. Locate the file named KO_VMware.etko.

Import

Upload

KO_VMware.etko

Close

Figure 41

3. Now select all the check box and then click on * ‘Import’ option.

Import
Upload

! Object name Applies to Group name e
O VMware Alarms triggered ViMware(3.0-6.5) Viware
O VMuwrare Cluster crested or removed VWware(5.0-6.5) VMware
[ VMware Data center Added or Deleted VMware(5.0-6.5) Vhware
=] VMware Datastore creation or deletion Vivhware(5.0-6.5) Vivhware
O VMware Esxi host authentication failures VMware(5.0-6.5) Vihware
O VIMware Esxi host login and logout VMware(5.0-6.5) VMhware
O Viware Host Added or Removed VMware(3.0-6.5) ViMware
O VMware Policy and permission changes Viware(3.0-6.5) Vhware
[} Vitware vCenter auth failures Vilware(3.0-6.5) Vilware
(] VMware vCenter Firewall configuration changes Vhtware Vhtware
O VMware vCenter login and logout VMware(3.0-6.5) ViMware
[= VMware Virtual machine connected and disconnected VMware(3.0-6.5) Viware
=] VMware Virtual machine created or removed Vihware(5.0-6.5) Vihlware

v

Figure 42

4. Knowledge objects are now imported successfully.
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File imported successfully.

Figure 43

1. Click Reports option, and select new (.etcrx) from the option.
B Export Import Utilit — x
Exort  Import

1. Provide the path and file name of Schedule Report file. Use the *.." button to browse and locate the import file.
2. Click the Import button
Mate : i reportis) contains template, first import template and proceed with exportimpart utility.

Cptions Location
(O Category

() Fiters

) Merts (O Legacy ("issch) (®) Mew (" stone)
() Systems and Groups

() RS5 Feeds

(®) Feports

() Behavior Rules

() SCap

() Token Value

Close

Figure 44

2. Locate the file named Reports_ VMware.etcrx, and select all the check box.
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* Reports import >

Mate : F report{s) contains template, first import template and proceed with exportimport wtility.

Select file |C".Users'pra1ik k" Desktop'Mew folder''VMware_Reports etcn " S;ed“ﬁ‘le 1

Available reports

Show al - Q : Q

Title | | R

[ Title Sites Systems Frequency

| VMware- Alams triggered |NTPLDTBLA3S : | veentertest6-5to0ns local@NTPLDTB. _ | Lindefined
1Nl | WMware- Cluster created orremoved | NTPLDTBLR38 | Defautt | veentertest6-5 toons Jocal @NTPLDTB. . | Undefined
O] | WMware- Data center added or deleted NTPLDTBLR33 Default fvcemeneslﬁ—&toons.local@NTPLDTB. | Undefined
| VMware- Datastore creation or deletion | NTPLDTBLR38 Default veentertest-5toons local@NTPLDTH... | Undefined
[] |EDIT |VMware- Essihost added orremoved | NTPLDTBLR38 | Defaut | vcentertest6-5oans local @NTPLDTB... | Undefined
O VMware- Esxi host authentication faiur... | NTPLDTBLR33 | Default | vcentertest6-5 toons local @NTPLDTE defined
O VMware- Esxi host login and logout | NTPLDTBLR38 | Defautt |veentertestE-5 toons Jocal @NTPLDTB. . | Undefined
[ |EDIT |WMware- Policy and pemission changes | NTPLDTBELR38 Defautt veentertest6-5toons local@NTPLDTE. .. | Undefined
[ |EDIT |VMware-vCenter auth faiures |NTPLDTBLR38 | Defaut | veentertest6-5oans local @NTPLDTB... | Undefined
J | VMware- vCerter Firewall configuratio... | NTPLDTBLR38 | Default | veentertestf-5 toons local @NTPLDTE. . | Undefined
O | VMware- vCenter lagin and logout |NTPLDTBLRIS | Defaut |veentertest6-5 toons Jocal@NTPLDTB. . | Undefined
[] |EDIT |VMware- Virtual machine connected a... | NTPLDTELR38 Defautt veentertest6-5 toons local @NTPLDTB. .. | Undefined
[ |EDIT |VMware- Vitual machine crested orre.. |NTPLDTBLR33 | Defaul | veentertest6-5 toons local@NTPLDTB... | Undefined
[ | EDIT |VMware- Virtual machine installation er.. | NTPLDTBLR38 | Default | veentertestt-5 toons local @NTPLDTE. . | Undefined
[ |EDIT |VMware- Virtual machine power on or off | NTPLDTBLR38 | Defaut | vcentertest6-5 toors Jocal@NTPLDTB. . | Undefined

< >
Note: Set run time option is not applicable for Defined Reports and Hourdy Reports
Set run time for report(s) from l;l AM - atinterval of l:l minutes Set @
=
bt Mok v Vot Bl Crtnaidad et Seieinlatsolacbor vl .| W | ®

Figure 45

3. Click the Import button to import the reports. EventTracker displays success message.

o Selected reports configurations are imported successfully.

0]4

Figure 46

Note: If you have EventTracker Enterprise version v9.0, you can import dashboards.

1. Open EventTracker Enterprise.
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My Dashboard

Threats

Incidents

Behavior Correlation

Change Audit

Compliance

Figure 47

2. Navigate to Dashboard>My Dashboard.
My Dashboard pane is shown.

3. Click the ‘Import’ 'i' button to import the dashlets.

@& Import dashlets - Mozilla Firefox == O >

a? localhost:8080/Flex/ImportWidget.aspx wes o

sl
Import

MNote: If dashlet configured using persisted report, first import the report and proceed with importing
dashlet.

dashboard_VMware.etwd W Browse... Upload

Close

Figure 48
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4. Locate the Dashboard_Trend Micro CM.etwd file.
5. Click the ‘Upload’ option.

@ Import dashlets - Mozilla Firefox = O X

.

Mote: If dashlet configured using persisted report, first import the report and proceed with importing dashlet.

@ localhost:8080/Flex/ImportWidget.aspx

& Browse... Upload

Available widgets
Select Al

YMware - Most used VM by ... & VMware - VMs created or ... VMware - YMware Esxi log... VMware vCenter Firewall c...

Whware Cluster created or.. Whware Host Added or

VMware Alarms triggered b... VMware vCenter auth failu...
Remao...

VMware Esxi host authenti... VMware vCenter auth failu...

VMware Esxi host login an...

Figure 49
6. Now select all the check box and then click on ‘Import’ option.
Dashlets are now imported successfully.
7. Click the ‘Add’ @ button to create a new dashlet.

‘, EventTracker :: Dashboard Configuration - Mozilla Firefox

— O »
Gt localhost:BOB0/Flex/Add.aspx?dType=2 ee T:i‘ =
Add Dashboard
Title
Whhware

Description

WiMware

Figure 50
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8. Fill suitable Title and Description and click Save button.
9. Click ‘Customize’ @ to locate Trend Micro CM dashlets and choose all created dashlets for Trend
Micro CM and choose all created dashlets.

Customize dashlets

Viware @\

L ¥Mware - Most used M by sou... O Wiware - YMs created or remo... O viware - VMware Esxi login log... D‘U‘Mwaremarmstriggered by De...
[ ] ¥Mware Cluster created or rem.., L] VMware Esxi host authenticatio.., L vhware Esxi host login and log... (] VMware Host Added or Remove...
L] ¥Mware vCenter auth failures [ WMware vCenter auth failures b... L] Wiware vCenter Firewall config...

Delete Cloze

Figure 51

10. Click ‘Add’ dashlet to create dashboard.

Verify Knowledge Pack in EventTracker

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Category.

3. In Category Group Tree to view imported category, scroll down and click VMware group folder.

Category are displayed in the pane.
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Category

Category Tree Search

N
o[ Dell PowerCannect
e[ EventTracker
e+-[1 Nginx Web Server
-3 NIST 800171

+[3 PCI DsS

+-[=1 symantec Endpoint Protection

- iR

(E] vMware-Alarms triggered

(E] VMware-Cluster created or removed

- [E] VMware-Data center Added of Dele

Total category groups: 26 Total categories: 352

Last 10 modified categories

Name
VMware-Alarms triggered
VMware-Cluster created or removed
VMware-Data center Added or Deleted
VMware-Datastore creation or deletion
VMware-Esxi host authentication failures
VMware-Esii host login and logout

VMware-Host Added or Removed

A& / Admin / Category

Modified date Modified by
Jun 26 07:31:13 PM
Jun 26 07:31:13 PM
Jun 26 07:31:13PM
Jun 26 07:31:13 PM
Jun 26 07:31:13 PM
Jun 26 07:31:13 PM

Jun 26 07:31:13 PM

- [Z] VMware-Datastore creation or delet

VMuware-Pelicy and permission changes Jun 26 07:31:13PM

(E] VMware-Esxi host authentication fa

VMware-vCenter auth failures Jun 26 07:31:13PM

- [Z] VMware-Esxi host login and logout

(E] YMware-Host Added or Removed VMware-vCenter Firewall configuration changes Jun 2607:31:13PM
(E] YMware-Policy and permission char

- [E] vMware-vCenter auth failures
(E] VMwarevCenter Firewall configurat

- [E] VMware-vCenter login and logout

- (2] VMware-Virtual machine connected
(E] YMware-Virtual machine created or

- [E] vMware-Virtual machine installatior

(E] vMware-virtual machine power on

21 Windows %

Figure 52

1. Inthe EventTracker Enterprise web interface, click the Admin dropdown, and then click Alerts.
2. Insearch box, enter VMware and then click the Search button.

EventTracker displays alert of VMware.

Alerts A/ Admin / Alerts

Q| Q

Show! 4l v Searchby | Alernome | Vmware

Sy _ 1
-

System/User Defined Alerts

Count for system and user defined alerts

144

144

Alerts by Threat Level
Count of alerts by threat level

@® 1 Click *Activate Now' after making all changes Total PageSize| 25 |v
Forward as Forward as Remedial Action Remedial Action
Alert Nam, g
& ert e A Threat Active E-mail e i ST P Applies Ta
[0 §f YMware ESX: High resource usage slam O o o [m] m] VMware ESX 4.1 and later
] [ VMware ESK: Taskfailed O O O O ] VMware ESX 4.1 and later
[0 B YMwere ESX: Uses authentication failed [ [m] | a [m] m] VMware ESX 4.1 and later
1§ VMware ESX: Virtual machine created m] |m m] L] m] VhMware ESX4.1 and later
[ Bf YMware ESX: Virtuzl machine reconfigured L] ] [m] [m] [} m] YMware ESX 4.1 and later
VMware ESXi: Account created VMware ESXi 5.5 and later
] O u] O m]
VMware ESXi: Account deleted VMware ESXi 5.5 and later
a i} m] [m] m]
VMware ESXi: High resource usage alarm VMware ESXi 5.5 and later
gl 7 =] =] 8] =] O
ware ESXE: s VMware ESXi 5.5 and later
(] VMuware ESXi: Host added O (] o =] m} ESXi 5.5
VMware ESXi: Task failed VMware ESXi 5.5 and leter
O O O O O
VMware ESXi: User authentication failed 1 VMuware ESXG 5.5 and later
] ® ] O ] m} m]
VMware ESXi: User authentication success VMware ESXi 5.5 and lster
] =] m] [m] (m]
[ B8 VMware ESXi: Virtual machine created [ o] O O ] O a YhMware ESXi 5.5 and later
VMware ESXi: Virtual machine reconfigured VMware ESXi 5.5 and later
i fig [ ] O O m} O m]
[0 Bf VMwarevCenter: Lockdown mode enabled o) m} m} a [m} u] VMware vCenter server 6.0 and later
[ Bf VMware vCenter: SSH access enabled [ o] g =] o [m] 8] UMware v Center server 6.0 and ster

Figure 53
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1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Parsing Rules.
3. In Token Value Group Tree to view imported token values, scroll down and click VMware group

folder. Token values are displayed in the token value pane.

Parsing Rules L
PasingRule  Template
san
Groups ® Group : VMware Sesic Q
Default
mazon ol Al m & Template Name Template Description Added By Added Date Active [}
e e T i @ Vlware- Alarms triggered VMware- Alarms triggered ETAdmin Jun 26 07:3317 PM [m} @
Dell PowerConnect m @ Viware- Cluster created or VMware- Cluster created orremoved  ETAdmin Jun 26 07:3317 PM (] [}
— removed
EventTracker I @
= Vlware- Dats center Added or  VMware Dats center Added or Deleted  ETAdmin Jun 26 07:3317 PM [m] @
Microsaft SCEP n @& Deleted
Nginx Web Server m & I VMuware- Datestore creation or  VMware- Datastore creation or deletion  ETAdmin Jun 26 07:33:17PM O @
= deletion
Sonicwall UTH m @
i Vlware- Esid host Vhware Esxi host authentication ETAdmin Jun 26 07:33:17 PM [m} &
Sonicwall UTM New m @& authentication failures failures
VMware m & VMware- Esii host loginand ~ Viviware Esxi host lagin and logout ETAdmin Jun 26 07:33:17 PM [m} @
= lagout
Windows M @&
WMware- Policy and permission  VMware- Pelicy and permission ETAdmin Jun 26 07:33:17 PM O @
changes changes
Figure 54

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Knowledge Object.
3. In Knowledge Object Group Tree to view imported knowledge object, scroll down and click VMware

group folder.

Knowledge Object are displayed in the pane.
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Knowdedage Objects L] Urcalpdge Sbyect

G —- ST 4 p
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Figure 55

Logon to EventTracker Enterprise.
Click the Reports menu, and then Configuration.

Select Defined in report type.

A e

In Report Groups Tree to view imported Scheduled Reports, scroll down and click VMware group

folder.

Reports are displayed in the Reports configuration pane.
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Report Configuration & / Reports / Report Configuration / Defined

(O Scheduled (O Queued @ Defined

Q @ o

Report Groups @ B8 Reports configuration: Viware
7T Security @ E C‘Z | Total: 13 ‘
T Compliance Title Created on
77 Operations WMware- Data center added or deleted Jun 26 +

Flex

e WMuware- Esxi host authentication failures Jun 26 07:39:

AWS Cloud Trail .
WMware- Esxi host login and logout Jun 26 07

M=

b =h
ICRICHCHORCRIC OO

re
ivl

Cloudstrike Falcon

WMware- Policy and permission changes Jun 26 07:39:15 PM +
Dell PowerConnect Ti_
S Whware- Esxi host added or removed Jun 26 0T:38:15 PM +
EventTracker [
F_E_( Whware- vCenter auth failures Jun 26 Jan 0105

Microsoft System Cen...

)
o)
n
32

Jan 01 05:30:00 AM

WMware- vCenter login and logout Jun 26 GT::

Mginx Web Server

OO a0 & @) @)oo R0 apa

SonicWall UTM W‘ {E; VMware- Virtual machine connected and disconnected Jun 26 Jan 01 05: +
VMware E] .‘E_{ Whware- vCenter Firewall configuration changes Jun 26 Jan 01 05:3 +
Windows AII|1

TOUUPDROUW®
©POOO0O00O00006
WU WU U Y

WMware- Virtual machine created or removed Jun 26 OT: Jan 010

Figure 56

1. Open EventTracker Enterprise in browser and logon.
2. Navigate to Dashboard>My Dashboard.
My Dashboard pane is shown.

My Dashboard

Viiware Esxd host authentication fadures by .. G =X

'Icrn—-_

.a"L N
e —

= e

152162140 A=A LR E]

Figure 57
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Sample Flex Dashboards

VMware -Cluster created or removed by username: This dashboard provides information related to cluster
created or removed.

&

VMware Cluster created or removed by user...

¥ vsphere.localhadministrator

Jul 02 17:51 AM - Jul 02 02:52 PM

Figure 58

VMware - VMs created or removed: This dashboard provides information related to VMs created or
removed.

- X

&

VMware - VMs created or removed

B symantec

Jul 02 17:57 AM - Jul 02 02:52 PM

Figure 59
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VMware - VMware ESXi login logout details by source IP address: This dashboard provides information
related to ESXi login logout details.

VMware Esxi host authentication failures by ... G- X

9 192.168.1.40 192.168.1.42

Jul 02 11:51 AM - Jul 02 02:52 PM

Figure 60

VMware - vCenter firewall configuration changes by username: This dashboard provides information related
to firewall configuration changes.

VMware vCenter Firewall configuration chan... G —-%x

W httpclient nfsclient B ntpclient B remoteserialport B sshelient

W vspc

Jul 02 11:51 AM - Jul 02 02:32 PM

Figure 61
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VMware - Host Added or Removed by source IP address: This dashboard provides information related hosts
added o removed.

VMware Host Added or Removed by Source... G- X
.w-!"r \
I \r‘:‘.' i
A 4
\_\ r <
W 192.168.1.24

Jul 02 11:51 AM - Jul 02 02:52 PM

Figure 62
VMware - vCenter authentication failures by username: This dashboard provides information related to

vCenter Authentication failures.

VMware vCenter auth failures by User name G =X

n/a

Jul 02 11:51 AM - Jul 02 D2:52 PM

Figure 63
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VMware - ESXi host login and logout by username: This dashboard provides information related to vCenter
host login and logout.

Vhware - VMware Esxi login logout details ... G -x

l 127.0.0. 10.224.16.22 W 10.224.16.23

Jul 02 11:51 AM - Jul 02 02:52 PM

Figure 64
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