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Integrate VMware Horizon7 with EventTracker

This guide will facilitate a VMware Horizon7 user to send logs to EventTracker.

The configuration details in this guide are consistent with EventTracker 9.2 or later and VMware Horizon7.

Administrators who want to monitor the VMware Horizon7 using EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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Integrate VMware Horizon7 with EventTracker

1. Introduction

VMware Horizon7 provides virtual desktop and app capabilities to users utilizing VMware's virtualization
technology.

VMware Horizon7 logs can be configured and forwarded to EventTracker by using syslog. It helps you to
monitor the authentication failed for user accounts, and user passwords, user login success, user logout,
security server logs, VCenter logs, folders management logs, administrative activities based on user
authentication, username, and login activities.

EventTracker alerts you when any folder is removed, permission is removed, authentication fails, security
server is removed, agent shutdown, etc.

EventTracker can also generate a schedule report for user login activities, agent activities, desktop task
cancelation details, device management, security server activities happening in VMware Horizon7. It
displays agent activities, user login success, authentication failed, removed VCenter server, unauthorized
user, etc.

e Administrator privilege for VMware Horizon View Administrator.
e Port number 514 should open if any firewall exists between VMware Horizon7 and EventTracker.

1.2

Before you configure the VMware Horizon View Administrator integration, you must have the IP Address of the
EventTracker.

To configure VMware View Administrator to send log data to EventTracker

1. Inthe View Administrator, select View Configuration > Event Configuration.
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Figure 1
2. In the Syslog area, click Add (next to Send to Syslog servers), and specify the EventTracker IP address

and the port number 514. This step lets you configure the View Connection Server to send events to
an EventTracker.
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Figure 2
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2. EventTracker Knowledge Pack

Once VMware Horizon7 events are received in EventTracker alerts, and reports can be configured in
EventTracker.

The following knowledge packs are available in EventTracker to support VMware Horizon7 monitoring.

VMware Horizon7: Administrative activities — This category provides information related to admin
activities like user-added, user removed, etc.

VMware Horizon7: Agent activities — This category provides information related to agent activities like
agent started, agent stopped, agent offline, agent connected, agent disconnected, agent configured, agent
pending, agent pending expired, and agent shutdown.

VMware Horizon7: Application activities — This category provides information related application
activities like application added, application removed from desktop, application edited, etc.

VMware Horizon7: Authentication failed for password — This category provides information related to
password expired, password incorrect, and pairing password not set, etc.

VMware Horizon7: Authentication failed for secure ID — This category provides information related to
authentication failed for secure ID access denied, secure ID new pin rejected, secure ID wrong new pin
entered, etc.

VMware Horizon7: Authentication failed for user account — This Category provides information related to
authentication failed for user account disabled, the account is expired, account restriction, etc.

VMware Horizon7: Database activities — This category provides information related to database
configuration added, deleted, and updated.

VMware Horizon7: Device management — This category provides information related to desktop assigned
to the pool, desktop unassigned to the pool, etc.

VMware Horizon7: File management activities — This category provides information related to folder
added, folder changed, folder updated, folder removed, etc.

VMware Horizon7: Policy management — This category provides information related to pool policy
updated for desktops.

VMware Horizon7: Security server activities — This category provides information related to security
server added, updated, and removed.
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VMware Horizon7: User login success — This category provides information related to user login success
for view administrator console.

VMware Horizon7: User logout — This category provides information related to user logout from view
administrator console.

VMware Horizon7: VCenter management — This category provides information related to VCenter at
address enabled, down, invalid credentials, etc.

VMware Horizon7: Agent shutdown or offline — This alert is triggered when the agent is not responding
and it’s offline or shutdown.

VMware Horizon7: Authentication failed for user account — This alert is triggered when the user account
disabled, the user account expired, and the user account restricted tries to authenticate but it fails.

VMware Horizon7: Authentication failed for user secure ID — This alert is triggered when the user secure
ID expired, secure ID entered wrongly but it fails.

VMware Horizon7: Permission has been removed — This alert is triggered when the user's permission is
removed.

VMware Horizon7: Role has been removed — This alert is triggered when the user role is removed.

VMware Horizon7: Security server has been removed - This alert is triggered when the security server is
removed.

VMware Horizon7: User password authentication failed — This alert is triggered when the user password
entered wrongly, and expired user password entered.

VMware Horizon7: VCenter Server removed — This alert is triggered when the VCenter server is removed.

VMware Horizon7: User is not authorized to perform operation — This alert is triggered when the user
authenticated but not authorized to perform any operation.

VMware Horizon7: Endpoint deleted — This alert is triggered when the endpoint has been deleted.

2.3 Report

VMware Horizon7 - User login and logout — This report provides information related to user successfully
login and logout. It provides details like username, user session ID, client IP address, forward client IP
address, and message.
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Log Considered

Aug 28 14:07:24 DC2A-HorznCon02 1 2020-08-28T14:07:23.025-04:00 DC2A-Horzn02.caa.domain.local View - 73
[View@6876 Severity="AUDIT_SUCCESS" Module="Broker" EventType="BROKER_USERLOGGEDIN" UserSID="S-1-5-21-
1498259142-3634561516-3640805228-1741" UserDisplayName="gary"

BrokerSessionld="50859822 8fcl_405b_a85f ald39fcbd3e7" ClientlpAddress="172.17.250.15"
ForwardedClientlpAddress="192.168.249.23, 172.17.250.15"] User gary has logged in

Aug 28 14:01:30 DC2A-HorznCon02 1 2020-08-28T14:01:29.045-04:00 DC2A-Hn02.can.domain.local View - 74
[View@6876 Severity="AUDIT_SUCCESS" Module="Broker" EventType="BROKER_USERLOGGEDOUT" UserSID="S-1-5-
21-1498259142-3634561516-3640805228-1741" UserDisplayName="maxx"
BrokerSessionld="19422dfa_8f95 42a2 8df3 271cc847a2d0"] User maxx has logged out

Sample_Report

LogTime
08/31/2020 04:08:52 PM

Computer
R155-

WMIOWNVWARE_HORIZONT-

SYSLOG

User Name
kenneth

User SID
5-1-5-21-1016830772-765521188-
860963166-2171

Broker Session ID
cd0e0d4c_290_4ef4_920e bE3IG
bEfd9da2

Client IP Address Forwarded Client IP Address Message

172.16.250.38

192.168.250.8, 172.16.250.233,
172.16.250.38

User kenneth has logged in

08/31/2020 04:08:52 PM

R1S5-

VM3WWMWARE_HORIZONT-

SYSLOG

maya

5-1-5-21-4138358191-
1247230178-2405973841-14812

5536cA52_0917_418a_aOc8_06d4
0688acdd

172.16.250.38

192.168.250.8, 172.16.250.233,
172.16.250.38

User maya has logged in

08/31/2020 04:08:52 PM

R155-

WI3WWMWARE_HORIZONT-

joeb

5-1-5-21-1016830772-765521188-
258963165-4048

526c8330_19bf_47al_86cd_Sbcd
20163153

User joeb has logged out

SYSLOG

Figure 3

VMware Horizon7 - Agent activities — This report provides information related to agent activities like
agent connected, disconnected, offline, shutdown, etc. It provides details of machine name, username,
session length, pool ID, and message.

Log Considered

Aug 28 14:05:43 DC1A-HorznCon01 1 2020-08-28T14:05:43.114-04:00 ap-vmr-x104.ew.domain.local View - 1008
[View@6876 Severity="INFO" Module="Agent" EventType="AGENT_ENDED" UserSID="S-1-5-21-4136356191-
1247230178-2405973841-1900" UserDisplayName="kenneth" Desktopld="NP-NMR-A" DesktopDisplayName="NP NMR

A" Poolld="np-nmr-a" Machineld="cac59f47-02e5-46c7-be25-e00ee4c694e2" MachineName="ap-vmr-x104"
MachineDnsName="ap-vmr-x104.ew.domain.local" CurrentSessionLength="3432" TotalLoginLength="-22530"
SessionType="DESKTOP"] User kenneth has logged off machine ap-vmr-x104

Sample_Report
LogTime Computer User Name User SID Name Machine ID  Name Session Length Display Pool ID Agent Status Message
08/31/2020 04:08:52 PN [WKSTSVMHS [maxx 5-1-5-21- GNMOT70033  |304b8057- canm70033.ca Canada-Main- canada-main- |AGENT_CONNECTED (User maxx
4ANMWARE_H 1498259142- 44ad-45c1- nada.domain.| Win7 win? has logged in
OREZONT- 3634561516- 93f2- ocal to anew
SYSLOG 3540805228 52086876238 sEssion on
8912 d machine
GNMOT0033
08/31/2020 04:08:52 PM |WKSTSVMHS |dawvid 5-1-5-21- GNMOT0170 [52a4%ea’l- gnmo70170.caf-87214 87214 Canada-Main- |canada-main- |AGENT_ENDED User david
ANMWARE_H 1498259142 a389-4d00- nada.demain.| WinT win? has logged in
ORIEZONT- 3634561516~ bilaf- ocal to a new
SYSL0G 3640805228 534577483015 =ession on
1682 machine
GNMO70170

Figure 4
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VMware Horizon7 - Desktop request detail — This report provides information related to user-requested
for desktop, username, desktop name, and message.

Log Considered

Aug 28 14:08:40 DC1A-HorznCon02 1 2020-08-28T14:08:40.630-04:00 DC1A-HorznCon02.domain.local View - 81
[View@6876 Severity="INFO" Module="Broker" EventType="BROKER_DESKTOP_REQUEST" UserSID="S-1-5-21-

1016830772-765521188-868963166-1916" UserDisplayName="maya" Desktopld="k-dys-x7-z"
DesktopDisplayName="ECS Windows 7" SessionType="DESKTOP"] User maya requested Pool k-dys-x7-z

Sample_report

LogTime Computer User Name User SID Desktop Display Name Message
08/31/2020 04:08:52 PN [WKSTSVMHETWNWARE_HO [kenneth 5-1-5-21-2586725455- Remote Contractors A User kenneth requested Pool
RIZONT-3YSLOG 2912892779-2859750340-50574 remotecontractorsa
08/31/2020 04:08:52 PM [WKSTSVMHETWNWARE_HO [maya 5-1-5-21-1498259142- WES-Mini-Win7 User maya requested Pool canada-
RIZONT-3YSLOG 3634561516-3640805228-1767 main-win?
Figure 5

VMware Horizon7 - Desktop management — This report provides information related to desktop allocated
to the pool, desktop allocated to the user, username, pool name, desktop name, and message.

Log_Considered

Aug 28 14:11:30 DC2A-HorznCon02 1 2020-08-28T14:11:19.230-04:00 DC2A-HorznCon02.canada.domain.local View -
104 [View@6876 Severity="INFO" Module="Broker" EventType="BROKER_MACHINE_ALLOCATED" UserSID="S-1-5-21-
1498259142-3634561516-3640805228-1741" UserDisplayName="kenneth" Desktopld="can-min-win7"
DesktopDisplayName="Cda-Main-Win7" Poolld="cda-main-win7" Machineld="e3b50b64-ba49-4297-885d-
fdf2648c3ca3" MachineName="CANM70130" MachineDnsName="ca0.can.domain.local" SessionType="DESKTOP"
Protocolld="[PColP\]"] User CANADA\vanessa.mccomb requested Pool ca-main-win7, allocated machine CNGM130

Sample_Report

Type of Events Machine Name  Machine ID Machine Dns Name Desktop Display Name
08/31/2020 04:58:38 PM | WKSTSVMHETWNMWARE_HO | kenneth 5-1-5-21-4136356191- BROKER_MACHINE_ALLOCATED (CP-CPR-V062 3442-2b35-461a-ablb- np2.ew.domain.local NP NKR A
RIEZONT-SYSLOG 1247230178-2405973841-13248 21d3bcl
08/31/2020 04:58:38 PM | WKSTSVMHBTWHMWARE_HO |joeb 5-1-5-21-1488255142- BROKER_MACHINE_OPERATION_ (GNMO70150 467dS-TB7-45d7-Beab- cal.canada domain_local Canada-Main-Win7
RIEZONT-5YSLOG 3634561516-3640805228-8504 DELETED 3co0c2f
Figure 6

VMware Horizon7 - User authentication failed — This report provides information related to user
authentication failed, username, and message.

Log Considered

Aug 28 10:53:10 DC1A-HorznCon02 1 2020-08-28T10:53:10.328-04:00 DC1A-HorznCon02.domain.local View - 156

[View@6876 Severity="AUDIT_FAIL" Module="Broker"

Netsurion. | Eventlracker
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EventType="BROKER_USER_AUTHFAILED_RADIUS_ACCESS DENIED" UserDisplayName="kenneth"] RADIUS access

denied for user kenneth

Sample_report

LogTime

Computer User Name Message

08/31/2020 06:08:43 PN WKSTSVMHSSWMWARE_HORIZO |joeb RADIUS access denied for user
NT-5%SLOG joeb

08/31/2020 06:08:43 PM WKSTSVMHSEWMWARE_HORIZO |kenneth RADIUS access denied for user
NT-S¥5L0OG kenneth

08/31/2020 06:08:43 PN WKSTSVMHSEWMWARE_HORIEZD RADIUS access denied for user
NT-5%SLOG gary gary

Figure 7

VMware Horizon7 - Endpoint task cancelation detail — This report provides information related to
endpoint tasks canceled by the user. It gives details like username, desktop name, and task canceled by

reason, etc.

VMware Horizon7 - Unassigned users — This report provides information related to a user not assigned for
any pool. It gives details like username, desktop name, and message.

VMware Horizon7 - VCenter activities — This report provides information related to VCenter added,
removed, updated, username, VCenter name, and message.

e VMware Horizon7 - Agent shutdown by device name

Wiviware Haorizon7 - Agent shutdown b...

~

rematecontrall1s np-nmr-al04 np-ecs-all7

W np-ecs-ad0g np-ecs-a005 M np-ecs-a003 M np-ecs-al02

no-ecs-a001 M no-credmed-al05 M canenh70017

Aug 28 11:32 AM - 5ep 04 11:33 AM

Figure 8
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e VMware Horizon7 - Login success by username

VMware Horizon7 - Login success by u..

R
1
u

ewiibriana.ahlgrim ecsiitrishna.pokhrel
W ecstrazulengreso M ecsyjoyce.cervantes I ecsVidonna.love

B domainiinicholas.tenbarae M domainy\frank.sarnson
Aug 28 11:32 AM - Sep 04 11:33 AM
Figure 9
e VMware Horizon7 - Login success by count

Viiware Horizon7 - Login success by tr...

i
|
»

1,000

v

200

ﬁ%ﬁ% tltll"i-,q' ﬁ%ﬁﬁ Q%'lfl thlrlh"‘ {j‘!'l{ﬁ h{;ﬁd’-‘ ﬁﬁ'.t'b'

Aug 28 11:32 AM - Sep 04 11:33 AM

Figure 10
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e VMware Horizon7 - Endpoint management by event type

Wiiware Horizon7 - Endpoint manage...

)
|
x

o vlsi_machine_refreshed vlsi_machine_reset
W visi_machine_deleted [ vlsi_desktop_refreshed

I wlsi machine undated
Aug 301212 PM - Sep 06 12:13 PM

Figure 11

e VMware Horizon7 - Endpoint deleted by device name

=
|
4

Whware Horizon7 - Endpoint deleted ...

o canenh70017 mes-pri-wi-b014 [ np-dd-b0&e7

B np-dd-b070

Aug 301212 PM - Sep 06 12:13 PM

Figure 12
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e VMware Horizon7 - Agent activities by event type

)
1
#

Viiware Horizon7 - Agent activities by ...

agent_pending agent_disconnected I agent_ended
M agent_connected W agent_reconnected M agent_startup

M aaent shutdown aoent pendina expired
Aug 28 11:32 AM - Sep 04 11:33 AM

Figure 13

e VMware Horizon7 - Authentication failed by username

Wikiware Horizon? - Authentication faile...

o}
|
i

meghan.pittman@ecs.domain.local
joy.marris@canada.domian.docal [ jay.tayabas

M erinles@ra.domain.daocal B edarariavena W donnalove
Aug 28 11:32 AM - Sep 04 11:33 AM

Figure 14
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e VMware Horizon7 - Authentication failure by count

VMware Horizon7 - Authentication failu...

200

150

50

0 -
i .IQ,‘E

My .
ﬁ%‘:’lﬁ @ e Pt e

Iﬁi":b {:I?_slri""{!I {.'qu'ﬁh'

ﬁ 1
Aug 28 11:32 AM - 5ep 04 11:33 AM

Figure 15

e VMware Horizon7 - User not assigned for any pool

Vhware Horizon7 - User not assigned ...

ewifrancine.irwin

Aug 28 11:32 AM - 5ep 04 11:33 AM

Figure 16
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e VMware Horizon7 - Task canceled by username

Vhware Horizon7 - Task canceled by u...

Series: addl_info?
10

resync

Aug 301212 PM - 5ep 06 12113 PM

Figure 17

3. Importing knowledge pack into EventTracker

NOTE: Import knowledge pack items in the following sequence:

e (ategories

o Alerts

e Flex Reports

e Knowledge Objects

e Dashboards

Launch the EventTracker Control Panel.
Double click Export-lmport Utility.
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s s " EventTracker
c . — Astiorabie Sacuriy nissigrrcs
] p— )
LoEEa I
‘ : | ) '"1.? t
EventVault Diagnostics License Export Import Append
Manager Utillity Archives
ﬁ :
EventTracker Traffic Analyzer Agent Port TrapTracker
! Agent Confi... Manageme... Configuration
¢ : 5__ [ |
i
Change Audit About
EventTracker
E-mail: support @Event Tracker.com

Figure 18

Export | Import

1. Provide the path and file name of the Categories file. Use the °..." button to
2. Click the Import button.

Options Location
(®) Categary
Figure 19

Click the Import tab.

Once you have opened “Export-Import Utility” via “EventTracker Control Panel”, click the Category
option, and then click the browse | ... |button.

Navigate to the knowledge pack folder and select the file with the extension “.iscat”, like
“Categories_VMware Horizon7. iscat” and then click on the “Import” button.
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"
Export Import

1. Provide the path and file name of the Categores file, Use the *..." button to browse and locate the impost file.
2. Click the Import button.

Options Location

O Fiters

) Merts

Source
“iscat

O Systems and Groups

(O Token Value

() Reports

(O Behavior Comelation

Import Ciose

Figure 20

EventTracker displays a success message:

o Selected category details are imported successfully,

OK

Figure 21

1. Once you have opened “Export-Import Utility” via “EventTracker Control Panel”, click Alert option,
and then click the browse | ... | button.

2. Navigate to the knowledge pack folder and select the file with the extension “.isalt”, e.g. “Alerts_
VMware Horizon7.isalt” and then click on the “Import” button.
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Export  Import

1. Provide the path and file name of the Alerts file. Uze the °.. " button to browse and locate the import file.
2. Click the Import buttan.

Options Location
) Category Import E-mail settings
Set Active
() Fitters v This setting iz applicable only for imports from Legacy (v6x)
@ Only  notfications st pjec files. For V7. the active status will be set based on
Cl By default "Active” key available in the configuration section.
5
() Systems and Groups Watchlist Configuration
O Token Va Import Watchlist corfiguration
oren vale This setting is applicable only for alerts which have Advanced watchlist configured.
Mote: If this option is enabled the user should make sure the watchlist groups are available
() Reports on the console where the alerts are imported.

() Behavior Comelation

Source

" izalt

Impart Cloze

Figure 22

EventTracker displays a success message.

o Selected alert configurations are imported successfully.
OK

Figure 23

1. In the EventTracker control panel, select “Export/ Import utility” and select the “Import tab”. Then,
click the Reports option, and choose “New (*.etcrx)”.
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B Export Import Utilit —
Export  Import

1. Provide the path and file name of Schedule Report file. Use the "..." button to browse and locate the import file.

2. Click the Import button
Mate :  reportis) contains template, first import template and proceed with exportimpart utility.

Options Location
| () Category
) Fitters

(") Systems and Groups p—
issch

() Token Value

(") Behavior Comelation

Close

Figure 24

2. Once you have selected “New (*.etcrx)”, a new pop-up window will appear. Click the “Select File”
button and navigate to the knowledge pack folder and select file with the extension “.etcrx”, e.g.

“Reports_VMware Horizon7.etcrx”.

MNote : f report(z) contains template, first import template and proceed with report import process.

Select file |" eton Select file
Awailable reports
Title | | Frequency Show all < Q Q
O Thle Sites Groups Systems Frequency Runtime: Type
Figure 25

3. Wait while reports are being populated in the below tables. Now, select all the relevant reports and

then click the Import 3 button.
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Mote: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report(s) from | ___| AM - atintervalof [ _ |minutes Szt || (D

Replace | | to | | Replace Assign systems

«
®

MNote: Make sure that Site(s), Groupis) and Systemis) selections are valid |

Figure 26

EventTracker displays a success message.

Selected reports configurations are imported successfully

OK

Figure 27

1. Click Knowledge objects under the Admin option in the EventTracker web interface.

D Admin~  Tools~ .

g_: Active Watch Lists vt‘ Event Filters r:)‘ Parsing Rules A / Das
A Alerts E] Eventvault QE'—_I Report Settings
Behavior Correlation Rules FAQ Tile Configuration ] Systems
{a Behavior Correlation Settings [ Group Management 2 Users
:.‘;(I ﬂ Casebook Configuration Q IP Lookup Configuration fI“- Weights
D|§ Category 10 v ] Windows Agent Config
m Diagnostics @ Manager
Figure 28

2. Next, click the “import object” icon.

# / Admin / Knowledge Objects

ijects(—l:-) T :!'. Ty
Import Objects

Figure 29
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3. A pop-up box will appear, click “Browse” in that and navigate to the knowledge packs folder (type
“C:\Program Files (x86)\Prism Microsystems\EventTracker\Knowledge Packs” in the navigation bar)
with the extension “.etko”, e.g. “KO_VMware Horizon7.etko” and then click the “Upload” button.

Import

KO_<product name> etko

Uplaad

Figure 30

4. Wait while EventTracker populates all the relevant knowledge objects. Once the objects are displayed,
select the required ones and click on the “Import” button.

Clnse
|

Figure 31

3.5 Dashboards

1. Login to the EventTracker web interface.
2. Navigate to Dashboard = My Dashboard.
3. In “My Dashboard”, Click Import Button.

EventTrackerz:

Home

My Dashboard

Threats

Incidents

Behavior Correlation

Change Audit

Compliance

Figure 32

Netsurion. | EventTracker




Integrate VMware Horizon7 with EventTracker

# / Dashboard / My Dashboard

e¢on t[tloo

Figure 33

4. Select the Browse button and navigate to the knowledge pack folder (type “C:\Program Files
(x86)\Prism Microsystems\EventTracker\Knowledge Packs” in the navigation bar) where “.etwd”, e.g.
“Dashboard_VMware Horizon7.etwd” is saved and click on “Upload” button.

5. Wait while EventTracker populates all the available dashboards. Now, choose “Select All” and click on
“Import” Button.

Mote: If dashlet conf qured using persisted report, first import the report and proceed with impeorting dashlet.

= Browse...

Upload

Available widgets

B Select Al

Figure 34

Figure 34

4. Verifying knowledge pack in EventTracker

1. Login to the EventTracker web interface.
Click Admin dropdown, and then click Categories.

3. In Category Tree to view imported categories, please click on “Search” and search with the “VMware
Horizon7”. You will see the below results.

Netstrion. | EventTracker
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Category
Category Tree Search
Ll
VMWARe Horizon Q | @
Category

w VMware Horizon7: Administrative activities
w VMware Horizon7: Agent activities
w VMWware Horizon7: Application activities

w Viware Horizon¥: Authentication failed for
password

w» Vhware Horizon7: Authentication failed for
secure 1D

w VMware Horizon7: Authentication failed for
user account

w VMware Horizon7: Connection server
activities

Figure 36

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Alerts.
2. Insearch box enter “VMware Horizon7” and then click the Search button.

EventTracker displays an alert related to VMware Horizon7.

Netsurion. | EventTracker
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Alerts A/ Admin / Alerts

horizon q Q
EventTracker At Admin+  Tools~ (@) Pavan Kumar Tirupathi
174 =

04

Show | aj Search by Alert name |+

Ui .

System/User Defined Alerts Alerts by Threat Level
Count for system and user defined alerts Count of alerts by threat level

@ 1 Pl  Click "Activate Now' after making all changes Total: 11 |Page Size| 25 |w
S = Forward as Forward as Remedial Action Remedial Action S
Alert Name

O ~ Threat Active Email =TT Syslag pry— atagent Applies To
[0 88 vMware Horizon7 - Agent offline [ @] [} O O | O V7.0 and later

[0 &8 vMware Horizon7 - Agent shutdown [ @] O O O | O 7.0 and later

[J 8§ vmMware Horizon7 - Authentication failed for user account L] [ ] O O O | O ¥7.0 and later

[0 8§ vMware Horizon? - Authentication failed for user secure ID [ ] [ @] O O O O O v7.0 and later

[ 8§ vmware Horizon7 - Folder deleted a O O O | O v7.0 and later

[] 88 vMware Horizon7 - Permission removed [ o] O O O a O v7.0 and later

O W VMware Horizon7 - Role removed [ ] [ @] O O O O O v7.0 and later

O §f VMware Horizon7 - Security server removed [ @] | O O O O v7.0 and later

O 80 VMware Horizon7 - User pasword authentication failed a (] O O O O v7.0 and later

[ 88 vMware Horizon7 - VCenter Server removed [ @] (| O O ] O V7.0 and later

[0 8§ vMware Horizon7: User not authorized L] [ @] O O O O O ¥7.0 and later

Figure 37

4.3 Flex Reports

1. Inthe EventTracker web interface, click the Reports menu, and then select the Report Configuration.

Report Configuration

Report Dashboard

Explorer

Figure 38

2. In Reports Configuration pane, select the Defined option.
3. Click on the “VMware Horizon7” group folder to view the imported reports.

Report Configuration

() Scheduled () Queued (@) Defined

Report Groups (-l:-)

[= VMware Horizon7 E @

Figure 39
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4.4 Knowledge Objects

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects.
2. In the Knowledge Object tree, expand the “VMware Horizon7” group folder to view the imported
Knowledge objects.

Knowledge Objects

VMWARe Horizon Q | Q

Groups ® & 10

VMware HorizonT

Figure 40

4.5 Dashboards

1. In the EventTracker web interface, Click on Home Button E and select “My Dashboard”.

— Home

Dashbeoard

il My Dashboard

Figure 41

2. In the “VMware Horizon7” dashboard you should be now able to see something like this.

Available dashlets

VMWAre %]

DVMware Horizon7 - Agent ac. DVMware Haorizon7 - Agent sh... DVMware Haorizon7 - Authenti... DVMware Haorizon7 - Authenti...
DVMware Horizon? - Login su.. D\«"Mware Horizon? - Login su.. D\-’Mware Horizon7 - Not auth... D\«"Mware Horizon7 - Task canc...

CJviware Horizon7 - User not ... []VMware Horizon7 - VCenter ... [ vitware HorizonT - VLS| End... D wiware Horizon7 - VLS! End...

Figure 42
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