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This guide provides instructions to configure a Vectra Al to send its syslog to EventTracker.

The configurations detailed in this guide are consistent with EventTracker version v9.x or above and Vectra
Al.

Administrators who are assigned the task to monitor Vectra Al events using EventTracker.

The information contained in this document represents the current view of Netsurion on the
issues discussed as of the date of publication. Because Netsurion must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of Netsurion, and
Netsurion cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS
OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Overview

Vectra is an Al-driven threat detection and response platform. The Cognito platform uses artificial
intelligence to reveal single in-progress cyberattack on hosts and predicts the potential spread of the attack
in real-time.

EventTracker helps to monitor events from Vectra Al. Its dashboard, alerts and reports will keep you
informed about attacks, suspicious host accounts and audit activities.

2. Prerequisites

e EventTracker v9.x or above should be installed.
e Admin permission is required for configuring syslog on Vectra Console.

3. Integration of Vectra Al with EventTracker

For integration, login into Vectra console

1. Go to Settings > External Connectors.

Notifications Services External Connectors Cognito Recall Cognito Stream

Dashboard
Campaigns
Hosts Auto-Refresh Pages Dashboard auto-refresh disabled

Detections Brain

Reports
Traffic DNS Entries 192.168.48.29

Manage Host Assignments Don't automatically 2ssign host's detections to the 2ssigned user

Settings

active User Logout after & hours, a user will be logged out

D& lilée® @0 >H

Resources

My Profile

(o

Local User Account Lockout Local user account lockout is disabled

Figure 1

2. Inexternal connectors. Please fill the details of EventTracker public IP and syslog port (e.g. default 514) and
Save the setting.
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VECTRA @ SEttl ngs

Services

l{}'l Carbon Black: Enable integration with Carbon Black

,:_::l vCenter: Enable integration with vCenter
(“ Reverse DNS Lookup: 8.6.8.8
@ 8.8.85
1926800
ID SIEM: I m Atcapt events forwarded from SIEMs to improve host names
= | |
—
—9
':‘ 9500 @ uoP
+ Add another SIEM

Emlu‘!l
0

~
(-

(

Figure 2

The Vectra integration with EventTracker is completed and logs will be sent to EventTracker.

4. EventTracker Knowledge Pack

Once logs are received by EventTracker manager, knowledge packs can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker to support Vectra Al.

Vectra Al: Login Failed - This category provides information related to failed login triggered by Vectra
Al.

e Vectra: Account Locked - This alert is generated when any account lockdown is detected by Vectra Al.

e Vectra: Login Failed — This alert is generated when login failed is detected by Vectra Al.

e Vectra: Suspicious account detected — This alert is generated when suspicious account threat and
certainty score detected by Vectra Al is > 60

Netsurion. EventTracker®
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e Vectra: Threat Detected — This alert is generated when threat score and certainty score detected by
Vectra Al is > 30.

4.3 Report

e Vectra: Threat Detected- This report gives the information about the threats detected by Vectra Al.
This contains information about the threat name, its category, threat and certainty score and its
system information which we can use to investigate.

Computer EventSource EventDescription account_id Certainty score DestinationIP Destination port log type Protocol source host name  Source IP

128 172Xx 0 xx-SYSLOG ~ SYSLOG local0 Mar 25 20:54:56 172.XX.XX.XX 1688 95 19230 xx0x 80 brute_force_i2i 1P-192 %X 300K XX 192.3X 300X XX 0
ComputerName:192.xx 0 xx-syslog, Mar 03
14:22:48 192000003 Mar 3 14:22:48
$11181715C26118 vectra_cef-:

128 172xxxxx-5YSLOG  SYSLOG locald Mar 25 20:54:56 172,000 "i688 %5 192300000 B0 brute_force_i 1P-192.50¢ 006X 19230 XK XK kil
ComputerName:192.xx . xx-syslog, Mar 03
14:32:52 19200000 xx Mar 3 14:32:52
$11181715C26118 vectra_cef-:

128 172xxxxxx-5YSLOG  SYSLOG locald Mar 25 20:54:56 172,000 %350 k| 19200000 'B43 port_sweep  tcp cuchackupl2xyxxy  192.XKXHK XX %0
ComputerName:192.xx.xxx.xx-syslog, Mar 03
14:29:49 192.0000¢xx Mar 3 14:29:49
$11181715C26118 vectra_cef-:

Figure 3

e Vectra: Host Scoring- This report gives the information about the host scoring detected by Vectra Al.
This contains information about the host, threat score and certainty score, and other system details
which will be helpful to investigate the host and its activities.

Eventid Computer EventSource  EventDescription account_id Certainty score destination IP logtype source hostname  Source IP Threat score
03/252020 04:26:26 PM 128 17200 x6-3YSLOG  SYSLOG locald  Mar 25 16:26:26 17230030 XX %7 3 1T2x000xx hse cucfileprint02xyxky 172000 10
ComputerName:192.30x.xox. xx168.18.128-syslog, Mar 03
16:00:01 1920 xx.xx Mar 3 16:00:01
0312512020 04:26:26 PM 128 172 xx0¢30¢-SYSLOG  SYSLOG locald  Mar 25 16:26:26 172 x¢.xx.xx "i168 192000006 hsc cucrdgateway01.xyx ky 192.00xxx¢
ComputerName: 192.xx xx xx-8yslog, Mar 03 16:00:00
192.0¢.0¢ Mar 3 16:00:00 $11181715C26118

imaben ané + PECANImaben MabisinebalV

03/25/2020 04:26:26 PN 128 172xxxx30¢-5YSLOG ~ SYSLOG locald  Mar 25 16:26:26 172.xx.xx.xx kLK% 19200006 hsc cuccognos.xyz.ky 192,000
ComputerName:192.x¢.xx.xx-syslog, Mar 03 19:00:01
192,00 0.0¢ Mar 319:00:01 $11181715C26118
vectra_cef -; CEF:0IVectra NetworksX

Figure 4

e Vectra: Account Scoring- This report gives the information about account scoring logs detected by
Vectra Al. This contain information about the account and other system details with its threat and
certainty score of the log which can help you investigate the cause.

Eventid Computer EventSource  EventDescription account Name account_id Certainty score Log_type Threatscore VectraEvent URL

103/251202004:26:26PI.| 128 172x0000xx-8YSLOG  SYSLOG locald  Mar 25 16:26:26 172.30¢xx.xx tssupport@xyzky 429 5.0 asc 80.0 hitps://192 xx.xx xx/accounts/429
ComputerName:192.xx xx xx-8yslog, Mar 03 18:05:05
192.0¢000¢ Mar 3 18:05:05 $11181715C26118
vectra_cef_account -; CEF:0{Vectra NetworksX

03252020 04:26:26 P 128 172.000xxx-SYSLOG  SYSLOG locald)  Mar 25 16:26:26 172.0¢.XX.XX veeamadmi@xyz ky % B0 asc g0 hitps:/192.x0¢xx x/accounts 23
ComputerName:192.3x.x0x.xx-8yslog, Mar 03 18:05:05
192.30¢000¢ Mar 3 18:05:05 $11181715C26118

vertra raf arcnunt . CFFMVartra NetwarkelX
03252020 04.26:27P 128 172x0xxxx-SYSLOG  SYSLOG locald  Mar 25 16:26:27 172.x0¢xxXX aseymour@xyz.ky M09 80 ast %50.0

ComputerName:192.xx.xx xx168.18.128-syslog, Mar 03
06:05:06 192.xx.30¢ xx168.18.128 Mar 3 06:05:06 https:/192.0¢.xx xx/accounts/109

Figure 5
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e Vectra: Account Lockdown- This report gives information about account lockdown detected by Vectra
Al. This contains the account and username which has been locked down and its system details which
can be useful to investigate.

LogTime Eventid Computer EventSource  EventDescription accountName accountid  Action Device addr log type Source user name  Success
03/25/2020 08:55:02PM 128 172xx.xxxx-SYSLOG  SYSLOG locald  Mar 25 20:55:02 17250 XX.XX contoso 436 false 192,30 XX XX lockdown John false
ComputerName:192.xx.xx.xx-syslog, Feb 29 01:37:50
192.x0¢.xx.xx Feb 28 01:37:50 $11181715C26118
vectra_cef_heatth -: Mar 03 14:58:57 192.168.18.128
03/25/2020 08:55:02 P 128 1720 3¢ xx-SYSLOG  SYSLOG locald  Mar 25 20:55:02 17250 xx.3¢ contoso "% false 192,50 306X lockdown Mark fakse
ComputerName:192.xx.xx.xx-syslog, Feb 29 01:37:50
19200 Feb 29 01:37:50 $11181715C26118
vectra_cef_health -: Mar 03 14:58:57 192.168.18.128
03/25/2020 08:55:02 PN 128 17200 xx xx-SYSLOG  SYSLOG local0  Mar 25 20:55:02 172.30¢.xx. XX contoso "% false lockdown wil false
ComputerName:192.xx.xx.xx-syslog, Feb 29 01:37:50
192.0¢.xx.xx Feb 29 01:37:50 $11181715C26118
vertra_cef heath - Mar 03 14'58'57 192 168 18 128 192 00XXXX

Figure 6

e Vectra: Login Failed- This report gives information about failed logins detected by Vectra Al. This
contains the username, user privilege, source IP and other details of failed login attempts which will
help to investigate further.

LogTime Eventid Computer EventSource  EventDescription log type message Result Source IP Source user name User Privilage
0312572020 08:55:02PM 128 172 xxx-8YSLOG ~ SYSLOG locald  Mar 25 20:55:02 172.0x.xx.xx audit login failed failure 192.50¢300.XK john admin
ComputerName:192.xx.xx xx-syslog, Feb 29 01:37:50
I 192.0¢xx.xx Feb 29 01:37:50 511181715C26118
103/25/2020 08:55:02PM 128 172xxx¢xx-SYSLOG ~ SYSLOG local0  Mar 25 20:55:02 172.x0¢.x0¢.30¢ audit login failed failure 192,000 XX wil other
ComputerName:192.3x.xx.xx-syslog, Feb 29 01:37:50
192.30¢xx.x Feb 29 01:37:50 511181715C26118
vectra_cef_health -; Mar 03 14:58:57 192.168.18.128
0312512020 09:20:20 P 128 172xxxxxx-SYSLOG  SYSLOG local0  Mar 25 21:20:20 172.x0.30¢.30¢ audit login failed failure john admin
ComputerName:192.xx xx.xx-syslog, Feb 29 01:37:50
192.30¢xx.xx Feb 29 01:37:50 511181715C26118

iinaben_ané hankh - Mar 2 44.C0-C7 407 420 40 490

1923006

Figure 7

e Vectra: Login Success- This report gives information about successful logins detected by Vectra Al.
This contains the username, user privilege, source IP and other details of successful logins to keep
track of users accessing the system.

LogTime Eventid  Computer EventSource  EventDescription logtype  message Result Source IP Source user name User Privilage

0372672020 11:11:41 AM 128 1T2x00000-SYSLOG  SYSLOGlocald  Mar 26 11:1:41 1720 xxxx audt login successful ~ success 19200000 mike admin
Computerame: 192.x.xx xx-syslog, Feb 29 01:37:50
192.x0¢.xx Feb 29 01:37:50 §11181715C26118

0312512020 08:55:02 PN 128 17200000xx-5YSLOG  SYSLOGlocald  Mar 25 20:55:02 1720 ¢ audt login successful  success 1923003000 john others
ComputerName:192.xx.xx xx-syslog, Feb 29 01:37:50
192.50c0c.xx Feb 29 01:37:50 811181715C26118

03/25/2020 08:55:02 P 128 17250000 0-SYSLOG ~ SYSLOGlocald  Mar 25 20:55:02 172, xx xx audt login successful ~ success mike admin
ComputerName:192.xx.xx xx-8yslog, Feb 29 01:37.50
192.xxx Feb 29 01:37:50 S11181715C26118

1920000

Figure 8

e Vectra: Audit activities- This report gives information about audit activities detected by Vectra Al. This
contains the username, user privilege and other system details to keep track of all the audit activities
performed.
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LogTime Eventid Computer EventSource  EventDescri logtype message Result Source IP Source user nam User
03/25/2020 08:55:02 PM 128 1720 xxxx-SYSLOG ~ SYSLOGlocal0  Mar 25 20:55:02 172.xx.xx.xx audit login failed failure john admin
ComputerName:192.xx.xx.xx-syslog, Feb 29 01:37:50
19230 xx Feb 29 01:37:50 $11181715C26118

1920000XK

Ané hankh - lar 2 44.C0-C7 407 420 10 470

PrasEa)
03/25/2020 08:55:02 P 128 17200000 3¢-8YSLOG ~ SYSLOG locald  Mar 25 20:55:02 172,030 audit Iogin successful  success 1920 XX, 3¢ wil others
ComputerName:192.xx.xx.xx-syslog, Feb 29 01:37:50
192.xxx0¢xx Feb 29 01:37:50 511181715C26118

03/25/2020 08:55:02 P 128 1720 xxxx-SYSLOG ~ SYSLOG local0  Mar 25 20:55:02 172.xx.XX.XX audit login successful  success john others
ComputerName:192.xx.xx xx-syslog, Feb 29 01:37:50
192.xx.xx.xx Feb 29 01:37:50 $11181715C26118
vertra_raf heatth .- Mar 12 14-52:57 107 1R 12 198 192 000K X

Figure 9

Logs Considered

event_category +-0

event_computer += 172

event_datetime +-

event_datetime_utc +- 1585212441

event_description Mar 26 14:17:21 172 nnaiug Ccmputerf\ama:192.‘-5'-,'5‘09‘ Feb 29 071:37:50 192, IENSEMMMF<b 20 01:37:50 S11181715C26118 vectra_cef_heal

th -: CEF:0|Vectra Networks|X Series|5.5|lockdown|Account Lockdown|3|externalld=436 cat=LOCKDOWN dvc=192,168.18.128 suser=Mark account=conto

so cs1label=action cs1=false cs2Label=success cs2=false cs4label=Vectra Event URL csd=https:/

t=1578878425000 end=1583264974000

IR c|ctcctions/16887detail_id\=290026 star

event_group_name

event_id +- 128
event_log_type +=- Application
event_source +=- SYSLOG local0
event_fype +=- Error
event_user_domain += N/A
event_user_name +- N/A
group_name +- contoso
log_id +=- 436

log_info += Account Lock
log_source += vectra Events
log_type += lockdown
policy._details +=- X Series
source_type +=- Vectra
src_user_name +=- Mark
threat_prior +-

url_name += https// _id\=290026

Figure 10
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4.4 Dashboards

Vectra- Accounts Locked

Vectra-Account Locked G —

Il john mark [l will

Figure 11

Vectra- Login Failed

&
;
b

Vectra-Login Failed

M john will

Figure 12
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Vectra- Audit activities by user

Vectra-Audit activities by user G - X

<
M john T will M mike
Figure 13
Vectra-Top high scored host
Vectra-Top high scored host G-
Series: addl_info2
6
4 o
2
0 —
O P Qe (N \ SN TR A\ S P S - T
R Q N\ ¢ o AN s N N ° G <
Coz‘(,\‘o ()33(}0 \)('(_(,\\l \)(_?,\L’& ‘(\aﬁaQ \\,\gf\\\ o 'b(\ \)c,a“ C”\'{\(\ \ e'\\,OQ \’d\’l’?’e .\'(\-\ql')‘)_ ’\9'2»
o o Q o, (.\‘c' ¢ _0(. o o) o O . \\0\\ X \“\\ ()
o 38 48 m 51 - 60 ¢ 99 @36 43 ¢ 45 & 47 52 453
39 41 e 42 —«- 44 59 37 - 46 —-50 —-58

Figure 14
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Vectra-Suspicious account detected by category

Vectra-Suspicoius account detected by category G

cucmgmt0i.cuc.ky ‘

cets01.cuc.ky

command & control

os scovmgcu.a Lcucky cucbackup02.cucky
reconnaissance

CQQnacucw
ibm-m93p-9ysm.

dell-opt- 70445201

ip- 192 168.18.143
lateral movement

. reconnaissance . lateral movement . host scoring . command & control
Figure 15

Vectra-Threats detected by category

Vectra-Threats Detected by Category G

. ‘ command & contr’
-ampaigns smb_psexe; ‘
campaigns

port_sweep
ateral movement reconnaissance
internal_spreading brute_force_i2i

@

. reconnaissance . lateral movement . campaigns . command &t control

Figure 16
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Vectra- Threat detected by host

Vectra-Threat Dectected by Host ]

ibm-m93p-br3z.cucky 4
“Elcswinds01b.cucky

smb_psexec

dell-opt-ws52.cuc.

@M1 halchy i'.“e';“l-sm“WinB»d.(uc,ky

cucmgmt01.cuc.

reverse_rat ‘ @ cucbackup02.cucky
I ‘ port_sweep

cucnets01.cuc, brute_force_i2i

campaigff¥cmamtot.cucky ip-192.168.18.143

.pon_sweep .brutejorce_iZi .campaigns .revetse_rat .internal_spreading Osmb,psexec

Figure 17
Vectra-Threat score by category
Vectra- Threat Score by Category G-
category: reconnaissance category: lateral movement category: command &
control
24 36 32 48
28 42

"

addl_info2 addl_info2 80 addl_info2 70

72 96

&

.. | co.. | [Meo.] M. e [Me0.] N N Hw.]
[N co. | B .. |EMoo.| (Moo |BMs. BN w..| M. |EMx. EMoo.
vo.. EH va...[TH

Figure 18
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Vectra-Certainty score by category

Vectra- Certainty score by Category G - x
category: reconnaissance category: lateral movement category: command &
control
32 48 38 57 6
4
- 8
2
10
0 addl_infol <
12

o o | [P 0. [Y 0.
N 0. | 4. 00...]
oo,

Figure 19

5. Importing Vectra Al knowledge pack into
EventTracker

NOTE: Import knowledge pack items in the following sequence:

e (ategory

e Token Template

e Alert

e Knowledge Object
e Report

e Dashboard

1. Launch EventTracker Control Panel.

2. Double click Export Import Utility.

Netsurion. EventTracker®
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o) EventTracker Control Panel = [ = -

e &% |2

EventVault Diagnostics License Export Import| Append
Manager Utilaty Archives
ﬁ :

EveniTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi... Manageme... Configuration

> T
Change Audit About

EventTracker

E-mail: support @Event Tracker com

Figure 20

3. Click the Import tab.

1. Click Category option, and then click Browse ],

L Export Import Utility = = -

Export | Import

1. Provide the path and file name of the Categories file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Options Location
) Fiters
O Mers

Source :

I L]

() Systems and Groups

) Token Value
) Reports

(O Behavior Comelation

Import | | Close

Figure 21
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2. Locate Category_Vectra.iscat file, and then click Open.
3. Toimport categories, click Import.

EventTracker displays success message.

Export Import Utility -

o Selected category details are imported successfully.

Figure 22

4. Click OK, and then click Close.

1. Click Alert option, and then click Browse [ ] .

' Export Import Utility = '='-
Export | Import

1. Provide the path and file name of the Alerts file. Use the °..." button to browse and locate the import file.
2. Click the Import button.

Options Location
O Category Import E-mail settings
Set Active
() Fitters &) e This setting is applicable only for imports from Legacy (wfx)
®) Cnly if netifications set Alert files. For v7, the active status will be set based on
@ Aets () By default "Active” key available in the configuration section.
() Systems and Groups Watchlist Configuration
. Import Watchlist configuration
() Token Value . — . . . 3
This setting is applicable only for alerts which have Advanced watchlist configured.
- Note: If this option is enabled the user should make sure the watchlist groups are available
() Reports on the console where the alerts are imported.
() Behavior Comelation

Source

~jzalt |

Import | | Close |

Figure 23
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2. Locate Alert_Vectra.isalt file, and then click Open.
3. Toimport alerts, click Import.
EventTracker displays success message.

Export Import Utility -

o Selected alert configurations are imported successfully.

Figure 24

4, Click OK, and then click Close.

1. Click Parsing rule under Admin option in the EventTracker manager page.

g:— Active Watch Lists [®@ FAQ Tile Configuration I O Parsing Rules I
A\ Alerts 2 Group Management {}% Report Settings

ﬂ Casebook Configuration Q IP Lookup Configuration [; Systems

°|§ Category G- Knowledge Objects D Users

m Diagnostics @ Machine Learning Jobs I+ Weights

NZi Event Filters {-b Machine Learning Settings

EQ] Eventvault l—? Manager

Figure 25

2. Click Template.

Parsing Rules

Parsing Rule Template

Groups @

= -

[+]e]+]
oo
[+ 18]+ ]

»

Figure 26
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3. Toimport token template, click Import.

M / Admin / Parsing Rules

L

C x

Figure 27

4. Locate the Templates_Vectra.ettd type file by clicking Browse, enables all the templates and click

import.

Select file

MNote: Please =z«

Figure 28

5. Click OK.

1. Click Knowledge objects under Admin option in the EventTracker manager page.

= EventTracker::

Home E'_; Active Watch Lists [E] collection Master [F Group Management [ systems & /Dashb
A Alerts @ Correlation Q IP Lookup Configuration S,Q Users
1 @ Behavior Correlation Rules ﬂ Diagnostics - Knowledge Objects l"— Weights
ﬂ Behavior Correlation Settings \71 Event Filters @ Manager CJ windows Agent Config
3‘2'9&':""' qyb‘:::;e“hgmmmm‘ L'}‘:'“‘?',‘?'Sﬂg 7] Casebook Configuration [¥] eventvautt 17 Parsing Rules
off Category [&] FAQ Configuration &Y Report Settings
Attacker - News
Figure 29

2. Click Import ¥as highlighted in the below image:
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KnUW|EdgE‘ ObjECtS A& / Admin / Knowledge Objects

Objects I‘ Q

Q Q Activate Now

Groups @ 1

Figure 30

3. Click Browse.

Import

Close

Figure 31

4. Locate the file named KO_Vectra.etko.

5. Now select the check box and then click * Import option.

Netsurion. EventTracker®
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Import
L4 Object name Applies to Group name
v vectra Events Vectra Vectra

Import Close

Figure 32

6. Knowledge objects are now imported successfully.

File imported successfully.

Figure 33

1. Click Reports option, and select New (*.etcrx) option.

Netsurion. EventTracker®
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2. Locate the file named Reports_ Vectra.etcrx and select the check box.

1. Provide the path and file name of Schedule Report file. Use the °.." button to browse and locate the import file
2. Click the Import button
Note : i report(s) contains template, first import template and proceed with exportimport utility.

Optiors Location
O Category
O Fiters
O Alets O Legacy (Tissch)
Source ©
O 5 d G
ystems and Groups |'.issch | l:l

() Token Value

=

) Behavior Correlation

Figure 34

Note : i report(s) contains template, first import template and proceed with report import process.

Select file [1*” [ M “Reports_Vectra etonc || select fie

Available reports

Title | Fi Show l -

=) Thle Sites Groups Systems Frequency|
] -Account Lockdown

B | EDIT |Vectra-Account Scoring R1S5VM30

B |EDIT |Vectra-Audit activities R155-VM3D Undefined
B | EDIT |Vectra-Host Scoring R1S5VM30 Undefined
B | EDIT |Vectra-Login Failure R155-VM3D Undefined
[ | EDIT |Vecira-Login Success R1S5VM30 Undefined
B |EDIT | Vectm-Threat Detected R1S5VM30 Undefined

Mote: Set run time option is not applicable for Defined Reports and Hourly Reports
] -

[t |

Set run time for report(s) from at interval of I:l minutes

Rﬁia:el || Replace || Assign systems. |

Note: Make sure that Sitefs), Group(s) and System(s) selections are valid

Figure 35
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3. Click Import ¥ to import the report. EventTracker displays success message.

Export Import Utility .

Selected reports configurations are imported successfully

Figure 36

5.6 Dashboards

NOTE- Below steps given are specific to EventTracker 9 and later.

1. Open EventTracker in browser and logon.

Home

My Dashboard
Threats
. Indicators of Compromise
UZE activities. Mew senvices or software install B

Behavior Comelation
Change Audit
Compliance

Figure 37

2. Navigate to My Dashboard option as shown above.

3. Click Import ¥ as show below:

EventTracker: A0 Admin~  Tools~ (@) ETAdmin -

My Dashboard # / Dashboard / My Dashboard

PO LTOO

Figure 38

Import dashboard file Dashboard_Vectra.etwd and select Select All checkbox.
Click Import as shown below:

Netsurion. EventTracker®
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Available widgets

Select Al

! Vectra-Account Locked ¥ Vectra-Login Failed
| \ectra-Login activities b... #| \ectra-Top high scored ho...
] Vectra-Top high scored ac... | \ectra-Suspicoius account...
| Vectra-Threats Detected b... | Vectra-Threat Dectected b...
| Vectra- Threat Score by C... ¥ Vectra-Certainty score by...
Import Close
Figure 39
6. Import is now completed successfully.
Selected dashlets imported successiully.
Figure 40
7. In My Dashboard page select ®to add dashboard.
My Dashboard A / Dashboard / My Dashboai

[Blecosrro

CheckPoint Trend Micr... Microsoft ...

Figure 41

8. Choose appropriate name for Title and Description. Click Save.
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Add Dashboard

Save Delete Cancel

Figure 42

9. In My Dashboard page select @ to add dashlets.

My Dashboard

# / Dashboard / My Dashboard

edRle £ 700

Infoblox DD Vectra
Figure 43

10. Select imported dashlets and click Add.

Customize dashlets

vectra Q

¢! Vectra- Certainty score by Cate..,

| Vectra-Login Failed

| Vectra-Top high scored account

| Vectra- Threat Score by Category

¢! Vectra-Suspicoius account dete..,

| Vectra-Top high scored host

¥| Vectra-Account Locked

¥| Vectra-Threat Dectected by Host

Figure 44

Netsurion. EventTracker®

| Vectra-Audit activities by user

¥| Vectra-Threats Detected by Cat...

Delete Close




Integrate Vectra Al

6. Verifying Vectra Al knowledge pack in EventTracker
6.1 Category

1. Logon to EventTracker.

2. Click Admin dropdown, and then click Category.

EventTracker::
n Home ;:— Active Watch Lists [F] Collection Master [*2 Group Management ] systems & /Dashb
Q Ak Alerts @ Carrelation Q IP Lookup Configuration 92 Users
1 @ Behavior Correlation Rules ﬂ Diagnostics 1 Knowledge Objects "["- Weights
\ﬂ Behavior Correlation Settings \",-ﬂ Event Filters @ Manager J windows Agent Config
nﬂi‘:‘ﬁl bel::LEaChzTamwpiﬁ ng'c?i.?rs"zigi 4:] Casebook Configuration [‘:'] Eventvault O Parsing Rules
o\E Category [®) FAQ Configuration 1:9 Report Settings
Attacker — News
Figure 45

3. In Category Tree to view imported category, scroll down and expand Vectra group folder to view
the imported category.

Category Tree Search

=i~ All Categories

@ *All error events

..... @ *All information events
..... @ *All warning events

----- @ *Security: All security events

+-[= Change Audit

tjg EventTracker

gg Infoblox

gg NIST 800-171

gg PCI DSS

[ Vectra

E @ Vectra-Command § Control Threat
: B @ Vectra-Login Failure
ng Windows

Figure 46
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6.2 Alert

1. Logon to EventTracker.
2. Click the Admin menu, and then click Alerts.

— EventTracker::

Home E; Active Watch Lists [E] collection Master [F2 Group Management [ systems & /Dasht
Ak Alerts @ Correlation Q IP Lookup Configuration ,QQ Users
2 @ Behavior Correlation Rules E Diagnostics f_) Knowledge Objects .‘T- Weights
‘ﬂ Behavior Correlation Settings ’V_] Event Filters ’?‘ Manager L) Windows Agent Config
Eﬂa‘:‘ﬂl bel:::‘LEBChEMiT@m“M‘ LI;EIC\?I_QFSNGZLSK;C -:] Casebook Configuration [3] Eventvault T:; Parsing Rules
off Category [@] FAQ Configuration &1 Report Settings
Attacker - News
Figure 47

3. Inthe Search box, type ‘Vectra, and then click Go.
Alert Management page will display the imported alert.

@ T|T Activate Now Click "Activate Now' after making all changes

Alert Name A Threat Active Email Fo;v'::;(:, as
% Vectra-Account Locked 9 O
G‘ﬁ Vectra-Login Failed & ‘)
i M Vectra-suspicious account detected @ ‘)
@

ﬁvﬁ Vectra-Threat Detected

Figure 48

4. To activate the imported alert, toggle the Active switch.

EventTracker displays message box.

Successfully saved configuration.
[[] Prevent this page from creating additional dialogs

Figure 49

5. Click OK, and then click Activate Now.
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NOTE: Please specify appropriate system in alert configuration for better performance.

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Parsing rules.

—
= EventTracker:: A |Admin-
n Home E_; Active Watch Lists [E] Collection Master [%7 Group Management ] systems # / Dashb
Q A Alerts @ Correlation Q IP Lookup Configuration QQ‘ Users
1 @ Behavior Correlation Rules ﬂ Diagnostics (_) Knowledge Objects [‘- Weights
':‘u Behavior Correlation Settings m Event Filters @ Manager 0 windows Agent Config
3‘2&?“' ‘:_Yb'::::(eac"e:m@mwm( L';‘:'U?l.‘?rsu‘;ig 7] Casebook Configuration [¥] Eventvault [7) Parsing Rules
n|§ Category [@" FAQ Configuration {] Report Settings
Attacker - News
Figure 50

2. On Template tab, click on the Vectra group folder to view the imported token values.

Parsing Rules

Parsing Rule Template
ooo
Groups @ 888 Group: Vectra
Default
Cisco ESA @ @ Template Name Template Description
EventTracker UE @’ Vectra Audit activity
Infoblox DDI T@ @ Vectra-Account lockdown
Vectra Il @ Vectra-Account Scoring
WatchGuard XTM TH; 1 ; X
il @ Vectra-Host Scoring Vectra-Host Scoring
Windows TE~ @

Vectra-Threat Dectected

Figure 51

1. Inthe EventTracker web interface, click the Admin dropdown, and then select Knowledge Objects.
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EventTracker
n Home E:— Active Watch Lists [E] Collection Master [*2 Group Management ] systems 4% /Dashb
q A Aerts @ Caorrelation Q IP Lookup Configuration Q Users
1 @ Behavior Correlation Rules B Diagnostics ' Knowledge Objects _‘IL‘- Weights
‘u Behavior Correlation Settings a Event Filters @ Manager L] Windows Agent Config
Eﬂi‘:‘al C.yb'::.fac"i.rmm"’ﬁ“ l\;t:lﬂ?l_t?rsﬂg -:I Casebook Configuration [C'] Eventvault O Parsing Rules
o|§ Category [®" FAQ Configuration i:"n Report Settings
Attacker — News
Figure 52

2. Inthe Knowledge Object tree, expand Vectra group folder to view the imported knowledge object.

Knowledge Objects

Groups @ @ (] Object name vectra Events

Applies to Vectra
Barracuda NG Firewall

Checkpoint Firewall Rules

Gisco ESA e

=] vectra Events

Cybereason
22 Message Signature: CEF:OVectra Netwd

Eventiracker Message Exception:

Infoblox DDI Expressions

Expression e Expression 1
B3 paio Alto Firewall B typ P

Column Delimiter |

Regular Expression (? <key>\b[a-zA-Z]-

Regular Expression ‘\scat=(7 <category>

Figure 53

3. Click Activate Now to apply imported knowledge objects.

6.5 Report

1. Inthe EventTracker web interface, click the Reports menu, and then select Report Configuration.

EventTracker::

Report Configuration

Report Dashboard |ndlﬂ?‘_{_}r5 of Compromise
USE activities, New services or software install B

Explorer
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Figure 54

2. In Reports Configuration pane, select Defined option.
3. Click on the Vectra group folder to view the imported reports.

Scheduled () Queued | ® Defined

Report Groups @ §§ Reports configuration: Vectra
s Security @ [l C%
"s Compliance E Title
"s  Operations O 3 Vectra-Threat Detected
' Flex C (3 Vectra-Host Scoring
Cisco ESA 1 A
E’ - a I @ J {»3 Vectra-Account Scoring
EventTracker [ =
= @ {3 Vectra-Account Lockdown
[ Infobiox DOI T@ @ =
[ f»t:" Vectra-Audit activities
[ Vectra ] @
= }‘E{ Vectra-Login Success
[ WatchGuard XTM Il @
S s o e
= I il Vectra-Login Failure
B Wwindows ] @ W

Figure 55

6.6 Dashboards

1. Inthe EventTracker web interface, Click Home and select “My Dashboard”.

Figure 56

2. Inthe “Vectra” dashboard you should be now able to see something like this.
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Vectra- Threat Score by Category G - %
category: reconnaissance category: lateral movement category: command &
control
( Q ) ( Q‘) ) ( Os)
addl_info2 addl_info2 addl_info2 <

72

96 84
oo | BN+ |EMoo.|] Moo |EMi. | BN M. BN« 00...|

Figure 57

Netsurion. EventTracker®




