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Integrate Windows Defender

This guide provides instructions to retrieve Windows Defender event logs and integrate it with EventTracker.
Once EventTracker is configured to collect and parse these logs, dashboard and reports can be configured to
monitor Windows Defender.

The configurations detailed in this guide are consistent with EventTracker version v9.x or above and Windows
Defender for Windows 10 and Windows Server 2016.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2019 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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Overview

EventTracker collects the event logs delivered from Windows Defender and filters them out to get some
critical event types for creating reports, dashboard, and alerts. Among the event types, we are considering:
Malware detected, Suspicious behavior detected, Windows defender configuration changes, Action taken on
threats, Engine updates, Antivirus real-time protection disabled, Scan failed, etc.

Prerequisites

e EventTracker agent must be installed in a host system/server.
e [ET91U19-031.exe update must be installed before configuring this KP-item, in EventTracker manager.

Configuring Windows Defender to forward the log to
EventTracker

1. Follow the file path of EventTracker Agent configuration —
C:\Program Files (x86)\Prism Microsystems\EventTracker\Agent
2. Double click on “etaconfig” application to launch “EventTracker Agent Configuration”.

Name

l Cache

Boa

l MeszageD

l OtherFiles

l Script

l Symantec EP Cloud

I _etaconfigBase

. certClientLog

B Cerlicensed

B ClientCertificate.dl

E Data Encryption.dll

= DBPopulation Application
" etaconfig Application

. etaconfig.exe.manifest AN IFEST File
‘ etaconfig 2 nfiguration sett...
EtaDataDispatcher

n etagent.dll

E ctagent

. etalog

. etalog.tt.bak.1

Figure 1
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3. Navigate to Event Filters>Filter Exception.

File Help

Select Spstems
|NTF'LDTBLF|‘I4B ﬂ Agent bazed system

r |

Manager destinations:
[NTPLDTELR145

Log Backup l Performance ] Mebwork Connections ]
Logfile Monitor File Transfer ] ayzlog FTR server ] Suspicious Activity ]
Managers | EventFilters | Sustem Manitor ] Maritor Processes ] Services ]

“Y'ou can choose to filker out events that are not required. Once the filker iz et,
all events matching the filker criteria will not be sent to the EventTracker

M anager. vou can alzo configure advanced filker options such az to gend only
gpecific events or choose Lo filker out specific events,

Event Types
| Event Logs ~ -
[ application Error
[ HardwareEvents [ Waming
1 Intemet Explarer v [nformation
[J KeyManagement Service W Audit Success
L Olerts o || T Audi Eailure
M1 Serurit .
< » [ Ciitical
[ “erbose

[” Enable SID Translation
Ewent Description:  Clagsic & ML

I Filter Exception I Advanced Filters |

Figure 2

4. Click New and compose Event Details.

e Filter Exception O >
ou can chooze to moritor specific eventz if they match a filker criteria. Specify the details of the
events that pou would like to monitor.
E wamnple: vou may want to filker out all Information events other than thoze received from the Web
Service. To do thiz, zet the Information filker and add a Filker Exception with Event Source as 'Web
Service.
Log Tupe | Event Tupe | Cate... | Eve... | Saource | Idzer | Description ~
ticrozaft-... 1] icrozaft-...
Information 1] 3221 EwentTra.. Powershell exe..
Information 0 FO3E  Service C... unning state
Audit Success I} 4663 [$HOT £ ind .
Information 1] 3807 EwentTra...
Information 1] 3806 EwentTra..
Audit Success 0 512
Audit Success 1] a13
Audit Success 1] A16
At Surress Mn R17 w7
< >
New Edi Delste Find | Close
Figure 3
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5. Select Log Type Microsoft-Windows-Windows Defender/Operational, match it in source Microsoft-
Windows-Windows Defender and click on OK.

Ed MNew Event Details >
Event Details [empty field implies all matches]
Log Type:
Microzoft-Windomws-\Windows Defender/0perational I ﬂ
Event Type Event D :
|Inf0rmation ﬂ |
Category : Match in User :

Match in Source :
¥ IMicrosnft-Windows-Windows Defenderl

katch in Event Deser :

"tatch in Ewvent Descr | "Match in User and "Match in Source” field can take multiple
stings separated with &8 or ||.- & stands for AMD condition. - || stands for OF condition,
Far negating the result of match operation, prefis the string with “[SMOT§]". IF there are
multiple strings, then the rezult of the whole expreszion iz negated. Only one "[$HOTE]"
should be uzed in the string,

Example: ]
The string "[$M0T $]Logon Type: 4liLogon Type: 5 will match all events that DO HOT
contain Logon Tepe: 4'' or "Logon Tepe: B in the description,

For more information elick here.

I [l I Cahicel

Figure 4
6. Click Close and save to apply the changes.
Ed Filter Exception O =
o can choose to monitor specific events if they match a filker criteria. Specify the details of the
events that you would like bo monitor,
E =ample: ol may want to filker out all Information events ather than thoze received from the Web
Service, To do thiz, zet the Infarmation filter and add a Filker Exception with Event Source az 'Web
Service,
Log Type | Event Type | Cate... | Ewve... | Source | Lser | D ezcription A
Microsaft-.. o Microsaft-...
Information 1] 3221 EventTra... Fowerzhell. exe..
[nformation 0 TO03B  SemwiceC... Tunking state
Audit Successz 0 4663 [$MOT$]$w ind..
Information 1] /07 EventTra...
Information 1] 3006 EwentTra...
Audit Success 1] 2
Audit Success 1] M3
Audit Success 1] 516
Aodit Surress M F17 2
< >
Hew Edit Delete Find Close
Figure 5
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7. Click Save and close EventTracker Agent configuration.

[+
File Help
Select Systems
|NTF'LDTBLF|1 45 ﬂ Agent bazed spstem
r |
Manager destinations:
[NTFLDTBLR14E
Log B ackup ] Performance ] Metwork Connections ]
Logfile banitor ] File Transfer ] spzlog FTP server ] Suspicious Activity ]
Managers ~ Ewvent Filkers l System Monitor ] Monitar Processes ] Services ]
‘You can choose to filter out events that are not required. Once the filter iz set,
all events matching the filker criteria will not be sent to the EventTracker
M anager. v'ou can aleo configure advanced filker options such az to send only
specific events or chaoze to filter out specific events.
Ewvert Types
| Ewvent Logs ~ e
[ Microsoft-windows-win32k /0 perational I Enor
[ Microzaftiwindowswindows Defenderd0 pe [ Waring
[ Microsoftwindows-windows Defender/wH v Irformation
[ Microzoft-windows-windows Firswal ‘With 2 W Audit Success
[ Microzoft-windows-windows Firewal with 2 9 ™ Audit Failure
M Mirmanft-windnvws-wWindows Firewal with 2 -
< > [~ Critical
I™ Enable SID Translation [ Verbose
Event Description: ¢ Classic  (+ XML
Filter Exception | Advanced Filters |
=m o]

Figure 6

EventTracker Knowledge Pack

Once logs are received by EventTracker manager, Knowledge Packs can be configured into EventTracker.
The following Knowledge Packs are available in EventTracker to support Windows Defender.

e Windows Defender: Action taken on malware failed — This alert is generated when Windows Defender
antivirus has encountered an error when acting on malware or other potentially unwanted software.

e Windows Defender: Antivirus scanning disabled — This alert is generated when Windows Defender
antivirus scanning for virus’s feature is disabled.

e Windows Defender: Definition update failed — This alert is generated when Windows Defender
antivirus has encountered an error while trying to use dynamic signature service or update, load
signatures and attempt reverting to a known-good set of signatures.

e Windows Defender: Deletion of malware from quarantine failed — This alert is generated when
Windows Defender antivirus has encountered an error while trying to delete an item from quarantine.

Netsurion. EventTracker
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e Windows Defender: Engine update failed — This alert is generated when Windows Defender antivirus
has encountered an error while trying to update the engine, but could not load the anti-malware engine
and update the platform.

e Windows Defender: Malware and unwanted software scanning disabled — This alert is generated
when Windows Defender antivirus scanning for malware and other potentially unwanted software is
disabled.

e Windows Defender: Malware detected — This alert is generated when the anti-malware engine finds
malware or other potentially unwanted software.

e Windows Defender: Real-time protection disabled — This alert is generated when Windows Defender
antivirus real-time protection scanning for malware and other potentially unwanted software is
disabled.

e Windows Defender: Scan failed — This alert is generated when an anti-malware scan fails.

¢ Windows Defender: Scan failed before finished — This alert is generated when an anti-malware scan is
stopped before it finishes.

e Windows Defender: Suspicious behavior detected - This alert is generated when Windows Defender
antivirus detects suspicious behavior.

e Windows Defender - Action taken on threats - This report provides information related to the action
taken by the Windows Defender on threats detected on the system. If the action fails, then this report
provides the details for the reason.

Windows Defender- Action taken on threats

‘Compu Action Actions Category Error ‘Execution Process Severit Signature Source Threat
ter Name String Name Description Name Name yName Version Name Name User
‘1072612019 07:20:38 PM Desktop- %%887 No additional  Trojan The %%813 http://go.micro %%384 containerfile;_ C:Windo Severe 1.295.1352. %%818 Trojan: John
WKS actions operation soft.com/fwlin 6 110.0.1.10shar wslxplo 0 Win32/
required unsuccessfu k/?linkid=3702 elalware_For rer.exe Bagsu'r
Figure 7
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Sample Logs:

action +- %%887

addl_infod +- Mo additional actions required
addl_info5 +- %%813

addl_infos +- %%346

application_name +- C:WindowsOxplorer.exe
category +- Trajan

device_version += 4.18.1904.1

event_computer +- NTPLDTELR428@Defender
event_description Id: 1117

Windows defender has taken action to protect this machine from malware or other |
For more information please see the following:

%013

Mame: SYSTEM2

1D: 2147694408

Severity: High

Category: Trojan

Path: C\Folder0.0.1.10\share\Malware_For_Demo\Server.exe-» (VFS:svchost.exs
Detection Crigin: Network share

Detection Type: Concrete

Detection Source: Real-Time Protection

User: Adam

Process Name: C:\Windows\explorer.exe

Action: Block

Action Status: %38

Error Code: 0x00000000

Error description: .34

Signature Version: AV: 1.217.2054.0

Engine Version: AM: 1.1.12603.0

Figure 8

e Windows Defender - Configuration changes - This report provides information related to changes
happened on Windows Defender features like enabling/disabling of real-time protection, changes in
the configuration of a defender.

Windows Defender - Configuration changes

LogTime Computer Product Version Old Value New Value

072602019 12:19:07 PM  Desktop-wks1 4.13.1904 1 HKLMSOFTWAREMicrosoftWinde HKLMSOFTWAREWicrosoftWindo
WS WS
DefenderMpEngineMpCampRing = DefenderMpEngineMpCampRing =
021 =2

07/26/2019 04:35:40 PM  Dessktop-MNy'C 4.18.1904 1 HKLMSOFTWAREMicrosoftWinde  HKLMSOFTWAREMicrosoftWindo

WS
DefenderMpEngineMpCampRing =
021

WS
DefenderMpEngineMpCampRing =
=2

Figure 9
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Sample Logs:

device_version += 4.18.1904.1
event_computer +=- NTPLOTBLR48@Defender
event_description Icl: 5007

Windows defender Configuration has changed. If this is an unexpected event you st
Old value: %3
MNew value: %4
<EventData> <Data Name="Product Name">%%827 < /Data> <Data Name="Produ

neMpCampRing = 0x21</Data> <Data Name="New Value">HKLMSOFTWAREM icrc

event_id +- 5007
event_log_type +- Application
event_source += Microsoft-Windows-Windows Defender
event_type +=- Information
event_user_domain += A
event_user_name += PMA
log_source +=- Windows Defender
new_value +=- HELMSOFTWAREMIcrosoftWindows DefenderMpEngineMpCampRing = 0x2
object_name +- 509827
old_value +=- HKLMSOFTWAREMIcrosoftWindows DefenderMpEngineMpCampRing = 0x21
tags +=- Windows Defender
Figure 10

e Windows Defender - Suspicious behavior detected — This report provides information when defender
detects some suspicious behavior in windows machine like usage of malicious macro, changes in the
registry which can compromise the system.

Windows Defender - Suspicious behavior detected
LogTime Computer User Threat Name Category Name Path Found Process Name Target File Name

07/26/2019 12:19:07 PM Contoso-wks01  espnef\bob.tulley RS4_WinATP-Intro- Document Exploit C:\Users\bob.tulley\Downloa chrome.exe powershell.exe
Invoice.docm ds\RS4_WinATP-Intro-
07/29/2019 04:42:39 PM Contoso-wksSRV espnef\bob.tulley VBS/Agent.NSWir.didr  Adware C:\Users\bob.tulley\Downloa chrome.exe powershel.exe

ds\RS4_WinATP-Intro-

Figure 11
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Sample Logs:

addl_info +- Local computer

addl_info2 +- 5-1-5

addl_info3 +=- 5-1-3-21-4133203243-3579683129-339516029-1001
application_name +=- chrome.exe

category +- Document Exploit

dest_path +=- powershellexe

device_version +- 4.9.10536.0

event_computer +- NTPLDTBLR48@Defender

event_description Id: 1015

Windows defender Antivirus has detected a suspicious behavior.
Mame: RS4_WinATP-Intro-Invoice.docm

1D: 12376943403

Severity: Medium

Category: Document Exploit

Path Found: C:\Users\bob.tulley\Downloads\RS4_WinATP-Intro-Invoice.docm
Detection Origin: Local computer

Detection Type: Heuristics

Detection Source: EDR

Status: New

User: espnet\bob.tulley

Process Name: chrome.exe

Signature ID: 5-1-5-21-4133203243-3579683129-339516029-1001
Signature Version: 1.299.315.0

Engine Version: 1.1.16200.1

Fidelity Label: %32

Target File Name: powershell.exe

Figure 12

e Windows Defender - Threat detected - This report provides information related to threat detected in
the windows machine. It provides information about the threat name, category, what actions are taken

by a defender on that threat.

Windows Defender - Threat detected

LogTime Computer User Threat Name Category Name File Path

07/26/2019 12:19:07 PM Contoso-wks01 John Trojan:Win32/Bagsu'rfn Trojan containerfile:_\10.0.1.10\share\Mal V
ware_For_Demo\REAL_BAD_Malz
2\Server.exe;file:_\10.0.1.10\shar
e\Malware_For_Demo\REAL_BAD_
Malz2\Server.exe;file:_\10.0.1.10\
share\Malware_For_Demo\REAL_
BAD_Malz2\Server.exe-
&gt (VFS:svchost.exe)

Figure 13
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Sample Logs:

event_log_type += Application

event_type +- Information

event_id += 1006

event_source += Microsoft-Windows-Windows Defender
event_user_domain +- NA

event_computer += NTPLOTBLR48@Defender
event_user_name += MA

event_description Id: 1006

Windows defender has detected malware or other potentially unwanted software.
For more information please see the following:
http://go.microsoft.com/fwlink/?linkid=37020&name=Trojan:Win32/Bagsu!rin&thi
MName: Trojan:Win32/Bagsu!rin

1D: 2147594434

Severity: Severe

Category: Trojan

Path Found: containerfile:_\}10.0.1.10\share\Malware_For_Demo\REAL_BAD_Malzz'
or_Demo\REAL_BAD_Malz2\Server.exe-» (VFSisvchost.exe)

Detection Type: Concrete

Detection Source: Real-Time Protection

Status: %20

User: Mike

Process Name: C:\Windows\explorer.exe

Signature Version: AV: 1.217.2054.0, AS: 1.217.2054.0, NIS: 115.8.0.0

Engine Version: AM: 1.1.12603.0, NIS: 2.1.11804.0

Figure 14

e Windows Defender - Threat detected by name.

\
¢

¥

Windows Defender - Threat detected by name G -

Series: event_computer

20
10
0
O O =
05\\“2\\ ‘OL\‘\O\ R '."‘\\\ $
Q Q O
Desktop-rv@Defender Desktop-223@defender desktop-6fnroel@defender

Figure 15
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e Windows Defender - Threat detected by system.

Windows Defender - Threat detected by system G - %
25
20
15
10
5
0
\OQb\ .' \o\;"\'\; " o
L\e"\‘ k\e""
Jul 22 04:43 PM - Jul 29 04:44 PM
Figure 16

e Windows Defender - Real time protection disabled by system.

Windows Defender - Real time protection disabled by system G - %
event_datetime event_computer
Jul 29 04:42:39 PM DESKTOP-10@dEFENDER

4
Jul 29 04:38:06 PM DESKTOP-rv130@Defender

Jul 26 07:20:38 PM
Jul 26 07:20:30 PM

Jul 26 04:35:44 PM

Jul 26 04:35:40 PM

ul 22 04:43 PM - Jul 29 04:44 PM

Figure 17
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e Windows Defender - Malware and unwanted software scanning disabled by system.

Windows Defender: Malware and unwanted softwar... G -

Title: Windows Defender: Malware and unwanted software scanning disabled by system
Notes: Windows Defender: Malware and unwanted scanning disabled

[l Desktop123@Defender Desktop011@DIl [ desktop-rv130@defender

M desktop-6fnrosl@defender

Jul 22 04:43 PM - Jul 29 04:44 PM

Figure 18

e Windows Defender - Scan stopped before finished by system.

Windows Defender - Scan stopped before finished by system G =-%

event_datetime event_computer reason

3

Jul 29 04:42:39 PM  pesktop-rvi@Defender An unexpected problem occurred. Install any available L

o

Jul 29 04:38:06 PM DESKTOP-rv130@Defender An unexpected problem occurred. Install any available L
Jul 29 04:37:26 PM DESKTOP-6FNROEL@Defender An unexpected problem occurred. Install any available t

L+ A r 3
Jul 26 07:2038 v DesktoplOl@Defender An unexpected problem occurred. Install any available ¢

Jul 26 07:20:30 PM Desktoplil@Defender An unexpected problem occurred. Install any available ¢
Jul 26 04:35:44 PM Desktop123 ¥ An unexpected problem occurred. Install any available t
Jul 26 04:35:40 PM BTBL123@Defender An unexpected problem occurred. Install any available
4 »

Jul 22 04:43 PM - Jul 29 04:44 PM

Figure 19
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e Windows Defender - Suspicious behavior detected.

Windows Defender - Suspicious behavior detected

application_name category dest_path object_name

chrome.exe Document Exploit powershell.exe EICAR Test_File

chrome.exe Adware powershell.exe VBS/Agent NSWitr.dldr

chrome.exe Adware

VBS/Agent NSW!tr.didr

chrome.exe Document Exploit powershell.exe EICAR_Test_File

chrome.exe Adware explorer.exe

VBS/Agent.NSWitr.dldr

Figure 20

e Windows Defender - Configuration changes.

Windows Defender - Configuration changes

event_computer

new_value

\Windows Defender’

ft\Windows Defender\SpyN

\Windows Defender\Scan\OfflineScanRun = 0x0
\Windows Defender\Real-Time Protection\EnableUninownPrompts=1
4
ul2204:43 P u

Figure 21

Netsurion.

&

threat_name
RS4_WinATP-Intro-Invoice.c
VBS/Agent. NSWitr.didr
VBS/Agent. NSW!tr.didr
RS4_WinATP-Intro-Invoice.c

VBS/Agent.NSWitr.didr

object_name

old_value

winPrompts=1 Wi

EventTracker
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e Windows Defender - Action taken on threats.

;

Windows Defender - Action taken on threats

Series: addl_infod

6
4
2
0
N S o
,z\x(""‘\ a0 2 R
o 3O oo
o

no additional actions required

Jul 22 04:43 PM - Jul 29 04:44 PM

Figure 22

e Windows Defender - Antivirus scanning disabled by system.

Windows Defender - Antivirus scanning disabled by system

event_datetime event_computer
Jul 29 04:42:39 PM Desktop-mn@Defender
Jul 29 04:38:06 PM DESKTOP-rv130@Defender
Jul 29 04:37:26 PM DESKTOP-6FNROEL@Defender
Jul 26 07:20:38 PM NYC123@Defender
Jul 26 07:20:30 PM NYC10A@Defender
Jul 26 04:35:44 PM NYCO1@Defender
Jul 26 04:35:40 PM Desktop123
Jul 23 10:16:06 AM NYClli@Defender
Jul 22 04:43 PM - Jul 29 04:44 PM
Figure 23
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Importing Windows Defender knowledge pack into
EventTracker

NOTE: Import knowledge pack items in the following sequence:

o Alerts.
e Parsing Rules.
e Flex Reports.
e (Categories.
e Dashboard.

1. Launch the EventTracker Control Panel.

2. Double click Export-lmport Utility.

LEE

e Bk

EventVault Diagnostics License Export Import Append
Manager Utility Archives

Iﬁ % I z; ‘5? :

EventTracker Traffic Analyzer Agent Port TrapTracker
| Agent Confi... Manageme... Configuration

@ 8

Change Audit About
EventTracker

E-mail: support @Event Tracker.com

Figure 24

B Export Import Utilit

-

1. Provide the path and file name of the Categories file. Use the °..." button to
2. Click the Import button.

Options Location

@ Categary

P

Figure 25

3. Click the Import tab.

Netsurion. EventTracker
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1. Click the Alert option, and then click the browse | .. | button.
2. Navigate to the location having a file with the extension “.isalt” and then click on the “Import” button:

]
Eport  Import

1. Provide the path and file name of the Alets file. Use the °._" button to browse and locate the impon file.
2. Chek the Impornt button

Options Location
O Cat ] impoet E-mai settings
Set Active

Filters This setting is applicable only for imponts from Lagacy (réx)
= ®) Orly ¥ notications set Alert files. For v7, the active status will be set based on
@ Mets () By default “Active” iy avalable in the configuration section
() Systems and Groups Watchist Configuration
O Tokon Ve ] import Watchiist configuration

This setting ks applcable anly for alerts which have Advanced watchiist configuned. |
Note: F this option is enabled the user should make sure the watchist groups are available

() Reports on the console where the alerts are impored

{Z) Behavior Comelation

|E:'NetS_Projects’, \integration’\Configuration Rems'Alerts _/ isak

Figure 26

3. EventTracker displays a success message:

OK

_—

Figure 27

1. Click the Token Value option, and then click the | - 'browse button.

Netsurion. EventTracker
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2. Navigate to the location having a file with the extension “.istoken” and then click on the “Import”
button:
I‘[ " |

= |
I

1. Provide the path and file name of token value file, Use the ... button to browse and locate the import file.
2. Chck the Import button

Options Location
() Category
() Fiters I

() Mlets

O Systems and Groups - o o et stee KP\Secuity Inteligence Tez(|| - I
®) Token Value |
|

O Reports

(C) Machine leaming '

Figure 28

3. EventTracker displays a success message:

o Selected token values are imported successfully,

Ok

Figure 29

1. In EventTracker control panel, select “Export/ Import utility” and select the “Import tab”. Then, click
Reports option, and choose “New (*.etcrx)”:

Netsurion. EventTracker
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'} Export Import Utilit = %
Export  Import

1. Provide the path and file name of Schedule Report file. Use the °..." button to browse and locate the import file.
2. Click the Import button
Mate : K report(s) contains template, first import template and proceed with exportimport utility.

Options Location

| (O Category

() Fitters
O Mets () Legacy (issch) (® New (" eten)

(") Systems and Groups —
issch

) Token Value

(®) Reports

(") Behavior Comelation

Close

Figure 30

Once you have selected “New (*.etcrx)”, a new pop-up window appears. Click the “Select File” button
and navigate to the file path with a file having the extension “.etcrx”.

Select all the relevant files and then click Import | g | button.

EventTracker displays a success message:

Selected reports configurations are imported successfully

OK

Figure 31
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1. Click the Category option, and then click the .. browse button.

" Export Import Utility — *

Export| Imeort

1. Prowide the path and file name of the Categones file. Use the °.." button to browse and locate the impon file,
2. Click the Import button

- Location
(@) Categary

() Fitess
() Merts

() Systems and Groups :
| Category_Windows Defender.iscat
() Token Value

() Reports

() Behavior Comelation

Figure 32
2. Locate the Category_Windows Defender.iscat file, and then click the open button.

3. Toimport category, click the Import button.
4. EventTracker displays a success message.

Export Import Utility >

o Selected category details are imported successfully,

Figure 33
4. Click the OK button, and then click the Close button.

Netsurion. EventTracker
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Dashboard

1. Login to EventTracker.
2. Navigate to Dashboard - My Dashboard.
3. In “My Dashboard”, click Import Button:

EventTracker::

My Dashboard
Threats

Incidents

Behavior Correlation
Change Audit

Compliance

Figure 34

# / Dashboard / My Dashboard

ezos tftloo

| Import configuration

Figure 35

4. Select the Browse button and navigate to the file path where the dashboard file is saved and click on
the “Upload” button.

5. Once completed, choose “Select All” and click on “Import” Button.

6. Next, click “Customize dashlet” button as shown below:

Netsurion. EventTracker
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A& / Dashboard / My Dashboard

® @

@

LITIOO

Customize dashlet

Figure 36

7. Now, put a text on the Search bar: “Windows Defender” and then select the Windows Defender

dashlets and then click “Add” button.

Customize dashlets
windows defender Q
¢| Windows Defender - Action tak... ¢| Windows Defender - Configurat... ¥/ Windows Defender - Suspicious... ¢! Windows Defender - Threat det...
¢! Windows Defender - Threat det... #| windows Defender: Antivirus Sc... ) windows Defender: Malware an... ¥/ Windows Defender: Real time p...
#| Windows Defender: Scan stopp...
Add Delete Close

Figure 37

Verifying Windows Defender knowledge pack in

EventTracker

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Alerts.
2. Insearch box enter “Windows Defender” and then click the Search button.

3. EventTracker displays an alert related to “Windows Defender”

Netsurion. EventTracker
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Alerts

Show Al M

301 62

Available Alerts
Total number of alerts available

@ PREOPTRVWI  Click ‘Activate Now' after making 2ll changes

Active Alerts
Total number of active alerts

(=] Alert Name A Threat

@ M Windows Defender: Action taken on malware failed

o M Windows Defender: Antivirus scanning disabled

[m] W Windows Defender: Definition update failed

o W Windows Defender: Deletion of malware from quarantine failed

@ M Windows Defender: Engine update failed

o M Windows Defender: Malware and unwanted software scanning disa...
[m] W Windows Defender: Malware detected

o M Windows Defender: Real-time protection disabled [ ]
@ M Windows Defender: Scan failed [ ]
o M Windows Defender: Scan failed before finished

@ W Windows Defender: Suspicious behavior detected [ ]

888BAARAAAA:

Parsing Rule

Search by

301 - I -
= Il

System/User Defined Alerts
CGount for system and user defined alerts

Forward as
Syslog

Forward as
SNMP

Remedial Action
at Console

Figure 38

Alertname ¥

A& / Admin / Alerts

Q a

Defender

sl 113

301

Alerts by Threat Level
Count of alerts by threat level

Total: 11 |Pagesize 25 v

Remedial Action

St Applies To

o Windows 10 and Windows server 2016
o Windows 10 and Windows server 2016
- windows 10 and Windows server 2016
d windows 10 and Windows server 2016
o Windows 10 and Windows server 2016
o Windows 10 and Windows server 2016
- windows 10 and Windows Server 2016
o Windows 10 and Windows server 2016
= windows 10 and Windows server 2016
o Windows 10 and windows 2016

a windows 10 and Windows server 2016

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Parsing Rules.
2. Inthe Parsing Rule tab, click on the “Windows Defender” group folder to view the imported templates.

Parsing Rules

Farsing Rube

Groups () R ————
. 1 @
ALMmanacer Fat [ .
——— T @
N @
e N @
@
@
@
@
. 0 @
N @
@

V¥ NAme »

o Display name

L Acton D
- Action Mame
) Ay Actions IC

B Additional Actions String
+ Categorny 1D

b Categany Marme

L I_':Eal':l'-"' At

L Confguratenn

) Detection 1D

T Cwtection Teme

+ Coetection Liser

B Erging Yersion

Adticn Mamse

Agdditsamal Actsong 10
Additional Actions String
Categorny IO
Categony MNarme
:'g'j,“ll'g Arhon'
Corfiguration
Detection 1D
Cwtection Time
Dretection Liser

Enging Verson'

Figure 39
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Flex Reports

1. Inthe EventTracker web interface, click the Reports menu, and then select the Report Configuration.

Report Configuration

Report Dashboard

Explorer

Figure 40

2. In Reports Configuration pane, select the Defined option.
3. Click on the Windows Defender group folder to view the imported reports.

Report Configuration

Scheduled Queued @ Defined
Report Groups @ g%; Reports configuration: Defender
= -
. Flex @ e 69

Title

ADManager Pius

Windows Defender - Action taken on threats

Windows Defnder [ 3 Windows Defender - Configuration changes

B
3 Al Compliance Repor.. '|..
=
N

CICRICRC

Al Camismibs Aiudla D

Figure 41

Category

1. Login to EventTracker.
2. Click the Admin menu, and then click Category.

EventTracker:: al Admin »

] Home E_: Active Watch Lists VT] Event Filters 0 Parsing Rules
a A\ Alerts _E'J Eventvault {'}:'1 Report Settings

0 0 @ Behavior Correlation Rules [®" FAQ Tile Configuration ] systems

*_‘," Behavior Correlation Settings E" Group Management 9?3‘ Users
Potential Cyber Breaches Indicators of Cor ,
Unsafe ronrlzctl’;ns or processes, new TCP ent... USB activities, New ﬂ Casebook Configuration Q IP Lookup Configuration .'I" Weights
I oc:g Category I () Knowledge Objects [ Windows Agent Config
Attacker Diagnostics [2] Manager
Figure 42
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3. Click the search, and then search with Windows Defender.

Category

Category Tree
Windows Defender Q Q

Category

w Windows Defender - Action taken on threats

s Windows Defender - Antivirus Scanning disabled by system
»w Windows Defender - Configuration changes

s Windows Defender - Suspicious behavior detected

s Windows Defender - Threat detected by name

s Windows Defender: Malware and unwanted software scanning disabled

by system
w Windows Defender: Real time protection disabled by System

s Windows Defender: Scan stopped before finished by system

Figure 43

Dashboard

1. Inthe EventTracker web interface, Click on Home Button Eand select “My Dashboard”.

Home

Dashboard

Y My Dashboard

Figure 44
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2. In “Windows Defender” dashboard you should be now able to see something like this

Windows Defender - Suspicious behavior detected G =X
application_name category dest_path object_name threat_name
chrome.exe Document Exploit powershell.exe EICAR Test_File RS4_WinATP-Intro-Invoice.c
chrome.exe Adware powershell.exe VBS/AgentNSW!trdidr VBS/Agent.NSW!tr.dldr
chrome.exe Adware explorerexe  VBS/AgentNSW!tr.didr VBS/Agent.NSW!tr.didr
chrome.exe Document Exploit powershell.exe EICAR Test File RS4_WinATP-Intro-Invoice.c
chrome.exe Adware explorerexe  VBS/Agent.NSW!itr.dldr VBS/AgentNSW!tr.dldr
4 4

Jul 22 04:43 PM - Jul 29 04:44 PM

Figure 45
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