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Abstract

This guide providesinstructions to configure the Zscaler Internet Access CA to send its syslog to
EventTracker.

Scope

The configuration details in this guide are consistent with the EventTrackerversionv9.2x or above and the
Zscaler Internet Access CA.

Audience

The Administrators who are assigned the task to monitor the Zscaler Internet Access CA events using the
EventTracker.
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1. Overview

The Zscaler Internet Access (ZIA) Central Authority (CA) is the vital system in the Zscaler cloud. It monitors
the cloud and provides a central location for the software and database updates, policy and configuration
settings, and threat intelligence.

The Nanolog Streaming Service (NSS) server can send the traffic logs to EventTracker. Using EventTracker,
you can monitorthe web trafficlogs, firewall logs, tunnellogs, and alerts. You can easily track the malicious
web activities, inbound and outbound traffic activities, and alerts even whenthe CPU memory is full, and
the CPU utilization is high.

EventTrackercan help organizations monitorthe Zscaler Internet Access CA alerts triggered by the ZIA CA.
EventTracker captures login and logout events into Zscaler Internet Access CA application and alerts the
administrators in real-time.

2. Prerequisites

=  Adminaccess to the Zscaler Internet Access CA console.

3. Configuring Zscaler Internet Access CA

The NSS feed specifies the datafrom the logs, which the NSSsends to EventTracker: Web logs, firewall logs,
DNS logs, alerts, tunnellogs, SaaS security logs.

There are tworeliable log delivery mechanismsin the NSS.

NSS to SIEM: The NSS buffers the logsin the Virtual Machine (VM) memory to increase its resilience to
transit the networkissues between the SIEM and the NSS. If the connection drops, the NSS replays the
bufferlogs, according to the Duplicate Logs setting.

Nanologto SIEM: If the connectivity between Netsurion’s cloud and the NSS is interrupted, the NSS will miss
the logs that have arrived at the Nanolog cluster during the interruption, and the logs won’t be delivered to
the SIEM. Once the connection restores, the NSS one-hour recovery allows the Nanologto replay the logs up
to one hour back.

Note: Enable the TCP with port number514 from the EventTrackerto receive the Zscaler Internet Access CA
logs.

3.1 To configure a feed for the Web Logs

1. Gotothe Administration > Nanolog Streaming Service.
2. Inthe NSS Feedstab, click Add NSS Feed.

The Add NSS Feed window appears.
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3. Inthe Add NSS Feed window, enterthe following details.

Add NSS Feed x

NSS FEED

Fasd Name NSS Type

web log elssvurw» 4SS for Firs |
NSS Server Status
SIEM Destination Type SIEM IP Address
oy ) 151011

SIEM TCP Part

=  Feed Name: Enter the name as Web logs.
= NSS Type: Select NSS for Web.
= NSS Server: Choose the NSS from the list.
= Status: The NSSfeedis Enabled by default.
=  SIEM Destination Type: The type of destination.
o SIEM IP Address: Enter the IP address of EventTracker to which the logs stream.
= SIEM TCP Port: Enter port number514.
= Log Type: Choose Web Log.
=  SIEM Rate Limit (Events per Second): Leave as unrestricted or unlimited.

=  FeedOutput Type: Select Custom.
= FeedOutput Format: For the NSS feeds for web logs, copy and paste the pre-populated Feed
Outputformat with the following.

$s{mon} %$02d{dd} %02d{hh}:%02d{mm} :%02d{ss} zscaler-nss-web CEF:0
| Zscaler |[NSSWeblog|5.7|%s{action}|%s{reason}|3| act=%s{action} re
ason=%s{reason} app=%s{proto} dhost=%s{ehost} dst=%s{sip} src=%s{
cintip} sourceTranslatedAddress=%s{cip} in=%d{respsize} out=%d{re
gsize} request=%s{eurl} requestContext=%s{ereferer} outcome=%s{re
spcode} requestClientApplication=%s{ua} requestMethod=%s{regmetho
d} suser=%s{login} spriv=%s{location} externalld=%d{recordid} fil
eType=%s{filetype} destinationServiceName=%s{appname} cat=%s{urlc
at} deviceDirection=1 cnl=%d{riskscore} cnllLabel=riskscore csl=%s
{dept} csllLabel=dept cs2=%s{urlcat} cs2Label=urlcat cs3=%s{malwar
eclass} cs3lLabel=malwareclass csi4=%s{malwarecat} csd4Label=malware
cat csb=%s{threatname} csbLabel=threatname cs6=%s{bamd5} cs6Label
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=md5hash rulelabel=%s{rulelabel} ruletype=%s{ruletype} urlclass=%
s{urlclass} devicemodel=%s{devicemodel} devicehostname=%s{deviceh
ostname} \n

= UserObfuscation: Choose Disable to display the usernames.
= Timezone: By default, this is set to the organization's time zone.
=  Duplicate Logs: Enterthe numberof 60 (minutes).

4. Click Save and activate the change.

MNone

B Force Activate

-
Activate

3.2 To configure a feed for the Firewall Logs

1. Goto Administration > Nanolog StreamingService.
2. Inthe NSS Feedstab, click Add NSS Feed.
The Add NSS Feed window appears.

3. Inthe Add NSS Feed window, enterthe following details.

© Copyright Netsurion. All Rights Reserved. 6
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Add NSS Feed x

NSS FEED

Feed Name NSS Type
Firewall Log
NSS Sarver Status
NSS5_Serverl v Disabled |
SIEM Destination Type SIEM IP Address
© P addess [ 10.8.10.11
SIEM TGP Port
SIEM Rate
Unlimited Limited |

Log Type

Firewall Log Type
@ Full Session Logs Aggregate Logs ‘ Both Session and Aggregate Logs

Feed Uutput Type Feed Escape Gharacter

e cnl

el-aggregated cs e
s[destcountry}

Ith 5 tec
fonms_cn2=¥d{nums, - s cs5 st csS-%s{ipcat} destCount

-

User Obfuscation Timezone

Duplicate Logs

ACTION WHO SOURCE SERVER SESSION PROTOCOL CLASSIFICATION SECURITY

FIREWALL FILTERS

Fenes

= FeedName: Enter or editthe name as Firewall logs.
= NSS Type: Select NSS for Firewall.
= NSS Server: Choose an NSS from the list.
= Status: It is Enabled by default.
= SIEM Destination Type: The type of destination.
o SIEM IP Address: Enter the IP address of EventTracker.
= SIEM TCP Port: Enter port number514.
= Log Type: Choose Firewall Logs.
= Choose the Firewall Log Type: Both Session and Aggregate Logs.
= SIEM Rate Limit (Events per Second): Leave as unrestricted or unlimited.
= FeedOutput Type: Select Custom.
= FeedOutput Format: NSS Feeds for firewall logs, copy and paste the pre-populated Feed
Outputformat with the following:

%s{mon} %$02d{dd} %02d{hh}:%02d{mm}:%02d{ss} zscaler-nss—-fw CEF
:0|Zscaler |NSSFWlog|5.7|%s{action} |%s{rulelabel}|3]| act=%s{act
ion} suser=%s{login} src=%s{csip} spt=%d{csport} dst=%s{cdip}
dpt=%d{cdport} deviceTranslatedAddress=%s{ssip} deviceTranslat
edPort=%d{ssport} destinationTranslatedAddress=%s{sdip} destin
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ationTranslatedPort=%d{sdport} sourceTranslatedAddress=%s{tsip
} sourceTranslatedPort=%d{tsport} proto=%s{ipproto} tunnelType
=%s{ttype} dnat=%s{dnat} spriv=%s{location} reason=%s{rulelabe
1} in=%1ld{inbytes} out=%1ld{outbytes} deviceDirection=1 csl=%s{
dept} cslLabel=dept cs2=%s{nwsvc} cs2Label=nwService cs3=%s{nw
app} cs3Label=nwApp csé4=%s{aggregate} csd4lLabel=aggregated csb5=
$s{threatcat} csbS5lLabel=threatcat cs6=%s{threatname}! cs6label=t
hreatname cnl=%d{durationms} cnllLabel=durationms cn2=%d{numses
sions} cn2Label=numsessions csbLabel=ipCat cs5=%s{ipcat} destC
ountry=%$s{destcountry} avgduration=%d{avgduration}\n

= UserObfuscation: Choose Disable to display the usernames.
= Time zone: By default, thisis setto the organization's time zone.
= Duplicate Logs: Enterthe number of 60 (in minutes).

4. Click Save and Activate the change.

3.3 To configure a feed for the DNS Logs

1. Goto Administration > Nanolog Streaming Service.
2. Inthe NSS Feedstab, click Add NSS Feed.
The Add NSS Feed window appears.

3. Inthe Add NSS Feed window, enterthe following details.

= FeedName:Enter the name as DNS logs.
= NSS Type: Select NSS for Firewall.
= NSS Server: Choose an NSSfrom the list.
= Status: Itis Enabled by default.
=  SIEM Destination Type: The type of destination.
o SIEM IP Address: Enter the IP address of EventTracker.
= SIEM TCP Port: Enter port number 514.
= Log Type: Choose DNS Logs.

= FeedOutput Type: Select Custom.

= FeedOutput Format: For NSS Feeds for Web logs, copy and paste the pre-populated Feed
Output format with the following.

$s{mon} %$02d{dd} %02d{hh}:%02d{mm}:%02d{ss} zscaler-nss—-fw-dns
CEF:0|Zscaler |NSSFWlog|5.7|%s{action} |$s{rulelabel}|3| act=%s{
action} suser=%s{login} cip=%s{cip} cpt=%d{cport} spriv=%s{loc
ation} reason=%s{rulelabel} in=%ld{inbytes} out=%1ld{outbytes}

deviceDirection=1 durationms=%d{durationms} ruleresponse=%s{re
srulelabel} responseaction=%s{resaction} suser=%s{login} serve
ripaddress=%s{sip} serverport=%d{sport} externalld=%d{recordid
} FODN=%s{req} Domaincategory=%s{domcat} requesttype=%s{reqtyp
e} encoded=%s{eedone} datacentername=%s{datacenter} detecenter
city=%s{datacentercity} datacentercountry=%s{datacentercountry

I\n

e UserObfuscation: Choose Disable to display the usernames.

© Copyright Netsurion. All Rights Reserved. 8
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e Time zone: By default, thisis setto the organization's time zone.
e Duplicate Logs: Enterthe numberto 60 (in minutes).
4, Click Save and Activate the change.

3.4 To configure a feed for the Alerts

1. Goto Administration > Nanolog Streaming Service.
2. Inthe NSS Feedstab, click Add NSS Feed.
The Add NSS Feed window appears.

3. Inthe Add NSS Feed window, enterthe following details.

e FeedName:Enter the name as Alerts.
e NSS Type: Select NSS for Web.
e NSS Server: Choose an NSS from the list.
e Status: The NSSfeedis Enabled by default.
e SIEM Destination Type: The type of destination.
o SIEM IP Address: Enter the IP address of EventTracker.
e SIEM TCP Port: Enterport number514.
e LogType: Choose Alerts.
4. Selectat which levels alerts will be sent: Critical.
5. Click Save and activate the change.

3.5 To configure a feed for the Tunnel Logs

1. Goto Administration > Nanolog Streaming Service.
2. From the NSS Feeds tab, click Add NSS Feed.
The Add NSS Feed window appears.

3. Inthe Add NSS Feed window, enterthe following details.

= FeedName: Enter the name as Tunnel logs.

= NSS Type: Select NSS for Web.

= NSS Server: Choose an NSS from the list.

= Status: The NSSfeedis Enabled by default.

= SIEM Destination Type: The type of destination.
o SIEM IP Address: Enter the IP address of EventTracker.

= SIEM TCP Port: Enterport number514.

= SIEM Rate (Events perSecond): Leave as unrestricted or unlimited.

= Log Type: Choose Tunnel.

= Record Type: Specify the tunnellog record typesto sendin the single NSS Feed:
o Tunnel Event: Status change events (applies to both GREand IPSec)

= FeedOutput Type: Select Custom.

= FeedOutput Format: For NSS Feeds for Web logs, copy and paste the pre-populated Feed

Output Format with the following.

$s{mon} %02d{dd} %02d{hh}:%02d{mm}:%02d{ss} zscaler—-nss—-tunnel CE
F:0|Zscaler |NSSWeblog|5.7|%s{action} |%s{reason}|3| act=%s{action}

© Copyright Netsurion. All Rights Reserved. 9
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reason=%s{reason} app=%s{proto} dhost=%s{ehost} dst=%s{sip} src=%
s{cintip} sourceTranslatedAddress=%s{cip} in=%d{respsize} out=%d{
regsize} request=%s{eurl} requestContext=%s{ereferer} outcome=%s{
respcode} requestClientApplication=%s{ua} requestMethod=%s{reqmet
hod} suser=%s{login} spriv=%s{location} externalld=%d{recordid} f
ileType=%s{filetype} destinationServiceName=%s{appname} cat=%s{ur
lcat} deviceDirection=1 cnl=%d{riskscore} cnllabel=riskscore csl=
%s{dept} csllLabel=dept cs2=%s{urlcat} cs2Label=urlcat cs3=%s{malw
areclass} cs3Label=malwareclass csd4=%s{malwarecat} cs4lLabel=malwa
recat cs5=%s{threatname} csS5Label=threatname cs6=%s{bamd5} cso6Lab
el=md5Shash rulelabel=%s{rulelabel} ruletype=%s{ruletype} urlclass
=%s{urlclass} devicemodel=%s{devicemodel} devicehostname=%s{devic
ehostname} \n.

= Timezone:Bydefault, this is set to the organization's time zone.
=  Duplicate Logs: Enterthe numberof 60 (in minutes).

3. Click Save and activate the change.

3.6 To configure a feed for the Saa$S Security logs

1. Goto Administration > Nanolog Streaming Service.
2. Inthe NSS Feedstab, click Add NSS Feed.
The Add NSS Feed window appears.

3. Inthe Add NSS Feed window, enterthe following details.

= Feed Name: Enter the name as SaaS security logs.
= NSS Type: Select NSS for Web.
= NSS Server: Choose an NSS from the list.
= Status: The NSSfeedis Enabled by default.
= SIEM Destination Type: The type of destination.
o SIEMIP Address: Enter the IP address of EventTracker.
= SIEM TCP Port: Enter port number 514.
= Log Type: Choose SaaS Security API.
= SIEM Rate Limit (Events per Second): Leave as unrestricted or unlimited.

=  FeedOutput Type: Select Custom.

= FeedOutput Format: For NSS Feeds for Web logs, copy and paste the pre-populated Feed
Output Format with the following.

$s{mon} %$02d{dd} %02d{hh}:%02d{mm}:%02d{ss} zscaler—-nss-saas CEF:
O|Zscaler |NSSWeblog|5.7|%s{action}|%s{reason}|3| act=%s{action} r
eason=%s{reason} app=%s{proto} dhost=%s{ehost} dst=%s{sip} src=%s
{cintip} sourceTranslatedAddress=%s{cip} in=%d{respsize} out=%d{r
egsize} request=%s{eurl} requestContext=%s{ereferer} outcome=%s{r
espcode} requestClientApplication=%s{ua} requestMethod=%s{regmeth
od} suser=%s{login} spriv=%s{location} externalld=%d{recordid} fi
leType=%s{filetype} destinationServiceName=%s{appname} cat=%s{url
cat} deviceDirection=1 cnl=%d{riskscore} cnllLabel=riskscore csl=%

© Copyright Netsurion. All Rights Reserved. 10
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s{dept} csllabel=dept cs2=%s{urlcat} cs2Label=urlcat cs3=%s{malwa
reclass} cs3Label=malwareclass cs4=%s{malwarecat} cs4label=malwar
ecat csb5=%s{threatname} csb5label=threatname cs6=%s{bamd5} cs6Labe
1=md5hash rulelabel=%s{rulelabel} ruletype=%s{ruletype} urlclass=
$s{urlclass} devicemodel=%s{devicemodel} devicehostname=%s{device
hostname} \n

= UserObfuscation: Choose Disable to display the usernames.
= Timezone: By default, this is set to the organization's time zone.
= Duplicate Logs: Enterthe numberto 60 (in minutes).

4. Click Save and activate the change.

4. EventTracker Knowledge Packs

Afterthe logs are received by EventTracker, the Knowledge Packs can be configured into EventTracker.

The following Knowledge Packs are available in the EventTrackerto support the Zscaler Internet Access CA.

4.1 Categories

Zscaler Internet Access CA: DNS activities - This category provides information related to the domain
name services events.

Zscaler Internet Access CA: Firewall activities - This category provides information related to the
firewall traffic events like allowed, denied, blocked traffic.

Zscaler Internet Access CA: SaaS security activities - This category provides information related to
the current state of the organization’s security posture for the SaaS application events.

Zscaler Internet Access CA: Tunnel activities - This category provides information related to tunnel
traffic events.

Zscaler Internet Access CA: Web access activities - This category provides information related to the
web access details on your organization.

4.2 Alerts

Zscaler Internet Access CA: IPS traffic detected - This alert generates whenever the Zscaler detects
Intrusion prevention traffic.

Zscaler Internet Access CA: Malicious file has been detected - This alert generates wheneverthe
Zscaler detects a malicious file.

© Copyright Netsurion. All Rights Reserved. 11
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4.3 Reports

= ZscalerInternet Access CA —Web access activities — This report gives information about the web access
details on your organization. It contains the field information like the username, source IP, destination
IP, hostname, action, reason, URL address, arisk score of URL, total bytesin, total bytes out, etc.

Sample Report

LogTime Computer User HMame Reason Action Device Host Mame  Source IP Destination Host Destination IP

10/06/2021 07:24:48 PM | ZSCALER-SYSLOG |  kenneth ?hc'i; i':f:';’i:; ::: denisd | THINKPADKkennsth |1086212.216| WKSETRWE24 |17.247.135.233

10/06/2021 07:24:50 PM | ZSCALER-SYSLOG |  maya :‘h”i; T:':f:';da:;:‘:: denied | THINKPADmaya |1086212215| WKSETRWE24 |[17.247.135233

Sample Logs

Oct 22 11:26:13 10.10.110.63 Oct 22 10:24:30 zscaler-nss-web

CEF:0|Zscaler |NSSWeblog|5.7| Denied| Not allowed to use this File Share sitel4]
act=denied reason=Not allowed to use this File Share site app=IPSEC
dhost=WKSETRWE24 dst=17.247.135.233 src=108.6.212.216
sourceTranslatedAddress=203.0.113.5, 192.168.2.200 in=101500 out=13010 request=
www.trythisencode2url.com/index%1A%09 requestContext=ksjdjsyriwiojdj outcome=403
requestClientApplication=Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0;
rv:11.0) requestMethod=invalid suser=kenneth@contoso.com spriv=Headquarters
externalId=4745655 fileType=ZIP destinationServiceName=Dropbox cat=
deviceDirection=0 cnl=6 cnlLabel=riskscore csl= Sales cslLabel=dept cs2=
cs2Label=urlcat cs3=Win32.RansOm.WannaCry cs3Label=malwareclass cs4=Adware
cs4lLabel=malwarecat csbS=tres.venim cs5Label=threatname
cs6=196a3d797bfee07fed4596b69f4dcel341 csb6Label=md5hash rulelabel= URL Filtering 1
ruletype=Sandbox urlclass=PrivacyRisk devicemodel=20L8S7WC18
devicehostname=THINKPADkenneth

= Zscaler Internet Access CA — SaaS security activities — This report gives information about the current
state of organization security posture for the Saa$S application. It contains the field information like
action, hostname, application, source IP address, destination IP address, threat name, URLaddress, etc.

Sample Report

LogTime Computer User Name Device Host Name Source IP Destination Host Destination IP Requested URL Total bytes in Total Bytes Out
10/06/2021 07:24:43 PM |ZSCALER-3YSLOG |jdoe@safemarch.com |THINKPADJDOE 108.6.211.216 [ WKSETRWEZ3 17.248.135 233 | www trythisencodeurl. com/index [10500 F300
% 1A%09
10/06/2021 07:24:50 PM |ZSCALER-SYSLOG |maxcc@safemarch.co |THINKPADMAXK 108.6.211.217 [WKSETRWE24 17.248.135.234 | www.tryencodeurl.comfindex%1 10500 1300
m A%

Sample Logs

Oct 22 11:26:13 10.10.110.63 Oct 22 10:24:30 zscaler-nss-saas
CEF:0|Zscaler|NSSWeblog|5.7| Denied| Not allowed to use this File Share site]3|
act=denied reason=Not allowed to use this File Share site app=IPSEC
dhost=WKSETRWE24 dst=17.248.13.233 src=108.6.211.21
sourceTranslatedAddress=203.0.113.5, 192.168.2.200 in=10500 out=1300 request=
www.trythyfisencodeurl.com/index%$1A%09 requestContext=ksjdjsyriwiojhyjdj
outcome=403 requestClientApplication=Mozilla/5.0 (Windows NT 6.1; WOW64;
Trident/7.0; rv:11.0) requestMethod=invalid suser=smith spriv=Headquarters

© Copyright Netsurion. All Rights Reserved. 12
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externalld=4754534655 fileType=ZIP destinationServiceName=Dropbox cat=
deviceDirection=1 cnl=6 cnllLabel=riskscore csl= Sales csllLabel=dept cs2=
cs2Label=urlcat c¢cs3=Win32.Ransum.WannaCry cs3Label=malwareclass cs4=Adware
cs4Label=malwarecat csb5=trs.venum csbLabel=threatname
cs6=196a3d797bfee07fed596b69f4cell211 cs6Label=mdShash rulelabel=

URL Filtering 1 ruletype=Sandbox urlclass=PrivacyRisk devicemodel=20L8S7WC08
devicehostname=THINKPADSMITH

= Zscaler Internet Access CA — Tunnel activities - This report givesinformation about the tunneltraffic. It
contains the field information like the IP address, location, destination IP address, tunnel type, VPN

name, etc.
Sample Report
Computer User Name Action Tunnel SourcelP Source Port Destination IP Des:natmn Protocol Source Location
10406/2021 07:24:49 PM | Z3CALER-3YSLOG joe blocked | L2Tunnel [ 12.5.56.45 2526 188.51.100.54 22 TCP Suboffice
10406/2021 07:24:50 PM | Z3CALER-SYSLOG kenneth allowed| IPSEC |12.5.56.44 2827 198.51.100.23 22 TCP Suboffice
Sample Logs

Oct 22 11:26:13 10.10.110.63 Oct 22 10:24:30 zscaler-nss-tunnel

CEF:0|Zscaler |NSSWeblog|5.7| Denied| Not allowed to use this File Share site|5]
act=denied reason=Not allowed to use this File Share site app=IPSEC
dhost=WKSETRWE28 dst=16.248.135.233 src=108.6.211.21
sourceTranslatedAddress=203.0.113.5, 192.168.2.200 in=10500 out=1300 request=
www.troythisencodeurl.com/index%$1A%09 requestContext=ksjdjssyriwiojdj
outcome=403 requestClientApplication=Mozilla/5.0 (Windows NT 6.1; WOW64;
Trident/7.0; rv:11.0) requestMethod=invalid suser=joel@contoso.com
spriv=Headquarters externalld=475989655 fileType=ZIP
destinationServiceName=Dropbox cat= deviceDirection=1 cnl=5 cnlLabel=riskscore
csl= Sales csllLabel=dept cs2= cs2Label=urlcat cs3=Win32.Ransom.WannaCry
cs3Label=malwareclass cs4=Adware cs4d4label=malwarecat csb=trs.venim
csS5Label=threatname cs6=196a3d797bfee07fe4596b69f4celldl cs6Label=md5hash
rulelabel= URL Filtering 1 ruletype=Sandbox urlclass=PrivacyRisk
devicemodel=20L8S7WC28 devicehostname=THINKPADjoe

= Zscaler Internet Access CA — DNS activities - This report gives information about the domain name
service events. It contains the field information like the client IP address, server|P address, datacenter
name, datacenterlocation, record type, username, response type, reason, action, etc.

Sample Report

Computer User Name Action Client IP Source Location Duration Rule Response Respose Action ServerIP Server Port
1001 1/2021 07:42:25 PM | ZSCALER-5YSLOG |  kenneth |REQ_ALLOW|10.20.1.13| Headquarters 456345 |dns default request allowed 192.168.2.200 4536
101172021 07:42:25 PM | ZSCALER-SYSLOG | kenneth REQ_BLOC (10.20.1.14| Headguarters 455345 | dns spoc request blockced 192.168.2.200 4536
Sample Logs

Oct 22 11:26:13 10.10.110.63 Oct 22 10:24:30 zscaler-nss-fw-dns

CEF:0|Zscaler |NSSFWlog|5.7|REQ ALLOW|%s{rulelabel}|3| act=REQ ALLOW
suser=kenneth cip=100.20.11.13 cport= spriv=Headquarters reason=dns_request in=
out= deviceDirection=1 durationms=456345 ruleresponse=dns default request
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responseaction=allowed suser= serveripaddress=192.168.2.200 serverport=4536
externalld=2142342 FQDN=mail.safemarch.com Domaincategory=Professional Services
requesttype=A record encoded=faffawrjghkyrth datacentername=CA Client Node DC
detecentercity=Sa datacentercountry=US

= Zscaler Internet Access CA —Firewall activities - This report gives information about the firewall traffic
events like allowed, denied, blocked traffic. It contains the field information like reason, action, source
IP address, source port, destination IP address, destination port, total duration, total bytes in, total bytes
out, protocol, etc.

Sample Report

LogTime Computer User Name Action Source IlP Source Port Destination IP Des:)i::ltion Protocol Source Location
10/06/2021 07:24:49 PM | Z5CALER-5YSLOG joe blocked|12.5.56.45 2526 19851.10054 [ 22 TCP Suboffice
10/06/2021 07:24:50 PM | ZSCALER-5YSLOG kenneth allowed | 12.5.55.44 2527 198.51.100.23 22 TCP Suboffice
10/06/2021 07:24:51 PM | ZSCALER-5YSLOG maya blocked | 12.5.58.55 45283 198.51.100.57 22 TCP Suboffice

Sample Logs

Oct 22 11:26:13 10.10.110.63 Oct 22 10:24:30 zscaler-nss-fw

CEF:0|Zscaler |NSSFWlog|5.7|allowed|Default firewall filtering rule]3]|
act=allowed suser= maxx@safemarch.com src=12.52.56.45 spt=2526 dst=198.52.100.54
dpt=22 deviceTranslatedAddress=18.51.65.42 deviceTranslatedPort=22
destinationTranslatedAddress= destinationTranslatedPort= 192.0.2.100
sourceTranslatedAddress= 192.0.2.15 sourceTranslatedPort=22 proto=TCP
tunnelType=IPSEC dnat=yes spriv=Suboffice reason=Default firewall filtering rule
in=51556 out=6269665 deviceDirection=1 csl=Development csllLabel=dept cs2=HTTP
cs2Label=nwService cs3=teams cs3Label=nwApp csé4=aggre cs4d4label=aggregated
csb=clean cs5Label=threatcat cs6=clean cs6label=threatname cnl=58555
cnllLabel=durationms cn2=6 cn2Label=numsessions cs5Label=ipCat cs5=Finance
destCountry=USA avgduration= 600,000

4.4 Dashboards

= Zscaler Internet Access CA - Malicious file hashes

Zscaler Internet Access CA - Malicious file hashes

4

invalid 196a3d797bfeclTfed596b654cel341 196ad797bfecl7fed396acb69f4cel341
W 196a3d797bfeel7fed596acbiif4cel341 196a3d798bfdel7fed396b634cel34]
Oct 11 07:08 PM - Oct 12 07:09 PM
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= Zscaler Internet Access CA - Traffic by the Source IP

Zscaler Internet Access CA - Traffic by source IP

12.5.56.43 112.5.536.45 12.52.56.45

Oct 05 07:08 PM - Oct 12 07:09 PM

= Zscaler Internet Access CA - Traffic by the destination IP

Zscaler Internet Access CA - Traffic by destination IP

198.51.100.54 198.5.10.54 198.52.100.54

Oct 09 07:08 PM - Oct 12 07209 PM
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= Zscaler Internet Access CA - Source IP traffic by the geo-location

Zscaler Internet Access CA - Source IP traffic by geo-location

= Zscaler Internet Access CA - Traffic by Action

Zscaler Internet Access CA - Traffic by action

blocked allowed

Oct 05 07:08 PM - Oct 12 07:00 PM
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= Zscaler Internet Access CA - Suspicious URL

Zscaler Internet Access CA - Suspicious URL

wwnw trythisencldedurl.com/index21a%0%
wwwtnthisencodedurl.com/findex %1a%0%

www .tryteisencode2url.com/index%:1a%0% Ml www.catchmeifucan.com/index%:1a%0%

Oct 050708 PM - Oct 12 07:0% PM

= Zscaler Internet Access CA - Malicious file by names

Zscaler Internet Access CA - Malicious file by names

Series; threat_info

20

i o =
Cal g 8

-4
P & B_‘E-{

Ei

win32.raansdmwannacry win32.ransOm.wannacry trojan

Oct 05 07:08 PM - Oct 12 07:09 PM
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5. Importing Zscaler Internet Access CA Knowledge Pack into

EventTracker

NOTE: Importthe Knowledge Packitemsin the following sequence:

= (Categories

= Alerts

= Knowledge Objects
= Flex Reports

= Dashboards

1. Launch the EventTracker Control Panel.

2. Double click Export-Import Utility.

EventVault Diagnostics License Export Import Append
Manager Utality Archives

: . g l ﬁ ) Q :
EventTracker Traffic Analyzer Agent Port TrapTracker
Agent Confi... Manageme... Configuration

@ N
Change Audit About

EventTracker

E-mail: support @Event Tracker.com

f

Export | Import

1. Provide the path and file name of the Categories file. Use the ... button to
2. Click the Import button.

Options Location

(® Category

e

3. Click the Import tab.
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Netsurion.

5.1 Categories

1. Afteropeningthe Export-Import Utility via the EventTracker Control Panel, click the Category
option, and then click Browse

2. Navigate to the Knowledge Pack folderand select the file with the extension “.iscat”, e.g.,
“Categories_Zscaler Internet Access CA .iscat” and click the Import button.

n
Export Import

1. Provide the path and file name of the Categories file. Use the *..' button to browse and locate the import file
2. Click the Impost bution.

Options Location

() Fiters

O Merts

(O Systems and Groups SOCa]
“iscat

(O Token Value

(O Reports

(O Behavior Comelation

Impart Closs

EventTrackerdisplays a success message.

o Selected category details are imported successfully,

oK

5.2 Alerts

1. Click the Alertoption, and then click the Browse Cj button.
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P Export Import Utility = 28

Export | Import

1. Provide the path and file name of the Alerts file, Uz the *..." button to browse and locate the impaort file,
2. Click the Import button,

Options Location

) Category

! Filkers Import E-mail zettings
@ Alerts Set Active

Thiz zetting is applicable only far impaorts fram Legacy
[wEx] Alert files. For w7, the active status will be et

_ bazed on “Active” key available in the configuration
() By default zection.

@ Only if notifications set
! Systems and Groups

' AS5 Feeds
) Reports Source :
* izalt E
1 Behavior Rules

) SCAP

71 Token Value

Import ] [ Close

2. Locate the Alerts_ZscalerInternet Access CA.isaltfile, and then click the Open button.
3. Toimport the alerts, click the Import button.
4. EventTrackerdisplays a success message.

Export Import Utility =

:I Selected alert configurations are imported successfully.

5. Click the OK button, and then click the Close button.

5.3 Reports

1. Inthe EventTrackerControl Panel, select Export/ Import utility and select the Import tab. Then, click
the Reports option, and choose New (*.etcrx).
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L
Export Import

1. Provide the path and file name of Schedule Report file. Use the "..." button to browse and locate the import file.
2. Click the Import button
Note : I report{s) contains template, first import template and proceed with exportimport wtility

Options Location
| () Category
() Fitters

(C) Systems and Groups —
issch

(O Token Value

(O Behavior Comelation

Close

2. Afterselectingthe New (*.etcrx) file, a new pop-up window appears. Click the Select File button and
navigate to the file path with a file having the extension “.etcrx”, e.g., Reports_ Zscaler Internet
Access CA .etcrx.

Mote : F report{s) contains template, first import template and proceed with report import process.

Select file |'.etcnc |I Select file |

Awailable reports

Title | | Frequency Show all - Q Q

O Thle Sites Groups Systems Frequency Runtime Type

3. Wait while the reports populate in the below tables. Now, select allthe relevant reports and then click
button.

=

thelmport | ¥

MNote: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time forreport(s) from || AM - atintervalof | _ | minutes  Set | (@)

Replace | | to | | Replace Assign systems

]
®

MNote: Make sure that Site(s), Group(s) and System(z) selections are valid,

EventTrackerdisplays a success message.

Selected reports configurations are imported successfully

0K
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5.4 Knowledge Objects

1. Click Knowledge Objects underthe Admin option on the EventTracker page.

_‘ Admin v Tools = .

g_: Active Watch Lists @ Event Filters O Parsing Rules A / Das
A Alerts E] Eventvault ﬁ.':ﬂ Report Settings
Behavior Correlation Rules FAQ Tile Configuration ;l Systems
[¢ Behavior Correlation Settings [ Group Management 91?\ Users
mi
;rs( E Casebook Configuration Q IP Lookup Configuration fI“- Weights
D|§ Category |Q Knowledge Objects | = Windows Agent Config
m Diagnostics @ Manager

2. Click the import objecticon.

N / Admin / Knowledge Objects

Objects @E x £

Import Objects

3. A pop-upboxappears, click Browse and navigate to the Knowledge Packs folder (type
%et_install_path%\Knowledge Packs in the navigation bar) with the extension “.etko”, e.g.,
KO_ZscalerInternet Access CA .etko, and then click Upload.

Import

KO_<product name>.etko | Upload

4. Alist of available Knowledge Objects willappear. Select the relevant files and click the Import
button.

Close

© Copyright Netsurion. All Rights Reserved. 22



Netsurion.

5.5 Dashboards

1. Login to EventTracker.
2. Navigate to Dashboard = My Dashboard.

— EventTracker::

| Home

Incidents

Behavior Correlation

Compliance

3. In My Dashboard, Click the Import button.

# / Dashboard / My Dashboard

PN LT|OO

| Impert configuration |

4. Selectthe browse button and navigate to the Knowledge Pack folder (type

%et_install_path%\Knowledge Packs in the navigation bar) where the .etwdfile is saved, e.g.,
Dashboards_ZscalerInternet Access CA .etwd and click Upload.

5. Wait while EventTracker populates all the available dashboards. Now, choose Select All and click the
Import button.

Mote: If dashlet configured using persisted report, first import the report and proceed with importing dashlet.

& Browse...

Upload

Available widgets

A Select All

Close
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6. Verifying Zscaler Internet Access CA Knowledge Pack in the
EventTracker

6.1 Categories

1. Login to EventTracker.

2. Click the Admindropdown, and thenclick Categories.

3. Inthe Category Tree scroll down and expand the Zscaler Internet Access CA group folderto view
the imported categories.

Category

Category Tree Search

Zscaler Q Q

Category
s Zscaler Internet Access CA: DMS activities
s Zscaler Internet Access CA: Firewall activities
s Zscaler Internet Access CA: Saas security activities
s Zscaler Internet Access CA: Tunnel activities

s Zscaler Internet Access CA: Web access activities

6.2 Alerts

1. Login to EventTracker.
2. Click the Admin menu, and thenclick Alerts.

— X
— EventTrackers: X Admin-
n Home §= Active Watch Lists [E collection Master [ Group Management ] systems #& / Dashif
a ©) Correlation €, 1P Lookup Configuration D users
0 2 (&) Behavior Correlation Rules 7Y Diagnostics - Knowledge Objects J Weights
B -
& Behavior Correlation Settings =;1 Event Filters 1] Manager ) windows Agent Config

Potential Cyber Breaches Indicatars of Cc . 5 .
i vt o processes, new TCP entry point USH arinites Hew sl £7] casebook Configuration [¥] Eventvault (7] Parsing Rules
of2 Category @7 FAQ Configuration ) Report Settings
H o
Attacker - Mews

3. Inthe Search box, type Zscaler Internet Access CA, and then click the Go button.
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The Alert Management page will display all the imported alerts.

Alerts A/ Admin / Alert
Show Al v Searchby| Aletname v Zscaler Q| Q
590 Syen | 237
e ———
System/User Defined Alerts Alerts by Threat Level
Count for system and user defined alerts Count of alerts by threat level
@ m Click *Activate Now’ after making all changes Total: Page Size M
Forward as Forward as Remedial Action Remedial Action
Alert Name A reat ctive mai s To.
] U A B SNMP Syslag at Consale at Agent ekl
[ 8 Zscaler Internet Access Chs PS traffic detected o a o a o Zscaler Internet Access CA
[ Zscaler Intemet Access CA: Malicious file has been detected a m] o a o Zscaler Internet Access CA

4. To activate the imported alerts, select the respective checkboxes in the Active column.

EventTrackerdisplays a success message.

Successfully saved configuration.

5. Click OK, and thenclick the Activate Now button.

Note: Specify the appropriate systems in the alert configuration for better performance.

6.3 Knowledge Objects
1. Inthe EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects.

2. Inthe Knowledge Objectstree, expand the ZscalerInternet Access CA group folderto view the
imported Knowledge Objects.

Knowledge Objects

Zscaler Q Q
Groups @ F Mm
=
Zscaler Internet Access CA @ _Iﬁl_
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6.4 Reports

1. Inthe EventTracker web interface, click the Reports menu, and then select Report Configuration.

Report Configuration

Report Dashboard

Explorer

2. Inthe Reports Configuration pane, selectthe Defined option.
3. Click the Zscaler Internet Access CA group folderto view the imported reports.

Reports configuration: Zscaler Internet Access CA
@ W &
O Title

Zscaler Internet Access CA - Firewall activities
Zscaler Internet Access CA — DMS activities

Zscaler Internet Access CA - Tunnel activities
Zscaler Internet Access CA — 5aas security activities

Zscaler Internet Access CA - Web access activities

0O0O0O0aO
AR AR AR A

6.5 Dashboards
1. Inthe EventTrackerweb interface, click the Home ButtonE and select My Dashboard.

— Home

Dashboard

[y My Dashboard

2. SelectCustomizedaslets @ and type ZscalerInternet AccessCA in the search bar.
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& / Dashboard / Wy Dashboard

DIPBLTOO

Customize dashlet ‘

Customize dashlets

Zscaler Q
[] Zscaler Internet Access CA - Ma... [ Zscaler Internet Access CA - Ma., [ Zscaler Internet Access CA - So... [] Zscaler Internet Access CA - Sus...

DZscaIerIntemetAccess CA - Tra... DZscaIerIntemetAccess CA - Tra... DZscaIerIntemetAccess 4 - Tra...

Delete Close
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About Netsurion

Flexibility and security within the IT environmentare two of the mostimportant factors driving business
today. Netsurion’s cybersecurity platforms enable companies to deliver on both. Netsurion’s approach of
combining purpose-built technology and an ISO-certified security operations center gives customers the
ultimate flexibility to adapt and grow, all while maintaining a secure environment.

Netsurion’s EventTracker cyberthreat protection platform provides SIEM, end protection, vulnerability
scanning, intrusion detection and more; all delivered as a managed or co-managed service.

Netsurion’s BranchSDO delivers purpose-built technology with optional levels of managed services to multi-
location businesses that optimize network security, agility, resilience, and compliance for branch locations.
Whetheryou need technology with a guiding hand or a complete outsourcing solution, Netsurion has the
modelto help drive yourbusiness forward. To learn more visit netsurion.com orfollow us

on Twitter or LinkedIn. Netsurionis #23 among MSSP Alert’s 2021 Top 250 MSSPs.

Contact Us

Corporate Headquarters
Netsurion

Trade Centre South

100 W. Cypress Creek Rd
Suite 530

Fort Lauderdale, FL 33309

Contact Numbers
EventTracker Enterprise SOC: 877-333-1433 (Option 2)

EventTracker Enterprise for MSP’s SOC: 877-333-1433 (Option 3)
EventTracker Essentials SOC: 877-333-1433 (Option 4)
EventTracker Software Support: 877-333-1433 (Option 5)
https://www.netsurion.com/eventtracker-support
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