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Integrate AWS GuardDuty

This guide provides instructions to integrate AWS with EventTracker manager using AWS Lambda.

The configuration details in this guide are consistent with EventTracker version 9.2 or above and Amazon

AWS.

Administrators who are assigned the task to monitor Amazon AWS using EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Prerequisites

e EventTracker v9.2 and above/ EventTracker agent should be installed.

e Administrative access for AWS Account.

e EventTracker syslog VCP port / EventTracker syslog relay port (e.g. 514) should be allowed on public IP.
e GuardDuty should be enabled on your AWS account.

e CloudWatch Should be enabled on your AWS account.

2. Overview

Amazon GuardDuty is a threat detection service that continuously monitors malicious activity and
unauthorized behavior to protect your AWS accounts, workloads, and data stored in Amazon S3.

Amazon GuardDuty can be integrated with EventTracker using EventTracker Lambda function. After the logs
are received from GuardDuty, EventTracker alerts you of the following finding types:

e Backdoor

e Crypto Currency

e Discovery

e |mpact

e Pentest

e Persistence

e Policy

e Privilege Escalation
e Recon

e Resource Consumption
e Stealth

e Trojan

e Unauthorized Access

EventTracker dashboard will display the summarized view of GuardDuty findings based on Threat type,
Source IP and Map view of suspicious activities source location.

EventTracker reports will provide activities summary on scheduled basis. These reports will also furnish
details about all activities, resources affected, about the threat actor, etc.
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3. Integrating AWS GuarDuty using Lambda Function

Before integrating AWS GuardDuty with EventTracker manager, we need to integrate AWS with EventTracker
using Lambda function. Follow this guide before proceeding with the below instructions:

1. Logininto AWS CloudWatch portal.
2. Click on the Rules tab under Events and create rule by clicking Create rule.

aWs  services ¥
CloudWatch @ CloudWatch Events is now Amazon EventBridge
Dashboards
Alarms 14 Amazon EveniBridge (formerly CloudWatch Events) provides all functionality from CloudWatch Events and also launched new features such as Custom event buses, 3rd party event sources and Sc
event-driven architecture and applications.
‘Amazon EventBridge documentation
Billing RL’”eS
Logs Rules route events from your AWS resources for processing by selected targets. You can create, edit, and delete rules
Log groups
e
Metrics
Status | All - | Name
Status Name Description
Event Buses
ServiceLens
Service Map
Traces

Container Insights [E0
Resources
Performance Monitoring

Lambda Insights [E0
Multi-function
Single-function

Synthetics
Canaries

Contributor Insights

Seftings

Favorites

©Add a dashboard

Figure 1

3. InCreate rule screen, select GuardDuty in Service Name and All Events in Event Types as Event Source.
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Step 1: Create rule

Create rules o invoke Targets based on Events happening in your AWS environment.

Event Source

Build or customize an Event Pattern or set a Schedule to invoke Targets.

@ Event Pattern @ Schedule €@

Build event pattern to match events by service -
Service Name GuardDuty v
Event Type All Events v

Build an event pattern to match all events from this service

* Event Pattern Preview Copy to clippoard  Edit

{

"source™: [
"aws . guardduty”

]
}

Figure 2

4. In Targets section, click Add Target and select Lambda function created for EventTracker.
If Lambda function for EventTracker is still not created. Follow this Instructions.

Targets

Select Target to invoke when an event matches your Event Pattern or when schedule is triggered.

© Add target

Figure 3
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Keep the remaining section as default.

Lambda function - (]

Function® EventTrackerSIEMIntegration .

~ Configure version/alias

@ Default
Version -
Alias -

* Configure input

@® Matched event @
Part of the matched event @
Constant (JSON text) @
Input Transformer

Figure 4

5. Click Configure details.

Step 1: Create rule

Create rules to invoke Targets based on Events happening in your AWS environment

Event Source Targets

Build or customize an Event Pattern or set a Schedule to invoke Targets. Select Target to invoke when an event matches your Event Pattern or when schedule is triggered.

@ Event Pattem @ Schedule © Lambaa function -le
Build event pattern to match events by service - o EventTrackersiEMIntegration .
Service Name GuardDuty - - Configure version/alias
Event Type All Events - ® Defaut
Build an event pattern to match all events from this service Version -
Allas -
~ Event Patiem Preview Copy to clipboara _ Edit
T « Configure input
“source™: [
“aus. guardduty” ® Matched event @
i Part of the matched event @
) Constant (JSON text) @

Input Transformer @

© Add target*

» Show sample event(s)

* Required Cancel [ Configure details ]

Figure 5
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6. Provide Rule name (e.g. Guardduy_ET_Integration) and enable the State option and click Create rule
for the completion of GuardDuty integration with EventTracker.

Step 2: Configure rule details

Rule definition

Name* I Guardduty_ET_Integration

Description

State Enabled

CloudWatch Events will add necessary permissions for target(s) so they can be invoked when this rule is triggered. l

Figure 6

Rules

Rules route events from your AWS resources for processing by selected targets. You can create, edit, and delete rules.

0

Status | All ¥ | Name « < Viewing 1to 2 of 2Rules > »
Status Name Description
[ ] Guardduty_ET_Integration
Figure 7

4. EventTracker Knowledge Packs

e AWS Guardduty: Backdoor — This saved search will provide details about the backdoor activities
attempting to happen on your AWS account. It provides detailed view of activities, resource affected,
actor details and many more information.

e AWS Guardduty: Behavior — This saved search will provide details about the unusual behavior activities
attempting to happen on your AWS account. It provides detailed view of activities, resource affected,
actor details and many more information.

e AWS Guardduty: Crypto Currency — This saved search will provide details about the cryptocurrency
related activities (like EC2 instance is querying an IP address that is associated with bitcoin) which
attempt to happen on your AWS account. It provides detailed view of activities, resource affected, actor
details and many more information.
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e AWS Guardduty: Discovery — This saved search will provide details about the unusual discovery
activities (like S3 APl such as GetObjectAcl or ListObjects, was invoked from a Tor exit node IP address)
which attempt to happen on your AWS account. It provides detailed view of activities, resource
affected, actor details and many more information.

e AWS Guardduty: Impact — This saved search will provide details about the unusual impactable activities
(like 1AM API call for changing permission on one or more buckets or objects.) happen on your AWS
account. It provides detailed view of activities, resource affected, actor details and many more
information.

e AWS Guardduty: PenTest — This saved search will provide details about the pentest activities (like API
invoked by parrot security Linux machine) happen on your AWS account. It provides detailed view of
activities, resource affected, actor details and many more information.

e AWS Guardduty: Persistence — This saved search will provide details about specific principal in your
AWS environment is exhibiting different behavior from the established baseline. It provides detailed
view of activities, resource affected, actor details and many more information.

e AWS Guardduty: Policy — This saved search will provide details about the policy related activities (like
root credential usage). It provides detailed view of activities, resource affected, actor details and many
more information.

e AWS Guardduty: Privilege Escalation — This saved search will provide details about the principal which
has attempted to assign a highly permissive policy to themselves. It provides detailed view of activities,
resource affected, actor details and many more information.

e AWS Guardduty: Recon — This saved search will provide details about activities that can list or describe
AWS resources in an account within your environment was invoked from an IP address that is included
on an internal threat list. It provides detailed view of activities, resource affected, actor details and
many more information.

e AWS Guardduty: Resource Consumption — This saved search will provide details about the AWS
environment are launched under suspicious circumstances. It provides detailed view of activities,
resource affected, actor details and many more information.

e AWS Guardduty: Stealth — This saved search will provide details about the attacker activities which
attempt cover their tracks by eliminating any trace of their activity while gaining access to your AWS
resources for malicious purposes. It provides detailed view of activities, resource affected, actor details
and many more information.

e AWS Guardduty: Trojan — This saved search will provide details about the trojan activities (DGA domain
request, DNS data exfiltration, Drive by source traffic, etc.) happen on your AWS environment. It
provides detailed view of activities, resource affected, actor details and many more information.

Below is one of the samples of Saved search
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ote host 198,51.100.0.

ote host 198.51.100.0.

+ + + o+

Figure 8

e AWS Guardduty: Backdoor detected — This alert will be triggered when the backdoor activities happen
on your AWS environment.

e AWS Guardduty: Cryptocurrency based threat detected - This alert will be triggered when the
cryptocurrency related activities (like EC2 instance is querying an IP address that is associated with
bitcoin) attempt to happen on your AWS environment.

e AWS Guardduty: Discovery category threat detected - This alert will be triggered when the unusual
discover activities (like S3 APl such as GetObjectAcl or ListObjects, was invoked from a Tor exit node IP
address) happen on your AWS environment.

e AWS Guardduty: Impact category threat detected — This alert will be triggered when the unusual
impactable activities (like IAM API call for changing permission on one or more buckets or objects.)
happen on your AWS environment.

e AWS Guardduty: Pentest activities detected — This alert will be triggered when the pentest activities
(like APl invoked by parrot security Linux machine) happen on your AWS environment.

e AWS Guardduty: Persistence activities detected — This alert will be triggered when specific principal in
your AWS environment is exhibiting different behavior from the established baseline.

e AWS Guardduty: Policy based activities detected — This alert will be triggered when the policy related
activities (like root credential usage) happen on your AWS environment.

e AWS Guardduty: Privilege Escalation detected — This alert will be triggered when the principal attempts
to assign a highly permissive policy to itself.

e AWS Guardduty: Recon activities detected — This alert will be triggered when activities that can list or
describe AWS resources in an account within your environment was invoked from an IP address and is
included on an internal threat list.

e AWS Guardduty: Stealth activities detected — This alert will be triggered when the attacker activities
attempt cover their tracks by eliminating any trace of their activity while gaining access to your AWS
resources for malicious purposes.

e AWS Guardduty: Trojan detected — This alert will be triggered when the trojan activities (DGA domain
request, DNS data exfiltration, Drive by source traffic, etc.) happen on your AWS environment.

e AWS Guardduty: Unauthorized Access detected — This alert will be triggered when the unauthorized
activities (putobject or putobjectacl api was invoked from a Tor exit node IP address.) happen on your

AWS environment.
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Below is the one of sample of alert:

® Oct 15 07:

39:51 AM

v 11011 ~ WIN-MCKKRLNGKOI / aws.guardduty~828890237078-syslog

AWS Guardduty: Backdoor threat detected

© Alert Details

@ Short Description

Summary:

Description: EC2 instance i-39999999 is behaving in a manner t

t may indicate it is being used to perform a Denial of Service (DoS) attack using TCP protor

ing are the details

9999999 is behaving in 2 manner that may indicate it is being used to perform a Denal of Service (DoS) attack using TCP protoc:
£C2/DenialOfServiceTep

nstance

Source IP: 10.0.0.23

‘outpostAm”“am:aw

Incidents  202010000011157
EventType  Information
et Vel
User NA
Source
Description | Oct 15 023105 ec 36636117","detail-type™"GuardDuty Finding’ ws.guardduty” "account’s"§28890237078", "time":"2020-10-15T06:30:06Z" "region"“us-east-2
‘schemaVersion™" 427926 2 arn 8
89 lo0r£C2/DenialOfService Tep" "resource"{reso stanceld""i-99999999" “instanceType""m3.xlarge
odeType"}] “iamInstanceProfile™
" "publiclp""198,51.100.0" "ipv6Addresses"s"""publicDnsName";"Generat gPul
ol
running Z *imageld": ami- Findingl escription’})
'NETWORK_CONNECTION" "net "OUTBOUND""loc: *10.0.023),"remotelpDetails"{ipAdd
gISP; org= d @l = tedFi 0)')"remotePortDetails™:
‘protocol” TCP" “blocked" false]),“resourceR ample”true), eventlasts: count:6), "severity"8,"createdA\
-99999999 is behaving in a manner that may indicate it is being used to perform a Denial of Service (DoS) attack using TCP 1" “description:"EC2 instance -99999999 is behaving in a many
using TCP protacol. )

Computer

Account

Remote IP  Resource Type Resource De

ressV4""1

may indicate it is being used to perform a Denial o

NSName”,

service”

pdated;

AWS Guardduty : Findings — This report provides information about the findings detected by AWS
GuardDuty. It will have details about rule name, its categories, resource affected, threat actor, identity
of attacker like IP address, ASN, geolocation.

atedFindingPrincipalid” “userType™
“IAMUser” “userName""Generated

10/15/2020 01:38:21 AN AWS.GUARDDUTY~82889023707  Unusual user permission Recon:lANUser/UserPermissions 5800237075 193.51.100.0 AccessKey accessKeyld™ GeneratedFinding  APls commonly used to discover
8 reconnaissance activity by AccessKeyld”,"principald”"Gener the users, groups, policies and
GeneratedFindingUserName. atedFindingPrincipalld” “userType™ permissions in an account, was
“IANUser’ "userName”"Generated invoked by |AW principal
FindingUserName™ GeneratedFindingUserName under
unusual circumstances. Such
activity is not typically seen from
this principal
1011572020 01:42:48 AM AWS.GUARCDUTY 07 APIGener gAPIN 3MorPCale "2 ’E28890237078 198.51.100.0 S3Bucket " ¥ g APl Al
8EYSL0G was invoked from a Tor exit node. 1 AccessKeyld”"principalld”“Gener was used to access bucket

GeneratedFindingS3Bucket from
Tor exit node IP address

8-5YSLOG communicating with a Drop Point.

FindingUserName™ 198.51.100.0.
10/15/2020 01:42:43 AN AWS.GUARDDUTY~B2839023707 AP GeneratedFindingAPame  PenTestiAMUserParrotlinue 'S "528890237078 196.51.100.0 AccessKey “accessKeyld™ inding APl g
8.5Y5L06 was invoked from a Parrot AccessKeyld” "principalld™"Gener was invoked from a remote host
Security Linux computer. atedFindingPrincipalld” "userType™ with IP address 158.51.100.0 that
“IAMUser’ "userName™"Generated s potentially running the Parrot
FindingUserhame” Security Linux penstration testing
tool.
10/15/2020 01:42:49 AW AWS.GUARDDUTY~B2889023707 EC2 instance 188998999 is Trojan:EC2/DropPoint 3 528890237078 198.51.100.0 Instance “instanceld™"- ECZ instance 99589989 is

99995899, ype™ma.xlar
g¢","outpostAm":"am:aws:outpost
sius-west-

2:123456739000:0utpostiop-
0fbc006eBabbe73c3", launchTime™
"2016-08-
02T02:05:06Z","platform’:null"prod
uctCodes™[{"productCodeld™"Gen
eratedFindingProduciCodeld”,"orod
uctCodeType""GeneratedFindingPr
oductCodeType”

Figure 10

with a remote host
198.51.100.0 that is known to hold
credentials and other stolen data
captured by malware.

Service (Do$) attack

GuardDuty - Findings by Type - This dashboard provides the summarized details of suspicious activity
type. On clicking, it provides more details like remote IP address, resource effected, etc.

Netsurion.  EventTracker




Integrate AWS GuardDuty

GuardDuty - Findings by Type G - %

<

B recon:iamuser/userpermissions destination M behavior.ec2/networkportunusual
M backdooriec2/spambot Ml backdoor:ec2/denialofservice.unusualprotacol

M backdooriec2/denialofservice.udoontcooorts Ml backdoorec2/denialofservice.udo

Oct 14 05:12 AM - Oct 15 05:13 AM

Figure 11

GuardDuty - Findings by Name - This provides rule-based summary of suspicious activities. Click on
dashboard to find more details. Here, number represent severity of activities, higher the number, highly
suspicious the activities is.

GuardDuty - Findings by Name G - %

Series: log_priority

o

4
2
0
N o O PRy - (S e <
<\ \Q R @*OW‘ ,\'\\\""'\<> ,,‘\\\"‘Se‘ S o
9 20 ° oe© o el ot o
l 5 2 Hs8
Oct 14 05:12 AM - Oct 15 05:13 AM
Figure 12

GuardDuty - Findings by User-agent - This dashboard gives summarized view of user agent from where
the suspicious activities happen. This user agent provides details about the system, browser, browser
version from where the suspicious activities happen.
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GuardDuty - Findings by User-agent G =-x

<«

B aws-internal/3 aws-sdk-java/1.11.864 linux/4.9.217-0.3.ac.206.84.332.metal1.x86_64 openjdk_64-bi

Figure 13

e GuardDuty - Findings Trend - This dashboard will provide daily basis trend of suspicious activities
happening on your AWS environment.

GuardDuty - Findings Trend G -%
Series: log_priority
60
40 +
|
20
PSP S S S
0 0 0 0 0 O O 0 0
e @ O AB® ® o0 P o® & @
AM B (M b Ak b AN A5 A2
A0l A0l A0l A0l A0l A0l 0! A0l A0l
5 2 =8
Oct 14 05:12 AM - Oct 15 05:13 AM

Figure 14

e GuardDuty - Findings by Resource Type - This dashboard will help you to view the summarized details
of resource types on which GuardDuty has found suspicious activities.
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&

GuardDuty - Findings by Resource Type

M aws_api_call [ accesskey WMl instance [l network connection M dns_request

M s3bucket M port_probe

Figure 15

5. Importing knowledge pack into EventTracker

Getting Knowledge Packs
To get the knowledge packs, locate the knowledge pack folder. Follow the below steps:

1. Press “& +R”.
2. Type “%et_install_path%\Knowledge Packs” and press “Enter”.
(Note — If, not able to locate the file path as mentioned above, please contact EventTracker support to

get assistance,).

NOTE: Import knowledge pack items in the following sequence:

e Saved Searches

o Alerts

e Token Template

e Flex Reports

e Knowledge Objects

e Dashboards
1. Launch the EventTracker Control Panel.
2. Double click Export-lmport Utility.

Netsurion.  EventTracker
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L EEE IR

EventVault Diagnostics License Export Import Append
Manager Utility Archives
ﬁ :
EventTracker Traffic Analyzer Agent Port TrapTracker
| Agent Confi... Manageme... Configuration
ad i
|
Change Audit About
EventTracker

E-mail: support @Event Tracker.com

Figure 16

B Export Import Utilit

o

1. Provide the path and file name of the Categories file. Use the *..." button to
2. Click the Import button.

Ogtions Location

® Category

Figure 27

3. Click the Import tab.

1. Open “Export Import Utility” via “EventTracker Control Panel”, click Alert option, and then click the
browse button.

2. Navigate to the knowledge pack folder and select the file with extension “.isalt”, e.g. “Alerts_ AWS
Guardduty.isalt” and then click “Import”.
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Export  Import

1. Provide the path and file name of the Alerts file. Use the *.." button to browse and locate the import file.
2. Click the Import buttan.

Options Location
) Category Import E-mail settings
Set Active
() Filters P This setting is applicable only for imports from Legacy {vBx)
@® Orly i notifications set gyt fios For V7. the active status will be set based on
O By default "Active” key available in the configuration section.
S
() Systems and Groups Watchlist Configuration
O Token Val Import Watchlist configuration
oren vale This setting is applicable only for alets which have Advanced watchlist corfigured.
Maote: If this option is enabled the user should make sure the watchlist groups are available
") Reports on the consele where the alerts are imported.

() Behavior Comelation

Source

" izalt

Impaort Cloze

Figure 18

EventTracker displays a success message:

Ok

-

Figure 19

For importing “Token Template”, navigate to EventTracker manager web interface.

1. Click Parsing Rules under the Admin option in the EventTracker manager web interface.
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=rs D Parsing Rules N/
=
t Contains set of rules which tell what kind of data you want
Configuration [ systems
Figure 30

2. Click the “Template” tab and then click the “Import Configuration” button.

Parsing Rules

Parsing Rule Template
1]+
Groups ('B 888  Group:
Default
Azure Intune M @’ Templa

Figure 21

& / Admin / Parsing Rules

C Iy

| Import configuration |

Active

—

Figure 22

3. Click “Browse” and navigate to the knowledge packs folder (type “%et_install_path%\Knowledge
Packs” in navigation bar) where “.ettd”, e.g. “Templates_AWS Guardduty.ettd” file is located.
Wait for the templates to load. After the templates are loaded, choose the required templates and click
“Import”.
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Select file

Mote: Please select file of type *.ettd (eventt ] shlets),

Figure 23

1. In EventTracker control panel, click “Export/ Import utility” and click the “Import” tab. Then, click

Reports option, and choose “New (*.etcrx)”:

B Export Import Utilit o
Export  Import
1. Provide the path and file name of Schedule Report file. Use the *..." button to browse and locate the impaort file.

2. Click the Import button
MNote : f reportis) contains template, first impart template and proceed with exportimport tility .

Options Location
() Category
() Fitters

() Alerts

() Legacy ("issch) (® New (".stend

() Systems and Groups —
issch

() Token Value

() Behavior Comelation

Cloze

Figure 44

2. After selecting “New (*.etcrx)”, a pop-up window appears. Click “Select File” and navigate to the
knowledge pack folder and select file with extension “.etcrx”, e.g. “Flex Reports_ AWS

Guardduty.etcrx”.
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Note : f report(z) contains template, first import template and proceed with report import process.

Select file |"eton Select file
Awailable reports
Title | | Frequency Show all - Q Q
] Thle Sites Groups Systems Frequency Runtime: Type
Figure 55

3. Wait while reports are being populated in below tables. Select all the relevant reports and then click

Import

=

2

Mote: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report(s) from || AM - atintervalof [ _ |minutes Szt || (D

Replace |

| to | | Replace Assign systems

«
®

MNote: Make sure that Ste(s), Groupis) and Systemis) selections are valid |

Figure 66

EventTracker displays a success message:

Selected reports configurations are imported successfully

oK

Figure 27

1. Click Knowledge objects under the Admin option in the EventTracker manager web interface.
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_‘ Admin ~ Tools~ .

E:— Active Watch Lists @ Event Filters r:f Parsing Rules # / Dad
erts ventvault =] Report Settings
Al E I &7 Report Setting
ehavior Correlation Rules #| FAQ Tile Configuration ystems
Behavior Correlation Rul FAQ Tile Configurati O s
{5 EBehavior Correlation Settings [ Group Management CD Users
z 21 Gro = U
mi
I:rs( ﬂ Casebook Configuration Q IP Lockup Configuration fl"- Weights
D|§ Category Q Knowledge Objects 1 Windows Agent Config
E Diagnostics @ Manager

Figure 28

2. Click the “import object” icon:

A& / Admin / Knowledge Objects

Objects@ T |!| ' # ¢
Import Objects

Figure 29

3. A pop-up box appears, click “Browse” and navigate to the knowledge packs folder (type
“%et_install_path%\Knowledge Packs” in navigation bar) with the extension “.etko”, e.g. “KO_
Amazon AWS.etko” and then click “Upload”.

Import

KO_<product name>.etko Upload

Figure 70

4. Wait while EventTracker populates all the relevant knowledge objects. After the objects are displayed,
select the required ones and click on “Import” button:
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Figure 31

5.5 Dashboards

1. Login to EventTracker manager web interface.
2. Navigate to Dashboard = My Dashboard.
3. In “My Dashboard”, Click Import:

My Dashboard

Threats

Incidents

EventTracker:

Behavior Correlation

Change Audit

Compliance

Figure 82

ONCRCR 0 §

& / Dashboard / My Dashboard

Tlo o

| Import configuration

Figure 93
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4. Click Browse and navigate to knowledge pack folder (type “%et_install_path%\Knowledge Packs” in
navigation bar) where “.etwd”, e.g. “Dashboards_AWS Guardduty.etwd” is saved and click on
“Upload” button.

5. Wait while EventTracker populates all the available dashboards. Now, choose “Select All” and click on
“Import” Button.

MNote If dashlet configured using persisted report, first import the report and proceed with importing dashlet.

& Browse...

Upload

Available widgets

EA Select All

Figure 104

Figure 115

1. Login to EventTracker Manager.

2. Navigate to Search -> Import.
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BASIC SEARCH Netsurion.. Eventlracker
> car chiv
Sites [ search in archives Export | Clearall || Savedsearches | Search
o .
GROUPS. 'WIN-MCKKRLNGKOI v e G)
| Groups Total: 3
AVAILABLE
SYSTEMS ® Last 1 hr
Qa0
i | Qla Custom eriteria
&% All Groups O —
v &
oo Default Search in Operator Search for
P EventTracker Searchin. o Operator. v| | Search for..

oo WORKGROUP
Nete: To add search criteria, click icon(s) above

Override indexer

Figure 126

3. Click on Browse and choose the file “Saved searches_AWS Guardduty.etss” under
%et_install_path%/Knowledge Packs. After selecting .etss file click upload to finish the saved search
importing.

Import
Saved Search_ AWS Guarddi

Figure 137

Upload Close

6. Verifying knowledge pack in EventTracker

1. Inthe EventTracker manager web interface, click the Admin dropdown, and then click Alerts.
2. Insearch box enter “<search criteria> e.g. “GuardDuty” and then click the Search button.

EventTracker displays an alert related to “AWS GuardDuty”:
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Alerts A [ Admin / Alerts

Show| Al v Searchby  Alertname v gquardduty Q Q

123 Speer 105 123
e 13
System/User Defined Alerts Alerts by Threat Level
Count for system and user defined alerts Count of alerts by threat level
@0 Click *Activate Now" after making all changes. Totak 12 [PageSize| 25 v
[m] Alert Name A Threat Active Email F";:“’JI:‘“ F"g;’;;‘; = “‘:‘fﬁr{'ﬁt‘lf““ R"“:;:' :“"i““ Applies To
0 @ AWS Guardduty: Backdoor detected [ ] a a o a a AWS Guardduty
O §§ AWS Guardduty: CrypteCurrency based threat detected [ ) ] ] O a ] AWS Guardduty
O 8§ AWS Guardduty threat detected ) (m] (m] O a (m] AWS Guardduty
O 8§ AWS Guardduty: Impact category threat detected [ ] O O a (m} O AWS Guardduty
O 8§ AWS Guardduty: Pentest activities detected [ ] m] m] [m] a a AWS Guardduty
O §§ AWS Guardduty: Persistence activities detected [ ) (m) (m) (m] a (m) AWS Guardduty
(g AWS Guardduty d activities detected [ ] a a [m] a a AWS Guardduty
O §@ AWS Guardduty calation detected [ ) (] (] (m] a (] AWS Guardduty
O {f AWS Guardduty activities detected [ ] O O O ] m] WS Guardduty
O 8§ AWS Guardduty: Stealth activities detected [ ) (m) (m) (m] a a AWS Guardduty
O 4§ AWS Guardduty: Trojan detected [ ] m] m] [m] a a AWS Guardduty
[ @ AWS Guardduty: Unauthorized Access detected [ ] a a o a a AWS Guardduty

Figure 38

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Parsing Rules.
2. In the Template tab, click on the “<product name/ report group name>” e.g. “AWS Guardduty” group
folder to view the imported Templates.

Parsing Rules A / Admin / Parsing Rules
Parsing Rule | Template
Groups D Groun: aws Guardaury . Q cC:y
Detautt
AWS Guardduty m @ Template Name Template Description Added By Added Date Active (m]
T Guardduty - Fi Admin Oct 15 05:27:39 AM
0] @ AWS Guardduty ETA +15 05:27:39 AM [m] @
ncow i @

Figure 39

1. Inthe EventTracker web interface, click the Reports menu, and then select the Report Configuration.
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Report Configuration

Report Dashboard

Explorer

Figure 140

2. In Reports Configuration pane, select the Defined option.
3. Click on the “AWS Guardduty” group folder to view the imported reports.

Report Configuration A / Reports / Report Configuration / Defined

O Scheduled O Queved @ Defined Searct Q @ o
Report Groups @ B Reports configurations AWS GuardDuty

& seany @mé e

G Compianes =] Title Createdon Modified on

% Opestons o & J————— O 15051313 4 [ISR—— ® &

T Rex

[ AWS GuardDuty n @

[ — i @

3 Windous n @

Figure 151

6.4 Knowledge Objects

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects.
2. In the Knowledge Object tree, expand the “AWS Guardduty” group folder to view the imported
Knowledge objects.
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Knowledge Objects A / Admin / Knowledge Objects
ala ws® T £ 0
Groups [CXcmil ® 1
Amazon AWS @0 e
Event source Source Type Log type Event id Event type
2] Syslog Amazon AWS [CACRIN:A
Expression 1 Expression 2 Format string
“(2key>[AJ4)" 7 <values[A%]+) @

Figure 162

6.5 Dashboards

1. Inthe EventTracker web interface, click on the Home Button E and select “My Dashboard”.

Home

H
Dashboard

[y My Dashboard

Figure 43

2. Select the “Customize daslets” @ button and type “GuardDuty” in the search bar.

Admin - Tools

A& / Dashboard / My Dashboard

@I LTOO

Customize dashlet

Figure 174

Netsurion.  EventTracker




Integrate AWS GuardDuty

Customize dashlets

guardduty Q
DGuardDuty - Findings by Name J GuardDuty - Findings by Resour... DGuardDuty - Findings by Type ] GuardDuty - Findings by User-a...

] GuardDuty - Findings Trend

m Delete Close

Figure 45

1. Login to EventTracker manager web interface.
2. Navigate to Search -> Saved Searches.

BASIC SEARCH

Netsurion. Eventlracker

> ; ear chiv
Sites [ search in archives oot import | || Clearat . .
g WIN-MCKKRLNGKOI hd
GROUPS WML KRR o @
Groups Total: 3
Last 1 hr
oem
Group search Q Q Custom criteria
oo All Groups O o
v &
S =i Operator Search for
o7 EventTracker - . S— i

oo WORKGROUP

Note: To add search criteria, click icon(s) above

Override indexer

Figure 46

3. Click on Saved Searches and search for “GuardDuty”.
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Saved Searches

User defined Pre defined
Guardduty Q |
om 2
Title Added by
Last search ETAdmin @ Q
(] EJ. AWS Guardduty: Backdoor ETAdmin @ Q
O EJ. AWS Guardduty: Behavior ETAdmin @ Q
(] EJ. AWS Guardduty: Crypto Currency ETAdmin @ Q
(] E’. AWS Guardduty: Discovery ETAdmin @ Q
(] E). AWS Guardduty: Impact ETAdmin @ Q
(] E’. AWS Guardduty: PenTest ETAdmin @ Q
O E’. AWS Guardduty: Persistence ETAdmin @ Q
O 4 AWS Guardduty: Policy ETAdmin @ Q
(] EJ. AWS Guardduty: Privilege Escalation ETAdmin @ Q
(] ﬁ AWS Guardduty: Recon ETAdmin @ Q v
Close
Figure 47
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