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Abstract  

This guide provides instructions to retrieve the Cloudflare events via REST API. After the logs start coming-in 

into EventTracker, reports, dashboards, alerts and saved searches can be configured. 

Scope 

The configuration details in this guide are consistent with EventTracker version 9.2 or above and Cloudflare. 

Audience 

Administrators who are assigned the task to monitor Cloudflare events using EventTracker. 

 

 

 

 

 

 

 

The information contained in this document represents the current view of Netsurion on the issues 

discussed as of the date of publication. Because Netsurion must respond to changing market 

conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion 

cannot guarantee the accuracy of any information presented after the date of publication.  

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR 

IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.  

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the 

rights under copyright, this paper may be freely distributed without permission from Netsurion, if 

its content is unaltered, nothing is added to the content and credit to Netsurion is provided.  

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual 

property rights covering subject matter in this document. Except as expressly provided in any 

written license agreement from Netsurion, the furnishing of this document does not give you any 

license to these patents, trademarks, copyrights, or other intellectual property.  
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1. Overview 
Cloudflare is a next-generation Content Delivery Network (CDN) that provides content-delivery-network, 

DDoS mitigation, Internet security and distributed domain-name-server services. Cloudflare's services 

connects website's visitor and Cloudflare user's hosting provider, acting as a reverse proxy for the websites. 

Cloudflare integrates with EventTracker SIEM application to provide security analytics with deep data 

context, organizations can be confident in their data security strategy. Benefits include scheduled reports, 

Integrated Cloudflare dashboards and alerts for streamlined investigation. 

Reports are the best way to view the historical data (depending on the timeline defined). Some of the 

EventTracker reports provided for Cloudflare are summary of audit activities such as API key view, login and 

logout, summary of firewall/ WAF related activities occurring in different Cloudflare zones, such as  dropping 

or discarding an incoming traffic. 

Dashboards are graphical representations of activities occurring in Cloudflare zones/UI. These dashboards 

can be a pie chart, a bar diagram, or a map. This allows user to view the key highlights of Cloudflare events. 

Some of the dashboards include audit events timeline, UI login activities, dropped traffic by country code, etc. 

Alerts such as traffic dropped by firewall or WAF are present in the knowledge packs. These alerts can be 

configured to forward emails to users/admin of Cloudflare if any suspicious events are detected. 

2. Prerequisites 
• EventTracker v9.2 and above should be installed. 

• Administrative/root access to Cloudflare management UI. 

3. Integrating Cloudflare with EventTracker  
Depending on authentication request of the new API Tokens or old API Keys, required headers differ. 

3.1 Collecting Cloudflare API Keys 
To retrieve your API key: 

1. Log in to the Cloudflare dashboard. 

2. Under the My Profile dropdown, click My Profile. 

3. Click the API tokens tab. 

4. In the API keys section, choose one of two options: Global API Key or Origin CA Key. Choose the API 

Key that you would like to view. In this case we need Global API Key. 
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       Note - The Global API Key is your main API key. The Origin CA Key is only used when creating origin 

certificates using the API. 

5. To change your API Key, click Change. You will have to complete Captcha before applying the change. 

 

Figure 1 

6. Save the Global API Key. This key is required for future API authentications. 

3.2 Forwarding Logs to EventTracker 
Collect the EventTracker Cloudflare Integrator package from EventTracker support. 

1. Run the EventTracker Integrator (Cloudflare).exe on your EventTracker agent machine. 

2. Fill in the Cloudflare account registered email and the Global API key (as retrieved from previous 

section)  

 

Figure 2 

3. Click on the Validate button. If successful, a pop-up window appears with the message: 
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Figure 3 

4. Click OK and click on the Submit button. 

 

Figure 4 

5. A pop-up window appears with message. 

 

Figure 5 

6. Click OK to complete the integration process. 
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Note: We are collecting two types of logs from Cloudflare namely Audit log and Firewall log.  

For Audit Log, one system is created and for Firewall Log, number of systems created are equals to number 

of Cloudflare zones. (Zone is the basic resource for working with Cloudflare and is roughly equivalent to a 

domain name that the user purchases.) 

Useful link: https://www.cloudflare.com/learning/dns/glossary/dns-zone/ 

4. EventTracker Knowledge Packs 

4.1 Saved Searches 
Saved searches are designed to quickly parse/filter logs and allows user to view only specific events related 

to: 

• Cloudflare - Audit activities – This category of saved search displays the Cloudflare audit events, i.e., 

activities occurring in Cloudflare UI, such as, view API key, join organization, etc. 

• Cloudflare - Firewall activities - This category of saved search displays the Cloudflare firewall events for 

all the available zones in a Cloudflare account, i.e., drop incoming traffic, challenge incoming traffic to 

discard any bot activities, etc. 

• Cloudflare - Login and Logout activities - This category of saved search displays the Cloudflare audit 

events, i.e., activities occurring in Cloudflare UI, such as, login and logout. 

4.2 Alerts 
Alerts are triggered when an event received is identified as critical and requires immediate notification. 

Such as, 

• Cloudflare: A web traffic has been dropped by WAF – When Cloudflare firewall/WAF drops or discards 

an incoming traffic, customers are alerted about such event occurrence. 

4.3 Reports 
Reports are a detailed overview of any event occurring in Cloudflare, represented in column-value format. 

• Cloudflare - Audit activities – This report contains a detailed overview of audit activities occurring in 

Cloudflare UI, such as API key, join organization, etc. The information includes log datetime, source 

email address, source IP address (IPv4 or IPv6), log type, etc. 

https://www.cloudflare.com/learning/dns/glossary/dns-zone/
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Figure 6 

• Cloudflare - Firewall activities - This report contains a detailed overview of firewall activities occurring 

in Cloudflare zones such as drop incoming traffic, challenge incoming traffic to discard any bot activities. 

The information includes log datetime, action type, client ASN (autonomous system number), client IP 

address, user agent, etc. 

 

Figure 7 

• Cloudflare - Login and Logout activities - This report contains a detailed overview of login and logout 

activities occurring in Cloudflare UI. The information includes log datetime, source email address, 

source IP address (IPv4 or IPv6), log type, etc. 

 

Figure 8 
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Logs Considered:  

 

Figure 9 

 

Figure 10 
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4.4 Dashboards 

• Cloudflare - Firewall Events 

 

Figure 11 

• Cloudflare - Audit Events 

 

Figure 12 
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• Cloudflare - Firewall Event counts by Zone 

 

Figure 13 

• Cloudflare - Firewall Events Timeline 

 

Figure 14 
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• Cloudflare - Audit Events Timeline 

 

Figure 15 

• Cloudflare - UI Login activities by Source IP 

 

Figure 16 
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• Cloudflare - Dropped Traffic by Country code 

 

Figure 17 

• Cloudflare - Dropped Traffic by ASN 

 

Figure 18 
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• Cloudflare - Dropped Traffic by user agents 

 

Figure 19 

• Cloudflare - Dropped Traffic by source IP 

 

Figure 20 
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• Cloudflare - Edge Colo ID by source IP 

 

Figure 21 

5. Importing knowledge pack into EventTracker 
Getting Knowledge Packs 

To get the knowledge packs, locate the knowledge pack folder. Follow the below steps: 

1. Press “ + R”. 

2. Type “%et_install_path%\Knowledge Packs” and press Enter. 

Note: If not able to locate the above file path, please contact EventTracker support to get the assistance. 

NOTE: Import knowledge pack items in the following sequence: 

• Categories 

• Alerts 

• Parsing Rules 

• Reports 

• Knowledge Objects 

• Dashboards 

1. Launch the EventTracker Control Panel. 

2. Double click Export-Import Utility. 

mailto:support@eventtracker.com
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Figure 22                                                                                                        

 

Figure 23  

3. Click the Import tab.  

 

5.1 Saved Searches  
1. After opening Export Import Utility via EventTracker Control Panel, click the Category option, and then 

click the browse             button. 

2. Navigate to the knowledge pack folder and select the file with extension “.iscat”, e.g. 

Categories_Cloudflare.iscat and click on the Import button. 
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Figure 24 

EventTracker displays a success message: 

 

Figure 25 

5.2 Alerts 
1. After opening Export Import Utility via EventTracker Control Panel, click Alert option and click the 

browse           button. 

2. Navigate to the knowledge pack folder and select the file with extension “.isalt”, e.g. Alerts_ 

Cloudflare.isalt and click on the Import button. 
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Figure 26 

 

EventTracker displays a success message: 

 

Figure 27 

5.3 Parsing Rules 
1. After opening Export Import Utility via EventTracker Control Panel, click the Token Value option, and 

click the browse            button. 
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2. Navigate to the knowledge pack folder and select the file with extension “.istoken”, e.g. Parsing Rules_ 

Cloudflare.istoken and click on the Import button. 

 

Figure 28 

5.4 Reports  
1. In EventTracker control panel, select Export/ Import utility and select the Import tab. Click Reports 

option and choose New (*.etcrx). 
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Figure 29 

2. After selecting New (*.etcrx), a new pop-up window appears. Click Select File button and navigate to 

knowledge pack folder and select file with extension “.etcrx”, e.g. Reports_ Cloudflare.etcrx. 

 

Figure 30 

3. Wait while reports are being populated in below tables. Now, select all the relevant reports and click 

Import           button. 
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Figure 31 

EventTracker displays a success message. 

 

Figure 32 

5.5 Knowledge Objects 
1. Click Knowledge objects under the Admin option in the EventTracker manager web interface. 

 

Figure 33 

2. Click the import object icon. 
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Figure 34 

3. A pop-up box appears, click Browse and navigate to knowledge packs folder (type 

“%et_install_path%\Knowledge Packs” in navigation bar) with the extension “.etko”, e.g. KO_ 

Cloudflare.etko and click Upload button. 

 

Figure 35 

4. Wait while EventTracker populates all the relevant knowledge objects. After the objects are displayed, 

select the required ones, and click on Import button. 

 

Figure 36 

5.6 Dashboards 
1. Login to EventTracker manager web interface. 

2. Navigate to Dashboard → My Dashboard. 

3. In “My Dashboard”, click Import. 
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Figure 38 

4. Click the Browse button and navigate to knowledge pack folder (type “%et_install_path%\Knowledge 

Packs” in navigation bar) where “.etwd”, e.g. Dashboards_ Cloudflare.etwd is saved and click on 

Upload button. 

5. Wait while EventTracker populates all the available dashboards. Now, choose Select All and click 

Import. 

 

Figure 39 
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Figure 40 

6. Verifying knowledge pack in EventTracker 

6.1 Saved Searches  
1. Login to EventTracker manager web interface. 

2. Click Admin dropdown and click Categories. 

3. In Category Tree to view imported categories, scroll down and expand Cloudflare group folder to view 

the imported categories.  

 

Figure 41 

6.2 Alerts 
1. In the EventTracker manager web interface, click the Admin dropdown, and then click Alerts. 
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2. In search box enter “<search criteria> e.g. Cloudflare and click the Search button. 

EventTracker displays an alert related to Cloudflare. 

 

Figure 42 

6.3 Parsing Rules 
1. In the EventTracker web interface, click the Admin dropdown, and then click Parsing Rule. 

2. In the Parsing Rule tab, click on the Cloudflare group folder to view the imported Token Values. 

 

Figure 43 

6.4 Reports  
1. In the EventTracker web interface, click the Reports menu, and then select the Report Configuration. 
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Figure 44 

2. In Reports Configuration pane, select the Defined option. 

3. Click on the Cloudflare group folder to view the imported reports. 

 

Figure 45 

6.5 Knowledge Objects 
1. In the EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects. 

2. In the Knowledge Object tree, expand the Cloudflare group folder to view the imported Knowledge 

objects. 
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Figure 46 

6.6 Dashboards 

1. In the EventTracker web interface, Click on Home Button  and select My Dashboard. 

 

Figure 47 

2. Select Customize daslets button  and type Cloudflare in the search bar. 

 

Figure 48 
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Figure 49 

 


