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Integrate Cloudflare

This guide provides instructions to retrieve the Cloudflare events via REST API. After the logs start coming-in
into EventTracker, reports, dashboards, alerts and saved searches can be configured.

The configuration details in this guide are consistent with EventTracker version 9.2 or above and Cloudflare.

Administrators who are assigned the task to monitor Cloudflare events using EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2021 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Overview

Cloudflare is a next-generation Content Delivery Network (CDN) that provides content-delivery-network,
DDoS mitigation, Internet security and distributed domain-name-server services. Cloudflare's services
connects website's visitor and Cloudflare user's hosting provider, acting as a reverse proxy for the websites.

Cloudflare integrates with EventTracker SIEM application to provide security analytics with deep data
context, organizations can be confident in their data security strategy. Benefits include scheduled reports,
Integrated Cloudflare dashboards and alerts for streamlined investigation.

Reports are the best way to view the historical data (depending on the timeline defined). Some of the
EventTracker reports provided for Cloudflare are summary of audit activities such as APl key view, login and
logout, summary of firewall/ WAF related activities occurring in different Cloudflare zones, such as dropping
or discarding an incoming traffic.

Dashboards are graphical representations of activities occurring in Cloudflare zones/Ul. These dashboards
can be a pie chart, a bar diagram, or a map. This allows user to view the key highlights of Cloudflare events.
Some of the dashboards include audit events timeline, Ul login activities, dropped traffic by country code, etc.

Alerts such as traffic dropped by firewall or WAF are present in the knowledge packs. These alerts can be
configured to forward emails to users/admin of Cloudflare if any suspicious events are detected.

2. Prerequisites

e EventTracker v9.2 and above should be installed.
e Administrative/root access to Cloudflare management UL.

3. Integrating Cloudflare with EventTracker

Depending on authentication request of the new API Tokens or old API Keys, required headers differ.

To retrieve your API key:

Log in to the Cloudflare dashboard.

Under the My Profile dropdown, click My Profile.

Click the API tokens tab.

In the API keys section, choose one of two options: Global API Key or Origin CA Key. Choose the API
Key that you would like to view. In this case we need Global API Key.

P wbhe
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Note - The Global API Key is your main API key. The Origin CA Key is only used when creating origin
certificates using the API.

5. To change your API Key, click Change. You will have to complete Captcha before applying the change.

API Keys

Keys used to access Cloudflare APls.

/' Global API Key

. Change
“

Origin CA Key

Figure 1

6. Save the Global API Key. This key is required for future APl authentications.

Collect the EventTracker Cloudflare Integrator package from EventTracker support.

1. Run the EventTracker Integrator (Cloudflare).exe on your EventTracker agent machine.
2. Fill in the Cloudflare account registered email and the Global APl key (as retrieved from previous

section)
=%, Cloudflare Integrator — X
Client Email |ak zonnect-ag.in |
Client Secret | | |
Validate Cancel
Figure 2

3. Click on the Validate button. If successful, a pop-up window appears with the message:
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Information K

c o Credential Validated Sucessfully :|

Figure 3

4. Click OK and click on the Submit button.

=5 Cloudflare Integrator - x

Client Email |al- i@connect-agin |

Client Secret |...........-..................-...... |

Submit Cancel

Figure 4

5. A pop-up window appears with message.

& Cloudflare Intearator _ %

m
1]

Information x

o Cloudflare Integration configured successfully

oK

Figure 5

6. Click OK to complete the integration process.
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Note: We are collecting two types of logs from Cloudflare namely Audit log and Firewall log.

For Audit Log, one system is created and for Firewall Log, number of systems created are equals to number
of Cloudflare zones. (Zone is the basic resource for working with Cloudflare and is roughly equivalent to a
domain name that the user purchases.)

Useful link: https://www.cloudflare.com/learning/dns/glossary/dns-zone/

4. EventTracker Knowledge Packs

Saved searches are designed to quickly parse/filter logs and allows user to view only specific events related
to:

e Cloudflare - Audit activities — This category of saved search displays the Cloudflare audit events, i.e.,
activities occurring in Cloudflare Ul, such as, view API key, join organization, etc.

e Cloudflare - Firewall activities - This category of saved search displays the Cloudflare firewall events for
all the available zones in a Cloudflare account, i.e., drop incoming traffic, challenge incoming traffic to
discard any bot activities, etc.

e Cloudflare - Login and Logout activities - This category of saved search displays the Cloudflare audit
events, i.e., activities occurring in Cloudflare Ul, such as, login and logout.

Alerts are triggered when an event received is identified as critical and requires immediate notification.
Such as,

e Cloudflare: A web traffic has been dropped by WAF — When Cloudflare firewall/WAF drops or discards
an incoming traffic, customers are alerted about such event occurrence.

Reports are a detailed overview of any event occurring in Cloudflare, represented in column-value format.

e Cloudflare - Audit activities — This report contains a detailed overview of audit activities occurring in
Cloudflare Ul, such as API key, join organization, etc. The information includes log datetime, source
email address, source IP address (IPv4 or IPv6), log type, etc.

Netsurion.  EventTracker
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loudflare

LogTime Log Type Source Email Address Object ID Source IP Address Log Status
11/02/2020 08:54:28 PM [API_key_view akash_gunjan@connect-ag.in |c6c6Ifd7T78d70e406e6fa229467866c6 |2409:4c34:2e85:2863:3cf:4aa:3be5:9bad  |true
11/02/2020 08:54:28 PM |token_create akash_gunjan@connect-ag.in |c6c6IfdT7T78d70e406e6fa229467866c6 |2409:4c34:2e85:2863:31cc eede:6279:aceb |true
11/02/2020 08:54:29 PM [filter_create akash_gunjan@connect-ag.in |cbc6Ifd778d70e406e6fa229467866c6 |2409:4c34:2e85:2863:31cc eede:6279:aceb |true
11/02/2020 08:54:29 PM [firewallrulesapi_create |akash_gunjan@connect-ag.in |c6c69fd778d70e406e6fa229467866c6 |2409:4c34:2e85:2863:31cc eede:6279:aceb |true

Figure 6

e Cloudflare - Firewall activities - This report contains a detailed overview of firewall activities occurring
in Cloudflare zones such as drop incoming traffic, challenge incoming traffic to discard any bot activities.
The information includes log datetime, action type, client ASN (autonomous system number), client IP

address, user agent, etc.

Client IP Address User Agent Event source

Request Path

Action Type Client ASN Country

11/09/2020 04:41:31 PM |drop 07566 RU 91.241.19.84 Mozilla/5.0 (Windows NT 10.0; Win64; x64) country
AppleWebKit/537.36 (KHTNL, like Gecko)
Chrome/78.0.3904.108 Safari/537.36
11/09/2020 07:53:01 PM [log 8224 R 2.183.175.37 Mozilla/5.0 (Windows NT 10.0; Win64; x64) /apifv2 waf
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/74.0.3729.169 Safari/537.36
11/09/2020 09:06:29 PM |drop 089 GB 203.0.113.69 Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) 1% 3Cscript%3Ealert()%3C/script%3E (waf
AppleWebKit/537 36 (KHTNL, like Gecka)
Chrome/80.0.3987.163 Safari/537.36
11/09/2020 09:12:48 PM |drop 98375 FR 185.81.157.12 Python-urllib/2.7 bic
Figure 7
e Cloudflare - Login and Logout activities - This report contains a detailed overview of login and logout
activities occurring in Cloudflare Ul. The information includes log datetime, source email address,
source IP address (IPv4 or IPv6), log type, etc.
LegTime Leg Type Source Email Address Object ID Source IP Address Log Status
11/03/2020 04:48:59 PM |login akash.gunjan@connect-ag.in [c6c6HdT78d70e406e6fa229467866c6 (2409:4234:812:9dfb:d993:a371:38ad:fob2 |true
11/03/2020 04:48:59 PM |logout akash.gunjan@connect-ag.in [c6c6Hd778d70e406e6f2229467866c6 [157 42 47.91 true
11/03/2020 04:48:59 PM |login akash.gunjan@connect-ag.in [c6c6HdT78d70e406e6f2229467866c6 [157 42 47.91 true

Figure 8
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Logs Considered:

{

"action": "drop",

"clientASNDescription": "HOSTWAY-AS",

"clientAsn": "207566",

"clientCountryName": "RU",

"clientIP": "91.241.19.84",

"clientIPClass": "unknown",

"clientRefererQuery”: "?XDEBUG SESSION START=phpstorm”,
"clientRequestQuery": "?XDEBUG SESSION START=phpstorm",
"datetime": "2020-11-09T06:22:17z",

"edgeColoName": "DME",

"edgeResponseStatus": 403,

"kind": "firewall",

"matchIndex": 0,
"originResponseStatus": 0,

"originatorRayName": "00",
"rayName": "5ef5703de%ablc48",
"ruleId": "country",
"sampleInterval™: 1,

"source": "country",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; =x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108 Safari/537.36"
}

Figure 9

{

"action™: {

"result": true,

"type": "firewallrulesapi create"

b

"actor": {

"email™: "akash.gunjan@connect-ag.in",

NidM: "CdT2aTOF kR R kR ARRR AR AR KA |
"ip": "2409:4064:2e85:e863:31cc:eede:627%::ace2",
"type": "user"

be

"id": "f9e55fla-****_456Cc-aB8b5-095beTcO***xn,
"interface"™: "UI",

"metadata™: {

"cf-ray": "5e5b3f3fc72d31fa-FRA",

"zone name": "connect-ag.in"

}!

"newvValue™: "™,

"newValuedson"™: {

"action™: "block",

"description™: "Block PK traffic™,
"filter_id": "b03dbf2fB8bef4235932c53110949d36d",
"id": "e6f3e%2c632d4394b7266583234dcef4T",

Figure 10
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4.4 Dashboards

e Cloudflare - Firewall Events

Cloudflare - Firewall Events g - x

<
M drop log M simulate
Nov 03 04:52 PM - Nov 10 04:53 PM
Figure 11
e Cloudflare - Audit Events
Cloudflare - Audit Events 0F - %
<

M login account [ user M api_key_view M join_org

Nov 03 04:52 PM - Nov 10 04:53 PM

Figure 12
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e Cloudflare - Firewall Event counts by Zone

Cloudflare - Firewall Event counts by Zone eC -x%

¥ ntpldtbir48_cloudflare
M ca522¢19db7666babc98f82c893f04dc_cloudflare

W e69af8d73a01cb844afd4f6124abfbc4_cloudflare

Nov 03 04:52 PM - Nov 10 04:53 PM

Figure 13

e Cloudflare - Firewall Events Timeline

Cloudflare - Firewall Events Timeline O =%

Series: action

20
10
8 Ay
b - <
0,0""?’ Q,\'\’Q Q:\\’Gb Q:\\’@ 0,\\'@ Q:\\’Q% Q:\'\’@ 0,\\’@’ 0:\\’ce
Pl P\l P\l P\l e P\l S\l P\l P\l

@ drop log -®- simulate

Nov 03 04:52 PM - Nov 10 04:53 PM

Figure 14
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e Cloudflare - Audit Events Timeline

Cloudflare - Audit Events Timeline OC = %

Series: log_type
1.5

1.0 > —— @

Y A
05 - // \

0.0 7 e ~» = %
B ©-- |
A ok QA\,Q A ok 0’\\,0 0’\,\,09 <3
oF ¥ SF 2o S\l
o login account -@- user —e- api_key view -—m- join_org
Nov 03 04:52 PM - Nov 10 04:53 PM
Figure 15
e Cloudflare - Ul Login activities by Source IP
Cloudflare - Ul Login activities by Source IP 0 - X

<3

Nov 04 05:13 PM - Nov 11 05:14 PM

Figure 16
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e Cloudflare - Dropped Traffic by Country code

Cloudflare - Dropped Traffic by Country c... g - X

W us sg Mru Mk Mjp Min Mgb Mfr Mide WMcon

Nov 03 04:52 PM - Nov 10 04:53 PM

Figure 17

e Cloudflare - Dropped Traffic by ASN

Cloudflare - Dropped Traffic by ASN OF - X

w701 49505 [ 4837 MW 45090 #4134 M 38365 M 37963

M 207566 M 134922 M 12816

Nov 03 04:52 PM - Nov 10 04:53 PM

Figure 18
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e Cloudflare - Dropped Traffic by user agents

®

Cloudflare - Dropped Traffic by user agents (5] - X

W mozilla/5.0 (windows; u; windows nt 6.0;en-us; rv:1.9.2) gecko/20100115 fit
mozilla/5.0 (windows nt 6.1; win64; x64) applewebkit/537.36 (khtml

¥ mozilla/5.0 (windows nt 10.0: wow64: rv:48.0) aecko/20100101 firefox/48.(

Nov 03 04:52 PM - Nov 10 04:53 PM

Figure 19
e Cloudflare - Dropped Traffic by source IP
Cloudflare - Dropped Traffic by source IP 0C - %
-~ l’a‘
@& °

Nov 10 01:52 PM - Nov 10 04:53 PM

Figure 20
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e Cloudflare - Edge Colo ID by source IP

Cloudflare - Edge Colo ID by source IP G - x

Figure 21

5. Importing knowledge pack into EventTracker

Getting Knowledge Packs
To get the knowledge packs, locate the knowledge pack folder. Follow the below steps:

1. Press “& +R”.
2. Type “%et_install_path%\Knowledge Packs” and press Enter.
Note: If not able to locate the above file path, please contact EventTracker support to get the assistance.

NOTE: Import knowledge pack items in the following sequence:

e (ategories

o Alerts

e Parsing Rules

e Reports

e Knowledge Objects

e Dashboards
1. Launch the EventTracker Control Panel.
2. Double click Export-lmport Utility.

Netsurion.  EventTracker
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L EEE IR

EventVault Diagnostics License Export Import Append
Manager Utility Archives
ﬁ :
EventTracker Traffic Analyzer Agent Port TrapTracker
| Agent Confi... Manageme... Configuration
ad i
|
Change Audit About
EventTracker

E-mail: support @Event Tracker.com

Figure 22

B Export Import Utilit

o

1. Provide the path and file name of the Categories file. Use the *..." button to
2. Click the Import button.

Options Location

®) Category

P

Figure 23

3. Click the Import tab.

1. After opening Export Import Utility via EventTracker Control Panel, click the Category option, and then
click the browse | .. = button.

2. Navigate to the knowledge pack folder and select the file with extension “.iscat”, e.g.
Categories_Cloudflare.iscat and click on the Import button.

Netsurion.  EventTracker




Integrate Cloudflare

Iy
Export Import

1. Provide the path and file name of the Categories fie. Use the °.." button to browse and locate the import file.
2. Qick the Import button.

Options Locatian

() Fiters

) Mers

() Systems and Groups Source :
"iscat

() Token Value

() Reports

() Behavior Comelation

Import Close

Figure 24

EventTracker displays a success message:

0 Selected category details are imported successfully,

QK

Figure 25

1. After opening Export Import Utility via EventTracker Control Panel, click Alert option and click the
browse| .. | button.

2. Navigate to the knowledge pack folder and select the file with extension “.isalt”, e.g. Alerts_
Cloudflare.isalt and click on the Import button.

Netsurion.  EventTracker
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Export  Import

1. Provide the path and file name of the Alerts file. Use the *.." button to browse and locate the import file.
2. Click the Import buttan.

Options Location
) Category Import E-mail settings
Set Active
() Filters P This setting is applicable only for imports from Legacy {vBx)
@® Orly i notifications set gyt fios For V7. the active status will be set based on
O By default "Active” key available in the configuration section.
S
() Systems and Groups Watchlist Configuration
O Token Val Import Watchlist configuration
oren vale This setting is applicable only for alets which have Advanced watchlist corfigured.
Maote: If this option is enabled the user should make sure the watchlist groups are available
") Reports on the consele where the alerts are imported.

() Behavior Comelation

Source

" izalt

Impaort Cloze

Figure 26

EventTracker displays a success message:

oK

S ——

Figure 27

1. After opening Export Import Utility via EventTracker Control Panel, click the Token Value option, and

click the browse | .. button.
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2. Navigate to the knowledge pack folder and select the file with extension “.istoken”, e.g. Parsing Rules_

Cloudflare.istoken and click on the Import button.

B Export Import Utilit
Export  Import

1. Provide the path and file name of tokeen value file. Use the "..." button to browse and locate the import file.
2 Click the Import button

Options Location
(O Category
() Fitters

) Merts

Source :
() Systems and Groups * jstoken

(® Token Value

() Reports

() Behavior Comelation

Import Close

Figure 28

1. In EventTracker control panel, select Export/ Import utility and select the Import tab. Click Reports

option and choose New (*.etcrx).
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Export Import

1. Provide the path and file name of Schedule Report file. Use the °..." button to browse and locate the import file.

2. Click the Import button

Mote : K reportis) containg template, first import template and proceed with exportimport utility.

Options
() Category

() Fitters

() Alerts

(") Systems and Groups
() Token Value

() Behavior Comelation

Location

() Legacy {*issch) (®) New (*.stem)

*issch

Cloze

Figure 29

2. After selecting New (*.etcrx), a new pop-up window appears. Click Select File button and navigate to
knowledge pack folder and select file with extension “.etcrx”, e.g. Reports_ Cloudflare.etcrx.

Note : If report(z) contains template, first import template and proceed with report import process.

Select file |" etn Select file
Awailable reports
Title | | Frequency Show all - Q Q
] Thle Sites Groups Systems Frequency Runtime: Type
Figure 30

3. Wait while reports are being populated in below tables. Now, select all the relevant reports and click

Import

T button.
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Mote: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report(s) from | ___| AM - atintervalof [ _ |minutes Szt || (D

Replace | | to | | Replace Assign systems

«
®

MNote: Make sure that Site(s), Groupis) and Systemis) selections are valid |

Figure 31

EventTracker displays a success message.

Selected reports configurations are imported successfully

oK

Figure 32

1. Click Knowledge objects under the Admin option in the EventTracker manager web interface.

4. Admin ~ Tools~ ..

E:— Active Watch Lists @ Event Filters D Parsing Rules & /Das
£ Alerts E] Eventvault QEEI Report Settings
Behavior Correlation Rules FAQ Tile Configuration |;| Systems
{{, Behavior Correlation Settings [ Group Management 9;3‘ Users
;Ir_‘r;l ﬂ Casebook Configuration Q IP Lockup Configuration fl"- Weights
D|§ Catzgory C)- Knowledge Objects 0 Windows Agent Config
m Diagnostics @ Manager
Figure 33

2. Click the import object icon.
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& / Admin / Knowledge Objects

Objects@ T |!| ' # ¢
Import Objects

Figure 34

3. A pop-up box appears, click Browse and navigate to knowledge packs folder (type
“%et_install_path%\Knowledge Packs” in navigation bar) with the extension “.etko”, e.g. KO_
Cloudflare.etko and click Upload button.

Import

KO_<product name = etko Upload

Figure 35

4. Wait while EventTracker populates all the relevant knowledge objects. After the objects are displayed,
select the required ones, and click on Import button.

CIDSE

Figure 36

1. Login to EventTracker manager web interface.
2. Navigate to Dashboard = My Dashboard.
3. In “My Dashboard”, click Import.

Netsurion.  EventTracker




Integrate Cloudflare

EventTracker::

Home

My Dashboard
Threats

Incidents

Behavior Correlation
Change Audit

Compliance

Figure 37

M / Dashboard / My Dashboard

odos t[Tloo

| Impert configuration

Figure 38

4. Click the Browse button and navigate to knowledge pack folder (type “%et_install_path%\Knowledge
‘.etwd”, e.g. Dashboards_ Cloudflare.etwd is saved and click on

4

Packs” in navigation bar) where
Upload button.
5. Wait while EventTracker populates all the available dashboards. Now, choose Select All and click

Import.
Import
Mote: If dashlet configured using persisted report, first import the report and proceed with importing dashlet.

Upload

Available widgets

Select All

Figure 39

Netsurion.  EventTracker




Integrate Cloudflare

Figure 40

6. Verifying knowledge pack in EventTracker

Login to EventTracker manager web interface.

Click Admin dropdown and click Categories.
In Category Tree to view imported categories, scroll down and expand Cloudflare group folder to view

the imported categories.

Category

Category Tree Search

=I" All Categories
El *All error events
El *All information events
El *All warning events

El *Security: All security events

m Cloudflare

El Cloudflare - Audit activities

El Cloudflare - Firewall activities

: El Cloudflare - Login and Logout activities

Figure 41

1. Inthe EventTracker manager web interface, click the Admin dropdown, and then click Alerts.
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2. Insearch box enter “<search criteria> e.g. Cloudflare and click the Search button.
EventTracker displays an alert related to Cloudflare.
Alerts A / Admin / Alerts
Show  All ~ Search by Alertname |~ cloudflare Q Q
196 System N 157
User [ 39
System/User Defined Alerts Alerts by Threat Level
Count for system and user defined alerts Count of alerts by threat level
® 0 Pl sl Click ‘Activate Now' after making all changes ‘ Total: 1 (Page Size| 25 |v
O Alert Name Threat  Active Email FD;"'::;'; i FD;;":I;; i R'T:::: :}';:"" Rﬂ:d/:,l::i on Applies To
[0 §f Cloudflare: A web traffic has been dropped by WAF [ o) O O O O ] Cloudflare
Figure 42
1. Inthe EventTracker web interface, click the Admin dropdown, and then click Parsing Rule.
2. In the Parsing Rule tab, click on the Cloudflare group folder to view the imported Token Values.
Parsing Rules
Parsing Rule Template
oon
Groups @ B8 Token-Value  Display name w
)
Default
= . L] Display name
I Cloudflare ||_| @ I
] Action Type
] Client ASN
Figure 43
1.

In the EventTracker web interface, click the Reports menu, and then select the Report Configuration.
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Report Configuration

Report Dashboard

Explorer

Figure 44

2. In Reports Configuration pane, select the Defined option.
3. Click on the Cloudflare group folder to view the imported reports.

Report Configuration

(O Scheduled (O Queued @ Defined

Report Groups (® §8F Reports configuration: Cloudflare
= Security . @ |£| 62
“w  Compliance ] Title
"s  Operations ] b Cloudflare - Login and Logout activities
“w  Flex ] b Cloudflare - Firewall activities
-
= Cloudflare ] @ ] b Cloudflare - Audit activities

Figure 45

6.5 Knowledge Objects

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects.

2. In the Knowledge Object tree, expand the Cloudflare group folder to view the imported Knowledge
objects.
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Knowledge Objects

Search objects...

Groups

B Cloudflare

Cloudflare Events

CNCA

Activate Now

Object name Cloudflare Events

Applies to Cloudflare

Rules

6.6 Dashboards

Figure 46

1. In the EventTracker web interface, Click on Home Button E and select My Dashboard.
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@ button and type Cloudflare in the search bar.
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