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Integration Guide for Fastly CDN/WAF

This guide provides instructions to configure/ retrieve Fastly CON/WAF events by “Syslog” logging for access
events collection and REST API for Fastly internal/ operational event collection. Once EventTracker is
configured to collect and parse these logs, dashboard and reports can be configured to monitor Fastly
CDN/WAF.

The configurations detailed in this guide are consistent with EventTracker version 9.x or above and Fastly
CDN/WAF.

Administrators who are assigned the task to monitor Fastly CON/WAF events using EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright of FastlyCDN/WAF is the responsibility of the user. Without
limiting the rights under copyright, this paper may be freely distributed without permission from
Netsurion, if its content is unaltered, nothing is added to the content and credit to Netsurion is
provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Overview

Fastly is a Content Delivery Network (CDN) and Web Application Firewall (WAF). Fastly CDN makes content
available through

e Users/organizations websites.
e Internet-accessible (hosted) application programming interfaces (APIs).

Fastly's CDN/WATF Service then makes the transmission of that content (which we sometimes refer to as
"content objects") more efficient by automatically storing copies at intermediate locations on a temporary
basis.

Fastly WAF protects your applications from malicious attacks designed to compromise web servers. It
protects against injection attacks, cross site scripting, HTTP protocols violations, and more. The Fastly WAF
provides rules that detect and block potential attacks. The rules are collected into a policy and deployed
within your Fastly service at the edge.

EventTracker, when integrated with Fastly CDN/WAF, collects log from Fastly CON/WAF and creates a
detailed reports, alerts, dashboards and saved searches. These attributes of EventTracker help users to view
the most critical and important information on a single platform.

Flex reports will contain detailed overview of activities like, Fastly user login/ logout, Fastly login failed, user
management events, Fastly service management events, devices, Fastly access events by success and failure,
blocked URL and IP and its reason.

Alerts are provided as soon as any critical event triggered by Fastly CON/WAF. With alerts users will be able
to get real time events such as, login failed, service or service version deletion in their email services. From
visual representation/ overview of top activities being performed in Fastly CON/WAF to unauthorized user
access (failed) can be viewed on EventTracker ‘dashboard’. For e.g. “Fastly CDN/WAF - Access events by user
agent” dashlet displays the user-agents trying to access any specific domain/ URL. “Fastly CON/WAF - User
login fail (Audit events by region)” dashlet displays the Login failure occurring in Fastly account in a world
map by country. Dashlets associated with WAF activity will display information such as, PHP Injections
attacks, SQL injection attacks, Application attack Session fixation, Application attack RCE (Remote code
execution), etc.

2. Prerequisites

e EventTracker manager v9.x is required.

e EventTracker knowledge packs are required.

e Syslog port of the EventTracker console should be open with public IP address.
e APl token of a user must be with at least Engineer permissions.

Netsurion. EventTracker®
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Note: To enable Fastly WAF logging, contact Fastly WAF support.

3. Integrating Fastly CDN/WAF with EventTracker

Although there are various methods to export the Fastly logs, EventTracker recommends using syslog.

Note - The syslog method will require a public IP address to be assigned to syslog port of the EventTracker
console.

3.1 Collecting APl Key

To configure EventTracker to receive logs from Fastly, we need APl key with at-least engineer permissions. To
do so, follow the below steps to collect the API key:

1. Go to your “Fastly” home page and click on user account:

o HOME STATS CONFIGURE @ @eventiracker.com A

I # Account
All services 2 siing

D Support

&> Signout

Figure 1

2. On the left panel, click “Personal API token” and then click “Create Token”

o HOME STATS CONFIGURE

COMPANY PROFILE

Personal APl Tokens
Company settings
Create personal API tokens for access to the Fastly Al

User management services and resources.

Account APl tokens —_—
‘ + CREATE TOKEN |

Shared and procured TLS
Single sign-on TOKEN sCo
Billing
manage.fastly.com browser session (g9
Invoice history y
! 30-Dec-2019 — No expiration Acce
Month-to-date
Upgrade account MyPersonalAP| (g9
Tax address 16-Dec-2019 — No expiration Accel
PERSONAL PROFILE
Your profile
Change password
Two-factor authentication
¢ Personal APl tokens
Figure 2
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3. Enter the given required fields:
= Password — Enter the password of your Fastly account.
= Name — Give a name to the API. E.g. EventTrackerAPI.
= Apply to —Set it to “All services”.
= Set ascope - Set it to “Global API access(global)”.
= Set a token expiration — Set it to “Never expire”.

4. Click “create” to generate a new key.

Create a Token

Password

Name  EventTrackerAPI

Describe what this token is going 1o be used for

Apply to ® Al Services
O A specific service

Limiting service access does not prevent access to non-service related capabilties

Setascope @ Global API access (g1obal) — Full control over service, purging and account
Purge full cache (purge_al1) — Purge all assets in cache
Purge select content (purge_select) — Purge by URL or surfogate key

Read-only access (global :read) — Read account information, configuration
and stats

Scopes can be used to limit a token's access

Set atoken expiration  ® Never expire

O Set expiration date

CREATE CANCEL

Figure 3

5. A pop-up screen will be triggered for new token creation. Note down the API Key and click “Okay”

o

New token created
Copy it now because you will not be able to see it again

3UBRtAqojdf 7/ xyunwI

OKAY

Figure 4
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1. Contact the EventTracker support team and get the “FASTLY_CDN_Integrator” executable file.
2. Once the executable application is received, right click on the file and select “Run as Administrator”.
3. Upon Running the Integrator, fill-in the given fields.

Follow the below procedures to configure Fastly CDN/WAF for EventTracker:

1. Right click the “EventTracker (Fastly_CDN)” executable file and “Run as administrator”.
2. Enter the Fastly API key and click “Validate”

o Fact

APIKey |

Validate Cancel

Figure 5

3. Once credentials have been successfully verified, a pop-up message will be triggered for successful
validation. Else, pop-up will be triggered for validation failure.
4. Next,
= Select the service/s “Active Service Name/ Version” that needs to be monitored.
= |n “Syslog IP Address” field enter the EventTracker Public Ip address.
= In “Syslog Port” enter the EventTracker syslog port. E.g. “514”.

Netsurion. EventTracker®
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APIKey | ................................ |

Active Service Name/ Version iISyslog IP Address

[Service_Mame - "My_Service™) (Version - ” |
(Service_Name - “Production_ESX017) (Verg

iSyslog Endpoint Name
EvertTracker Syslog VCP |

iISyslog Port
< 2| 1514

Validate Submit Cancel

Figure 6

5. Click “Submit”. When successfully configured, a pop-up message will be triggered for successful

integration.

o b
APIKey — [meeeeeeesesesssss |
A,l:ti“.‘._l‘ H Al AL : Cormlm = IO

nfarmation 5
(52
% (5
o Fastly CDN Int ti fi d full
astly ntegratiaon Ccontigured successtully :I
P
<0 oK
Validate Cancel
Figure 7

4. EventTracker Knowledge Packs

e Fastly CDN/WAF - Access events

e Fastly CDN/WAEF - User Login success (Audit events)

e Fastly CDN/WAF - User Login Fail (Audit events)

e Fastly CDN/WAF - Domain access errors (Access events)
e Fastly CDN/WAF - WAF: High severity URLs
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e Fastly CDN/WAF - Blocked events

e Fastly CDN/WAF: User login failed (Audit events)

e Fastly CDN/WAF: Service version has been deactivated (Audit events)
e Fastly CDN/WAF: Service has been deleted (Audit events)

e Fastly CDN/WAF: Service has received domain access error (Access events)
e Fastly CDN/WAF: High severity URL

e Fastly CDN/WAF: HTTP violation attack

e Fastly CDN/WAF: Local file inclusion (LFI) attack

e Fastly CDN/WAF: PHP injection attack

e Fastly CDN/WAF: Remote code execution (RCE) Attack

e Fastly CDN/WAF: Remote file inclusion (RFI) attack

e Fastly CDN/WAF: SQL injection threats

e Fastly WAF: URL blocked

e Fastly CDN/WAF - Error events (Access events)

Fastly syslog Client IP Request Origin-Host Fastly
Computer P Address Origin Host  Type Status code Device Type Response POP
12/18/2019 08:05:00 AM | 199.27.77.34-5YSLOG | 199.27 xooc. oo | 193.171 oo |enveecure.org | GET 03 Mozilla/5.0 (Windows NT (Mo healthy IP MXP
10.0; Wing4; =64) available for the

AppleWebKit'537.36 backend
(KHTML, ke Geckn)
Chrome/73.0.3683.103
Safari’s37.36

12/18/2019 06:05:00 AM |199.27 77 21-5YSLOG | 199.27 sox ook |193.171 00000k |envsecure.org | GET 03 Mozilla/5.0 (Windows NT (Mo healthy IP MXP
10.0; Win&4; =64) available for the
App /53736 backend

(KHTML, lke Gecko)
Chrome/73.0.3683.103
Safarif537.36

12M8/2019 05:35:55 PM |FASTLY- 19927 oocxoo 193171 oot |envsecure.org | GET 03 Mozila/5.0 (Windows NT (Mo healthy IP WXP
SYSLOG@NTPLOTBL 10.0; Wing4; x54) available for the
R42 AppleWebKit'537.386 backend

(KHTML, lke Gecko)
Chrome/73.0.3683.103
Safariis37.36

Figure 8

e Fastly CDN/WAF - Success events (Access events)

Syslog
Fastly ClientIP Request Origin-Host MNumber Country server
Computer Fastly syslog IP POP Address Origin Host  Device Type Type Status code of hits Response Name  Region
12M8/2019 02:30:00 AN 199 27 xoorx0om- [ 199.27 xootomx [AMS 182.74 2004 300 | www .connect-| Mozilla/5.0 (Windows NT 10.0; Wing4; |GET 02 1 Found India EU-Central
SYSLOG ag.in x54) AppleWebKit'537 36 (KHTML, like
Gecko) Chrome/73.0.3683.103
Safari537.36
1211872019 02:30:00 AN | 199 27 000 0- | 199.2T 00000 |ANS 182,74 2000200 Www . connect-| Mozilla/5.0 (Windows NT 10.0; Wing4, |GET 02 1 Found India EU-Central
SYSLOG ag.in x64) AppleWebKit/537 36 (KHTML, like
‘Gecko) Chrome/73.0.3683.103
Safari537.36
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Figure 9

e Fastly CDN/WAF - Login failure (Audit events)

LogTime Computer Ip Event Type Description User Id Admin

12M7I2019 11:43:15 AM [FASTLY - 182,74 oo o0 |user.login_failure |Failed login attempt for|1C3J8E0MRzPwSPhxooooo: |False
INTERMALENTPL Dot Gary Poulter

12MTI2019 11:47.05 AM |FASTLY - 1827400 |user.login_failure [Failed login attempt for| 1dMKIMgmStgitzPnzcoooo Falze
INTERMAL@NTPLDoooooo: Waverick

121712019 11:54:52 AM [FASTLY- 18274000 |user.login_failure |Failed login attempt for|2KgFPEFocaHUfMovlooooa  |False
INTERMALENTPL Dot Brenden

Figure 10

e Fastly CDN/WAF - Login success (Audit events)

12M72019 11:08:531 AN [FASTLY-INTERMAL@NTPLOwooo: | 182.74. 2000 |token.create | APl Token (manage. fasthy.com 1C3JBECHRzPw SPhxoooo: |False
browser session) has been
created

12MT2019 11:47:23 AN [FASTLY-INTERMAL@NTPLDwooo: | 182740000 ¢ |token.create | AP| Token (manage. fasthy.com 1dMKiMgmStghzPn oo |False
browser session) has been
created

12M72019 12:00:02 PN [FASTLY-INTERMAL@NTPLOwoooo: | 182 74 000 20 |token.create | API Token (manage. fasthy.com ZKgFPEToaHUMowveoooome |Falee
browser session) has been

created
Figure 11
e Fastly CDN/WAF - User management (Audit events)
LogTime Computer Ip Event Type Description Name Login Role Userld Sudo Expiry Admin
1ZMTI2019 11:42:08 AN |FASTLY- 182740003000 |user.create User peter.g@abe.com (Mary M@abc.com |user 1C3IBEDMRzPw SPxooo False
INTERNAL@NTPLO 0000 "2KgFPEToaHU M ovecoce
x¢' (peter.g@abc.com
<peter.gi@abc.coms=}
created
12ZM7/2019 04:19:21 PM |FASTLY-INTERNAL@NTPLD 182.74. 3000300 |user.sudo User Gary Gary.pi@abc.com |user 1dMKiMgmStgkzPnixcooo: (2019-12-17 10:54:21 +0000 (False
1 dMKiMgmStgitzPn 1o
' (Gary
=Gary pi@abe.com=)
sudoed
1ZM7I2019 11:43:09 AN |FASTLY- 1827400000 |user.password_ (User Mary M@abc.com False
INTERNAL@NTPLO o000 update password wag updated
Figure 12

e Fastly CDN/WAF - OWASP Threats

Eventld Computer EventDescription Address WAF anamoly score WAF block WAF fixation score WAF HTTP score WAF LFl score WAF message WAF PHP score WAF RCE score. WAF RFI score WAF Severity WAF sql score. WAF XSS scory

1302020 93646 AM 3230 |epcqyy- Dec 19 09:46:08 187 48 0000 SQL Injction
199.27.7220 2019-42- Attack Detected
SYSL0G3@NTPLx 19T15:46:07Z cache- \ia libinjection

YK bom16220

0113012020 093846 AM (3230 | FASTLY- Dec 19.09:46:08 18274 o0 18 1 1 (3
199.27.72.20 2019-12-
SRDE3ENTR 19T15:46:07Z cache-
XXX bom18220
0113002020 093846 AM (3230 |FASTLY- Dec 19.09:46:08 187 45 xx ¢ (18 1 1 12 (]

1009772 20 2049.49.

Netsurion. EventTracker®
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Figure 13

e Fastly CON/WAF - WAF States

Computer EventDescription Client IP Address TLS Client servername WAF block WAF message WAF rule Id

3230 Dec 1909:46:08 199.27.72.20 2019-12-19T15:46:07Z {157 45000 envsecure.org.global prod fastly.net [1 SQL Injection Attack Detected via (942100
cache-bom18220 EventTrackerSyslogEndpoint[159274]: libinjection
FASTLY- "client_ip" = "157 45.xxxxx", "timestamp" = "Thu, 19 Dec
SYSLOG3@NTPLxxxxxxx 2019 15:46:07 GMT", "request’ = "GET", "url" ="",
3230 Dec 19.09:46:08 199.27.72.20 2019-12-19T15:46:07Z  (182.74 o0 Xxx www.connect- Detects MSSQL code execution (942190
EASTLY cache-bom18220 EventTrackerSyslogEndpoint[159274]: ag.in.global.prod fastly.net and information gathering attempts

"client_ip" = "182.74. o xxx', "timestamp" = "Thu, 19 Dec
SYSLOG3@NTPLxxxxxxx  [2019 15:46:07 GMT", "request’ ="GET" "url"="F",

3230 Dec 1909:46:08 199.27.72.20 2019-12-19T15:46:07Z {157 45.x00¢ www.connect- Detects basic SQL authentication (942180
cache-bom18220 EventTrackerSyslogEndpoint[159274]: ag.in.global prod fastly.net bypass attempts 1/3

"

"client_ip" = "157.45.xxxxx", "timestamp" = "Thu, 19 Dec

Figure 14

e Fastly CDON/WAF - High severity URL’s

Computer EventDescription Client IP Address TLS Client servername WAF block WAF rule Id WAF Severity
01/30/2020 09:38:46 AM |3230 Dec 19 09:46:08 199.27.72.20 2019-12-19T15:46:07Z  |182.74.30¢0¢ Www.connect- 0 Possible payload execution and 944120
cache-bom18220 EventTrackerSyslogEndpoint[159274]: ag.in.global prod.fastly.net remote command execution
"client_ip" = "182.74.234.198", "timestamp” = "Thu, 19
FASTLY- Dec 2019 15:46:07 GMT", "request” = "GET", "url" =",
SYSLOG3@NTPLXXXXXXX "origin_host" = "www.connect-ag.in",
0173012020 09:38:46 AN |3230 Dec 19 09:46:08 199.27.72.20 2019-12-19T15:46:07Z {157 480000 envsecure.org.global prod.fastly.n XSS using obfuscated Javascript [341210
cache-bom18220 EventTrackerSyslogEndpoint[159274]: et
FASTLY- “client_ip" = "157.45.52.255", "timestamp" = “Thu, 19 Dec
2019 15:46:07 GT", “request" = "GET", "url"="F",
SYSLOG3@NTPLXKKKXXX _|v0igin hyst = "w connectan i
0173012020 09:38:46 AW |3230 Dec 19 09:46:08 199.27.72.20 2019-12-19T15:46:07Z  {182.74.00¢00¢ viww.connect- 1 URL Encoding Abuse Attack 0220
cache-bom18220 EventTrackerSyslogEndpoint[159274]: ag.in.global prod. fastly.net |Attempt
—-— "client_ip" = "182.74.234.198", "timestamp® = “Thu, 19

Figure 15

e Fastly CDN/WAF - Blocked URL’s

Eventld Computer EventDescription Client IP Address Origin Host TLS Client servername WAF block
01/30/2020 09:20:47 AM 3230 Dec 18 02:30:57 199.27.77.23 2019-12-18T08:30:56Z 182.74. 00 X0 www.connect-ag.in www.connect- 1
cache-ams21029 EventTrackerSyslogEndpoint[399201]: ag.in.global prod fastly.net
FASTLY- "client_ip" = "182.74.234.198", "timestamp" = "Wed, 18

Dec 2019 08:30:56 GMT", ‘request’ = "GET", ul"= 7",
SYSLOG3@ NTPLXXXXXXX "origin_host" = "www connect-ag.in"

01/30/2020 09:20:47 AM 3230 Jan 16 03:37:55 199.27.77.21 2020-01-16T09:37:542 182.74 000 xxX www.connect-ag.in www.connect- i
cache-ams21042 EventTrackerSyslogVCP[284910]: ag.in.global.prod fastly.net
"client_ip" = "182.74.234.198", "timestamp" = "Thu, 16 Jan
FASTLY- 2020 09:37:53 GMT", "request" = "GET", "url" ="',
"origin_host" = "www.connect-ag.in",
SYSLOG3@NTPLXXXXXXX  |uye oy = " connert
01/30/2020 09:20:47 AM 3230 Dec 24 00:00:40 199.27.77.44 2019-12-24T06:00:39Z 182.74 00 XXX www.connect-ag.in www.connect- 1
cache-ams21050 EventTrackerSyslogEndpoint[70092] ag.in.global prod fastly.net

"client_ip" ="182.74.234.198" "timestamp" = "Tue, 24

Figure 16

Netsurion. EventTracker®
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e Fastly CDN/WAF - Access events by user agent

Fastly CDN - Access events by user agent G =X

opera/9.80 (x11; linux x8664; u; en) presta/2.9.168
version/11.50: 7.50% (3)

opera/9.80 (x11; linux x8664; u; en) presto/2.9.168 version/11.30
mezilla/5.0 (windows; u; windows nt 3.1; en-us; ne1.8.0.3)gecko/20060426 firefox/1.5.0.3 (net clr 3.5.307:

M mozilla/5.0 iwindows nt 10.0: winb4: x64) aoplewebkit/537.36 (khtml. like aecka) chrome/73.0.3683.103 «

Dec 23 12:37 PM - Dec 30 12:38 PM

Figure 17

e Fastly CDN/WAF - Access log by Fastly POP

Fastly CDN - Access log by Fastly P... G —-x

Series: service_type

o o
W o
Qr_DO

!

e <]

e.\“"': .
Fastly Point Of Presence (POP)
mxp ams

Figure 18

e Fastly CDN/WAF - Access log by response code

Fastly CDM - Access log by respons... E — M
Series: log_status
(5}
4
2
o]
] o
E{_,o‘“p _ Loo“z
oot qraf <5

Response code (5xx - Timeout errors, 202 - Success & dxx - Bad reguest)

502 202
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Figure 19

e Fastly CDN/WAF - Access log by source IP

Fastly CDM - Access leg by source IP

Series: src_ip_address
[

4
2

[+]

e = <3
2 S
e s
192.171.202.150 182.74.234.198

Figure 20

e Fastly CDN/WAF - Access log by Country (Map)

Fastly CDN - Access log by Country... G — x

Figure 21

e Fastly CDN/WAF - Access log by Country

Fastly CDM - Access log by Country

Series: sre_ip_address_gecip.country_isc_code

L]
I
4 —
2
o]
5= 3t
et it
1M AT
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Figure 22

e Fastly CDN/WAF - User login fail (Audit events by region)

Fastly CDN - User login fail (Audit events by region) G - %

Bengaluru

Figure 23

e Fastly CDN/WAF - Audit Activities

Fastly CDN - Top 10 Audit Events by Log type G -x

7

wordpress.update wordpress.delete Bl wordpress.create Bl waf.update
M waf.ruleset.deploy_failure M wafrulesetdeploy M waf.owasp.update waf.owasp.create

M wafenable M waf.disable

Figure 24

e Fastly CDN/WAF - User login success (Audit events by IP address)

Netsurion. EventTracker®
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Fastly CDM - User login success (A...

Series: src_ip_address

182.74.234.198:2
2.0 4

1.5
1.0

0.5

api token (manage.fastly.com browser <3

session) has been created

182742234198

Figure 25

e Fastly CDN/WAF - User login fail (Audit events by User ID/Email)

Fastly CDM - User login fail (Audit ...

1.5 version 17 - a user account login attempt

failed.:1 |
1.0 i
0.5
0.0

1c3jBecltrzpwspbgynhcu

A <]

User ID

wersion 17 - a user account login attempt failed.

Figure 26

e Fastly CDN/WAF - service version changes (Audit events)

Fastly CDN - service version changes (Audit events) - X

Series: session_id

o0

~

p- Toclppw7exsqmuhth2frad

Figure 27
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Fastly CDN/WAF - High severity URLs

Fastly WAF: High severity Url

™
I
jad

Series: url_name

100
envsecure.org.global.prod fastly.net:27
e
50
0 :
i} 8 <
WAF Severity levels - 0 to <3 HIGH ; 3 to <7 Low ; 99 Severity not applicable
www.connect-ag.in.global.prod.fastly.net envsecure.org.global.prod fastly.net

Figure 28

Fastly CDN/WAF — Blocked Requests

Fastly WAF: Blocked Requests 0cGC - x

Figure 29
Fastly CDN/WAF — Rule Matched by Generic Condition
Fastly WAF : Rule matched by Generic conditions G - %

Series: reason

60
40 = - . -
sir: arbitrary file upload in wordpress
50 gravity forms plugin.:14
—_— -
[}
e 3 www.connect-ag.in.global.prod.fastly.net
ex\“sz q‘(\q\:x ~

Active Services by URL Name

slr: arbitrary file upload in wordpress gravity forms plugin.
possible remote file inclusion (rfi) attack = common rfi vulnerable parameter name used w/url p:z

I remote command execution: unix command iniection

Figure 30
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e Fastly CDN/WAF - SQL Injections

Fastly WAF: SQL Injections

!l
|
X

Series: reason
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10 I
5 12 y
o L
::09%' o\“\é"
ot \«N‘\*!_
detects chained sql injection attempts 1/2
detects basic sql authentication bypass attempts 1/3
BN detects blind sali tests usina sleeol) or benchmark.
Figure 31
e Fastly CDON/WAF - PHP Injections
Fastly WAF: PHP Injections G - x
Series: reason
8
6
4 i [
2 [ !
(o} _
o"’e&’\\‘ \Nﬁ-o(\(\
e o
php injection attack = configuration directive found
php injection attack = high-risk php function call found
BN pho iniection attack = high-risk phe function name found
Figure 32
e Fastly CDN/WAF - Application attack XSS
Fastly WAF: APPLICATION-ATTACK-XSS G -
Series: reason
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10 1 —
_—
5 e —
E 2 mmm—————
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o ke o™
e® B i
s NOAE-VaIAaTor DIACKIIST Keyworas mmms NOSCripT XSS INJeCcTtioncneckern: atrnpute injecuon =
BN noscript xss injectionchecker: html injection M xss filter - category 1 = script tag vector L“
B xss filter - category 3 = attribute vector xss filter - category 4 = javascript uri vector

Figure 33
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e Fastly CDN/WAF — Application attack Session fixation

Fastly WAF: APPLICATION-ATTACK-SESSION-FIXATI... G — X
- Series: reason
3
2
1
(¢}
e~ 2~
e P ot ‘“0“(\
possible session fixation attack = sessionid parameter name with no referrer
possible session fixation attack = sessionid parameter name with off-domain referrer
I possible session fixation attack = settina cookie values in html
Figure 34
e Fastly CDN/WAF — Application attack RCE (Remote code execution)
Fastly WAF: APPLICATION-ATTACK-RCE G — X

Series: reason

: ]

[¥]

S 0(\“&-

<& <
e \‘\N-;xl £

remote command execution: unix command injection
remote command execution: windows command injection

remote command execution = unix shell exoression found

Figure 35

e Fastly CDN/WAF - Application attack RFI (Remote file inclusion)
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Fastly WAF:APPLICATION-ATTACK-RFI

Series: reason

4
3
g7
1
(]
@e"‘\‘ (o‘\(\é’
N e
e® o

possible remote file inclusion (rfi) attack = common rfi vulnerable parameter name used w/url pz

possible remote file inclusion (rfi) attack = url parameter using ip address

Figure 36

Fastly CDN/WAF — Application attack LFI (Local file inclusion)

Fastly WAF: APPLICATION-ATTACK-LFI

Series: reason

w

~

.
0‘\\\2
e

o
R

os file access attempt path traversal attack (/../)

Figure 37

Fastly CDN/WAF - Protocol attack

Fastly WAF: PROTOCOL-ATTACK

Series: reason

- | _

w

N

restricted file access attempt

e

o

http header injection attack via headers

<
o
<

L <

http header injection attack via payload (cr/If and header-name detected)

htte reauest smuaalina attack. Bl htteo respoonse solittina attack

Figure 38

Fastly CDN/WAF — Protocol enforcement
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Fastly WAF: PROTOCOL-ENFORCEMENT G - %
Series: reason
60
40
20
o
ao‘l“'ekp‘e ey S—o“\“ﬁc

M sir: arbitrary file upload in wordpress gravity forms plugin.
possible remote file inclusion (rfi) attack = common rfi vulnerable parameter name used w/url pay
M remote command execution: unix command iniection

Figure 39

e Fastly CDN/WAF — Application attack session JAVA

Fastly WAF: APPLICATION-ATTACK-SESSION-JAVA G = %

Series: reason

w

2
1
0 p
\\\"’et\)« -‘ \N“N\f‘ ,(-OV\WZ(-

exploitation of java deserialization apache commons

possible payload execution and remote command execution suspicious java classes

Figure 40

e Fastly CDN/WAF - Blocked URL by reason/IP address

Netsurion. EventTracker®




Integration Guide for Fastly CDN/WAF

Fastly WAF: Blocked URL by Reason/IP Address 7 =X

reason src_ip_address url_name
Possible Remote File Inclusion (RFI) Attack = Common RFI Vulnerable Parameter Name used w/URL Payload www.connect-ag.in global prod fastly.net
URL Encoding Abuse Attack Attempt www.connect-ag.inglobal prod fastly.net
Possible Session Fixation Attack = Session!D Parameter Name with Off-Domain Referrer envsecure.org.global prod fastly.net
Detects chained SQL injection attempts 1/2 www.connect-ag.nglobal prod fastly.net
SQL Injection Attack = Common DB Names Detected envsecure.org.global prod fastlynet
SQL Injection Attack: Common Injection Testing Detected www.connect-ag.in global prod fastly.net
SQL Injection Attack Detected via libinjection envsecure.org.global prod fastly.net

[E XSS Filters - Attack Detected www.connect-ag.nglobal prod fastly.net

XSS using obfuscated VB Script www.connect-ag.in global prod fastly.net

XSS using VML frames 1574552255 www.connect-ag.inglobal prod fastly.net

Figure 41

5. Importing knowledge pack into EventTracker

To get the knowledge packs, locate the knowledge pack folder. Follow the below steps:

1. Press “& +R”".
2. Now, type “%et_install_path%\Knowledge Packs” and press “Enter”.
(Note — If, not able to locate the file path as mentioned above, please contact EventTracker support to

get the assistance).

NOTE: Import knowledge pack items in the following sequence:

e (ategories
o Alerts
e Token Template/ Parsing Rules
e Flex Reports
e Knowledge Objects
e Dashboards
1. Launch the EventTracker Control Panel.
Double click Export-Import Utility.
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. = ~ EventTracker
: _— Actimatie sty resRgrecs
B P Al Rb
| ' e A
EventVault Diagnostics License Export Import Append
Manager Utility Archives
o X
EventTracker Traffic Analyzer Agent Port TrapTracker
| Agent Confi._. Manageme... Configuration
O Y
|
Change Audit About
EventTracker

E-mail: support@Event Tracker.com

Figure 42

3. Click the Import tab.

B Export Import Utilit

o

1. Provide the path and file name of the Categories file. Use the ..." button to
2. Click the Import button.

Options Location
®) Category

P——

Figure 43

1. Once you have opened “Export Import Utility” via “EventTracker Control Panel”, click the Category
option, and then click Browse

2. Navigate to the knowledge pack folder and select the file with extension “.iscat”, and then click
“Import”.
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Iy
Export Import

1. Provide the path and file name of the Categories fie. Use the °.." button to browse and locate the import file.
2. Click the Import button.

Options Locatian

() Fiters

) Mers

() Systems and Groups Source :
"iscat

() Token Value

() Reports

() Behavior Comelation

Import Close

Figure 44

EventTracker displays a success message:

0 Selected category details are imported successfully,

QK

Figure 45

1. Once you have opened “Export Import Utility” via “EventTracker Control Panel”, click Alert option, and
then click browse.

2. Navigate to the knowledge pack folder and select the file with extension “.isalt”, and then click “Import”
button.
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Export  Import

1. Provide the path and file name of the Alerts file. Use the *.." button to browse and locate the import file.
2. Click the Import buttan.

Options Location
) Category Import E-mail settings
Set Active
() Filters P This setting is applicable only for imports from Legacy {vBx)
@® Orly i notifications set gyt fios For V7. the active status will be set based on
O By default "Active” key available in the configuration section.
S
() Systems and Groups Watchlist Configuration
O Token Val Import Watchlist configuration
oren vale This setting is applicable only for alets which have Advanced watchlist corfigured.
Maote: If this option is enabled the user should make sure the watchlist groups are available
") Reports on the consele where the alerts are imported.

() Behavior Comelation

Source

" izalt

Impaort Cloze

Figure 46

EventTracker displays a success message:

oK

P —— |

Figure 47

1. Once you have opened “Export Import Utility” via “EventTracker Control Panel”, click the “Token
Value” option, and then click browse | .. |button.
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2. Navigate to the knowledge pack folder and select the file with extension “.istoken” and then click

“Import”.

B Export Import Utilit _
Export Import

1. Provide the path and file name of token value file. Use the °..." button to browse and locate the impaort file.
2. Click the Import button

Options Location

() Category
() Fitters
() Merts

Source
() Systems and Groups * istoken

(® Token Value

() Reports

(") Behavior Comelation

Impart Close

Figure 48

For importing “Token Template”, navigate to EventTracker manager web interface.

1. Click Parsing Rules under the Admin option in the EventTracker manager web interface.

=rs '-:J Parsing Rules /
=
it Contains set of rules which tell what kind of data you want
Configuration [ systems
Figure 49

2. Next, click the “Template” tab and then click “Import Configuration”.
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Parsing Rules

Parsing Rule Template

G gad

roups ('B LEL Group
Default

Azure Intune 1 @ Templa

Figure 50

& / Admin / Parsing Rules

C Iy

| Import configuration |

Active

-

Figure 51

3. Now, click “Browse” and navigate to the knowledge packs folder (type “%et_install_path%\Knowledge
Packs” in navigation bar) where “.ettd” file is located. Wait for few seconds, as templates will be loaded.
Once you see the templates, click desired templates and click “Import”.

Select file

Mote: Please select file of type *.ettd (eventiracker template dashlets).
Figure 52

1. In EventTracker control panel, select “Export/ Import utility” and select the “Import tab”. Then, click
Reports option, and choose “New (*.etcrx)”:
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B Export Import Utilit _
Export Import
1. Provide the path and file name of Schedule Report file. Use the °..." button to browse and locate the import file.

2. Click the Import button
Mote : K reportis) containg template, first import template and proceed with exportimport utility.

Options Location
() Category

() Fitters

() Alerts

(") Systems and Groups

() Legacy {*issch) (®) New (*.stem)

*issch

() Token Value

() Behavior Comelation

Cloze

Figure 53

2. Once you have selected “New (*.etcrx)”, a new pop-up window will appear. Click “Select File” and
navigate to knowledge pack folder and select file with extension “.etcrx”.

Note : f report(z) contains template, first import template and proceed with report import process .

Select file |"eton Select file
Awailable reports
Title | | Frequency Show all - Q Q
O Thle Sites Groups Systems Frequency Runtime: Type
Figure 54

3. Wait while reports are being populated in below tables. Now, select all the relevant reports and then

click Import |
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Mote: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report(s) from | ___| AM - atintervalof [ _ |minutes Szt || (D

Replace | | to | | Replace Assign systems

«
®

MNote: Make sure that Site(s), Groupis) and Systemis) selections are valid |

Figure 55

EventTracker displays a success message

Selected reports configurations are imported successfully

oK

Figure 56

1. Click Knowledge objects under the Admin option in the EventTracker manager web interface.

M Admin~  Tools~ .

§E Active Watch Lists @ Event Filters l':)‘ Parsing Rules & / Das
A\ Aleris E] Eventvault Q':'-_] Report Settings
Behavior Correlation Rules [®] FAQ Tile Configuration |;| Systems
‘{_é Behavior Correlation Settings [ Group Management Q Users
I,?l E Casebook Configuration Q IP Lookup Configuration ff- Weights
n|§ Category Q Knowledge Objects 0 Windows Agent Config
m Diagnostics @ Manager
Figure 57

2. Next, click the “import object” icon.

M / Admin / Knowledge Ohbjects

Objects @-}E x L3

lmport Objects

Figure 58
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3. A pop-up box will appear, click “Browse” in that and navigate to knowledge packs folder (type
“%et_install_path%\Knowledge Packs” in navigation bar) with the extension “.etko” and then click
“Upload”.

Import

KO_<product name» etko Upload

Figure 59

4. Wait while EventTracker populates all the relevant knowledge objects. Once the objects are displayed,
select the required ones and click “Import”.

Figure 60

1. Login to EventTracker manager web interface.
2. Navigate to Dashboard = My Dashboard.
3. In “My Dashboard”, Click Import.
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EventTracker::

Inciderts
Behavior Correlation
Change Audit

Compliance

Figure 61

& / Dashboard / My Dashboard

a¢ent[Tloo

| Import configuration

Figure 62

4. Select Browse and navigate to knowledge pack folder (type “%et_install_path%\Knowledge Packs” in
navigation bar) where “.etwd” is saved and click “Upload”.
5. Wait while EventTracker populates all the available dashboards. Now, choose “Select All” and click

“Import”.

Note: If dashlet configured using persisted report, first import the report and proceed with importing dashlet.

& Browse... || Upload

Available widgets

Select All

Figure 63
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Figure 64

6. In My Dashboard page select ®to add dashboard.

Dazhboard f My Dashbom

My Dashboard )
[Bleontzo

Figure 65

7. Choose appropriate name for Title and Description. Click Save.

Add Dashboard

Title
Fastly CDON WAF
Description

Fastly content driven network and web application firewall

Save Delete Cancel

Figure 66

8. In My Dashboard page select @ to add dashlets.

My Dashboard A/ Dashboard /My Dashboard
: oeRjetTe0

Figure 67

9. Select imported dashlets and click Add.
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Customize dashlets

Fastly Q

#| Fastly CDN - Access events by ... ¥ Fastly CDN - Access log by Co... ¢! Fastly CDN - Access log by Co.. ¥| Fastly CDN - Access log by Fast...

¥ Fastly CDN - Access log by res... ! Fastly CDN - Access log by sou... ¥! Fastly CDN - Audit Activities ¥| Fastly CDN - service version ch...

¥! Fastly CDN - User login fail (Au... ¢! Fastly CDN - User login fail {Au... #| Fastly CDN - User login succes... ¢! Fastly WAF : Rule matched by ...

¥| Fastly WAF: APPLICATION-ATT... ¥| Fastly WAF: APPLICATION-ATT... ¥| Fastly WAF: APPLICATION-ATT... |¥) Fastly WAF: APPLICATION-ATT...

¥| Fastly WAF: APPLICATION-ATT... ¥} Fastly WAF: Blocked Requests | Fastly WAF: Blocked URL by Re... ¢! Fastly WAF: High severity Url >

m Delete Close

Figure 68

6. Verifying knowledge pack in EventTracker

1. Login to EventTracker manager web interface.
Click Admin dropdown, and then click Categories.

3. In Category Tree to view imported categories, scroll down and expand “Fastly CON/WAF” group folder
to view the imported categories.

Category

Category Tree Search

=I- All Categories

- [E] *all emor events

----- [E] Al infarmation events
----- @ *All warning events

----- @ *Security: Al security events

=+[3 Fastly CON

@ Fastly CDN - Access events

@ Fastly CDM - User Login Fail (Audit events)

@ Fastly CDM - User Login success (Audit events)

Figure 69
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1. Inthe EventTracker manager web interface, click the Admin dropdown, and then click Alerts.
2. Insearch box enter “<search criteria> e.g. “Fastly” and then click Search.
EventTracker displays an alert related to “Fastly CON/WAF”:
P
Show| Al Search by|  Alert nam Fastly CD Q |la
191 ~ I -
- -

@i Click *Activate Now' after making all changes Page S 5

W Fastly CDN Service has been deleted (Audit events) [ ] e o o e e Faslty CDN

M Fastly CDN service version has been deactivated (Audit events) [ ] ‘) Faslty CDN

M Fastly CDN user login failed (Audit events) c Faslty CDN

Figure 70

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Parsing Rule.
2. Inthe Parsing Rule tab, click on the “Fastly CON/WAF” group folder to view the imported Token Values.
Parsing Rules
Template
Groups @ Token-Value  Display name v
v e -
Display name
Access Key
Acl
Action
Figure 71
1.

In the EventTracker web interface, click the Admin dropdown, and then click Parsing Rules.
In the Template tab, click on the “Fastly CON/WAF” group folder to view the imported templates.

2.
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Parsing Rules

Parsing Rule Template

Groups G8a Group : Fastly CDN

Fastl; CDM I

@

-

bl

Template Name

Fastly COM

Figure 72

6.5 Flex Reports

1. Inthe EventTracker web interface, click the Reports menu, and then select the Report Configuration.

Report Configuration

Report Drashboard

Explorer

Figure 73

2. In Reports Configuration pane, select the Defined option.
3. Click on the “FASTLY CDN/WAF” group folder to view the imported reports.

Report Configuration

B S

Report Groups @ :j’: Reports configusation: Fastly CON
- ® N &
Title
Operatons » Fasty CON - service management (ALg 1 everts
A -
) OpenDNS
iz Fastyy CON « Login success [Audt events
= Tastty €D | v —
[m [‘4 ] » Fastly CDN - Login falute (Aust events
¥ eve Acc L
Zif
Figure 74

6.6 Knowledge Objects

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects.
2. In the Knowledge Object tree, expand the “Fastly CDN/WAF” group folder to view the imported
Knowledge objects.
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Knowledge Objects

Groups

Object name Fastly CDN Events
. Applies to Fastly CON

6.7 Dashboards

Fastly CDN Events @ i Rules
Title
[E3) Fastly CDN Access logs
Message Signature:  (?i)cache\-)
Message Exception:
Figure 75

1. In the EventTracker web interface, Click Home E and select “My Dashboard”.

2.

Dashboard

[y

“Fastly CDN/WAF” dashboard opens.

Home

My Dashboard

Figure 76
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My Dashboard
G x Fastly CDN - User login fail (Audit events by region)

Fastly CDN - User login success (A... G -

Serizs: sro_ip_address

[
4
2 4
0 .
o A1 <>
& O " 50
& N

18274234108 15745115113

Dec 23 12:16 PM - Dec 30 12:17 PM Dec 23 12:16 PM - Dec 3|

Figure 77
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