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Abstract

This guide provides instructions to configure pfSense to send the syslog events to EventTracker
Enterprise.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise version
7.x and later, and pfSense 2.3.1.

Audience

Administrators, who are responsible for monitoring pfSense using EventTracker Enterprise.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted to be
a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting
the rights under copyright, this paper may be freely distributed without permission from
Prism, as long as its content is unaltered, nothing is added to the content and credit to Prism
/s provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Prism Microsystems, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product, person or event is
intended or should be inferred.

© 2016 Prism Microsystems Corporation. All rights reserved. The names of actual companies
and products mentioned herein may be the trademarks of their respective owners.
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Introduction

pfSense is an open source firewall/router computer software distribution based on FreeBSD. It is
installed on a physical computer or a virtual machine to make a dedicated firewall/router for a
network and is noted for its reliability and offering features often only found in expensive
commercial firewalls. pfSense is commonly deployed as a perimeter firewall, router, wireless
access point, DHCP server, DNS server, and as a VPN endpoint.

EventTracker collects the logs, helps administrator to analyze the events and generate the reports
for the defined firewall rules and monitors the configured alerts.

Pre-requisites

e EventTracker v7.x or later should be installed.
e An exception should be added into windows firewall on EventTracker machine for syslog
port 514,

e pfSense version 2.3.1 must be installed and configured.
Integration Method for pfSense

1. Loginto the pfSense Web interface.

Login to pfSense

Username

Password

Figure 1

2. (o to Status -> System Logs
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Status ~ Diagno

COMMUNITY EDITION

Captive Portal

Status / Dashboard CARP (failover) + 0
Dashboard
System Information XH B ... TN
Name pfSense localdomain s DHCPv6 Leases IbaseT <full-duplex= 10.10.20.56
Version 2.3.1-RELEASE (i386) Filter Reload

built on Tue May 17 18:46:37 CDT 2016

i Gateways
FreeBSD 10.3-RELEASE-p3
Interfaces
The system is on the latest version.
IPsec
Platform pfSense Load Balancer
CPU Type Intel(R) Core(TM) i5-34708 CPU @ 2.90GHz Manitoring
Uptime 00 Hour 07 Minutes 11 Seconds Bk
OpenVPN
Current date/time Mon Jun 20 12:18:05 UTC 2016
Package Logs
DNS server(s) + 127.001 Queues
* 10.10.20.21 S
* 10.10.20.22 Services

Last config change Mon May 23 6:35:50 UTC 2016 System Logs

Traffic Graph
State table size
0% (31/99000) Show states

Figure 2

3. Click the Settings tab.

Status / System Logs/ System/ General YT F,O

System Firewall DHCP Captive Portal Auth IPsec PPR VPN Load Balancer OpenVPN NTP

General Gateways Routing DNS Resolver Wireless

Figure 3

4. Enable the checkbox "Enable syslogging to remote syslog server”.

Remote Logging Options

Enable Remote Logging ¢ Send log messages to remote syslog server

Figure 4

NOTE:

Source Address: Chooses which interface on pfSense to use for initiating log messages. If the
target syslog server is across an IPsec tunnel, this should be a local interface address inside of a
Phase 2 definition for the IPsec tunnel.

EventTracker *j 4
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IP Protocol: Selects IPv4 or IPv6 to be used for sending log messages when multiple possibilities
exist.

Enable Remote Logging: When checked, send syslog entries to the defined servers.

Remote Syslog Servers: List of remote syslog servers. It can be an IP address (IPv4 or IPv6),
hostname, or IP: port if syslog is on a non-default port. (E.g. EventTracker manager IP address and
port (10.150.26.33:514)

Remote Syslog Contents: Select the items which will be sent via remote syslog. Everything is the
preferred choice.

5. Type the IP of the logging server in the box next to Remote syslog server i.e. EventTracker
manager.

6. Check the boxes for the log entries to forward.

Remote Logging Oplions

This option will allow the legging daeman to bind to a single IP address, rather than zll IP addresses. If you pick 2 single
IP, remete syslog severs must all be of that IP type. If you wish to mix IPv4 and IPvE remote sysleg servers, you must bind
to all inkerfaces,

MNOTE: If an IP address cannot be located on the chasen interface, the daemon will bind to all addresses,

IP Pretocol | IPvd ¥

This option is only used when a non-default address is chosen as the source above. This option only expresses a
preference; If an IP address of the selected type is not found on the chosen interface, the other type will be tried.

FllhenE s ¥| Send log messages to remote syslog server

Remote Syslog Servers

Server 1 ([ 10.150.26.33:514

Server 2 B
Server 3 E

IP addresses of remote sysheg servers, or an IP:port.

Remate Syslog Contents o i
System events

Firewall events

DHCP service events

Partal Auth svents

VPM (PPTP, IPsec, OpenVPN) events
Gateway Monitor events

Server Load Balancer events

Wirzless events

| Save |

MNote:
syslog sends UDP datagrams to port 514 on the specified remote syslog server, unless another port is specified. Be sure to
szt syslogd on the remote server to accept syslog messages from pfSense.

Figure 5
7. Click Save.

EventTracker ? 5
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EventTracker Knowledge Pack (KP)

Once logs are received in to EventTracker, Alerts and Reports can be configured into
EventTracker.

The following Knowledge Packs are applicable in EventTracker v7.x and later to support
pfSense.

Categories

o pfSense-Traffic allowed and blocked details

This category provides information related to traffic blocked or passed by the rule
configured on the firewall.

Alerts

e pfSense - IPsec tunnel down

This alert is generated when IPsec tunnel goes down.

Flex Reports

o pfSense: Traffic allowed and blocked details

This report provides the information related to protocols (TCP, UDP, ICMP, and ICMPv6),
protocol numbers, traffic passed or blocked on the interface and direction of the traffic
(inbound or outbound).

Event Time Computer Source IP Source Port Destination IP Destination Port  Interface Direction  Action Protocol  Protocol Number
Jul0S 09:14:09  PFSENSE-FW1  fe80:6155:9317:a929.7941 f02:1 eml in block ICMPvE
Jul0S 10:47:23  PFSENSE-FW1  176.250.250.176 59308 209.121.27.19 23 em0 in block tcp 5
Jul0S 10:47:27  PFSENSE-FW1  169.254.161.191 137 169254100125 137 eml in block udp 17
Jul0S 10:52:45  PFSENSE-FW1  10.1219.108 33420 1012.19.22 3389 em0 in block tcp 5
Jul0S 10:52:45  PFSENSE-FW1  10.12.19.108 28202 1012.19.22 20 &m0 in pass tcp 5
Jul0511:00:02 PFSENSE-FW1  44.13.0.23 unreachport 219.144.47.209 eml in block icmp 1
Jul0S 17:20:24  PFSENSE-FW1  88.142.184.37 4553 20911449108 23 em0 in block tcp 6
Figure 6
.
EventTracker 4 6
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Logs Considered:

LOG TIME

7/6/2016 4:56:02 PM

Event Type: Information
Log Type: Application
Category Id: 0

7/6/2016 4:56:02 PM
Event Type: Information
Log Type: Application
Category Id: 0

7/6/2016 4:56:01 PM
Event Type: Information
Log Type: Application
Category Id: 0

7/6/2016 4:56:01 PM
Event Type: Information

Log Type: Application
Category Id: 0

EVENT ID

SITE / COMPUTER USER DOMAIN SOURCE
123 TOM / pfSense-FW1 /A N/A Syslog
Description:

Jul 05 11:00:01 10.0.16.148 Jul 05 11:00:02 filterlog: 9,16777216,,1000000103,em0,match,block,in,4,0x0,,56,50935,0,none, 1,icmp,81,44.13.0.23,219.
144.47.209,unreachport,94.23.0.83,UDP, 2701561

123 TOM / pfSense-FW1 /A /A Syslog

Description:
Jul 05 17:43:49 10.0.16.148 Jul 05 17:42:49 filterlog: 9,16777216,,1000000103,em0,match,block,in,4,0x0,,53,41124,0,0F 6,tcp,56,199.32.94.101,219.1
44.47.109,48603,23,0,5,4153559790,,5440, mss;5ackOK TS

123 TOM / pfSense-FW1 /A N/A Syslog

Description:
Jul 05 10:47:26 10.0.16.148 Jul 05 10:47:27 filterlog: 7,16777216,,1000000101,em1,match,block,in,4,0x0,128,22544,0,none,17,udp,78,168.254.161.1

91,169.254.100.125,137,137,58
123 TOM / pfSense-FW1 /A /A Syslog

Description:

Jul 05 17:35:55 10.0.16.148 Jul 05 17:34:55 filterlog: 5,16777216,,1000000003,em1,match, block,in,5,0x00,0x00000,255, ICMPv6,58,32,fe80: 7 cOb:beh:
399f.e7c2, ff02:1

Figure 7

Import pfSense knowledge pack into
EventTracker

NOTE: Import knowledge pack items in the following sequence

o (ategories

e Alerts

e Templates
e Knowledge Objects
e Flex Reports

1. Launch EventTracker Control Panel.

2. Double click Import Export Utility.

EventTracker *j 7
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EventTracker Control Panel =] B3

EventTracker9 Control Panel 8

B & R |3

Event¥ault Diagnostics License Export Import Append
Manager Utility Archives
oW g "X /} 'Q
I — I ._|_| |
EventTracker Traffic Analyzer Agent SCAFP Profile Port
Agent Confi_.. Manageme... Editor Configuration
.’j-‘
About
EventTracker

E-mail: supporti@E ventTracker.com

Figure 8

3. Click the Import tab.

4. Import knowledge pack as specified in the sequence.

Category

1. Click Category option, and then click the browse [:] button.

2. Locate the All pfSense group of categories.iscat file, and then click Open button.

EventTracker *j
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% Export Import Utility

o= | ==
Export | Impart

1. Provide the path and file name of the Categories file. Use the ° " button to browse and locate the impart file.
2. Click the Import button.

Options Location

@ Category

") Fiters

7 Merts

) Systems and Groups Source :

~iscat

! RSS Feeds

) Reports

" Behavior Rules

) SCAP

~! Token Value

Impart ] [ Close
Figure 9
3. Toimport categories, click the Import button.
EventTracker displays success message.
Export Import Utility P
I I Selected cateqory details are imported successfully,
Figure 10
4. Click the OK, and then click the Close button.
EventTracker 4 9
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Alerts

1. Click Alerts option, and then click the browse D button.

2. Locate the All pfSense group of alerts.isalt file, and then click the Open button.

iy Export Import Utility

Export | Impart

2. Click. the Impart buttan,
Options
) Category

) Filters
@ Alerts
) Systemns and Groups
) RSS Feeds
I Reports
") Behavior Rules
T SCAP

1 Taoken Value

Location

Import E-mail gettings

Set Active

@ Only if notifications set

() By default

Source

“izalt

1. Provide the path and file name of the Alerts file. Use the *.." button to browse and locate the impoart file.

Thiz zetting iz applicable only for imports from Legacy
[wEw] Alert files. Far v7, the active status will be zet
bazed on "Active” key available it the confiquration
zection.

L]

Impoit ] [

Cloze

EventTracker displays success message.

Figure 11
3. Toimport alerts, click the Import button.

P

Export Import Utility

3. Click OK, and then click the Close button.

Figure 12

EventTracker *j
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Templates

1. Click the Admin menu, and then click Parsing rule.

2. Select Template tab, and then click on () ‘Import’ option.

PARSING RULE

Parsing Fule Template

GROUPS ® geg
Default

410 ADC | @&
Amazan Web Services ] rﬁ
Aparheiweb Server | @&
Centrify Server Suit... @&
CheckPaint | @&
Cisca AC5 @&
Cisca A54 | @&
Cisca 105 @&
Cisca IranFart E54 | @&
CISCO Iranpart WSA @&
Cisca ISE | @&
Clawvister firewall @&

SELECT FILE

m

Mo file selected

Graup : All

TEMPLATE NAME

A10 ADC Authenticat. .

A10 ADC T =ffic

Cisca [O5Access Den..

Cisca |05-Canfigurati...

Cisca [O5Fart Status. .

HF FraCurve-Fart Sta..

HF FraCurve-5ecurity...

=

(3

Mote: Please select file of type * ettd {eventtracker ternplate dashlets).

R GROUP NAME
A10 Applicatian Delivery C.. Default
A10 Applicatian Delivery C.. Default
Cisca |O5
Cisca [O5
Cisca |O5
HF 2520GHF 2520,HF 2535,

Default

HF 2520GHF 2520HF 255, Default

Figure 13

Mo dats found

Figure 14

ETAdmin

ETAdmin

ETAdmin

ETADmMIn

ETAdmin

ETAdmin

ETAdmin

ADDED BY ADDED DATE

B/25/2015 07:56:50 Fi

B/25/2015 07:56:50 Fi

107201503 52:42

1001772015 064845

10/ BF2015 06:27:54 .

BABF2015 04:16:51 Fi

BABF2015 05:535:25 Fi

DELETE

ACTIVE[ | EDm

BE 8 8 8B @ &

=

C 2[7]

whC]
&

0 &

o

O&

0 &
0 &

MOVE TO GROLUP

3. Locate the All pfSense group of templates.ettd file, and then click the Open button.

EventTracker

Secure. Comply. Succeed.
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SELECTED FILE IS: All pfSense group of templates.ettd i‘

[] TEMPLATE NAME SEPARATOR  TEMPLATE DESCRIPTION

ADDED DATE ADDED BY GROUP NAME
Jul 05 17:43:49 10.0.16.148 Jul 05 17:42:49 filterlog: 9,16777216,, 10000001032

mo,match,block,in,4,040,,53,41124,0,DF 6,tcp,56,179.32.94.101,209.124.47.10.  7/6/2016 4:14:03 PN ETAdmin pfsense
9,48603,23,0,5,4153559790,,5440, mss;sackOK TS

[] pfSenseTraffic allowed and blocked details \n

Figure 15

4. Toimport tokens, click the Import button.

EventTracker displays success message.

Export Import Utility -

o Selected alert configurations are imported successfully.

Figure 16
5. Click OK, and then click the Close button.

Knowledge Object

1. Click the Admin menu, and then click Knowledge Objects.

2. Clickon ¥ ‘Import’ option.

KNOWLEDGE OBJECTS

Search objects O\Q OBJECTS ‘:4:-) T ‘!,

GROUPS @@Iﬁl__l

McAfee V 5 E SELECT OBJECT FROM THE LEFT PANEL
FMcAfee Virusscan E...

[#IMeraki Firewall

FHOKTA 550

HOpenDNS

[#/Palo Alto Firewall

Hpfsense

Figure 19

EventTracker *j
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3. In IMPORT pane click on Browse button.

IMPORT
Select file | Browse.. | Mo file selected. UPLOAD

Figure 20

4. Locate All pfSense group of knowledge object.etko file, and then click the UPLOAD button.

Flex Reports

1. Click Report option, and then click the browse CJ button
2. Locate the All pfSense group of flex reports.issch file, and then click the Open button.

s Export Import Utility - I:'-
Export | Import

1. Provide the path and file name of Schedule Report file. Uze the ..." button to browse and locate the impart file.
2. Chek the Import button
MHate : [f report(z] containg ternplate, first import termplate and proceed with exportimport utilitg,

Optioks Location

() Categor
() Filters
) Alerts ® Legacy [*issch] () Mew [* etors)

() Systems and Groups Source :

i ]

) RSS Feeds
® Reports

) Behavior Rules
(O 5CAP

() TokenValue

Irpart | ‘ Cloze

Figure 17

EventTracker j 13
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3. Click the Import button to import the scheduled reports, EventTracker displays
success message.

Export Import Ltility -

o Selzcted repors confiqurat ons are imoorted suzcessful'y,

Figure 18

Verify pfSense knowledge pack in
EventTracker

Category

1. In the EventTracker Enterprise, web interface.
2. Click the Admin dropdown, and then click Categories.
3. In the Category Tree, expand pfSense group folder to see the imported categories.

CATEGORY MANAGEMENT

—_—
Category Tree Search

Total category groups: 359  Total categories: 3,173

Last 10 modified categories

NAME MODIFED DATE MODIFED BY

pfSense: Traffic allowed and blocked details 7/6/2016 6:26:40 PM ETAdmin

Figure 21

Alerts

1. In the EventTracker Enterprise, web interface, click the Admin dropdown, and then click
Alerts.
2. Inthe Search field, type 'pfSense’, and then click Go button.

Alert Management page will display all imported pfSense alert.

EventTracker ? 1%
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ALERT MANAGEMENT Searchby  Alertname v Qe

s fid 7 ) .
@ ACTIVATE NOW Click "Activate Now' after making all changes KTCEal- 1 PageSize 25 v

FORWARD FORWARD PEMEDIAL - REMEOIAL
| T A THREAT ACTIVE EMAIL MESSAGE RSS AS AS CTION  ACT APPLIESTO

AT AT
SNMP SYSLOG CONSOLE AGENT

O PfSense: IPSec tunnel down

Serious O (| O [ O ] [ ] ] PfSense 2.3.1

Figure 22

3. To activate the imported alerts, select the respective checkbox in the Active column.
EventTracker displays message box.

Successfully saved configuration.

Figure 23

4, Click the OK button, and then click the Activate now button.

NOTE:
You can select alert notification such as Beep, Email, and Message etc. For this, select the

respective checkbox in the Alert management page, and then click the Activate Now
button.

Template

1. Logon to EventTracker Enterprise.

2. Click the Admin menu, and then click Parsing Rules.

EventTracker j 15
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PARSING RULE

Mew-Windows Applicat @ @

= Qa C1T%

Group: All

Office 365 M &
OpenDNS @ @ TEMPLATE NAME TEMPLATE DESCRIFTION GROUP NAME  ADDED BY ADDED DATE ACTIVE I:‘ i
MI @ pfSensecTraffic allowe... Describes the pfSense traff... pfSense ETAdmin 7/6/2016 41403 PM |:| @

Figure 24

Knowledge Object

1. Click the Admin menu, and then click Knowledge Objects.

2. Scroll down and select pfSense in Objects pane. Imported pfSense object details are
shown.

KNOWLEDGE OBJECTS

Search objects... QaQ OBJECTS @ T 1
GROUPS @@‘ @ OBJECT NAME ar e N
APPLIES TO = @
FOKTA S50 RULES
# OpenDNS TITLE LOG TYPE EVENT SOURCE EVENT ID EVENT TYPE

[#|Palo Alto Firewall _
—| pfSense: Traffic allowed an... Syslog* @@ i} C-?_\

pfSense Traffic allo... @Mﬂ MESSAGE SIGNATURE: filterlogh:is+

FHPulse Secure MAG 5. MESSAGE EXCEPTION

[# RSA SecurlD Authen... SAMPLE MESSAGE

[l Semantec EndPoint ... May 01 19:43:35 pfsense_firewall May 1 23:43:25 filterlog: 78,16777216.,1000002761,6th0,match,block,out,4,0x0,,63,55879,0,01

FSharepoint Server

[#5nort EXPRESSIONS
[# Sonicwall Firewall

H5QL Server EXPRESSION TYPE FORMAT 5TRING EXPRESSION 1 EXPRESSION 2
HTeradata s
Regular Expression 7<Event_Time>P<=\w+\s+\d+.. |
[#Trend Micro Deep 5... B f ! - ( @ i
Figure 25

EventTracker *j 16
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Flex Reports

1. In the EventTracker Enterprise, web interface, click the Reports menu, and then select
Configuration.

2. In Reports Configuration pane, select Defined option.
EventTracker displays Defined page.

3. In search box enter ‘pfSense’, and then click the Search button.
EventTracker displays Flex reports of pfSense

REPORTS CONFIGURATION

(1) 238
REPORT GROUPS () 825 REPORTS CONFIGURATION - #
P
— . —~ . ;
= paio Alto Eirewal i & @® i ( Total: 1)
2 persistent i & | TTLE CREATED ON MODIFIED ON
i @ O i¥1 pfSense-Traffic allowed and blocked details 7/6/2016 4:15:40 PM 7/6/2016 4:47:20 PM f-\ =

Figure 26

Create Flex Dashboards in EventTracker

NOTE: To configure the flex dashboards schedule and generate the reports. Flex dashboard feature
is available from EventTracker Enterprise V8.0.

Schedule Reports

1. Open EventTracker in browser and logon.

EventTracker ? 17
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My EventTracker

Configuration
Da=shboard

Explarer

Figure 27

2. Navigate to Reports>Configuration.

REPORTS CONFIGURATION

) Queued @ Defined
REPORT GROUPS @B rerorTs conricurATION - A
= Palo Alto Firewal m @ @ '._!U_-_‘
2 persistent M Cg [ TITLE CREATED ON
“IT_' @ B i¥1 pfSense-Traffic allowed and blocked details 7/6/2016 4:15:40 PM

Figure 28

3. Select pfSense in report groups. Check Defined dialog box.

=
4, Click on'schedule’ © ' to plan a report for later execution.

MODIHED ON

Tre/2016 4:47:20 PM

Qe+ =

Total: 1
i S

OF=0E

EventTracker *j
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REPORT WIZARD

Review cost details and configure the publishing options.

DISK COST AMNALYSIS

Estimated time for compietion: 00:0034{HH:MM:55)

MNumber of cabis) to be processed: 2
Available disk space: 256 GB
Required disk space: 50 MB

Enable pubiishing option {Configure SMTP Server in

®) Deliver results via E-mail
Motify results via E-mail

To E-mail

Update statusvia RSS =~ S

Show in none

‘ersist data in Eventvault Explorer

CANCEL

Step 8 of 10

manager configuration screen to use this option)

[Use commal,) to separate multiple e-mail recipients]

Figure 29

< BACK

EventTracker

Secure. Comply. Succeed. ?
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m
o

REPORT WIZARD CANC

TITLE: PESENSE

Select columns to persist

stepaorie | 00000000

RETENTION SETTING

Retention period: 7 days (i)

Persistin database only [Reports will not be published and will only be stored in the respective database]

SELECT COLUMMS TO PERSIST

COLUMMN NAME

Event Time

Computer

Source IP

Source Port

Destination IP

QI!IIEE

Destination Port

Figure 30

5. Check column names to persist using PERSIST checkboxes beside them. Choose suitable
Retention period.

6. Proceed to next step and click Schedule button.

7. Wait till the reports get generated.

Create Dashlets

1. Open EventTracker Enterprise in browser and logon.

EventTracker j 20
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Incidents

Attacks
Compliance
Ewvent-D-Meter
Flex

Incidents

Cperations

Security

Figure 31

2. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.

FLEX DASHBOARD

Title

pfSense Traffic allowed and

Description

Describes the traffic allowed or blocked by the rule configured.

[iy]

DELETE CANCEL

Figure 32

3. Fill suitable title and description and click Save button.
4. Click ™ to configure a new flex dashlet. Widget configuration pane is shown.

EventTracker *j
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WIDGET CONFIGURATION

WIDGET TITLE NOTE

pfSense: Traffic blocked by IPs

DATA SOURCE

pfSense-Traffic allowed and blocked details W

CHART TYPE DURATION VALUE FIELD SETTING AS OF

F Week OUNT v

AXIS LABELS [X-AXIS] LABEL TEXT

ki Source P
VALUES [Y-AXIS] VALUE TEXT
FILTER FILTER VALUES
LEGEND [SERIES] SELECT

w |~

Figure 33

5. Locate earlier scheduled report in Data Source dropdown.
6. Select Chart Type from dropdown.

7. Select extent of data to be displayed in Duration dropdown.
8. Select computation type in Value Field Setting dropdown.
9. Select evaluation duration in As Of dropdown.

10. Select comparable values in X Axis with suitable label.
11. Select numeric values in Y Axis with suitable label.

12. Select comparable sequence in Legend.

13. Click Test button to evaluate. Evaluated chart is shown.
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PFSENSE: TRAFFIC BLOCKED...

B fe80:7cOb:Acb:320fe7c2 M feB0:6155:0317:a320:7941 M feB0:357b:12a0:87d1: 7687 fe80::2825:0c00ec03:4bet M 94.23.083 M 53.142184.37 W 1703204101
B 176.253.253.186 168.254.161.191 W 10.18.11.108

/A
LABEL _ COUNT
fed0:TcOb:6cb:329f e c2 12
fed0:6155:9317:a329:7941 12
fed0:-357b:12a0:87d1:7697 12
fed0::2825:9c09:ec93:4beb 24
94.23.0.83 4

Figure 34

14. If satisfied, click Configure button.

CUSTOMIZE WIDGETS

pfSense: Traffic blocked by IPs

Figure 35

15. Click ‘customize’ @ to locate and choose created dashlet.
16. Click @ to add dashlet to earlier created dashboard.
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Sample Flex Dashboards

For below dashboard DATA SOURCE: pfSense: Traffic allowed and blocked details
1. pfSense: Traffic blocked by IPs

WIDGET TITLE: Traffic blocked by IPs
CHART TYPE: Donut

AXIS LABELS [X-AXIS]: Source IP
Label Text: Source IP

FILTER: Action

FILTER Values: block

PFSENSE: TRAFFIC BLOCKED BY IPS @ () e @

W fe80:-7c0b:Beb:3208Fe7c? M fel0:-8155:9317:2320:7041 M fe80:-357h:12a0-37d1:7887
fef0:2825:9c08:ecH3:4bed M 54.23.083 M 5514218437 M 175.32.04.101
W 178.253.253.186 169.254.181.181 W 10.16.11.103

Figure 36
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2. pfSense: Traffic blocked by Port

WIDGET TITLE: Traffic blocked by Port
CHART TYPE: Donut

AXIS LABELS [X-AXIS]: Destination Port
Label Text: Destination Port

FILTER: Action

FILTER Values: block

PFSENSE TRAFFIC BLOCKED BY PORT

W 3380 W 23 W 137

Figure 37

3. pfSense: Traffic blocked by Protocols

WIDGET TITLE: Traffic blocked by Protocols
CHART TYPE: Donut

AXIS LABELS [X-AXIS]: Protocol

Label Text: Protocols

FILTER: Action

FILTER Values: block

doO®
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PFSENSE TRAFFIC BLOCKED BY PROTOCOLS

B udp B tcp B ICMPE icmp

0706 1107 - 0707 11:07

Figure 38

o O ®
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4. pfSense: Traffic blocked by Interface

WIDGET TITLE: Traffic blocked by Interface
CHART TYPE: Donut

AXIS LABELS [X-AXISI: Interface

Label Text: Interface

FILTER: Action

FILTER Values: block

PFSENSE TRAFFIC BLOCKED BY INTERFACE @ ) e ®

B eml B eml

07/0611:18 - 07/07 11:18

Figure 39
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5. pfSense: Traffic allowed by IPs

WIDGET TITLE: Traffic allowed by IPs
CHART TYPE: Donut

AXIS LABELS [X-AXIS]: Source IP
Label Text: Source IP

FILTER: Action

FILTER Values: Pass

PFSEMNSE TRAFFIC ALLOWED BY IPS

W 10.16.11.103

Figure 40

doO®
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