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Integrate IIS SMTP server

This guide helps you in configuring [IS SMTP server and EventTracker to receive SMTP Server events. In this
guide, you will find the detailed procedures required for monitoring 11IS SMTP server.

Administrators, who are assigned the task to monitor and manage IIS SMTP server events using EventTracker.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

The Simple Mail Transfer Protocol (SMTP) service provided by IIS is a simple component for delivering
outgoing e-mail messages. Delivery of a message is initiated by transferring the message to a designated
SMTP server.

EventTracker helps you to monitor event activities in [IS SMTP server. It will trigger an alert whenever it
detects an error or a blacklisted spam IP address. Its knowledge object will help you make the log search
easier and informative. It generates flex reports, flex dashboards for [IS SMTP server.

Prerequisites

e EventTracker v8.x should be installed.
e |ISSMTP server 6.0 or later

Integration of IIS SMTP SERVER to EventTracker
manager

In Internet Information Services 6 (11S6) and earlier.

1. Right click the SMTP server and choose Properties.
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[SMTP Virtual Server #1] Properties L2 x|

General |Access | Messages | Delivery I LOAP Routing I Security |

Fully-qualified domain name:

WINCUBCEKSKE14

IP address:

Al Unassigned) *| Advanced...
[ Limit number of connections to:

Connection time-out (minutes): 10

[ Enable logging

|W3C Edended Log File Format ~| |

| ok || Cancel || Mpply || Hep |

Figure 1

2. Check the Enable logging at the bottom.
3. Choose the log format W3C Extended Log File Format from the drop-down box.

[v Enable logging
Active log format:

|W3C Exended Log File Format ~|  Propetties...

Figure 2
4. Click on the Properties... button and in the pop up the window, select the options as per your

requirement. Under Directory, specify the path where the log file should be stored. The default is
%System Drive%\Windows\System32\LogFiles\
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Logging Properties -
General | advanced

—Mew log schedule -

* Hourly

" Daily

™ Weekly

" Monthly

" Unlimited file size

" When file size reaches:
s 3

¥ Use local time for file naming and rollover

Log file directory:

l C:\Mew folder Browse...

Log file name: SmtpSve 1exyymmddhh.log
o | e | o
Figure 3

5. Move to the Advanced tab and set the configuration to collect all the available information in your
SMTP logs to help you troubleshoot mail issues.

Logging Properties -

Extended logging options:

i Date (date ) -~
W[ Time ( time )
Extended properties
W] Client IP Address (c-p )
- |wflUzer Mame ( cs-username )
|| Service Name ( s-sitename )
| w]Server Mame { s-computername )
| |Server IP Address (s4p)
| |Server Port {s-port)
| Method { cs-method )
W JURI Stem { cs-uri-stem )
W JURI Query ({ cs-uri-query )
W Protocal Status { scstatus )
| wJProtocol Substatus ([ sc-substatus )

Ok | | Cancel | Apply

Figure 4
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NOTE: We should monitor log file using EventTracker LFM Agent

LFM Configuration:

In EventTracker Control Panel

1. Click EventTracker Agent Configuration

" EventTracker Control Pane * |
EV%EH@&EEL" JCcE:oI Panel 8,1f

fa 2 & ‘3 M%

EventVault

—

EventTracker Traffic Analyzer
Agent Confi...

SCAF Profile Port
Manageme - Editor Configuration
TrapTracker Change Audit
Ewentdeeer

E-mail: support@Event Tracker com

Figure 4
The EventTracker Agent configuration page displays
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Ed EventT

File Help

Select Systems
[ETKP-1

ﬂ Agent bazed system

-

Manager destinations:
[ETP-1

Log Backup ] Perfarmance ] M etwark. Connections ]

bl anagers ] Ewent Filters ] Systemn bMonitar ] M onitor Processes ] Services ]
Logfile Monitor

File Transfer ] Config Aszezsment ] zuglog FTP zerver ]
[v Logfile Monitor
Search log files [warious formats supported] for matching patterns specified

here. Both individual files az well as folders can be monitored for matching
entriez. Matches cause an event to be generated.

Logfile N ame

| File Type |

Add File Mame | Yiew File Detailz

Delete File Mame Search Stringz |

Save Cloze

Figure 5

2. Select Logfile Monitor and click Add File Name. It will pop up a window.
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L Enter File name ot

ou can configure the complete path of the log file or folder that needs to be monitared
along with the strings that need to be searched.

[T Get All Egisting Log Files

Select Log Fie Type  [EERNININ R |

Thisz iz the ‘& 3C Extended Log File Format.

Enter File name

]

ak. Cancel |

Figure 6
3. Inthe window check Get All Existing Log Files and Select Log File Type as W3C
4. Under Enter File name select brwose J button to browse the location of the IS SMTP log files.

Select Drive Mame:
| = d: [Mew Yolumne] ﬂ

Select Folder Mame: [+ Show all the files.

Eqd ex] 7042413 log ..a.
ex1 7042415 10
ex1 7042416 log
ex] 7042417 log
ex1 7042418 log
ex17042811 log
ex] 7042812 log
el 7050122 log b

k. Cancel

Figure 7

5. Select the drive, folder and check “Show all the files” to display all the files. Click OK
6. Select the log file extension as \*.log and click OK

]y d
Enter the log file[z] extension to be proceszsed| oK |

Cancel

““log

Figure 8
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Search Stringz for : d:\New folderex] 70428171 log
dze a'*"in any column to match every entry in the file

Colurn Mame | Search Sking

Add String

Figure 9

7. Click on Add String button
8. Select Field Name as date from dropdown menu.
9. Type * in Search String, check Current Date Time and click OK to exit.

Ed Enter Search String ot

Y'ou can configure the strings that need to be zearched in the zelected log file(z). IF any
record matching the search sting iz found, an event will be generated.

Select Field Marme: date ﬂ
Thiz iz a generic ' 3C file.

Enter Search String

=

Y'ou can zelect date and time from the parzing file by Deselecting thiz checkbox,
[ Current DateTime

Mo of Fields |1 j
Date Field |u:|ate j
Time Field |u:|ate J

Select Date and Time format value
Format walue | CUSTOM j

] | Cancel |

Figure 10
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10. Search string will be added in the window. Click OK to exit.

Search Strings for : d:\Mew folderhex1 7042811 log
dze a'*"in ary column to match ever enty in the file

Column Mame | Search Sting
date *
Add Stiing EditSting | |

QK | Cancel |
Figure 11

Once logs are received into EventTracker, alerts, reports and knowledge object can be configured into
EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to support SMTP Server (IS 6.0).

e |IS SMTP server: SPAM Blacklist IP detected — This alert is generated when a Blacklisted IP accesses
the server.

o |IS SMTP server: AUTH error- This alert is generated when an authentication failure happens.

e |IS SMTP server: Slow mail flow-This alert is generated when a process taken unlikely gets delayed.

e |IS SMTP server: EHLO and HELO continuous request- This alert is generated when there is a
continuous request of EHLO or HELO from the client.

e |IS SMTP Server-Error reports— This report provides information about the errors on SMTP methods
like (MAIL, RCPT, DATA, AUTH, QUIT) in IIS SMTP server.
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LogTime Computer Site Name Client IP Address C5 Host Client to server method Status Code
05/08/2017 06:41:01 PK ET-KP-1 SMTPSVC1 192.168.1.94 conteso.com EHLO 01
05/08/2017 05:41:01 PM ET-KP-1 SMTPSVC1 192.168.1.94 contoso.com EHLO 501
0S/08/2017 05:41:01 PM ET-KP-1 SMTPSWVC1 192.168.1.94 contoso.com HELO 501
05/08/2017 06:41:02 PKM ET-KP-1 SMTPSVC1 192.168.1.94 contoso.com MAIL 501
05/08/2017 06:41:02 PM ET-KP-1 SMTPSVC1 192.168.1.94 conteso.com AUTH E01
05/08/2017 05:41:02 PM ET-KP-1 SMTPSWVC1 §5.1.184.228 wverizon.net RCPT 500
05/08/2017 06:41:02 PM ET-KP-1 SMTPSVC1 109.234.238.114 wverizon.net EHLO 501

Sample Logs

SV3/20M7 2:29:20 PM 2230 ET-KP-1 SYSTEM NT AUTHORITY EventTracker

Event Type: Information Description:

Log Type: System ENTRY:

Category Id: 2 date: 5/2/2017
tima: 11:21:54 AM
c-ipz 102.168.1.94
CI-USEername: me
s-sitenamea: SMTPSVC
s-computername: WIN-CUBCEKOKET4
s-ipz 192.168.1.185
s-port: 0
cs-method: MAIL

CE-uri-stem:

e |IS SMTP Server-AUTH error details— This report provides information about the client authentication

failures and errors.

Computer Site Name Client IP Address Status Code
05/08/2017 06:41:02 PM ET-KP-1 SMTPSWCA 182.168.1.94 35
0S/08/2017 06:41:02 PM ET-KP-1 SMTPSWVC1 162.168.1.94 535
OS/08/2017 06:41:02 PM ET-KP-1 SMTPSWC1 192.168.1.94 535
0S/08/2017 06:41:02 PM ET-KP-1 SMTPSWVC1 95.1.184.228 501
05/03/2017 06:41:02 PM ET-KP-1 SMTPSWCA §5.1.184.228 504
0S/08/2017 06:41:02 PM ET-KP-1 SMTPSWVC1 162.168.1.94 501
OS/08/2017 06:41:02 PM ET-KP-1 SMTPSWC1 192.168.1.94 B0
0S/08/2017 06:41:02 PM ET-KP-1 SMTPSWVC1 162.168.1.94 501
05/03/2017 05:41:02 PM ET-KP-1 SMTPSWCA 152.168.1.94 &35
0S/08/2017 06:41:02 PM ET-KP-1 SMTPSWVC1 2.161.2289 535
OS/08/2017 06:41:02 PM ET-KP-1 SMTPSWC1 2.181.22858 535

Sample logs:

SS20NT 12:03:28 PM 3230 contoso-et-sur LT /A EventTracker
Ewvent Type: Information Description:
Log Type: Application EMTRY:
Category id: O diates AIAT

tirme: 25620

c-ipc 11700166243
cs-username: DOCUTRACKO253
s-sitename: SMTPSWCT
S-OHMPUTErname: comose-sur-mail
s-ipe

s-port: 25

cs-rmethod: ALUTH

CS-Uri-SEerTE

cs-uri-gueny:

sc-status: 211

sc-win32-status: 0

sc-bytes: 30

os-bytes: 37
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o IS SMTP Server-Mail sender and receiver details— This report provides information about the Mail
sender and recipient details.

Computer Site Name Server Mame  Address Address Recepitent Status Code Bytes sent  Received URI Query

0510202017 L4003 A ET-KP-1 SMTPSYCI  DOCUTRACKDZS! 127.0.00 127.0.04 rEIL zan@docutrackzs! 250 (3 2 (] FROM<zan@docutrackl2st,  SMTP

OSI02007 4003 AN ET-KP4 SMTPSYC! DOCUTRACKDZE! 127.0.01 127.0.04 MEIL dt-zanmoye@docutrask com s M3 3 kil FROM:<dt- SMTP
2anmoye@docutrack.coms

05022007 4D AN ET-KP SMTPSYC! DOCUTRACKDZE 127.0.00 127.004 RCPT zan@doeutrackD25! "5 "0 B kil +TO:s zan@docutrack 025t SMTR

0510202017 L4003 &AM ET-KP-1 SMTPSVCI DOCUTRACKD2E! 127.0.01 127.0.04 RCFT zan@dosutrack025] 250 "0 "7 kil +T0:2an@docutrack025t SMTR

0S/02/2007 L4003 &M ET-KP SMTPSYC! DOCUTRACKDZE! 127.0.00 127.0.01 ACPT dt-zanmoye @docutrack som 250 7 a4 k] ATO: et SMTP
zanmoye@docutrack com:

051022017 4003 AN ET-KP SMTPSYC! DOCUTRACKDZE 127.0.00 127.004 MAIL di-zanmoye@docutrack.com 250 M i kil SFROM:cdt- SMTF

2anmoye@docuttack.com:

Sample logs:

Descriprion:
ENTRY:

date: 3/4/2017

time: 23:56:20

c-ipr 117917637

cs-username: DOCUTRACKO254
s-sitename: SMTPSVC
s-computername: contoso-swr-mail
s-ip:

s-port: 25

cs-method: MAIL

cs-uri-stem:

cs-uri-guery: +rand(02:016)
sc-status: 220

sc-win32-status: 16

sc-bytes: 140

cs-bytes: 18

tme-taken: 0

Event Type: Information
Log Type: Application
Category Id: 0

cs-wersion: SMTP
cs-host:
cs{User-Agent):
cs{Cookie]:
cs{Referer):

e |IS SMTP Server-EHLO and HELO Request Details— This report provides information about the client
who requested EHLO and HELO to SMTP server. This report will provide the client IP address and

guery requested.

Computer Client to server method Client IP Address Status Code Bytes Received Egtes sent Time Taken
05#0342017 04101 PM ET-KP-1 EHLO 2074616310 WIN-CUBCSKIKEMH (] (] () 281
0540342017 064101 PM ET-KP-1 EHLO 192.162.1.94 ~Administrator@contosocom 601 " 7 kil

0540242017 DAL PR ET-KPA HELO 192.162.1.94 «Administrator@eontosocom B0 " 7 !

O5/0¢2017 DEAT01 PR ET-KPA1 EHLO 192.162.1.94 e SHDEONLOS0.00m ] il 7 o

0510242017 DEAT0Z PR ET-KPA HELO 109.224.238.114 B il "3 fiaa !

0510342017 DB:AT0Z PR ET-KP-1 EHLO 109.234.238.114 . %00 "3 fia ol

OSH032017 D6:AT02 PR ET-KF-1 EHLO 109.234.238.114 B Ti0 fig fiaz kil

050842017 064102 PR ET-KP- EHLO 109234238114 - oo " "3 kil

OBH0BAZ017 064102 PR ET-KP- EHLO 109234 238114 . Tl " "3 kil
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Sample logs:

—1 SSSZ017 12:08:47 PM 2080 CONTOSO ET SVR [P A EvenmtTracker

Description:
Plews activity Found:
IP Address: 1.179.146.153

Event Type: Informaticn
Log Type: Applicarion
Category id- O
Rule Mame: IP Address Activity
Systarm: COMTOSO ET-SWR
Teme: 201 70505 12:03:25

Soamrce Event:
Id: 3230

Soamrce: EwentT rackes

Description: ENTRY:

date: 3540 F

tirmee: 271:56:20

s 1179146153

cs-username: DOCUTRACKOZE
s-sitenamea: SMTPSVICT
s-oompureErname: conoso-ser-mail
S-ig:

s-port: 25

cs-method: HELO

Cs-uri-sharm:

Cs-uri-gueny: SMAME?

sc-status: 291

Scwin32-statuss O

sc-byres: 76
cs-byres: 27

e |IS SMTP Server-All traffic reports— This reports provides information about the mail traffic on the

mail server.
Client to
Client IP senver
Computer Site Name Address Sender Recipitent method URI Query
|0S/08/2017 03:18:24 P CONTOSO-ET- SMTPSVC1 1.179.185249 contoso.com hakim@sbcgl MAIL 452 From:<hakim@@s
SVR obal.net bcglobal net=
|05/08/2017 03:18:31 P CONTOSO-ET- SMTPSVC1 152188.0.3  contoso.com hakim@sbcgl MAIL 02  From<hakim@s
SVR obal.net bcglobal.net»
|05/082017 03:19:47 PM CONTOSO-ET- SMTPSVC1 192.168.03  contoso.com bigmauler@g RCPT 851 TO:<bigmauler@
| SVR mail.com gmail. come=
|
| 0S/08/2017 03:20:38 P CONTOS0-ET- SMTPSWVC1 1.179.189.217 contoso.com EHLO 554 bigmauler contos
[ SVR 0.com
|05/08/2017 03:21:40 PM CONTOSO-ET- SMTPSVC1 1.179.189.217 contose.com isorashi@iclo RCPT Tasq TO:<isorashi@icl
VR ud.com oud.com=
|D5/08/2017 03:21:43 PM CONTOSO-ET- SMTPSVC1 1.179.185.253 contoso.com isorashi@iclo RCPT 50 TO:<isorashi@ic!
SVR ud.com oud.com=

Knowledge Object

e |IS SMTP AUTH Error — This knowledge object will help us to analyze the log related with IS SMTP
authentication errors.
e IS SMTP - This knowledge object will help us to analyze the log related to IS SMTP server.
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Import IIS SMTP Server knowledge pack into
EventTracker

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility.

‘j EventTracker Control Panel — X
EventTracker contolpane 8.2

=Y
g3 E g %
EventVault Diagnostics License Export Import| Append
Manager Utility Archives
EveniTracker Traffic Analyzer Agent SCAP Profile Port
Agent Confi... Manageme... Editor Configuration
TrapTracker Change Audit About
EventTracker
E-mail: support @Event Tracker.com

Figure 12
3. Click the Import tab.

1. Click Knowledge objects under Admin option in the EventTracker manager page.
2. Locate the IIS SMTP Server Knowledge Objected, and then click Import button
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IMPORT

select file | Choose File | Mo file chosen UPLOAD

Figure 13

3. Choose the Knowledge objects that needs to be imported and click on upload.

IMPORT

Select file Browse. .. UPLOAD
] OQBJECT NAME APPLIESTO GROUP NAME
1S SMTP Authentication errors Windows server 2008 or later 1S SMTP Server
1S SMTP Server Windows Server 2008 or later 1S SMTP Server

Figure 14

4. Knowledge objects are now imported successfully.

{  File imported successfully.

Figure 15
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1. Click Alerts option, and then click the browse D button.

— — ———— ——m e A S e e N —

"‘"E-.':'. nport Utilit -
| Expot Import

1. Provide the path and file name of the Alers file. Use the °..." button to browse and locate the import file.
2. Click the Import button.

Options Location
() Category Import E-mail settings
O Fiters Set Active

e This setting is applicable only for imports from Legacy (v}
@ Only i notfications st Alert files. For w7, the active status will be set based on
(@ Alers () By default "Active” key available in the configuration section.

() Systems and Groups Watchlist Corfiguration

(O RSS Feeds Import Watchlist corfiguration
This setting is applicable only for alerts which have Advanced watchlist corfigured.
() Reports Mote: I this option is enabled the user should make sure the watchlist groups are available

an the consale where the aletts are imparted.

() Behavior Fules

() SCAP Source
C:MProduct™JIS SMTPYKP tems'All Alert for 115 SMTP server isalt

() Token Value

Import Close

Figure 16

2. Locate All alert for IIS SMTP Server.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.

EventTracker displays success message.
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Export Import Ltility 126

| Selected alert configurations are imported successfully.

Figure 17

4. Click OK, and then click the Close button.

1. Click Reports option, and select new from the option.

B Export Import Utility — pd
Export Import
1. Provide the path and file name of Schedule Report file. Use the .. button to browse and locate the import file.
2 Click the Import button
Maote : F reportis) contains template, first import template and proceed with exportimpaort utility.
Options Location
() Category
) Filters
) Alerts () Legacy (issch) ) Mew (~.eton)
) Systems and Groups
) RSS Feeds
(®) Reports
() Behavior Rules

) SCAP

) Token Walue

Close

Figure 18

2. Locate the IIS SMTP Server Reports.etcrx file, and then click the Open button.
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¥ Reports import X

Mote : If reportis) contains template, first import template and proceed with exportimport wtility.

Select file [C:\Product'lIS SMTF'KF items\All reports for SMTF server.stom || Sselectfie

Available reports

Title | | Frequency Show all - Q Q
O Thle Stes Groups Systems Frequency
[ | Al Traffic Reports .
[] |EDIT |1IS SMTP Server-AUTH Emor Details ET-KP-1 Default: Evert Tracker: TOONS contoso-et-svrET-KP-1:ET-KP-1 Undefined
[J |EDIT |15 SMTP Server-EHLO and HELO Re... | ET-KP-1 Event Tracker: TOONS ET-KP-1:ET-KP-1 Undefined
[] |EDIT |lIS SMTP Server-Emor Reports ET-KP-1 Default:Event Tracker: TOONS contoso-et-svrET-KP-1:ET-KP-1 Undefined
1 | EDI |15 SMTFP Server-MAIL Sender And R... |ET-KP-1 Default:Evert Tracker TOONS contoso-et-gvr ET-KP-1.ET-KP-1 Undefined

Mote: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report(s) from [ _| A~ atinterval of [ _ | minutes

-]
®

Mote: Make sure that Sitels), Groupis) and System(s) selections are valid.

Figure 19

3. Click the Import button to import the reports. EventTracker displays success message.

Export Import Utility o

o Selected reports configurations are imported successfully,

Figure 20

EventTracker::

Actionable Security Intelligence




Integrate IIS SMTP server

Verify IS SMTP Server knowledge pack in EventTracker

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects.

In the Knowledge Object tree, expand IIS SMTP group folder to see the imported Knowledge objects.
KNOWLEDGE OBJECTS

Search objects... QQ OBJECTS @ T ,L
GROUPS CICA OBJECT NAME 1S SMTP S t
APPLIES TO 008 or later e @
+ FortiGate Firewall RULES
+ HP ProCurve Switch TITLE LOG TYPE EVENT SOURCE EVENT ID EVENT TYPE
=115 SMTP Server
P IS SMTP SERVER Traffic EventTracker 3230 @ @ it ] CQ
Iis SMTP Authenticat.. @ 1]
1S SMTP Server (gﬂ MESSAGE SIGNATURE: (?s)date\:. "time.*c-ip."cs-username.*cs-version\:\s+SMTP

# Imperva DAM MESSAGE EXCEPTION

# Infoblox
= EXPRESSIONS

H#Juniper NetScreen

EJuniper OS EXPRESSION TYPE FORMAT STRING EXPRESSION 1 EXPRESSION 2
# Linux
e — oy e T = S I ]
Figure 21

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Alerts.
3. InSearch field, type ‘lIS SMTP SERVER, and then click the Go button.

EventTracker:

Actionable Security Intelligence




Integrate IIS SMTP server

ALERT MANAGEMENT Seachby | Aetname v | f=smy Qe

(‘B’ ACTIVATE NOW Click "Activate Mow" after making all changes Page Size 25

REMEDIAL REMEDIAL

0 ALERT NAME -, THREAT ACTIVE EMAIL MESSAGE Rss RS | oiag D ACTION — ACTION APPLIES TO
SNMP - SYSLOG  roMsOLE  AGENT
[] 1S SMTP SERVER : AUTH Error High O O O O (| (| (| IS SMTE 6.0 or later
[] !5 SMTP SERVER : EHLO or HELD Brute... High O O O O O O [l IS SMTE 6.0 or later
[] 15 SMTP SERVER : Slow Mail Flow High O N Il 1 O O 1 II5 SMTP 6.0 or later
[] V1= SMTP ZerverZPAM Elacklist 1P detec.. High O O O O O O O |5 SMTR 6.0 or later
Figure 22

Alert Management page will display all the imported 1IS SMTP alerts.

4. To activate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays message box.

Successfully saved configuration.

Figure 23

5. Click OK, and then click the Activate Now button.

NOTE: You can select alert notification such as Beep, Email, and Message etc. For this, select the respective
checkbox in the Alert management page, and then click the Activate Now button.

1. In the EventTracker Enterprise web interface, click the Reports menu, and then select Configuration.
2. In Reports Configuration pane, select Defined option.
3. Insearch box enter ‘lIS SMTP, and then click the Search button.
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EventTracker displays Flex reports of ‘lIS SMTP Server

REPORTS CONFIGURATION

O scheduled O Queued ® Defined iis smtp QQ
REPORT GROUPS @ B REPORTS COMFIGURATION - |15 SMTP SERVER
= FortiGata Firewall (... i @ @ i C-?
B fortigate Frewal M @& 0 TITLE CREATED ON MODIFIED ON
B p procurve switch I @& [] EE LS SMTP Server-EHIO and HELO Request Details  5/4/2017 1:04:41 PM 5/9/2017 103137 AM &3 [+
= s smre server I @& [] %FE 1S SMTP Server-AUTH Error Detsils 5/3/20M7 2:43:30 PM 5/8/2017 10252 PM & [
B imperva i @ [] LEE USSMTP Server-Eror Reports 5/2/Z017 Z2GAZ PM 5/0/Z017 11:50:51 AM &

© © @& © ©

B infoblox @ [ G5F IS SMTP Server-MAIL Sender Ang Receiver Detalls  5/2/2017 1:50:16 PM 5/8/2017 1:02:04 PN &
. 3 I IS SMTP Server-All Traffic Reports 522017 12:28:06 PM 592017 10-35:46 Al ,-":
Juniper JUNOS I @ O &% o
5 juniper Netscreen i l':ﬁ

=1 Kaspersky Security C.. '|- @

Figure 24

Create Flex Dashboards in EventTracker

NOTE: To configure the flex dashboards, schedule and generate the reports. Flex dashboard feature is
available from EventTracker Enterprise v8.0.

1. Open EventTracker in browser and logon.
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Dashboard

Explorer

Figure 25

2. Navigate to Reports>Configuration.

Integrate IIS SMTP server

3. Select IIS SMTP Server in report groups. Check Defined dialog box.

REPORTS CONFIGURATION

O scheduled O Qusued @ Defined iis =mtp QQ-
REPORT GROUPS @ e REPORTS COMFIGURATION : 15 SMTP SERVER
= FortiGate Firewall (... '|_ l.':_ @ 'l- Cj-
El' FortiGata Firewall (.. I ':ﬁ D TITLE CREATED OMN MODIFIED OM
E’ HP ProCunse Switch L '.':_ D ik 5 5 | ir 542017 1:04:41 PM 59,2017 10:31:37 AM ,_’: +
= 115 sMTP Server : @ [] %RE IS SMTP Server-AUTH Error Details 5/3/2017 2:43:30 PM 5/9/2017 1:02:52 PM ;: '
= Imperva L # O ’ IS SMTP Server-Error Reports 5F272017 2642 PM 5/9/2017 11:50:51 AM .l: +
EI. nfoblox i ,:ﬁ O ’ IS SMTP Server-MAIL Sender And Receiver Details  5/2/2017 1:50:16 PM 592017 1:02:04 PM _t +
B Juniper JUNOS 'l' 'r_ D *I IS SMTP Server-All Traffic Reports 522017 12:28:06 PM 592017 10:35:46 AM ,_*: *
B Juniper Netscreen I 'iﬁ
= Kaspersky Security C.. '|- '.':_

_— —

Figure 26

4. Click on ‘schedule’ = to plan a report for later execution.
5. Click Next button to proceed.
6.

In review page, check Persist data in EventVault Explorer option.
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REPORT WIZARD CANCEL A NEXT
Review cost details |'!'|!'l::"'"il_'.l."'."' the pu s b ng options. E:.-.PL T . ' ‘ ' ‘ ' ‘:I

DISK COS5T ANALYSIS

Estimated time for completion: 00:01 :24{HHMM:55
Mumber o | to be processed: 37

e 305 GB

Required disk space- 50 MB
Enable publishing option (Configure SMTP Server in m

® Deliver results via E-ma

Motify results via E-mail
to separate multiple e-mail recipients
Update status via R55

Show in nane

Persist data in Eventvault Explorer

Figure 27

7. In the next page, check column names to persist using PERSIST checkboxes beside them. Choose suitable

Retention period.
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REPORT WIZARD CANC

TITLE L

el TTTTTT T I0)

RETEMTION SETTING
Retention period: | 7 darys ﬂ:}

D Persist in database only  [Reports will not be pubilished and will only be stored i the respective dofabase]
SELECT COLUMMS TO PERSIST

COLUMMN NAME
Compaiter

Site Mame

Server Mame
Server IP Address

Client IP Address

ﬂnnnnng
&
@

Client to server method
Figure 28

8. Proceed to next step and click Schedule button.
9. Wait till the reports get generated.

1. Open EventTracker Enterprise in browser and logon.
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Incidents

Compliance
Event-O-Meter
Flex

Incidents
MNews
Operations
Security

Threats

Figure 29

2. Navigate to Dashboard>Flex.
Flex Dashboard pane is shown.

FLEX DASHBOARD

Title
15 SMTF Server

Description

15 SMTF Server

Figure 30

3. Fill suitable title and description and click Save button.
4. Click ™ to configure a new flex dashlet. Widget configuration pane is shown.
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WIDGET CONFIGURATION

WIDGET TITLE MNOTE

IS SMTF AUTH ERROR 5 SMTP AUTH ERROR

DATA SOURCE

CHART TYPE DURATION WALUE FIELD SETTING AS DF

AXIS LABELS [X-AXIS] LABEL TEXT

Client IP Address Clent IP Address

WALLES Y- AXIS WALUE TEXT

FILTER FILTER WALUES

LEGEND [SERIES] SELECT

Statu = -

EE e e )|
[Em e — IGE ra—

Figure 31

5. Locate earlier scheduled report in Data Source dropdown.
6. Select Chart Type from dropdown.
7. Select extent of data to be displayed in Duration dropdown.
8. Select computation type in Value Field Setting dropdown.
9. Select evaluation duration in As Of dropdown.

10. Select comparable values in X Axis with suitable label.

11. Select numeric values in Y Axis with suitable label.

12. Select comparable sequence in Legend.

13. Click Test button to evaluate. Evaluated chart is shown.
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115 SMTP AUTH ERROR

Series: Status Code

=)
N
.
41
.,

Client IP Address

-1 (20

§ 211 § § 220
LAREL COUNT LABIEL COUNT
1179166243 1 11TR 166243 1
Figure 32

14. If satisfied, click Configure button.

CUSTOMIZE WIDGETS

[ us swte auTH ERROR

Figure 33

15. Click ‘customize’ @ to locate and choose created dashlet.
16. Click @ to add dashlet to earlier created dashboard.
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Sample Flex Dashboards

For below dashboard-

WIDGET TITLE: IIS SMTP ERRORS

DATA SOURCE: IIS SMTP ERROR

CHART TYPE: Column

AXIS LABELS [X-AXIS]: Client IP Address
LEGEND [SERIES]: Client to server Method

1S SMTP SERVER ERROR oo ®

Series: Client to server method

Client IP Address

N AUTH [ EHLO B HELO NN MAIL B RCPT

Figure 34
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For below dashboard

WIDGET TITLE: IIS SMTP MAIL SENDER Details

DATA SOURCE: IIS SMTP MAIL SENDER and RECEIVER
CHART TYPE: Column

AXIS LABELS [X-AXIS]: sender

1S SMTP MAIL SENDER DETAILS o O®

test@contoso.com

x\‘f’i@

sender address

Figure 35

EventTracker:

Actionable Security Intelligence




Integrate IIS SMTP server

For below dashboard

WIDGET TITLE: IIS SMTP MAIL Recipient Details

DATA SOURCE: IIS SMTP MAIL SENDER and RECEIVER
CHART TYPE: Column

AXIS LABELS [X-AXIS]: Recipient

IS SMTP MAIL Recipient details e O0®

Mail recipitent

0507 1541 - 05/08 18:41

Figure 36
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For below dashboard

WIDGET TITLE: IIS SMTP Server ERROR
DATA SOURCE: IIS SMTP ERROR

CHART TYPE: Column

AXIS LABELS [X-AXIS]: Client IP Address
LEGEND [SERIES]: Client to server method

IIS SMTP SERVER ERROR

Series: Client ta server method

Client IP Address

B EHLO [ HELO N mMalL N RCPT

Figure 37
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For below dashboard

WIDGET TITLE: Failed EHLO and HELO Request
DATA SOURCE: 1IS SMTP EHLO and HELO Request
CHART TYPE: Donut

AXIS LABELS [X-AXIS]: Client IP Address
LEGEND[SERIES]: Status Code

1S SMTP EHLO AND HELO REQUEST doO®

Client to server method: EHLO Client to server method: HELO

W 2163218042 WM 2074616310 M 192.168.1.94 127001 MM 109.234.238.114 W 199.140.245183 MM 195.80.191.56 M 192.168.1.94 M 1.179.146.153

W 1.172.189.217
Figure 38
For below dashboard

WIDGET TITLE: IIS SMTP Server Methods
DATA SOURCE: IIS SMTP Server Traffic
CHART TYPE: Column

AXIS LABELS [X-AXIS]: Client to server method
LEGEND [SERIES]: Status Code

IS SMTP SERVER METHODS @GD @ ®

Series: Status Code

20 —
I TE—

0 || ||

e e e o o o i

o
SERVER METHOD
BN O N 121 B 217 B 214 BN 235 (NN 240 250 MM 334 N 352 B 250 251 452 M 500 501 502 504 N 521
BN 535 WM Sso 551 M 554
Figure 39
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For below dashboard

WIDGET TITLE: Top client IP address
DATA SOURCE: IIS SMTP Server Traffic
CHART TYPE: Donut

AXIS LABELS [X-AXIS]: Client ip address

TOP CLIENT IP DETAILS #Fe 0O ®

M o5.1.184.226 M 87176157106 M 2074616310 M 21612289

W 195.30.191.56 [l 192.168.1.94 19216803 127000 W 109.234.238.114

Figure 40
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