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About this Guide

Purpose of this guide

This guide educates the end-user to understand the interface better and to work with
the application efficiently without any hassles.

Who should read this guide

The targeted audience:

m  Network Administrators, who are designated to monitor and manage the
health of mission critical networks, RDBMS and applications.

m  Technical support personnel who can identify the problems and take
appropriate action before adverse situations happen.

Typographical Conventions

Before you start, it is important to understand the typographical conventions followed in

this guide:
Table 1 :
o This Represents
Italics References to other guides and documents.
Bold Input fields, radio button names, check boxes, drop-
down lists, links on screens, menus and menu options.
CAPS Keys on the keyboard and buttons on screens.

{Text_to_customize} A placeholder for something that you must customize.
For example, {Server_Name} would be replaced
with the name of your server/ machine name or an IP
address.

Constant width Text that you enter, program code, files and directory
names, function names.

A note, providing additional information about a certain
topic.

Vi
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Document Revision Control

Document Revision Control is an alphanumeric acronym. The components of the
acronym identify the following:

m  First two letters — name of the product
m  Second two numbers — version of the product
m  Third two numbers — build of the product

m Last four letters — document description

Version Build

||
TT 4.072 USGD
1 |

Mame of the Product Document Description

The document revision control for this guide is as given below:

Table 2 .
File Name TrapTracker v4.0 b72 User Guide
Description Updated in accordance with release version 4.0 build 72.
Status Final

Release Date

vii
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How to Get In Touch

The following section provides information on how to obtain support for documentation
and software.

Documentation Support

We welcome your honest comments and thoughtful suggestions about the quality and
usefulness of this document. For further questions, comments and suggestions on this
documentation, contact us at support@prismMicroSys.com.

Customer Support

For technical assistance regarding TrapTracker for Windows, contact us at
support@prismmicrosys.com. While contacting technical support, please have the
following information ready:

®  Your name, e-mail address, phone number and fax number

m  Topology of the network, type of hardware and the configuration you
administered

m  Version of TrapTracker for Windows
m  Operating system

m  The error message you encountered or any other error messages that
appeared on your screen

m  Description of how you tried to fix the problem

viii



Chapter 1

Getting Started

OBCHAPTER 1
GETTING STARTED

In this chapter, you will learn how to:

m Start TrapTracker for Windows
m  Work with Trap Windows

m  Work with Traps

m Upgrade License

m  Exit TrapTracker
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What is TrapTracker for Windows?

The Simple Network Management Protocol (SNMP) is today a de-facto industry
standard for monitoring and managing devices on data communication networks,
telecommunication systems and other globally reachable devices. Practically every
organization dealing with computers and related devices aims to centrally monitor,
diagnose and configure each such device across local and wide area networks. SNMP
is the protocol that enables this interaction.

TrapTracker for Windows [TTW] is a scalable, standard-compliant framework that
receives traps send by the SNMP compliant devices. TTW provides options to
categorize traps, generate custom reports and configure notifications on occurrence of
a specific trap.

TrapTracker for Windows helps the user to:
®  Monitor, consolidate, and analyze traps sent by SNMP compliant devices
m Parse MIB (based on ASN-1 format) files.

m Retrieve object and trap definitions from MIB file. This implies that MIB
modules describing the traps are compiled to facilitate the translation of
SNMP PDUs into user understandable format. Traps that cannot be
translated should not be discarded, but should be displayed and stored in raw
format.

m View the contents of MIB files in a format easily understood by the user.
m  Compile and store multiple MIBs in a single file.

m Collect and consolidate Trap details, Category details and Alert details into
the database.

m  Configure real-time notification by E-mail, beep, and custom action.

m  Conform to audit requirements suggested by GLBA, HIPAA, Sarbanes-Oxley
Changing Client Service Account, California Senate Bill 1386, the USA Patriot
Act and NISPOM.

TrapTracker Components

OBCHAPTER 1
GETTING STARTED

TTW version 4.x has the following components.

m A background process that receives and processes generic SNMP v1 and v2
traps; send by SNMP compliant devices.

m Feature-rich GUI application to categorize traps, filter traps for customized
views, configure Alerts, upgrade license etc

m A MibCompiler

10
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OBCHAPTER 1
GETTING STARTED

TrapTracker Manager

TrapTracker Manager is the nerve center of the framework. It collects SNMPv1 and v2
traps sent by various SNMP compliant network devices, validates and logs them into
the database and checks whether any Alert needs to be performed. The TTW
Manager employs the MibCompiler to translate the traps received by TrapTracker
Receiver service at port 162 into user-friendly names.

The GUI enables the user to:

m  View live System window that provides information about trap activity on all
monitored devices. Whenever a device generates traps, the criticality of the
traps is indicated by visual indicators in the All Traps window as well as in the
Systems window. The System window also provides a view, where only the
latest traps that occurred on the system can be viewed and acknowledged.

m Filter Traps for view by setting criteria

m  Acknowledge the traps that are viewed. The acknowledge traps are cleared
from view, but are committed to the database. The TrapTracker Manager
automatically acknowledges traps that are older than a specified time frame.

m  Spawn multiple new windows on the console with each window showing only
traps that match its own selection criteria.

m  Script User Notes for any specific Trap. The User Notes is useful to keep
track of what action was taken for a Trap, before the trap was acknowledged
(cleared from view). The Notes entered here are visible in the reports/history.

m Import and Export Categories

m  Generate customized reports

Note

By default, the TTW Manager uses port 162 to listen for SNMP traps
sent by SNMP compliant devices.

Database is the repository of all received traps, configured Alerts and other
configuration data.

MibCompiler

The collection of related objects implemented by a system is called an MIB:
Management Information Base. All network resources that are to be monitored are
described in the form of objects using ASN-1 language and stored in a MIB file.

MibCompiler is responsible for parsing an input MIB file and checking its syntax and
semantics for any error (if present). After successful compilation, it keeps object

11
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information in binary format, which is used by TTW Manager from SNMP PDUs to
traps translation.

The MibCompiler/Browser helps in compilation of custom MIBs into the TTW system.

Starting TrapTracker for Windows

Figure 1 TrapTracker
Manager Console

OBCHAPTER 1
GETTING STARTED

To start TrapTracker Manager
1 Double-click TrapTracker on the Control Panel.

TrapTracker displays the TrapTracker Manager Console.

4 TrapTracker Manager Consale - Demo

File Edt View Options Reports Tools Window Help

100 Trap Categories. 7 Alerts | %sFikers| S Repart | §

& All Traps

Date / Time Source Trap Mame Wariahles

@ 4142009 10:23:41 192.168.1.88 136141701112 vh1=63087, vb2=1233684815, vh3=2003-04-14 10:23:35, vbd=wEBDOC, wbh=1, vbb=3, wb7=EventTracker, vbB=2, vb
@ 44142009 10:23:41 192.168.1.88 136141701112 vh1=63088, vb2=1233684815, vh3=2003-04-14 10:23:35, vb4=WEBDOC, wbh=1, vbb=3, wb7=EventTracker, vbB8=2, vb
@ 411472009 10:23:42 .. 192.168.1.68 136141701112 vh1=63083, vb2=1233684815, vh3=2003-04-14 10:23:35, vbd=wEBDOC, wbh=3, vbb=3, wb7=EventTracker, vbB=2, vb
@ 44142003 10:23:43 .. 152.168.1.608 136141701112 vh1=63080, vb2=1233684813, vh3=2003-04-14 10:23:33, vbd=WEBDOC1, vb5=2, vbb=5, vb7=Secuity, vbB=5, vh3=86
@ 4/14/2003 102343 .. 182.168.1.88 136141701112 vh1=63041, +b2=1233684815, vh3=2003-04-14 10:23:35, wb4=WEBDOC1, whfi=2, wbE=E, wb7=5ecurty, vbB=5, vh3=86
@ 4/14/2009 10:23:43 ... 192163188 136141701112 vb1=63092, vb2=1239684816, vb3=2003-04-14 10:23:26, +b4=WEBDOC1, +b5=2, vbb=F, wb7=Security, vb8=5, vb3=8E...
@ 4/14/2009 10:23:43 ... 192163188 136141701112 vb1=63093, vb2=1239684817, vb3=2003-04-14 10:23:37, +b4=WEBDOC1, +b5=2, vbb=F, wb7=Security, vb8=5, vb3=8E...
@ 41472009 10:23:43 ... 192168188 136141701112 vb1=63094, vb2=1239684218, vb3=2003-04-14 10:23:28, +b4=WEBDOC1, +b5=2, vb&=F, wb7=Security, vb8=5, vb3=8E...
@ 411472009 1062343 .. 192.168.1.88 136141701112 vbi1=63095, vb2=1239684219, vb3=2003-04-14 10:23:29, +b4=WEBDOC1, vbB=2, vbb=F, wb7=Security, vb8=5, vb3=8E...
@ 4142009 10:23:43 .. 192.168.1.88 138147701112 vb1=63096, vb2=1239684520, vb3=2003-04-14 10:23:40, vb4=WEBDOCT, wbi=2, vbE=h, wbi=Secuity, vb8=0, vbI=8E...
@ 41472009 10:23:44 .. 192.168.1.80 1368141701112 vb1=62097, vb2=1239684821, vb3=2009-04-14 10:23:41, vb4=WEBDOCT, wbi=2, vbE=5, wb7=Security, vbB=5, vbI=BE...
@ 414/2009 10:23:44 .. 192.168.1.80 1368141701112 vb1=62098, vb2=1239684821, vb3=2009-04-14 10:23:41, vb4=WEBDOC?, wbh=2, vbE=4, wb7=Security, vbB=5, vb3=59...
@ 411472009 10:23:44 .. 192.168.1.68 136141701112 vhb1=63033, vb2=1233684822, vb3=2003-04-14 10:23:42, wb . . wbb=5, vb7=Security, vhB=5, vh3=86.

192.168.1.88 1.361.417011.12 +h2=1233684823, vh3=2003-04-14 10:23:43, vhe

10:23:44
10
Maximum Traps Shown: 1000 | Selected Trap: 95 | Total Traps In Window: 35

|

vh1=63100,

@ 411472009
SF o

12

Spstem Name | IP Address | Critical | Waring | Major | Information | Minor | Clear
@ 192168.1.88 192.168.1.88 o o 1) 1) o 95
Spstems With: | @ Ciitical Traps: 0 |3 Warming Traps: 0 @ Major Traps: 0 Total Spstems: 1 | Total Traps: 95 | Trap Fate: 113 Trap(s) / Minute

If the number of unacknowledged traps exceeds the window view limit,
TrapTracker displays the “Select View Option” dialog box.

12
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Figure 2 Select View . :
Option dialog box & Select Wiew Option

There are 2220 unacknowledged traps. Loading all may cause delay.
Fleaze select a view option.

O ptiore:

i+ | nad Becent Traps [upto rasirum traps view limit, curenty: 1000

(" Shaow Only Hew Traps [logged traps will not be loaded far wigw]

Al trapz have been logged and wow can view them at any time uging
[Reports | Report ¢ Hizton].

aK

2 To view only the recent traps, select the Load Recent Traps (up to
maximum traps view limit, currently 1000) option.

3 To view new traps that are not logged into the database, select the Show
Only New Traps (logged traps will not be loaded for view) option.

Note

TrapTracker does not display the “Select View Option” dialog box at
the first instance you start the TrapTracker Manager Console.

4  Click OK.

TrapTracker Manager Console

This section covers a conceptual overview of the TrapTracker Manager console. It
helps you understand the menus and general interface of the TrapTracker Manager.

OBCHAPTER 1
GETTING STARTED 13
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Figure 3 TrapTracker
Console User Interface

Table 3

OBCHAPTER 1
GETTING STARTED

Title Bar All Traps Window
% TrapTracker Marager Console - Dema
File Edt View Offions Reports Tools

I8 Trap Categories| j# Alerts | %

4 All Traps

Date / Time Source Trap Name Wariables

@ 41472009 10:23:41 ... 19216188 136141701112 vb1=63087, vbh2=1239684815, vb3=2003-04-14 10:23:35, +b4=WEBDOCT, +bB=1, vbb=3, wb7=EventTracker, vbB=2, vb..
@ 41472009 1062341 .. 192.168.1.88 136141701112 vb1=63028, vb2=1239684815, vb3=2003-04-14 10:23:35, +b4=WEBDOCT, vbB=1, vbb=3, wb7=EventTracker, vbB=2, vb..
@ 414/2009 10:23:42 .. 192.168.1.88 138141701112 vb1=63089, vb2=1239684815, vb3=2009-04-14 10:23:35, vb4=WEBDOC, wbi=3, vbE=3, wb7=EventTracker, vb8=2, vb..
@ 41142009 10:23:43 .. 192.168.1.60 1368141701112 vb1=62090, vb2=1239684813, vb3=2009-04-14 10:23:23, vb4=WEBDOC?, wbh=2, vbE=5, wb7=Security, vbB=5, vbI=BE...
@ 411472009 10:23:43 .. 192.168.1.68 136141701112 vh1=63091. +b2=1233684815. vh3=2003-04-14 10:23:35, +bd=EBDOC1. vhh=2. vbb=5. vb7=Security. vbB=5. vhI=86
@ 411472009 10:23:43 .. 192.168.1.68 136141701112 vh1=63092, vb2=1233684816, vh3=2003-04-14 10:23:36, +bd=wEBDOC1, whh=2, vbb=5, vb7=Security, vbB=5, vhI=86
@ 411472009 10:23:43 .. 192.168.1.68 136141701112 vh1=63093, vb2=1233684817, vh3=2003-04-14 10:23:37, vbd=wEBDOC1, whh=2, vbb=5, vb7=Security, vbB=5, vhI=86
@ 411472009 10:23:43 .. 192.168.1.68 136141701112 vh1=63034, vb2=1233684818, vh3=2003-04-14 10:23:38, +bd=wEBDOC1, whh=2, vbb=5, vb7=Security, vbB=5, vh3=86
@ 411472009 10:23:43 .. 192.168.1.68 136141701112 vh1=63035, +b2=1233684819, vh3=2003-04-14 10:23:39, vbd=EBDOC1, whh=2, vbb=5, vb7=Security, vbB=5, vh3=86
@ 4A14/2003 102343 .. 192.168.1.608 136141701112 vh1=63036, vb2=1233684520, vh3=2003-04-14 10:23:40, vbd="EBDOCT, whi=2, vbb=5, vb7=Security, vb8=5, vhI=86
@ 4/14/2003 102344 .. 182.168.1.88 136141701112 vh1=B3047, +b2=1238684821, vh3=2008-04-14 10:23:41, wb4=WEBDOC1, whfi=2, wbE=E, wh7=5ecurity, vbB=5, vh3=86.
@ 4A14/2009 102344 .. 192.168.1.88 136141701112 vh1=63098, vb2=1233684821, vh3=2003-04-14 10:23:41, wbd=WEBDOCT, vhf=2, whEi=4, vb7=Secuity, vbB=5, vh3=53
@ 41472009 10:23:44 .. 192165188 136141701112 vb1=63099, vb2=1239684822, vb3=2003-04-14 10:23:42, +b4=WEBDOC1, +b5=2, vbb=F, wb7=Security, vb8=5, vb3=8E...

wb2=1239654823, vb3=2009-04-14 1

@ 2/14/2009 10:23:44 .. 192168188 1.36.1.41.7011.1.2
@ 0 19, 4 112
Mazimum Traps Showr: 1000 | Selected Trap: 95 | Total Traps In Window: 35

vb1=63100, 0:23:43, vb4=wEBDOC1,
P ] 0. 1

Systern Nams | IP Address | Critical | waining | Major | Infarmnation | Minar | Clear

@ 152168.1.68 192168168 0 [ [ [ [ 95
L Systems Window

Systems Witk |@ Criical Traps: 0 | @ Wagring Traps: 0| @ Major Traps: 0 Total Systems: 1 | Tatal Traps: 95 | Trap Rate: 113 Trapls] / Minute

Status Bar

Title Bar

The top strip of the TrapTracker window is the Title Bar. The Title Bar shows the name
of the application.

Menu Bar

The menu bar contains menus with relevant commands. From the menus, choose
appropriate commands or use shortcut keys to execute commands.

Toolbar

The toolbar contains buttons with tool tips to perform basic tasks.

Click To

View details of the trap selected from All Traps

window.
ﬁ Trap Cakegaries Configure and manage Trap Categories
/ Alerts Configure Alerts and Alert actions.
¥w1Filkers Configure and manage filters.
=] Report Generate consolidated reports by setting a wide range

of parameters like Time Range, Categories, and
VarBinds match.

14
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Table 4

Table 5

OBCHAPTER 1
GETTING STARTED

All Traps Window

Displays all traps received by the TrapTracker Receiver. It can be resized, dragged
and tiled vertically or horizontally. The maximum window view limit is 1000 and can be
configured to display traps within this limit.

Field Description
Date/ Time Date and Time of the trap received by the TTW
Receiver.
Source Source from where the traps originated.
Trap Name Name of the trap.
Variables Variable definitions defined in the MIBs.
Status Bar

Displays the window view limit, serial number of the trap selected when a single trap is
selected, or serial number of the last trap selected when multiple traps are selected
and the total number of traps displayed currently in the window.

Systems Window
Displays the name of all monitored SNMP compliant devices.

Field Description
System Name Name and domain of the SNMP compliant device.
IP Address IP address of the device
Critical Count of Critical severity traps
Warning Count of Warning severity traps
Major Count of Major severity traps
Information Count of Information traps
Minor Count of Minor severity traps
Clear Count of Clear severity traps
Status Bar

The first section displays the trap criticality legend. The second section displays the
total number of systems being monitored, total number of traps received from the
monitored systems and the rate at which the traps are received.

15
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Working with Trap Windows

OBCHAPTER 1
GETTING STARTED

TrapTracker provides an option to open up multiple trap windows, with each window
displaying only traps that satisfy its selection criteria. This feature is useful in viewing
the trap activity of certain devices in isolation from the rest of the enterprise.
Creating a New Trap Window

This option enables you to create a new trap window.

To create a new trap window
1 Open the TrapTracker Manager console.

2 From the File menu, choose New Window.
(OR)
Press Ctrl + N on your keyboard.
(OR)
From the Windows menu, choose New Window.

TrapTracker displays the “Select Window Parameters” window.

16
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Figure 4 Select
Window Parameters
dialog box

Severity;

Genernc:

Traps:

katch In
WarBinds:

Enterprize:

& Select Window Parameters

Windonw M anme:

Select View Parameters:
i* “iew By Trap Categaory
Select An Trap Categong: |-.ﬁ.ll-

i Wiew By Custom Selection

Source [Mame / [P):

WORKING WITH TRAP WINDOWS

X]

Ll L

-All-

LCancel |

Table 6 .
Field

Window Name

View By Trap Category

View By Custom Selection

Source (Name/IP)

OBCHAPTER 1
GETTING STARTED

Description

Type a descriptive name of the window.
This option is selected by default.

Select a pre-defined Category or user-defined
category from the “Select A Trap category” drop-down
list.

By default, the drop-down list has the following values
-All-, sysStartup Events, linkUp, linkDown.

The list gets populated along with the pre-defined
Categories when you create new Categories.

Type the name or IP address of the source of traps.
You can explicitly define the Name/IP address of
SNMP compliant devices and monitor traps sent only
by those devices.

17
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Field

Severity

Generic

Enterprise

Traps

Match in VarBinds

WORKING WITH TRAP WINDOWS

Description

Select a severity level of traps.

Available options are -All-, Clear, Minor, Information,
Major, Warning, and Critical.

This drop-down list is populated with pre-defined
generic traps, which are common to all the SNMP
compliant devices.

The generic traps are as follows: -All-, coldStart,
warmsStart, linkDown, linkUp, authenticationFailure,
egpNeighborLoss, and enterpriseSpecific.

EnterpriseSpecific are vendor-specific traps, which are
defined by the vendors so that their devices can meet
their special management needs.

coldStart - the sender is reinitializing and its
configuration may change

warmStart - the sender is reinitializing but its
configuration will not change

linkDown - failure in one of the agent’s links
linkUp - one of the agent’s links is up

authenticationFailure - the agent received an
improperly authenticated protocol message
authenticated

egpNeighborLoss - an Exterior Gateway Protocol
neighbor is down

enterpriseSpecific - The trap is identified as not being
one of the a basic one

This option is enabled only when you choose the
“enterpriseSpecific” option in the “Generic” drop-down
list.

This list box is populated with the available compiled
MIBs.

This list box is populated with the traps that are
available in the enterprise MIB you have chosen.

To further narrow down your selection criteria, you can
type a variable in this field.

The new window you create will display the traps that
match the variable you have typed.

3 Select/enter appropriately in the relevant fields.

OBCHAPTER 1
GETTING STARTED
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Figure 5 Select ) -
Window Parameters 4 Select Window Parameters R |
dialog box with user- —
defined parameters window M arme: |New Wwindow

Select View Parameters:
i “iew By Trap Categaory
Select An Trap Eategnr_l,l:| J

i* “iew By Custom Selection

Source [Mame / [P): |we|:u:||:u:'| .Toonz. local

Severity: | Clear ﬂ
Generic: | Al j
Enterprize: | J
Traps: o

katch In =

Y arBinds; e

] LCancel |

TrapTracker displays the trap details for the aforementioned selection criteria in a
new window.

OBCHAPTER 1
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Figure 6 New Trap 4 TrapTracker Manager Console - Dema
Window File Edt View Options Reports Tools Window Help

I8 Trap Categories. 7 Alerts | % Filters Report ﬂ

4 All Traps

Date / Time Source Trap Name Wariables
@ 4/14/2009 10:45:26 ... webdoc]. Toon..  1.3614.1.7011.1.2 vb1=E4044, +b2=1239686125, vb3=2009-04-14 10:45:25, vb4=WEBDOCT, vb5=2, vbE=E, vb7=Securily,

vbB=5,

@ 41472009 10:45:27 .. webdoc] Toon..  1.3261.417011.1.2 b1 =E4045, +b2=1239686126, vb3=2009-04-14 10:45:26, vb4=WEBDOC1, vb5=2, vbE=E, vb7=Securily,
@ 4/14/200910:45:29 .. webdocl.Toon..  1.361.41.7011.1.2 b1 =E4046, +b2=1239686127. vb3=2009-04-14 10:45:27, wb4=WEBDOCT, vb5=2, vbE=E, vb7=Securily,
@ 411472009 10:45:29 .. webdocl.Toon.. 1.381.41.7011.1.2 vb1=64047, vb2=1239686128, vb . wbd=WEBDOCT, wbh=2, vbE=h, wbi=Secuity,
@ 411472009 10:45:30 .. webdocl.Toor.. 136141701112 vb1=64048, vb2=1239686129, vb3=2009-04-14 10:45:29, vba4=WEBDOC, wbh=2, vbE=4, wb7=Security,
@ 4142009 10:45:30 .. webdocl.Toor.. 136141701112 vb1=64049, vb2=1239686129, vb3-2009-04-14 10:45:29, vb4=WEBDOC, wbh=2, vbb=4, wb7=Security,
@ 441472009 10:45:30 .. webdoc. Toon 136141701112 vh1=64050, vb2=1233686129, vh3=2003-04-14 10:45:29, vbd=wEBDOCT, whh=2, vbB=5, wb7=Securty,
@ 441472009 10:45:31 wehdoc1 Toon 136141701112 vh1=64051, vb2=1233686130, vh3=2003-04-14 10:45:30, wbd=EBDOC1, wh5=2, vbb=5, wh7=Security, vbB=5,

Mazimum Traps Showr: 1000 |Se\ecled Trap: 1000 | Total Traps In indow: 1000

4 New Window (Custom View)

Date /[Time Source Trap Name Wariahles
Q@ 4142009 10:45:26 .. webdoc] Toon..  1.361.417011.1.2 vb1=E4044, +b2=1239686125, vb3=2009-04-14 10:45:25, vb4=WEBDOC1, vb5=2, vbE=, vb7=Securily,
@ 4/14/2009 10:45:27 ... webdoc!. Toon..  1.381.4.1.7011.1.2 b1 =E4045, +b2=1239686126, vb3=2009-04-14 10:45:26, vb4=WEBDOC1, vb5=2, vbE=E, vb7=Securily,

@ 441472009 10:45:29 .. webdoc!. Toon..  1.361.4.1.7011.1.2 b1 =E4046, +b2=1239686127. vb3=2009-04-14 10:45:27, wb4=WEBDOCT, vb5=2, vbE=E, vb7=Securily,
@ 41142009 10:45:29 .. webdocT.Toon.. 138141701112 vb1=E4047, +b2=1239686128, vb3=2009-04-14 10:45:28, vb4=WEBDOCT, vb5=2, vbE=E, vb7=Securily,
@ 41472009 10:45:30 .. webdocl.Toon.. 1.381.41.7011.1.2 vb1=64048, vb2=1239686129, vb3=2003-04-14 10:45:29, vb4=WEBDOCT, wbh=2, vbE=4, wb7=Secuity,
@ 4142009 10:45:30 .. webdocl.Toor.. 136141701112 vb1=64049, vb2=1239686129, 09-04-14 10:45:29, wb4=WEBDOCT, wb5=2, vbb=4, wb7=Security,

@ 41472009 10:45:30 .. webdocl.Toor..  1.3.61.4.1.7011.1.2 09-04-14 10:45:29,

Traps Showre 1000 | Selected Trap: 833 | Total Traps In Window: 833

IP Address Critical Waining Information
@ webHoc1. Toons local 152.168.1.88 o o [1} [1} o 1045

Systemdwith: | @ Criical Traps: 0 |@ Warning Traps 0 @ Major Traps: 0 Total Systems: 1 | Total Traps: 1045 | Trap Riate: 30 Trapls) / Minute A

Custom View

Renaming a Trap Window

This option enables you to rename a trap window.

To rename a trap window
1 Click the window that you want to rename.

2 From the Edit menu, choose Rename Window.

Note

This option is available for All Traps window, Systems window, and
user-defined windows.

TrapTracker displays the “TrapTracker” dialog box.

OBCHAPTER 1
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Figure 7 TrapTracker
rename dialog box

TrapTracker

E3
Enter Mew Mame:

Cancel

3
4

OBCHAPTER 1
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Type an appropriate name in the Enter New Name field
Click OK.
(OR)

Right-click any row on the window that you want to rename.

Note

This option is available only for All Traps window & user-defined
windows and not for Systems window.

TrapTracker displays the shortcut menu.
From the shortcut menu, choose Window Properties.
(OR)

From the View menu, choose Window Properties.

Note

This option is available only for All Traps window & user-defined
windows and not for Systems window.

TrapTracker displays the “Window Parameters” window.
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Figure 8 Window . 1
Parameters dialog box 4 Window Parameters _|

Windonw M anme: I ew Window [Cuztom Wiew]

WWindow Parameters [Fead Only]:
{

Select An Trap Eategnr_l,l:| J

Source [Mame / [P): |
Severity; |

Ll

Genernc: |

Ll L

Enterprize: |

Traps: o

katch In
WarBinds:

] LCancel |

5 Type an appropriate name in the Window Name field and then click OK.

Note

In Window Parameters dialog box, only the Window Name field is
editable. The remaining fields are disabled and non-editable.

Cascading Trap Windows

This option enables you to cascade all trap windows.

To cascade trap windows
m  From the Window menu, choose Cascade.

TrapTracker displays the cascaded trap windows.

OBCHAPTER 1
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Figure 9 Cascaded

Trap Windows File Edt View Options Reports Tools Window Help

& | Bivepcogories|  dorts| pgrhors| Hpewore| 9 |

Date / Time Source Trap Mame Wariahles

@ 4/14/2003 10:54:37 . webdoc. Toon 136141701112 vh1=64436, vb2=1233686677, vh3=2003-04-14 10:54:37, +bd=wEBDOCT,
@ 4/14/2003 10:54:38 .. webdoc. Toon 136141701112 vh1=64437, +b2=1233686678, vh3-2003-04-14 10:54:38, +bd=wEBDOCT,
@ 4/14/200310:54:33 .. webdoc. Toon 136141701112 vh1=64438, +b2=1233686673, vh3=2003-04-14 10:54:33, +bd=wEBDOCT,
@ 41142003 105441 webdoc Toon 136141701112 vh1=64438, +b2=1233R86680, vh3=2008-04-14 10:54:40, «b4=wEBDOCT,
@ 4/14/2003 1054:41 webdoc Toon 136141701112 . wh2=1233R8EE81, 003-04-14 10:54:41, wba=wEBDOCT,
@ 414/200910:54:42 .. webdoc] Toon.. 1.361.417011.1.2 . wh2=1239686682, 009-04-14 10:54:42, wba=wWEBDOCT,
@ 414/200910:54:43 .. webdoc] Toon..  1.361.417011.1.2 . whi2=1239686683, 009-04-14 10:54:43, wba=wEBDOCT,
@ 414/200910:54:44 .. webdoc] Toon..  1.361.417011.1.2 vb1=64443, +b2=1239686684, vb3=2009-04-14 10:54:44, wba=wEBDOCT,
@ 4/14/2009 10:54:45 .. webdocl.Toon.. 1.361.41.7011.1.2 Kl 4444, wb2=1239686685, 009-04-14 10:54:45, wba=wEEBDOCT,
@ 4114/2003 10:54:47 .. webdocl.Toon.. 138141701112 vb1=64440, vb2=123968668E, vb3=2003-04-14 10:54:46, +ba=w'EBDOCT,
B 414/2009 10:54:47 .. webdocl.Toor.. 136141701112 vb1=64446, vb2=123968668E, vb3-2009-04-14 10:54:46, +bd=wEBDOCT,
@ 4/14/2003 10:54:47 . webdoc. Toon 136141701112 vh1=64447. +b2=1233686686. vh3=2003-04-14 10:54:46, +bd=wEBDOCT.
@ 4/14/2003 10:54:47 . webdoc. Toon 136141701112 . wh2=123368E687, 003-04-14 10:54:47, wbd=wEBDOCT,
@ 4/14/2003 10:54:45 . webdoc. Toon 136141701112 . wbi2=1239686688, vh3=2003-04-14 10:54:48, +bd=wEBDOCT,
@ 4/14/2003 10:54:45 . webdoc. Toon 136141701112 K 4450, wh2=1239686688, 003-04-14 10:54:48, wb4=wEBDOCT,
@ 4/14/2003 10:54:49 . webdoc. Toon 136141701112 vh1=64451, +b2=1233686689, vh3=2003-04-14 10:54:43, +bd=wEBDOCT,
@ 4/14/2003 10:54:51 webdoc Toon 136141701112 vh1=64452, vb2=1233686630, vh3=2003-04-14 10:54.50, «bd="EBDOCT,
@ 4142008 105451 webdoc Toon 136141701112 vh1=64463, +b2=1233R8EE31, vh3=2003-04-14 10:54.61, «bd=wEBDOCT,
@ 414/2009 105451 .. webdoc] Toon.. 1.361.417011.1.2 vb1=54454, +b2=1239686631, vb3=2009-04-14 10:54.51, wba=wEBDOCT,
@ 414/200910:5452 .. webdoc] Toon.. 1.361.417011.1.2 vb1=B445E, +b2=1239686692, vb3=2009-04-14 10:54:52, wba=wEBDOCT,
@ 4/14/2003 10, 4457, wb2=123965663. (il 10:54:53, wb4=wEBDOCT
@

Masimum Traps Shown: 1000 | Selected Trap: 1000 | Total Traps Inwindow: 1000

Tile Trap Windows Horizontally

This option enables you to tile trap windows horizontally.

Tile trap windows horizontally
m  From the Window menu, choose Tile Horizontal.

TrapTracker displays the trap windows tiled horizontally.

OBCHAPTER 1
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Figure 10 Trap
Windows tiled
horizontally.
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4 TrapTracker Manager Console
File Edt Vien Options Reports Tooks Window Hel

I8 Trap Categories. 3 Alerts

4 New Window (Custom View)

iFilters| =|Report ﬂ

Date / Time Source Trap Name Wariables
Q@ 4A4/2009 10:55:39 .. webdoc] Toon..  1.361.417011.1.2 vb1=E4468, vb2=1239686738, vb3=2009-04-14 10:55:38, vb4=WEBDOCT, wb5=2, wbb=4, vb7=Security, vbB=4, vb3=57...
@ 4A14/2009 10:55:40 .. webdoc] Toon..  1.3261.417011.1.2 vb1=E4469, +b2=1239686739, vb3=2009-04-14 10:55:39, wb4=WEBDOCT,

@ 4/14/2009 10:55:42 .. webdocl.Toon.. 1.381.41.7011.1.2 vb1=64470, vb2=1239686741, vb3=2003-04-14 10:55:41, +b4=WEBDOCT,
@ 411472009 10:55:43 .. webdocl.Toon.. 1.381.41.7011.1.2 vb1=64471, vb2=1239686742, vb3=2003-04-14 10:55:42, +b4=wWEBDOCT,
@ 4142009 105544 .. webdocl.Toor.. 136141701112 vb1=6447E, vb2=1239686743, vb3-2009-04-14 10:55:43, +b4=wEBDOC1,
@ 4/14/2009 105545 .. webdoc. Toon 136141701112 vh1=64477. vb2=1233686744. vh3=2003-04-14 10:55:44. «bd=wEBDOCT.
@ 441472009 10:55:46 1.361.417011.12 . vbi3=2009-04-14 10:55:45, vb4=WEBDOC1,
@

wehdoc1. Toon

Masimum Traps Showrs 1000 | Selected Trap: 1000 Total Traps In Window: 1000

4 All Traps

Date / Time Source Trap Name Wariables ~
Q@ 4A4/2009 10:55:44 .. webdoc] Toon..  1.361.417011.1.2 vb1=B4472, vb2=1239686743, vb3=2009-04-14 10:55:43, vb4=WEBDOCT, wb7=EventTracker, vbB=2, vb..
@ 4A4/2009 10:55:44 .. webdoc] Toon..  1.361.417011.1.2 vb1=E4473, +b2=1239686743, vb3=2009-04-14 10:55:43, vb4=WEBDOCT, ventTracker, vb8=2, vb..
@ 4/14/2003 10:55:44 ... webdocl.Toon..  1.361.41.7011.1.2 vb1=E4474, +b2=1239686743, vb3=2009-04-14 10:55:43, vb4=WEBDOCT, =EventTracker, vbB=2, vb..
@ 4/14/2009 10:55:44 .. webdocl.Toon.. 1.381.41.7011.1.2 vh1=64475, vb2=1239686743, vb3=2003-04-14 10:55:43, «b4=WEBDOCT, =EventTracker, vb8=2, vb..
@ 41472009 105544 .. webdocl.Toor.. 136141701112 vb1=6447E, vb2=1239686743, vb3=2009-04-14 10:55:43, wb4=wWEBDOCT, =Security,
@ 4A14/2009 105545 .. webdocl.Toor.. 136141701112 vb1=64477, vb2=1239686744, vb3-2009-04-14 10:55:44, +b4=wEBDOC1, =Security,
@ 41472009 105546 .. webdoc. Toon 136141701112 vh1=64478, vb2=1233686745, vh3-2003-04-14 10:55:45, +bd=wEBDOCT, ., wh7=Security, L
@ 4/14/2009 105547 . webdoc. Toon 136141701112 vh1=64479, vb2=1233686746, vh3=2003-04-14 10:55:46, vbd="EBDOC1, whh=2, vbb=5, wh7=Security, vbB=5, vh3=86 F
Mazimum Traps Showr: 1000 | Selected Trap: 1000 | Total Traps In window: 1000 Y

System Name P Adchess Crical Waming Major Information Minor Clear
@ webdocl. Toons local 192168188 0 [ [ [ [ 1471
Systems Witk |@ Criical Traps: 0 |@ Warning Traps 0 @ Major Traps: 0 Total Systems: 1 | Total Traps: 1471 | Trap Riste: 37 Trapls) / Minute

Tile Trap Windows Vertically

This option enables you to tile trap windows vertically.

Tile trap windows vertically
m  From the Window menu, choose Tile Vertical.

TrapTracker displays traps windows tiled vertically.
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Figure 11 Trap % TrapTracker Manager Consale - Dema

Windows tiled File Edit View Options Reports Tooks Window Help
Verticauy I8 Trap Categories. 7 Alerts | %Fiters| =|Report | F

4 New Window (Custom View)

Date / Time | Source | TrapMame &
@ 4/14/2009 105549 .. webdocl Toon.. 1.36.1.41701
@ 4/14/2009 105550 .. webdocl.Toon.. 1.36:1.41.701
@ 4/14/2009 10:5551 ... webdocl.Toon.. 1.3.61.4.1.701
@ 4/14/200910:5552 ... webdocl.Toon..  1.3.61.4.1.701
@ 4/14/200910:5553 ... webdocl.Toon..  1.3.61.4.1.701
@ 4/14/2009 10:55:54 webdoc1.Toan. 1361.417M
@ 4/14/2009 10:55:55 webdoc1.Toan. 1361.417M
@ 4/14/2009 10:55:56 webdoc1.Toan. 1.361.417M
@ 4/14/2009 10:5557 webdoc1.Toan. 1.361.417M
@ 4/14/2009 105557 webdoc1.Toan. 1.36.1.41.7mM
@ 4/14/200910:55:53 webdoc].Toon. 1.36.1.41.7mM
@ 4/14/2009 10.5553 webdoc]. Toaon. 1.36.1.41.7M
@ 4/14/200910.56:00... webdoclToon... 1.36:1.41.701
@ 4/14/200910.56:00... webdocl.Toon... 1.36:1.41.701
@ 4/14/2009 105601 ... webdocl.Toon.. 1.36:1.41.701
@ 4/14/2009 105601 ... webdocl.Toon.. 1.36:1.41.701
@ 4/14/2009 10:56:07 ... webdocl.Toon..  1.3.61.4.1.701
@ 4/14/200910:56:02 ... webdocl.Toon..  1.3.6.1.4.1.701
@ 4/14/200910:56:03 ... webdocl.Toon..  1.3.61.4.1.701
@ 4/14/2009 10:56.03 webdoc1.Toan. 1361.417M
@ 4/14/2009 10:56.05 webdoc1.Toan. 1361.417M
@ 4/14/2009 10:56.06 webdoc1.Toan. 1.361.417M
@ 4/14/2009 10:56.07 webdoc1.Toan. 1.361.417M
@ 4/14/2009 10:56:08 webdoc1.Toan. 1.36.1.41.7mM
@ 4/14/2009 10.56:08 webdoc]. Toon. 1.361.41.7M
@ 4/14/200910:56:10 webdoc]. Toaon. 1.36.1.41.7M
@ 4/14/200910.56:12... webdocl Toon... 1.36:1.41.701
@ 4/14/200910.56:12... webdocl.Toon.. 1.36:1.41.701
@ 4/14/2009 1056113 ... webdocl Toon.. 1.36:1.41.701
@ 4/14/2009 10:56:74 ... webdocl.Toon..  1.3.61.4.1.701
@ 4/14/200910:5615 ... webdocl.Toon..  1.3.6.1.4.1.701
@ 4/14/200910:56:19 ... webdocl.Toon..  1.3.6.1.4.1.701
@ 4/14/2009 10:56:18 webdoc1.Toan. 1361.417M =

Date / Time Source TrapMame
@ 4/14/2009 10:55:46 ... webdocl. Toon.. 1.3.61.4.1.701
@ 4/14/2009 10:55:47 ... webdocl.Toon..  1.3.6.1.4.1.701
@ 4/14/2009 10:55:45 .. webdocl.Toon.. 1.3.61.41.701
@ 41472009 10:55:49 .. webdocl.Toon.. 1.3.61.41.701
@ 4A14/2009 105550 .. webdocl.Toor..  1.3.61.41.701
@ 441472009 10:55:51 wehdoc. Toon 136141701
@ 41142009 105552 .. webdoc. Toon 136141701
@ 441472009 105553 .. webdoc. Toon 136141701
@ 41142009 105554 .. webdoc. Toon 136141701
@ 4/14/2003 105555 .. webdoc] Toon 1.361.41.701
@ 4/14/2003 105556 .. webdoc1. Toon 1.361.41.701
@ 4/14/20091056:57 .. webdoc. Toon 1.361.4.1701
@ 4/14/2009 105557 ... webdocl.Toon.. 1.3.61.4.1.701
@ 4/14/2009 105559 ... webdocl.Toon.. 1.3.61.4.1.701
@ 4/14/2009 105559 ... webdocl.Toon.. 1.3.61.4.1.701
@ 4/14/2003 10:56:00 .. webdocT.Toon..  1.361.41.701
@ 4/14/2009 10:56:00 .. webdocl.Toon..  1.3.61.41.701
@ 41472009 1056:01 ... webdocl.Toor..  1.3.61.41.701
@ 41472009 1056:01 ... webdocl.Toor..  1.3.61.41.701
@ 441472009 10:56:01 wehdoc. Toon 136141701
@ 41142009 1056:02 .. webdoc. Toon 136141701
@ 41142009 1056:03 .. webdoc. Toon 136141701
@ 4/14/2009 1056:03 .. webdoc. Toon 136141701
@ 4/14/20031056:05 .. webdoc] Toon 1.361.41.701
@ 4/14/20031056:06 .. webdocl. Toon 1.361.41.701
@ 4/14/20091056:07 .. webdoc]. Toon 1.361.4.1701
@ 4/14/2009 10:56:03 ... webdocl.Toon..  1.3.6.1.4.1.701
@ 4/14/2009 10:56:09... webdoc]. Toon..  1.3.6.1.4.1.701
@ 4/14/2009 10:56:10 ... webdoc]. Toon..  1.3.6.1.4.1.701
@ 4/14/2009 105612 .. webdocl.Toon..  1.3.61.41.701
@ 4/14/2009 105612 .. webdocl.Toon..  1.3.61.41.701
@ 4114/2009 105613 .. webdocl.Toor..  1.3.61.41.701
@

Spstem Mame
@ webdocl. Toons local

~

< | >
Mazirnum Traps Showr: 1000 | Selected Trap: 1000 | Total Traps

< | bd
taximum Traps Shown: 1000 | Selected Trap: 1000 | Total Traps

£ | >
Systems with: | @ Criical Traps: 0 |@ Warning Traps 0 @ M

Closing a Single Trap Window

This option enables you to close a single trap window.

To close a single trap window
1 Click the window that you want to close.

2 From the Window menu, choose Close.

TrapTracker closes the selected window gracefully.

Note

TrapTracker minimizes, when you try to close the Systems window.

Closing All Trap Windows

This option enables you to close all trap windows

OBCHAPTER 1
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WORKING WITH TRAP WINDOWS

To close all windows
m  From the Window menu, choose Close All.

TrapTracker closes all windows except the Systems window.

Viewing Window Properties

This option enables you to view properties of a selected window

To view properties of a selected window
1 Click the window that you want to view properties.

2 From the View menu, choose Window Properties.
(OR)

Right-click a trap detail record on the All Traps window or the new trap
window created by you.

TrapTracker displays the shortcut menu.
From the shortcut menu, choose Window Properties.

TrapTracker displays the “Window Parameters” window.
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Figure 12 Trap . .
window parameters 4 Window Parameters _ X l
dialog box. —

Windonw M anme:

WWindow Parameters [Fead Only]:
{

Select An Trap Eategnr_l,l:| J

Source [Mame / [P): |
Severity; |

Ll

Genernc: |

Ll L

Enterprize: |

Traps: o

katch In
WarBinds:

] LCancel |

Only the Window Name field is editable, while the remaining fields are disabled.

Note

You cannot view properties of the Systems window. When you
choose Systems window to view properties, TrapTracker disables the
Trap Details command button B on the toolbar, and Window
Properties command on the View menu.

View All Trap Details in the Notepad

This option enables you to view all trap details in the Notepad.

To view all trap details (Print Preview)
1 Click the All Traps window or any other trap window you have created.

OBCHAPTER 1
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Figure 13 Print
Preview.

WORKING WITH TRAP WINDOWS

2 From the File menu, choose Print Preview.
(OR)
Press the shortcut keys CTRL+P on you keyboard.
TrapTracker displays the trap details in the Notepad.

B WindowPrint - Notepad

Fil= Edit Format Yiew Help

TrapTracker - a1l Traps
Generated on: 4,/14,/2009 11:02:49 AM

Date & Time:
source:

IP address:
severity:
Generic:
Enterprise:
Trap Mame:
variable Binds:

Mame 2

mMore Information:
User MNotes:

441472009 10:38:45 am

webdocl. Toons., Tocal

152.168.1. 88

Clear

enterprisespecific

1.3.6.1.4.1.7011.1

1.3.6.1.4.1.7011.1.2

whl=63750, vb2=1239685724, vb3=2009-04-14 10:38:44, wvh4=wEBDOCL,

wh5=2, wh&=5, wvh7=Security, wh8=5, wh9=861, whl0=The windows Firewall has detected an
application listening for incoming traffic

Path: C:iwProgram Fileshprism microsystems\Ev

Date & Time:
Source:

IP address:
Severity:
Generic:
Enterprise:
Trap Mame:
variable Binds:

441472009 10:358:46_am

wehdocl. Toons., Tocal

152.168.1. 88

Clear

enterprisespecific

1.3.6.1.4.1.7011.1

1.3.6.1.4.1.7011.1.2

whl=63751, wh2=1239685725, wb3=2009-04-14 10:38:45, wvh4=wEBDOCL,

vh5=2, vhe=3, vb7=security, wbi8=5, wh9=86l1, vbl0=The windows Firewall has detected an
application Tistening for incoming traffic

Mame: -
Path: Ciwprogram Fileshprism microsystems\Ev

You can print the trap details by selecting appropriate commands in the Notepad.

Note

You cannot view the print preview when you choose the Systems
window. TrapTracker disables Print Preview command on the File

menu.

View All Trap Details in a Window

OBCHAPTER 1
GETTING STARTED

This option enables you to view trap details in a window.

To view trap details

1 Click the All Traps window or any other trap window that you have created.

2 Right-click any row that you want to view details.
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TrapTracker displays the shortcut menu.
From the shortcut menu, choose Trap Details.

3 You can also view the trap details by choosing Trap Details from the View
menu.

(OR)

Click =" on the toolbar.

(OR)

Double-click the row that you want to view details.

TrapTracker displays the “Trap Detail” window.

Figure 14 Trap Detail i
dialog box & Trap Detail @

Date & Time: 4/14/2009 11:02:48 Ak
Source: webdoc]. Toons local

IP Address: 192168.1.88

Severity: Clear

enerc: enterprizeSpecific
Enterprize: 1.361.41.7011.1

Trap Marne: 1.361.41.7001.1.2 2]
VarBinds:

wb1=6478E, vb2=1239687227, vb3=2009-04-14 11:02:47, vb4d=w/EEDOLCT,
whbb=2, wbB=4, vb7=5ecurity, vb8=5, vb3=600, vb10=4 process: was azsigned a
primary koken.

kare Infarmation:

Uzer Motes:
< Previous Ok Cancel
Table 7 . .
o Field Description
Date & Time Date and time when the TTW Manager received the
trap.
Source Name and domain of the SNMP complaint device.
IP Address IP address of the SNMP complaint device.
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Field

Severity
Generic
Enterprise
Trap Name
VarBinds

More Information

User Notes

WORKING WITH TRAP WINDOWS

Description

Severity level of the trap.

Category type that the trap belongs to.
Object Id

Name of the trap.

Variables associated with the trap.

Nature of the trap. Details like when it was triggered
and to which server it was sent are displayed.

These notes are useful to keep track of what action
was taken for a trap, before it is acknowledged
(cleared from view and committed to the database).
The notes entered are also visible in the reports /
history.

4  Click < Previous to view trap details of the previous trap from the current
position on the trap window.

5 Click Next > to view trap details of the next trap from the current position on

the trap window.

View Trap Details of a Selected System

This option enables you to view trap details of the selected system.

To view trap details of the selected system
1 Right-click a row on the Systems window that represents the system details.

TrapTracker displays the shortcut menu.

From the shortcut menu, choose View Traps For ‘webdocl.Toons.local’.

Note

‘webdocl.Toons.local’ is the system name and the domain where it
resides. The name and the domain vary according to your selection.

TrapTracker displays the traps sent by the selected system in a pop-up window
(Traps On ‘webdocl.toons.local’).

30



Figure 15 Trap detail
window for the
selected system

Figure 16 Trap Detail
dialog box
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WORKING WITH TRAP WINDOWS

@ 4/14/2009 11:06:34 ..
@ 4/14/200911:05:35
D 4/14/200911:06:36 ..
@ 4/14/200911:06:37 ..
@ 4/14/2009 11:06:38
D 4/14/200911:06:39 ..
@ 4/14/2009 11:06:40 ..
@ 4/14/2009 11:06:40
@ 41472009 11:06:41 .,
@ 414/200917:06:41 .
@ 4/14/200911:06:42 ..
@ 4/14/200911:06:42 ..
@ 414/2008 17:06:43 .
D 4/14/200311:06:44 ..
@ 4/14/200911:06:45 ..
@ 4/14/2009 11:06:45
D 4/14/200311.06:47 ..
@ /142009 11:06:48 ..
@ 4/14/2009 11:06:49
@ 4/14/200311:06:50 ..
@ 4414/2008 110651
@

webdocl. Toon...

webdoc]. Toon

webdoc]. Toon...
webdocd. Toon...

webdocl. Toon

webdoc]. Toon...
webdoc]. Toon...

webdocl. Toon

webdocl. Toon...
webdoc]. Toon...
webdocl. Toon...
webdocl. Toon...
webdoc]. Toon...
webdoc]. Toon...
webdocl. Toon...

webdocl. Toon

webdoc]. Toon...
webdocl. Toon...

webdocl. Toon

webdoc]. Toon...
webdoc]. Toor...

P
1361.4170111.2
136141701712
1361.4170111.2
1361.4170111.2
136141707112
1361.4170111.2
136141701712
136141707112
1361.4170111.2
136141701712
1.361.417011.1.2
1361.4170111.2
136141701712
1361.4170111.2
1361.4170111.2
136141707112
1361.4170111.2
1361.4170111.2
136141707112
1361.4170111.2

wb1=64857,
wh1=64858,
wb1=64839,
wb1=64300,
wh1=6490071,
wb1=64302,
whb1=64303,
wh1=64904,
wb1=64305,
whb1=64306,
wb1=64907,
wb1=64308,
whb1=64309,
wb1=64310,
wb1=64311,
wh1=64912,
wb1=64313,
wb1=64314,
wh1=64915,
wb1=6431E,

vb2=1239687304,
+b2=1239687355,
wb2=1239687396,
wb2=1239687397,
+b2=1239687398,
wb2=1239687399,
wb2=1239687400,
wb2=1239687400,
vb2=1239687401,
vb2=1239687401,
wb2=1239687402,
vb2=1239687402,
vb2=1239687403,
wb2=1239687404,
wb2=1239687405,
wb2=1239687406,
wb2=1239687407,
vb2=1239687408,
wb2=1239687409,
wb2=1239687410,

wb3=2009-04-14 11:06:34,

=

=

wb3=2009-04-14 11:06:50,

. vbd=wWEBDOCT,
+b3=2009-04-14 11:06:35,
wb3=2009-04-14 11:06:36,
=2003-04-14 11:06:37,
wb3=2009-04-14 11:06:38,
wb3=2009-04-14 11:06:39,
wb3=2009-04-14 11:06:40,
wb3=2009-04-14 11:06:40,
=2003-04-14 11:06:41,
vb3=2009-04-14 11:06:41,
+b3=2009-04-14 11:06:42,
vb3=2009-04-14 11:06:42,
wb3=2009-04-14 11:06:43,
wb3=2009-04-14 11:06:44,
vb3=2009-04-14 11:06:45,
wb3=2009-04-14 11:06:46,
wb3=2009-04-14 11:06:47,
wb3=2009-04-14 11:06:48,
wb3=2009-04-14 11:06:49,

vhd=WEBDOCT, vhh=2, vhbE=
vbd=WEBDOCT,
vbd=wWEBDOCT,
vbd=WEBDOCT,
vbd=WEBDOCT,
vb4=WEBDOCT,
vbd=WEBDOCT,
vbd=wWEBDOCT,
vb4=WEBDOCT,
vbd=WEBDOCT,
vbd=wWEBDOCT,
vb4=WEBDOCT,
vbd=WEBDOCT,
vbd=wWEBDOCT,
vbd=WEBDOCT,
vbd=WEBDOCT,
vba4=WEBDOCT,
vbd=WEBDOCT,
vbd=WEBDOCT,

M aximurn Traps Shown: 1000 | Selected Trap: 1000 | Tatal Traps [n'window: 1000

2 Double-click the trap that you want to view details.

TrapTracker displays the trap details of that particular trap.

& Trap Detail

Diate & Tirne:
Source:

IP Address:
Severity;
Generic:
Enterprize:
Trap Marme:

WarBinds:

4/14/2009 11:06:44 Ak
webdoc]. Toons local

192.168.1.88
Clear

enterprizeSpecific
1.361.41.7011.1

1.361.41.7011.1.2[2)

b are |nfarmation:

wb1=64910, vb2=1239687404, v+b3=2009-04-14 11:06:44, vb4=wEBDOLCT,
vwh5=2, wbb=5, vb¥=5ecurity, vbB=5, vb3=861, vb10=The ‘Windowsz Firewall haz
detected an application listening for incoming traffic.

Uzer Motes:

< Previouz

Hent »

Cancel




CLEARING/ACKNOWLEDGING TRAP
TRAPTRACKER VER.4.0 USER GUIDE DETAILS

TrapTracker displays the message box, when you close Traps On
‘webdocl.toons.local’ pop-up window.

Figure 17 TrapTracker
message box. TrapTracker, X

\;.f/ Do wiou wank to acknowledge all traps far 'webdocl, Toons, local ?

Yes Mo |

3 Click Yes to acknowledge traps and close the window.

4  Click No to close the window without acknowledging the traps.

Clearing/Acknowledging Trap Details

While monitoring traps from the centralized console, traps that have already been
viewed and acted upon can be acknowledged. On acknowledging, traps are just
removed from the view and are not deleted or purged from the database. This feature
ensures that only new traps received by the TTW Manager are displayed on the
console.

Clear/Acknowledge a single trap

This option enables you to clear/acknowledge a single trap.

To clear/acknowledge a single trap

m  Right-click the trap that you want to acknowledge on the All Traps window or
on the custom trap window.

TrapTracker displays the shortcut menu.

From the shortcut menu, choose Clear / Acknowledge Trap(s).
(OR)

From the Edit menu, choose Clear/Acknowledge Trap(s).

TrapTracker clears the selected trap from view.

Clear/Acknowledge Multiple Traps

This option enables you to clear/acknowledge a group of traps.
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Auto Scroll

OBCHAPTER 1
GETTING STARTED

To clear/acknowledge a group of traps

1

Select a trap on the All Traps window or on the custom trap window you have
created.

Hold the SHIFT key and point the mouse pointer to the trap until it reaches
the group you want to clear/acknowledge.

Right-click any selected row.

TrapTracker displays the shortcut menu.

From the shortcut menu, choose Clear / Acknowledge Trap(s).
(OR)

From the Edit menu, choose Clear/Acknowledge Trap(s).

TrapTracker clears the selected trap from view.

Clear/Acknowledge All Traps of a Selected
System

This option enables you to clear/acknowledge traps of a selected system.

To clear/acknowledge all traps of a selected system

Right-click the system that you want to clear from the Systems window.
TrapTracker displays the shortcut menu.

From the shortcut menu, choose Clear / Acknowledge Trap(s) For
‘gijoe.Toons.local’.

TrapTracker clears all traps of the selected system.

Auto Scroll is an option that intimates you the arrival of a new trap. Suppose you are
browsing through the All Traps window and have selected the first trap record to view
its details, you will never come to know that a new trap has arrived unless you scroll
down to the last record. But, by selecting Auto Scroll option, TrapTracker turns its
focus on the new trap, scrolls down and highlights it.

Viewing New Trap

This option enables you to view new trap.
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To view new trap
m  From the View menu, choose New Traps (Auto Scroll).

Note

This option is selected by default to intimate you the arrival of a new
trap.

Adding a New System

When you install a new SNMP compliant device in your enterprise, you will be
prompted to enter the name or IP address of the Manager that receives traps sent by
SNMP compliant device you have installed. Enter appropriate details. No further
configuration is needed. TTW Manager listens at port 162 for incoming traps.

Figure 18 Systems 4 TrapTracker Manager Console - Dema

window after adding a File Edt Vien Options Reports Tooks Window Hel

new system I8 Trap Categories. 3 Alerts Fiters| =|Repart | §
4 All Traps

Date / Time Source Trap Name Wariables

@ 4142009 11:15:28 ... remo.toonslocal  1.361.4.1.7011.1.2 vbi1=14E, vb2=1229687927, vb3=2003-04-14 11:15:27, vbd=NEMD, vbB=1, vbE=3, vb7=EveniTracker, vbB=2, vb3=322..
@ 414/200911:15:29... remotoonslocal  1.361.4.1.7011.1.2 vbi1=147, vb2=1229687927, vb3=2003-04-14 11:15:27, vbd=NEMD, vb! whi wb7=EventTracker, wbl
@ 4A14/2003 111529 .. remetoonslocal 138141701112 vb1=148, vb2=1239687927, vb3=2009-04-14 11:19:27, vbd=NEMO, vi wh wb7=EventTracker, v
@ 414/200911:15:29 .. remedoonslocal  1.3.81.41.7011.1.2 vb1=149, vb2=1239687927, vb3=2009-04-14 11:1%:27. vbd=NEMOD, vi wh wbr=EventTracker, v .
@ 41472009 111529 .. remetoonslocal 136141701112 vb1=150, vb2=1239687927, vb3=2009-04-14 11:1%:27, vb4=NEMD, vb! whi wb7=EventTracker, vb8=2, vb3=322..
@ 41472009 11:15:29 .. remotoonslocal 135141701112 vh1=151. vb2=1239687927. +b3=2003-04-14 11:15:27. vbd=NEMO. vi whi wh7=Security. v vh3=861. vb10,
@ 41472009 11:15:29 .. remotoonslocal 135141701112 vh1=152, vh2=1239687928, +b3=2003-04-14 11:15:28, vbd4=NEMO, vi . wbb=5, wh7=Security, vbB=5, vb3=8E1, +b10.
@ 4/14/200911:15:30 .. webdoc. Toon 136141701112 vh1=65282, vb2=1233687929, vh3=2003-04-14 11:15:29, wbd=wEBDOC1, whh=2, vbb=4, vb7=Security, vbB=5, vh3=53
@ 41472003 11:15:30 .. remotoonslocal  1.3651.41.7011.1.2 vh1=153, vb2=1239687929, +b3=2009-04-14 11:15:29, vhd=NEMOD, vbhi=2, vhE=5, wb7=Security, vbB=5, vh3=861, vb10.
@ 4/14/200311:15:30 .. webdoc. Toon 136141701112 vh1=65283, vb2=1233687929, vh3=2003-04-14 11:15:23, vbd=wEBDOC1, whi=2, vbb=4, vb7=Security, vbB=4, vh3=57
@ 4/14/200311:15:30 .. webdoc. Toon 136141701112 vh1=65284, vb2=1233687930, vh3=2003-04-14 11:15:30, vbd=wEBDOC1, vb5=2, vbbi=4, vb7=Security, vbB=5, vh3=53
@ 4414/2009 11531 nemotoons local  1.361.4.170111.2 vh1=164, vb2=1239687930, vb3=2003-04-14 11:15:30, vbd=NEMO, v wh7=Secuity, vbB=5, vb3=8E1, wb1ll
@ 414/200911:15:32 ... remotoonslocal  1.361.4.1.7011.1.2 vbi1=155, vb2=1229687931, vb3=2003-04-14 11:15:21, vbd=NEMD, v vb3=8E1, vb10...
@ 4/14/200911:15:33 ... remo.toonslocal  1.36.1.4.1.7011.1.2
Mawirum Traps Showr: 1000 | Selected Trap: 1000 | Total Traps In window: 1000

Systern Name 1P Address Critical Warring Maior Information Minor Clear
@ webdoc]. Toons local 152.168.1.68 a a a a a 1056
@ nemo.toons.local 152.168.1.62 1] 1] 1} 1} 1] 107

New System
Systems With, |@ Ciiical Traps: 0 |@ Warning Traps. 0 @ Major Traps: 0 Total Systems: 2 | Total Traps: 1163 | Trap Rate: 142 Trapls) / Minute
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Upgrading License

This option enables you to upgrade your license from trial version to registered
version.

To upgrade license
1 Open the TrapTracker Manager console.

2 From the Help menu, choose Upgrade License.

TrapTracker displays the “Upgrade License” dialog box.

Eﬁfﬁiﬁ!ﬁﬁ;‘fﬁi 4 Llpgrade License E|
M arne:
Email: |Derru:|
Ky |N1 25103-U10-4263-ALFEF-LIFG-16

Licenze |nformation:
Your current licenze iz a 14 day tial.
Your current licenze supports 3 systems.

LCancel |

Note

You can get the upgrade license information from
sales@prismMicroSys.com.

Table 8

Field Description

Name Type your name.

Email Type your e-mail address.

Key Type the license key. Since the license key is case-

sensitive, care should be taken while entering the key.

3 Click OK.

On successful acceptance of the license details, TrapTracker displays the
TrapTracker confirmation message box.
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Figure 20 Upgrade
License dialog box

TrapTracker fg|

i ‘our license has been upgraded successfully,
\\‘) Could nat restart 'ETReceiver’ service, Please restart manually.

If vou have 'EventTracker For Windows' please upgrade all the remote agent's license using 'Client Manager', Alsa it is
recommended that vou restart this application for registration to take effect.

4  Click OK.

5 Restart the TrapTracker Receiver service manually as advised on the
"TrapTracker" message box.

Exiting TrapTracker

This option enables you to exit TrapTracker gracefully.

To exit TrapTracker
1 From the File menu, choose Exit.

(OR)

Click m at the upper-right corner of the TrapTracker Manager console.

TrapTracker displays the confirmation message box.

Figure 21 Exit R
confirmation dialog TrapTracker 4

box

\?{) Do ol wank to acknowledoe all traps?

Yes Mo |

2 Click Yes to acknowledge all traps and exit.

3 Click No to exit without acknowledging the traps.
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Chapter 2
Managing Traps

In this chapter, you will learn how to:

m  Auto-Acknowledge traps
m Filter Traps

m  Configure Alerts

1BCHAPTER 2
MANAGING TRAPS
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Auto-Acknowledge Traps

This option enables you to acknowledge traps older than a specific period of time, set
window view limit, and purge traps from the database.

To auto-acknowledge traps
m  From the Options menu, choose Configuration.

TrapTracker displays the “Configuration” window.

Figure 22 . . !
Configuration dialog & Configuration P§|
box m—
Acknowledge traps older than |12 | hours,
"iew masimum 1000 j traps / window,

Purge all trapz alder than 7 j daysz.

[ Fonward all traps to EvenTracker Manager

LCancel
Table 9 . .
o Field Description

Acknowledge traps Select an option from the drop-down list. Traps are

older than cleared /acknowledged that are older that specified
period of time.

View maximum Set the number of traps that you want to view in a
window.

Purge all traps older Select the number of days.

than

TrapTracker deletes traps permanently from the
database after the specified number of days.
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Field Description

Forward all traps to Select this check box.
EventTracker Manager
9 Type the name or IP address of the EventTracker
Manager in the Destination field.

Type port number through which the EventTracker
Receiver receives traps in the Port field.

Filtering Traps from View

You can filter traps of minor significance from the view. They are not purged from the
database but are logged into the database and available for reports and history views.

Adding Trap Filter

This option enables you to add a trap filter.

To add a trap filter
1 From the Options menu, choose Filters.

(OR)
Click Filters on the toolbar.

TrapTracker displays the “Filter Traps” console.
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Figure 23 Filter Traps )
dialog bos. 4 Filter Traps

Trapsz that are of minor significance can be filkered out from the view. The traps that meet the configured
Filker criteria will not be shiown.

Maote: Filtered trapz are anly not zhown in the view, They are logged and can be zeen in the Report /
Hiztory az required.

Source Genenic Enterprize Mame Trap Mame Y ariablez

#dd Fiker Edit Filter Remove Fitar

2 Click Add Filter.

TrapTracker displays the “Trap Filter” window.

Figure 24 Trap Filter .
dialog box 4 Trap Filter

X

Trap Detailz:

Source [Mame / IP): Im

[3eneric; | - j
Enterprize: | J
Traps: Al

tatzh In

WarBinds:

] 4 Cancel |

Field Description

Table 10

Source (Name/IP) Type the name or IP address of the source of traps
that you want to filter out.
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Figure 25 Trap Filter
dialog box with data
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3

Field

Generic

Enterprise

Traps

Match in Varbinds

FILTERING TRAPS FROM VIEW

Description

This drop-down list is populated with pre-defined
generic traps, which are common to all SNMP-
compliant devices.

This option is enabled only when you choose the
enterpriseSpecific option in the Generic drop-down list.
This list box is populated with the available compiled
MIBs.

This is a list box, which is populated with the traps that
are available in the enterprise MIB you have chosen.

To further narrow down your selection criteria, you can
enter a variable in this field. The new window you
create will display the traps that match the variable you
have entered.

Select/enter appropriately in the relevant fields.

& Trap Filter,

Trap Detailz:
Source [Mame / IP):

3

\wehdocT toons local

Generc; | enterprises pecific j
Enterprize: | priSystem j
Traps: Al- A
prityppllsageTrap
pmiE wentT rap
rreiCsTran b
tatzh In —
Y arBinds: e
] 4 Cancel |
4  Click OK.

TrapTracker adds the newly created trap filter to the Filter Traps pool.
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Figure 26 Filter Traps
dialog box with newly
added filter trap.
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4 Filter Traps

Trapsz that are of minor significance can be filkered out from the view. The traps that meet the configured
Filker criteria will not be shiown.

Maote: Filtered trapz are anly not zhown in the view, They are logged and can be zeen in the Report /
Hiztory az required.

Source | Generic | Enterprise Mame | Trap Mame | Y ariables |

webdoc] too..  enterpriseSpecific priSystem priE ventTrap vhE=3

Edit Filker Bemove Filter Cloze

5 Click Close.

Modifying Trap Filter

This option enables you to modify the trap filter.

To modify the trap filter
1 From the Options menu, choose Filters.

(OR)
Click Filters on the toolbar.

TrapTracker displays the “Filter Traps” console.
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Figure 27 Filter Traps
dialog box.

Figure 28 Trap Filter
dialog box
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FILTERING TRAPS FROM VIEW

4 Filter Traps

Trapsz that are of minor significance can be filkered out from the view. The traps that meet the configured
Filker criteria will not be shiown.

Maote: Filtered trapz are anly not zhown in the view, They are logged and can be zeen in the Report /
Hiztory az required.

Source Genenic Enterprize Mame Trap Mame Y ariablez

webdoc] . too... | enterpriz ific: niS ke miE wentT rap

#dd Fiker Edit Filter Remove Fitar |

2  Select the filter that you want to modify.
3 Click Edit Filter.

TrapTracker displays the “Trap Filter” window with the configuration details.

4 Trap Filter [z|
Trap Detailz:
Source [Mame / 1P); webdoc] toohz. locs
Generic: | enterprizeS pecific ﬂ
Enterprize: | priSystern j
Traps: Al- A
pridppll zageTrap 3
pmiE ventT rap 3

FrailC e Tram

M atch In

WarBinds: e

k. Cancel |

Select/enter appropriately and then click OK.
Click Cancel to retain the previous settings.

Click Close on the “Filter Traps” console.

43



TRAPTRACKER VER.4.0 USER GUIDE

Figure 29 Filter Traps
dialog box.

Figure 30 Filter Traps
remove confirmation
message box.
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FILTERING TRAPS FROM VIEW

Deleting Trap Filter

This option enables you to delete the trap filter.

To delete trap filter
1 From the Options menu, choose Filters.

(OR)
Click Filters on the toolbar.
TrapTracker displays the “Filter Traps” console.

4 Filter Traps

Trapz that are of minor zsignificance can be filkered out from the view, The traps that meet the configured
Filter criteria will not be shown,

Maote: Filtered trapz are anly not zhown in the view, They are logged and can be zeen in the Report /
Hiztary as required.

Source Genenic Enterprize Mame Trap Mame Y ariablez

[ b b z > | pmi Em miE wentT rap

#dd Fiker Edit Filter Remove Fitar

2 Select the filter that you want to delete.

3 Click Remove Filter.
TrapTracker displays the confirmation message box.

TrapTracker, X

3) Are wou sure wol wank ko remove the selected Trap Filker?

Yes Mo |
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Alerts
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4  Click Yes to remove or No to retain.
5 Click Close.

TrapTracker Manager provides an option to notify the user when traps matching the
criteria set are received by the TTW Receiver.

You can associate Alert actions to the Alert configuration. Alert notification
mechanisms available are, a beep on the system hosting the TrapTracker Manager,
an e-mail to a specified e-mail id, a console message to a specified system, and a
custom action like running an EXE or .a BAT job.

A typical example would be the Routers, which are critical to every enterprise. Alerts
can be configured to notify the user when the monitored routers’ normal functionality
goes down.

Adding Alerts

This option enables you to configure Alerts

To configure Alerts
1 From the Options menu, choose Alerts.

(OR)
Click Alerts on the toolbar.

TrapTracker displays the “Alerts” console.
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Figure 31 Alerts dialog

box
Fraactive notification of Traps meeting a certain criteria can be configurad.
M atifications include a combination of Beep, Email, Meszages or any ather Custam Sction,
Description | it Beep | _5\*1 Ernail | J Message | Custarn |
Add Edit Bemove Cloze
2 Click Add.
TrapTracker displays “Alert Configuration” window.
Figure 32 Alert . . !
Configuration dialog & Alert Configuration [‘5—(|
box —
Alert Description; |
Trap Details:
Source
IP &ddress: |¢""'
Generic: | enterprises pecific j
Enterprize: | - j
Trapz Al
Match In
WarBinds:
Actions:
[ Beep [ EMal | Message | Custom Edit |
1] Cancel
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Table 11
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Field

Alert Description
Trap Details

Source (Name/IP)

Generic

Enterprise

Traps

Match in VarBinds

Actions

Beep

Email

Message

ALERTS

Description

Type a brief description about the Alert.

Name or IP address of the source of traps. You can
explicitly define the Name/IP address of SNMP
compliant devices and monitor traps sent only by
those devices.

This drop-down list is populated with pre-defined
generic traps, which are common to all the SNMP
compliant devices.

This option is enabled only when you choose the
enterpriseSpecific option in the Generic drop-down list.
This list box is populated with the available compiled
MIBs.

This is a list box, which is populated with the traps that
are available in the enterprise MIB you have chosen.

To further narrow down your selection criteria, you can
enter a variable in this field. The new window you
create will display the traps that match the variable you
have entered.

A beep is heard when the TrapTracker Manager
receives the specific configured trap.

An e-mail is sent to the configured recipient address
when the Manager receives the specific configured
trap.

A network message is sent to the console of the
configured system when the Manager receives the
specific configured trap.
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Field Description

Custom Certain situations may arise when the administrator
needs to perform some customized action on receiving
a trap. In this case, the recommended practice is to
create a batch file or program and select that batch file
or program in the Custom Action screen.
On receiving a matching trap, the Manager will
execute the batch file or program file selected, and will
pass the following as parameters to the batch file or
program. The order of parameters is also the same as
below.

IP Address
Enterprise OID
Community
Generic Trap ID
Specific Trap ID

A recommended method to write a custom program is
to print the received parameters and then build the
program. This enables the user to understand the way
the parameters are being passed to the program.

Edit Edit the previously configured alert notification
mechanism.

Configuring Audible Alert action

This option enables you to configure audible Alert action.

To configure audible Alert action
1 Select/enter appropriate trap details in the “Alert Configuration” window.
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Figure 33 Alert

Configuration dialog 4 Alert Configuration ['5_(|
box — set up audible —
alert Alert Degcription; |.ﬁ.uu:|il:|le Alert
Trap Detailz:
5
|PDE.§;ESSZ |we|:u:||:u:'l toons local
Generic: | enterprizes pecific j
Enterprise: | priSystem j
Traps: Al -
prisppll zageTrap 3
pmiE wentT rap 3

rraiS e Tram

{\fd;%:irrl-llr;: eviLogType=2

Actions:

[ Beep [ EMal [ Mesgage | Custom Edit |

ok, Cancel

2 Select the Beep check box

TrapTracker displays the “Configure Action — Beep” window.

Figure 34 Configure . i :
Action dialog box 4 Configure Action [z|
¢ Beep l
|E nter a brief description for the beep configuration. ] 4

Beep Canfiguration:
Descriphion: | [efaul

Cancel

Beep Count: |4
Duratiar: |
Delay: [

Frequency: {1000

Table 12 . Rl
e Field Description

Beep Configuration
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Field

Description

Beep Count

Duration

Delay

Frequency

ALERTS

Description

Type a brief Alert description.

Type the number of beeps that should be generated

on the PC speaker.
This field supports numeric datatype only.
Type how long the beep should be sustained.

This field supports numeric datatype only.

Type the time interval to pause between
consecutive beeps.

This field supports numeric datatype only.
Type the frequency of the beep in Hertz.

This field supports numeric datatype only.

3 Type appropriately in the relevant fields and then click OK.

4  Click OK on the “Alert Configuration” window.

TrapTracker displays the “Alerts” console with the newly created audible Alert.

Figure 35 Alerts dialog
box with newly added
audible alert.

Fraactive notification of Traps meeting a certain criteria can be configurad.
M atifications include a combination of Beep, Email, Meszages or any ather Custam Sction,

D ezcription

| it Beep | _5\*1 Email| J Message | Custarn |

Audible Alert

Yes Mo Mo Mo

Edit Bemove

Cloze

5 Click Close.
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Figure 36 Alert
Configuration dialog
box — set up audible
alert
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Configuring E-mail Alert action

This option enables you to configure e-mail Alert action.

To configure e-mail Alert action

Note

The SMTP server must be accessible from the Console system. That
is either the system must be able to access internet or the SMTP
server must be reachable over the LAN. Ensure valid email id's are
provided in both "To Address" and "From Address".

1 Select/enter appropriate Trap Details in the “Alert Configuration” window.

& Alert Configuration E|
Alert D egcription; |E-mail Alert
Trap Detailz:
ISF'D.EEI:; . \webdoc. toons. local
Generic: | enterprizes pecific j
Enterprize: | priiSyztem j
Traps: Al -~
pridppllzageTrap
pmiE ventT rap
rreiCasTran b
atzh In ~ .
\arBinds: evtSource=5ecurity
Actions:
[ Beep [ EMal [ Message | Custom Edit |
ok Cancel

2 Select the Email check box.

TrapTracker displays the “Configure Action — Email” window.
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Figure 37 Configure . . .
Action dialog box & Configure Action E'
=) Emal |
‘5 pecify subject for EMall meszage. ]
EM ail Configuration: Cancel
To |susan@prismmicrnsys.cnm j
Subject: |TrapTracker
From: |TrapTracker@lF‘N PL
SMTP Server: Y2 |
Table 13 . .
e Field Description
Email Configuration
To Type a valid recipient e-mail address.
Subject Subiject of the e-mail.
From Type a valid sender e-mail address.
SMTP Server Type the SMTP Server name or IP address or select it

from the drop-down list.

3 Select/enter appropriately in the relevant fields and then click OK.
4  Click OK on the “Alert Configuration” window.

TrapTracker displays the “Alerts” console with the newly created e-mail Alert.
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Figure 38 Alerts dialog
box with newly added
audible alert.

Fraactive notification of Traps meeting a certain criteria can be configurad.
M atifications include a combination of Beep, Email, Meszages or any ather Custam Sction,

Description | it Beep | _5\*1 Ernail | J Message | Custarn |
Audible Alert es Mo Mo Mo
E-rnail Alert Mo Yes Mo Mo

L Add | Ed Bemove Close

5 Click Close.

Configuring Console Message Alert action

This option enables you to configure console message Alert action.

To configure console message Alert action

Note

Messenger service must be available to configure this action.

1 Select/enter appropriate Trap Details in the “Alert Configuration” window.
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Figure 39 Alert
Configuration dialog
box — set up console
message alert.

Figure 40 Configure
Action dialog box.

Table 14
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& Alert Configuration

X

E Y KN RN

Alert D escription; |Eu:unsu:ule hezzage
Trap Detailz:
5
|PDE.§;ESSZ \wehdocT toons local
Generc; | enterprises pecific
Enterprize: | priSystem
Trapz: Al
proidppll zageTrap
pmiE wentT rap
rrciCneTran
t atzh In N
arBinds: alLSd
Actions:
[ Beep [ Eail
ak.

Cancel

[ Meszgage [ Custom Edit |

2 Select the Message check box.

TrapTracker displays the “Configure Action — Message” window.

4 Configure Action

J Message l

Mezzage Configuration

A natification meszage will be zent ta the machine of
chioice. Enter the maching name:

ALERTS

X]

Ok

Cancel

Field

Description
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Field Description

Message Configuration: A notification message will be sent to the machine of
your choice.

| Type the name or IP address of the machine or you

can select from the drop-down list.

3 Type appropriately in the relevant fields and then click OK.

4  Click OK on the “Alert Configuration” window.

TrapTracker displays the Alerts console with the newly created console message
Alert.

Figure 41 Alerts dialog
box with newly added
audible alert.

Froactive natification of Traps meeting a certain criteria can be configured.
M atificationz include a combination of Beep, Email, Messages or any ather Custarn Action.

D escription | it Beep | _5}1 Ermail | _J Mezzage | Cuztom |
Audible Alert ez Mo Mo Mo
E-mail Alert Mo Tes Mo Mo
Conzole Meszage Mo Mo Yes Mo

Edit Hemowve Cloze

5 Click Close.

Executing Custom Alert action

This option enables you to set up a custom Alert action.

To execute custom Alert action
1 Select/enter appropriate Trap Details in the “Alert Configuration” window.
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Figure 42 Alert
Configuration dialog
box — set up custom
action alert.

Figure 43 Configure
Action dialog box.

Table 15
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& Alert Configuration

Alert D escription; |Eust|:|m Action Alert

Trap Detailz:
5
|PDE.§;ESSZ |we|:u:||:u:'l toonz. local
Generic: | enterprizes pecific j
Enterprise: | priSystem j
Traps: Al -
prisppll zageTrap 3
pmiE wentT rap
rrciCineTran b
t atzh In R
\arBinds: evtTicks=1
Actions:

[ Beep [ EMal [ Mesgage | Custom Edit |

ok, Cancel

X

2 Select the Custom check box.

TrapTracker displays the “Configure Action — Custom” window.

4 Configure Action

Cuigtom l

ALERTS

X]

Cuztom Canfiguration

Ok

Select a file to execute when the specific trap ooours.

The arder of cammand line arguments ta the file iz az
ghown in the example given below:

Eq.. C:\MyFile.exe Source IP Address, Enterprize,

Community, Genenic, Trap Mamedd
j Browsze |

Cancel

Field Description
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Field Description

Custom Configuration: Select a file to be executed when a specific trap
occurs.

| Select a file from the drop-down list or click Browse to

browse for the file.

3 Click Browse.

TrapTracker displays the “Open” window.

Figure 44 Open dialog
box.

Look in: | < Lacal Disk (C) v e @® ek E-

) Inetpub

@Dncuments and Settings
My Recent I TEMP

Documents Sywowtemp

?[_"- [ﬁavstemp

[CHProgram Files

Desktop |5 winpows

Elrveat

i [

&

&

My Documents

tu Computer

‘g File name: | ﬂ Open |
by M etwark File= af type: | j Cancel

Places

[~ Open as read-only

4  Select a custom file and then click Open.

TrapTracker updates the Configure Action window with the path of the custom file.
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Figure 45 Configure . : -
Action dialog box. & Configure Action E|
Cugtom l
Cuztom Configuration ak.
Select a file to execute when the specific trap oocurs. Cancel

The order of command line arguments to the file iz as
ghown in the example given below:

Eg.. C:A\MyFile.exe Source IP Address, Enterprize,
Community, Genernic, Trap Mamedd

C:AMyBAT bat |

5 Click OK.

6 Click OK on the “Alert Configuration” window.

TrapTracker displays the Alerts console with the newly created custom Alert.

Figutre 46 Alerts dialog
box with newly added
custom action alert.

Froactive natification of Traps meeting a certain criteria can be configured.
M atificationz include a combination of Beep, Email, Messages or any ather Custarn Action.

D escription | it Beep | _5}1 Ermail | _J Mezzage | Cuztom |
Audible Alert ez Mo Mo Mo
E-mail Alert Mo Tes Mo Mo
Conzole Meszage Mo Mo Yes Mo
Cuztomn Action Al Mo Mo Mo ez

L hod | Ed Bemove Close

7 Click Close.

Modifying Alert Configuration Details

This option enables you to modify Alert and Alert action configuration settings.
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To modify Alert and Alert action configuration
1 From the Options menu, choose Alerts.

(OR)

Click Alerts on the toolbar.

TrapTracker displays the “Alerts” console.

Figure 47 Alerts dialog
box.

Fraactive notification of Traps meeting a certain criteria can be configurad.
M atifications include a combination of Beep, Email, Meszages or any ather Custam Sction,
Drezcription | it Beep | = Email | E  Message | Cusztam |
Audible Alert ez Mo Mo Mo
E-mail Alert Mo ez Mo Mo
Conzole Meszage Mo Mo ez Mo
Cuztom Action Al .. Mo Mo Mo ez
Add Edit Bemove Cloze

2 Select the Alert that you want to modify.

Figure 48 Alerts dialog
box.

Froactive notification of Traps meeting a certain critera can be configured.
I otifications inchude a combination of Beep, Email, Meszages or any other Cuztom Action,

D escription | it Beep | ﬁi Email | J Meszage | Cuztom |
Audible Alert ez Mo Mo Mo
E-mail Alert Mo ez Mo Mo
Conzole Mezszage Mo Mo Yes Mo

Custarn Action Al . Mo M Mo Yes

Add Edit Remove Cloze
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3 Click Edit.
TrapTracker displays “Alert Configuration” window with the configuration settings
set earlier.
Figutre 49 Alert . . .
Configuration dialog & Alert Configuration [5_(|
box. —
Alert Dezcnption;
Trap Details:
ISF'DEE:T;ESS: |wel:udu:u:1 oon local
G erernic: | enterprizes pecific j
Enterprize: | priiSystemn j
Traps: Al ”~
proitppll zage Trap B
pmiE ventT rap
nmi:ll’.“Tr:n t
Match In E—
VarBinds: |evtTlcks—1
Actions:
[~ Beep | EMal | Message |v Custom Edit |
ok Cancel

4  Select/enter appropriately in the relevant fields under Trap Details.
5 Click Edit to modify the Alert actions.

TrapTracker displays “Configure Action — Custom” window.
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Figure 50 Configure . : -
Action dialog box. & Configure Action _|
Cugtom l
Cuztom Configuration Ok

Cancel

Select a file to execute when the specific trap oocurs.

The order of command line arguments to the file iz as
ghown in the example given below:

Eg.. C:A\MyFile.exe Source IP Address, Enterprize,

Community, Genernic, Trap Mamedd
j Browse |

6 Click Browse to select a custom file from “Open” window.
7 Select afile that you want to execute and click Open.

TrapTracker updates the “Configure Action — Custom” window with the path of the
new file chosen.

Figute 51 Configure . X -
Action dialog box. & Configure Action X |

Cuigtom l
]

Cuztom Configuration

Select a file to execute when the specific trap occurs. Cancel

The arder of command line arguments to the file iz as
ghown in the example given below:

Eq.. C:\MyFile.exe Source IP Address, Enterprize,
Community, Genenic, Trap Mamedd

CAMYESE. exe |

8 Click OK.
9 Click OK on the “Alerts Configuration” window.

10 Click Close.
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Figure 52 Remove
alert — confirmation
dialog box.
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Deleting Alert Configuration Details

This option enables you to delete Alert configuration settings.

To delete Alert configuration setting
1 From the Options menu, choose Alerts.

(OR)

Click Alerts on the toolbar.
2 Select the Alert that you want to delete.
3 Click Remove.

TrapTracker displays the confirmation message box.

TrapTracker X

\\?/I Are you sure you wank ko remove the selected Alert.

Yes Mo |

4  Click Yes to delete or No to retain.
5 Click Close.
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Reports & Categories

2BCHAPTER 3
REPORTS & CATEGORIES

In this chapter, you will learn how to:

m Create Categories

m  Modify Categories

m Delete Categories

m  Add Trap Details to a Category

m  Modify Trap Details in a Category

m Delete Trap Details from a Category
m  Export Category

m  Import Category

m  Generate Historical Reports
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Managing Trap Categories

2BCHAPTER 3
REPORTS & CATEGORIES

TrapTracker has categories feature, where a set of related traps are grouped together
as your needs dictate into a category. Whenever a trap in a category occurs, the
Reports will highlight that category with an appropriate trap severity indicator. This
feature enables easy identification of critical traps that are generated by a device that
belongs to a specific category.

The steps involved in using categories are:

1 Creating a Category

2 Adding traps to that Category

3 Defining the Trap Severity for each trap added

4 Monitoring the status of the Category by running Reports
Example:

Take the case of a category that monitors all critical traps generated from a Router.
This category will contain all the important traps that are generated by the router. Each
trap will have its own severity level. When the user monitors the status of this category
using the Reports console, the category will be highlighted with the color code of the
trap with the maximum severity that has been generated by the router.

If the category contains 2 traps,

1 First trap with Trap ID = 1.3.6.1.4.1.618, Source = 192.244.88.11,
Severity=Major

2 Second trap with Trap ID = 1.3.6.8.4.1.724, Source = 192.244.88.11,
Severity=Critical

If the device (192.244.88.11) had generated a trap with trap ID = 1.3.6.1.4.1.618, then
the Reports would indicate the presence of a Major Severity trap in the device
(192.244.88.11).

If the device (192.244.88.11) had generated a trap with trap ID = 1.3.6.1.4.1.618 and
another trap with trap ID = 1.3.6.8.4.1.724, then the Reports would indicate the
presence of a Critical Severity trap from device 192.244.88.11.

Therefore, the most significant severity level takes precedence over its peers.

If either of these two traps were not generated, then the Reports would make no
indication for this category.

Creating Trap Category

This option enables you to create a trap category.
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To create a trap category
1 From the Reports menu, choose Categories.

(OR)
Click Trap Categories on the toolbar.

TrapTracker displays the “Manage Categories” console.

Figure 53 Manage x
Categories diaIOg box. Categories are used to organize traps in an ordered and uzer friendly manner. Category Management iz uzed extensively in Reports showing only the traps that
ou find interesting. This interface provides wouw with all the tools required to create, manipulate and manage Categonies.
ik L oy |Link down events
Source | Generic | Enterprise Mame | Trap Mame | ariables | Severity |
linkUp linkDawn M ajor
syzStartup Events
Create Cat... | Delete Cat... Edit Cat... | Add Traps Femove Trap Edit Trap | Ok I LCancel
Table 16 .
Click To
Create Category Create a category.
Delete Category Delete a category.
Edit Category Modify category details.
Add Traps Add trap details to a category.
Remove Traps Delete traps details from a category.
Edit Trap Modify trap details in a category.
Note

Pre-defined categories are linkDown, linkUp and sysStartup
Events.

2 Click Create Category.
TrapTracker displays the “Add Category” window.
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Chepon dl s AddCategory
Category dialog box. 4 Add Category EI

Provide information about new trap categon that you want to create.

— Trap Category Details:

Trap Category Mame:

Dezcription:

Mest » Cancel

3 Type an appropriate name in the Trap Category Name field. This field is
mandatory. If you skip this, TrapTracker displays the TrapTracker message
box with appropriate message.

b TrapTracker x|
o
message box. TrapTracker

@ Plzase assign a name ko the cakegory,

4 Type a brief description of the Category in the Description field. This field is
not mandatory.
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Figure 56 Add
Category dialog box
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4 Add Category

Provide information about new trap categon that you want to create.

— Trap Category Details:

Trap Category Mame:
extTicks Cat

Dezcription:

Cuztom evtTicks Categony

Mest »

Cancel

MANAGING TRAP CATEGORIES

5 Click Next > to add trap details.

TrapTracker displays the “Add Trap Detail” window.
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Figure 57 Add Trap
Detail dialog box.

Table 17
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4 Add Trap Detail X|

i4dd Trapsz to the category. Mote that Enterprize can be zelected only when Genenc iz

‘enterprizes pecific’.

Sewverty:

Source [Mame £ 1P

MANAGING TRAP CATEGORIES

I | nfarmatian j
[

Generc:

Traps:

I enterprizeS pecific

Enterprize:

RRET

[ -

atch In v arBinds:

Trap Description:

Add Einizh Cancel
Field Description
Severity Select a severity level from this drop-down list.

Source (Name/IP)

Generic

Enterprise

Traps

Match in Varbinds

Trap Description

Available options are -All-, Clear, Minor, Information,
Major, Warning, and Critical.

Type the name or IP address of the source of traps.

This drop-down list is populated with pre-defined
generic traps, which are common to all SNMP
compliant devices.

This option is enabled only when you choose the
enterpriseSpecific option in the Generic drop-down list.
This list box is populated with the available compiled
MIBs.

This list box is populated with the traps that are
available in the enterprise MIB you have chosen.

To further narrow down your selection criteria, you can
enter the variables associated with the chosen MIB, in
this field.

The trap description defined in the MIB is displayed in
this display box.
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6 Select/enter appropriately in the relevant fields.

Dot dlog b+
Detail dialog box 4 Add Trap Detail -il

A,dd Traps to the category. Mote that Enterprise can be selected only when Genernic iz
‘enterprizes pecific’.

Severity: I | nfarmatian j
Source [Mame £ 1P |1E|2.1EE.'I.42

enerc: Traps:

I enterprizeS pecific j A

pridppllzageTrap

Enterprise: priiEventTrap
I priS pkem j priisysTrap
Match In W arBinds: |evtTicks=1

Trap Descnption;

Thiz trap iz sent whenever a event iz logged in

Add Finizh Cancel

7 Click Add to add trap detalils.

Had you selected the default severity level, TrapTracker displays the TrapTracker
message box with appropriate message.

message bo. TrapTracker x|

@ Severity should be other than the default 'Clear',

8 Click OK.

9 Choose a severity level other than the default value and click Add. This way
you can add n number of trap details to your category.

10 Click Einish to save the category details.
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Figure 60 TrapTracker
message box.

Figure 61 Manage
Categories dialog box
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MANAGING TRAP CATEGORIES

If you click Finish without adding trap details, TrapTracker displays the
TrapTracker message box with appropriate message.

TrapTracker x|

@ Do wiou wank to proceed without adding any members to 'evtTicks Cak'?

11 If you click Yes, the category is created without any trap details. Later, you
can add trap details to this category.

TrapTracker displays the “Manage Categories” console with the newly created

category.

4 Manage Categories ﬂ
Categories are used to organize traps in an ordered and uzer friendly manner. Category Management iz uzed extensively in Reports showing only the traps that
ou find interesting. This interface provides you with all the tools required ta create, manipulate and manage Categories.
eviTicks Cat IEustom eviTicks Category

eviTicks Cat Source | Generic | Enterprise Mame | Trap Mame | Wariables | Severity |
ik Do 192.168.1.42 enterprizeS pecific priSystem pmiEventTrap evtTicks=1 Infarmation
linkJp

syzStartup Events

E'E[eate Cat. Delete Cat... | Edit Cat... Add Traps Femove Trap Edit Trap Ok LCancel

12 Click OK.

Monitoring Custom Categories

To monitor custom categories
1 From Reports menu, choose Report/History.
(OR)

Click EIRerott o1 the toolbar.

TrapTracker displays the “Select Report / History Parameters” window.
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Figure 62 Select
Report/History
Parameters dialog box.
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4 Select Report / History Parameters 5[

Repart / Hiztaory

WWindow M ame:

— Select Time Range:

Fram: I 9 /232005 = I 120000 Ak =
. L . . -
To: I 9 /232005 —I_ |'|'|.49.5|:| Ak —I_

— Select View Parameters:
i+ “iew By Trap Categany
Select Trap Categony: I-.ﬂ-.ll- j

i Yiew By Custorn Selection

Source [Name /IP) [

Severiby: I Al j
Generic: I Al j
Erterprize: I Al j
Traps: Al

katch In

WarBinds:

ok LCancel |

a b~ W N

Type the name of the window in the Window Name field.

Select From, To Date and Time.

Select the View By Trap Category option.

Select the category from the Select A Trap Category drop-down list.

MANAGING TRAP CATEGORIES
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ReponfHitony
Report/ History 4 Select Report [ History Parameters 5[

P dialog box. R i
arameters dialog box whindow Mame: II'-.-1_|,| Cat “Window

—Select Time Range:

Frorm: I 9 /232005 = I 120000 Ak =
. - . 0 =
To: I 9 /232005 —I, |11.49.54 Ak —I,

— Select Yiew Parameters:

{* ‘iew By Trap Categamy

Select Trap Categony:

=~

" Wiew By Custom Selection

Source [Name /IPL [l

S everity: I Al j
Generic: I Al j
Enterprise: I Al j
Traps: Al

b atch In

WarBinds:

ok LCancel |

6 Click OK.

TrapTracker displays the trap details of the selected category in a new window.

2BCHAPTER 3
REPORTS & CATEGORIES 72



TRAPTRACKER VER.4.0 USER GUIDE MANAGING TRAP CATEGORIES

Figure 64 New 1=TE]
window displaying Date / Time Trap Name Variahles
selected category ¥ 5 10 | g i
details 3)9/23/2005 10:06:21 ... gioe.Toons.local | priE ventT rap evtind
é) 9/23/200510:06:21 ... gijoe.Toonz.local — pmiEventTrap evtindex=529, evtTicks=1127450181, evtlocalTime=2005-03-23 10:06:21....
é) 9/23/200510:03.37 ... gijoe.Toonz.local  pmiEventTrap evtindex=531, eviTicks=1127450377, eviLocalTime=2005-03-23 10:05,37....
é) 9/23/200510:20:27 ... gijoe.Toons.local | pmiEventTrap evtindex=532, eviTicks=1127451027, evtlocalTime=2005-09-23 10:20:27....
é) 9/23/2006 10:24:28 .. gijoe.Toons.local | pmiEventTrap evtindex=537, evtTicks=1127451268, evilocalTime=2005-09-23 10:2
3)9/23/200510:24.28 .. gice.Toonslocal | pmiEventTrap evtindex=538, evtTicks=1127451268, evilocalTime=2005-09-23 10:2
3)9/23/200510:24.28 .. gice.Toonslocal | pmiEventTrap evtindex=539, evtTicks=1127451268, evilocalTime=2005-09-23 10:2
4)9/23/200510:24.29 .. gice.Toonslocal | pmiEventTrap evtindex=540, evtTicks=1127451268, evtlocalTime=2005-09-23 10:24:28,...
A)9/23/2005 10:24- 44 gioe Taons lacal | pmiE ventTrap evtindex=541. evtTicks=1127451283. evtlocalTime=2005-09-23 10:24:43,
é) 9/23/200510:2519 gijpe. Toonz local — pmiEwventT rap evtindex=542, evtTicks=1127451319, evtLocalTime=2005-09-23 10:25:19,
\i) 9/23/200510:26:44 .. gioe.Toonzlocal — pmiEwventTrap evtlndex=546. eviTicks=1127451404, evtlocalTime=2005-09-2310:26:44,..
\i) 9/23/200510:26:44 .. gioe.Toonz.local — pmiEventTrap evtindex=547, evtTicks=1127451404, evtlLocalTime=2005-09-23 10:26:44,..
é) 9423/20058 10:26:47 ... gijoe.Toons.local | pmiEventTrap evtindex=548, evtTicks=1, evtLocalTime=2005-09-23 10:26:47, evtSpsMa..
é) 9/23/200510:2659 ... gijoe.Toons.local | pmiEventTrap evtindex=051, evtTicks=1127451413, evtlocalTime=2005-03-23 10:26:59.,...
é) 9/23/200510:27.08 ... gijoe.Toonz.local  pmiEventTrap evtindex=552, eviTicks=1, evtLocalTime=2005-09-23 10:27.08, evtSpsMa..
é) 9/23/200510:27:09 ... gijoe.Toons.local | pmiEventTrap evtindex=553, evtTicks=1, eviLocalTime=2005-09-23 10:27:09, evtSpsMa..
é) 9/23/200610:27:25 ... gijoe.Toons.local | pmiEventTrap evtindex=054, evtTicks=1127451445, evtlocalTime=2005-09-23 10:27.25....
3)9/23/200510:27.25 .. gice.Toonslocal | pmiEventTrap evtindex=555, evtTicks=1127451445, evilocalTime=2005-09-23 10:2
3)9/23/200510:27.25 .. gice.Toons.local | pmiEventTrap evtindex=05E, eviTicks=1127451445, evtlocalTime=2005-09-23 10:27.25....
4)9/23/200510:27.25 .. gice.Toonslocal | pmiEventTrap evtindex=057, evtTicke=1127451445, evtlocalTime=2005-09-23 10:27.25,...
A)9/23/2005 10:27-25 gioe Taons lacal | pmiE ventTrap evtlndex=558, evtTicks=1127451445 ewtl acalTime=2005-09-23 10:27:25,
A)9/23/2005 10:27-25 gioe Taons lacal | pmiE ventTrap evtlndex=559, evtTicks=1127451445 ewtl acalTime=2005-09-23 10:27:25,
\i) /232005 10:27:46 ... gioe.Toonzlocal — pmiEventTrap evtlndex=561. eviTicks=112745146E, evtLocalTime=2005-09-2310:27:46.... LI
e em s —— =— — —_—
| Selected Trap: 1 | Tatal Traps Inwindaw: 135 4

7 Close the window by clicking X at the upper-right corner of the window.

Modifying Category Details

This option enables you to modify category details.

To modify category details
1 From the Reports menu, choose Categories.

(OR)
Click Trap Categories on the toolbar.

2 Onthe left pane, select the category that you want to modify and then click
Edit Category.

(OR)
Double-click the category that you want to modify.

TrapTracker displays the “Edit Category” window.
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Figure 65 Edit
Category dialog box
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MANAGING TRAP CATEGORIES

x
E dit the dezcrption for thiz categony.
— Trap Category Details:
Trap Category Mame:
evtTicks Cat
Dezcription:
Cuztom evtTicks Categony
Einizh Cancel
3 You can edit Description alone and not the Trap Category Name.
4  Click Einish.
5 Click Cancel to retain the previous configuration settings.
6 Click OK.
Deleting Category
This option enables you to delete a category.
To remove a category
1 From the Reports menu, choose Categories.
(OR)
Click Trap Categories on the toolbar.
2 Onthe left pane, select the category that you want to delete.
3 Click Delete Category.
TrapTracker displays the confirmation message box.
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Figure 66 TrapTracker
message box

TrapTracker |

@ Do ol wank to remove the selecked Category - 'evtTicks Cat'?

4
5

Click Yes to delete the selected category or No to retain.
Click OK.

Adding Trap Details to a Trap Category

This option enables you to add trap details to a trap Category.

2BCHAPTER 3
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To add trap details to a trap category

1

From the Reports menu, choose Categories.
(OR)

Click Trap Categories on the toolbar.

On the left pane, select a category.

Click Add Traps.

TrapTracker displays the “Add Trap Detail” window.
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Figure 67 Add Trap

Detail dialog box 4. Add Trap Detail EI

i4dd Trapsz to the category. Mote that Enterprize can be zelected only when Genenc iz
‘enterprizes pecific’.

Sewverty: I | nfarmatian j

Source [Mame A [P IE

Generc: Traps:
I enterprizeS pecific j -4)l-
Enterprize:

[ - =]

atch In v arBinds: |

Trap Description:

Add Einizh Cancel

4  Select/enter appropriately in the relevant fields.
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Figure 68 Add Trap
Detail dialog box

Figure 69 Manage
Categories dialog box
with newly added trap
details.
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CATEGORY

4 Add Trap Detail

X

i4dd Trapsz to the category. Mote that Enterprize can be zelected only when Genenc iz
‘enterprizes pecific’.

Sewverty: I | nfarmatian j
Source [Mame £ 1P |1E|2.1EE.'I.42

Generc: Traps:

I enterprizeS pecific j -A)l-

. prii&ppllzageTrap

Enterprise: priiE vent T rap

I priiS ystem j pmiSyzTrap
atch In v arBinds: |sysTicks=1 127456711

Trap Description:

The zystem sends thiz trap penodically to

Add Einizh Cancel

5 Click Add and then click Einish.

TrapTracker displays the “Manage Categories” console with the newly added trap
details.

4 Manage Categories

X

Categories are used to organize traps in an ordered and uzer friendly manner. Category Management iz uzed extensively in Reports showing only the traps that

ou find interesting. This interface provides you with all the tools required ta create, manipulate and manage Categories.
evtTicks Cat |Custom evtTicks Category

eviTicks Cat Source | Generic | Enterprise Mame | Trap Mame | Wariables | Severity |
ik Do 192.168.1.42 enterprizeS pecific priSystem pmiEventTrap evtTicks=1 Infarmation
linkJp 192.168.1.42 enterprizeS pecific priSystem priSysTrap aysTicks=1127456711 | Information
syzStartup Events

Create Cat Delete Cat Edit Cat Remove Trap Edit Trap ok Lancel
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6 Click OK.

If you click Cancel, TrapTracker displays the TrapTracker message box with
appropriate message.

message box.

This action will undo the changes yvou have made, Select "Yes' ko save the changes and exit or select ‘Mo’ ko exit
without saving the changes.,

Mo | Cancel |

7 Click Yes to save the changes and exit or click No to exit without saving.

8 Click Cancel and then click OK on the Manage Categories console.

Modifying Trap Details in a Trap Category

This option enables you to modify trap details in a trap category.

To modify trap details in a trap category
1 From the Reports menu, choose Categories.

(OR)

Click Trap Categories on the toolbar.

2 Onthe left pane, select the category.
Figure 71 Select 4 Manage Categories x|
Category. Categories are used to organize traps in an ordered and uzer friendly manner. Category Management iz uzed extensively in Reports showing only the traps that
ou find interesting. This interface provides wouw with all the tools required to create, manipulate and manage Categonies.
eviTicks Cat IEustom eviTicks Category
Source | Generic | Enterprise Mame | Trap Mame | ariables | Severity |
link.Drawn 192.168.1.42 enterprizeS pecific priiSystem pmiEventTrap eviTicks=1 Information
linkJp 192.168.1.42 enterprizeS pecific priSystem priSysTrap aysTicks=1127456711 | Information
syzStartup Events
Create Cat... | Delete Cat... Edit Cat... Add Traps Femove Trap Edit Trap | Ok I LCancel
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3 On the right pane, double-click the trap detail you want to modify.

(OR)
Select the trap detail on the right pane and then click Edit Trap.
TrapTracker displays “Edit Trap Detail” window.

Dt didogbon
Detail dialog box 4 Edit Trap Detail X
E dit Trap information. Mote that Enterprize can be selected only when Genenic iz
‘enterprizes pecific’.
Sewverty: I | nfarmatian j
Source [Mame £ 1P
Generc: Traps:
I enterprizeS pecific j -A)l-
. proitppllzageTrap
Enterprise: priiE vent T rap
I priiS ystem j pmiSyzTrap
atch In v arBinds: |sysTicks=1 127456711
Trap Description:
The zystem sends thiz trap penodically to
Einizh Cancel
4  Select/enter appropriately in the relevant fields and click Einish.
5 Click OK.
This option enables you to delete trap details from a trap Category.
To delete trap details from a trap category
1 From the Reports menu, choose Categories.
(OR)
Click Trap Categories on the toolbar.
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Figure 73 TrapTracker
message box.

2 Onthe left pane, select the Category.
3 Onthe right pane, select the trap detail you want to delete.
4 Click Remove Trap.

TrapTracker displays the confirmation message box.

TrapTracker |

@ Are you sure you wank ko remove selected Trap Detail?

Yes Mo |

5 Click Yes to delete the selected category or No to retain.
6 Click OK.

Import and Export Trap Categories

2BCHAPTER 3
REPORTS & CATEGORIES

The category import and export feature is provided to ease the category creation
process and to help in category redistribution. . Categories can be exported to a file
and these files can be imported by any other systems in an enterprise. This concept is
concerned with creating categories in a system and utilizing them on any other
systems in an enterprise that may need it.

Exporting Trap Categories

This option enables you to export a trap Category.

To export a trap category
1 From the Reports menu, choose Export Categories.

TrapTracker displays the “Export Categories” window.
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Crtgories g
Categories dialog box. 4 Export Categories EI

— Select a categary to expart ta a file

livk D ey
linkUp
svsStartup Events

Expart Cloze |

TrapTracker displays all available pre-defined and user-defined categories.

2 Select a single category or hold Shift key and select multiple categories and
then click Export.

TrapTracker displays the “Select Export File” window.

Export File dialog box Select EXBOIEEI _I_I

Save jm Ig Local Disk [IZ:] j - =i ER-

[:I Documents and Settings
[:I ebwternp

|1 MDSmibs

| Program Files

I TEMP

[:I tbwkemp

1 unzipped

I webhelp

I WININT

File narme: Im v| Save

Save as hwpe: IiS MART zet Group Files [*iscat) j LCancel |
A

Note

The file extension of the export file is .iscat.
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3 Go to the directory where you want to save the export file.
4 Type a name in the File name field.

5 Click Save.

TrapTracker displays the TrapTracker message box with appropriate status of the
export.

o TrapTracker
message bos. TrapTracker x|

@ Successfully exported the selected Category [ Categories.

6 Click OK.
7 Click Close on the “Export Categories” window.

Importing Trap Categories

This option enables you to import a trap category.

To import a trap category
1 From the Reports menu, choose Import Categories.

TrapTracker displays “Select Import File” window.
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Import File dialog box Select ImECIHGES _I_I

Look ir: | = Local Disk [C:) = « & ok E-

[:I ebwternp

| MDSmibs

1 Program Files
I TEMP

[:I tbwkemp

1 unzipped

I webhelp

1 WINMT

File narme: Im j Open
Files of type: [iSMART set Group Files (% iscat) = Cancel
[~ Open as read-only

i

2 Go to the directory where you have stored the category file.
3 Select the file and then click Open.

TrapTracker displays TrapTracker message box with appropriate status of the
import.

b TrapTracker
message box. TrapTracker x|

successfully imported category [ cateqories From files CiCatExportl ISCAT
Tao view the imparked categaries please go ko [Reparts | Categaries].

4  Click OK.

5 From the Reports menu, choose Categories to view the imported categories.

Reports

The Reports feature presents a very simplified picture of all the trap activities in your
enterprise or any specific device. This feature is designed to help you obtain a high-
level perspective about the health of a critical device. Using a combination of pre-
defined categories and user-defined categories, the Reports feature provides you a
quick insight into the trap activities that have occurred in a specific time frame.
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User-defined categories are populated in the Select a Trap Category list box in the
Select / History Parameters dialog box. Using a combination of Alerts, Categories
and Reports, you can easily isolate the devices and resolve issues.

Reports present the data in two formats:
1 Based on categories.
2 Based on custom trap selection criteria.

Generating Reports

This option enables you to generate reports.

To generate reports
1 From the Reports menu, choose Report/History.

(OR)

Click EIRepart o the toolbar.

TrapTracker displays “Select Report / History Parameters” window.
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Reon/Hiicony
Report/ History 4 Select Report [ History Parameters

Parameters dialog box. \wWindow Name:

Repaort / Hiztaor

REPORTS

—Select Time Range:

Fram: | 9 /2342005

Te: | 9 /23,2005

=l
=
==
=

. . >
I12.EIEI.EIEI.-’-‘-.M -
. . =
|12.EEI.EIEI P ==

— Select Yiew Parameters:

{* ‘iew By Trap Categamy

" Wiew By Custom Selection

Select Trap Categony: I-.ﬁ.ll-

=~

Source [Name /IPL [l

S everity: I Al j
Generic: I Al j
Enterprise: I Al j
Traps: Al

Match In

YarBinds:

ak

LCancel |

2 Type the window name in the Window Name field.

3 Select the From and To date and time.

VIEW TRAP BY TRAP CATEGORY
This option enables you to view traps by trap category.

To view trap by Trap Category

1 Select the View By Trap Category option.

2  Select a category from the Select A Trap Category drop-down list.
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Repon/Hicony
Report/ History 4 Select Report [ History Parameters 5[

Parameters dialog box.

Window M arme: IF!Epu:urt £ Hiztary

—Select Time Range:

Frorm: I 9 /232005 = I 120000 Ak =
. - N 0 =
To: I 9 /232005 —I, |12.59.|:||:| Prd —I,

— Select Yiew Parameters:

{* ‘iew By Trap Categamy

Select Trap Categony:

=~

" Wiew By Custom Selection

Source [Name /IPL [l

S everity: I Al j
Generic: I Al j
Enterprise: I Al j
Traps: Al

b atch In

WarBinds:

ok LCancel |

3 Click OK.

TrapTracker displays the trap details of the selected category in a new window.
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Figute 81 New R
window displaying Date / Time Trap Name Vi ariahles
selected category 5 10 | di i

details. @ 9/23/200510:06:21 ... gioe. Toons.local

priE wentTrap evtind

@ 9/23/200510:06:21 ... gioe.Toonslocal | pmiE ventTrap evtindex=529, evtTicks=1127450181, evtlocalTime=2005-03-23 10:06:21....
@ 9/23/200510:09.37 ... gioe.Toonslocal | pmiE ventTrap evtindex=531, eviTicks=1127450377, eviLocalTime=2005-03-23 10:05,37....
@ 9/23/200510:20:27 ... gioe.Toonslocal | pmiE ventTrap evtindex=532, eviTicks=1127451027, evtlocalTime=2005-09-23 10:20:27....
@ 9/23/200510:24:28 ... gioe.Toonslocal | pmiE ventTrap evtindex=537, evtTicks=1127451268, evilocalTime=2005-09-23 10:2

@ 9/23/200510:24:28 ... gioe.Toonslocal | pmiEventTrap evtindex=538, evtTicks=1127451268, evilocalTime=2005-09-23 10:2

@ 9/23/200510:24:28 ... gioe.Toonslocal | pmiEventTrap evtindex=539, evtTicks=1127451268, evilocalTime=2005-09-23 10:2
@ 9/23/2005 10:24:29 .. gioe.Toonslocal — pmiEventTrap evtindex=540, evtTicks=1127451268, evtlocalTime=2005-09-23 10:24:28,...
@ 9/23/2005 10:24:44 gioe Taons lacal | pmiE ventTrap evtindex=541. evtTicks=1127451283. evtlocalTime=2005-09-23 10:24:43,
@ 9/23/2005 10:25:19 gijpe. Toonz local — pmiEwventT rap evtindex=542, evtTicks=1127451319, evtLocalTime=2005-09-23 10:25:19,
@ 9/23/2005 10:26:44 .. gioe.Toonslocal | pmiEventTrap evtlndex=546. eviTicks=1127451404, evtlocalTime=2005-09-2310:26:44,..
@ 9/23/2005 10:26:44 .. gioe.Toonslocal | pmiEventTrap evtindex=547, evtTicks=1127451404, evtlLocalTime=2005-09-23 10:26:44,..
@ 9/23/2005 10:26:47 .. gioe.Toonslocal | pmiE ventTrap evtindex=548, evtTicks=1, evtLocalTime=2005-09-23 10:26:47, evtSpsMa..
@ 9/23/200510:26:53 ... gioe.Toonslocal | pmiE ventTrap evtindex=051, evtTicks=1127451413, evtlocalTime=2005-03-23 10:26:59.,...
@ 9/23/200510:27.08 ... gioe.Toonslocal | pmiE ventTrap evtindex=552, eviTicks=1, evtLocalTime=2005-09-23 10:27.08, evtSpsMa..
@ 9/23/200510:27.09 ... gioe.Toonslocal | pmiE ventTrap evtindex=553, evtTicks=1, eviLocalTime=2005-09-23 10:27:09, evtSpsMa..
@ 9/23/200510:27.25 ... gioe.Toonslocal | pmiE ventTrap evtindex=054, evtTicks=1127451445, evtlocalTime=2005-09-23 10:27.25....
@ 9/23/200510:27.25 ... gioe.Toonslocal | pmiEventTrap evtindex=555, evtTicks=1127451445, evilocalTime=2005-09-23 10:2
@ 9/23/200510:27.25 ... gioe.Toonslocal | pmiEventTrap evtindex=05E, eviTicks=1127451445, evtlocalTime=2005-09-23 10:27.25....
@ 9/23/2005 10:27.25 . gioe.Toonslocal | pmiEventTrap evtindex=057, evtTicke=1127451445, evtlocalTime=2005-09-23 10:27.25,...
@ 9/23/2005 10:27.25 gioe Taons lacal | pmiE ventTrap evtlndex=558, evtTicks=1127451445 ewtl acalTime=2005-09-23 10:27:25,
@ 9/23/2005 10:27.25 gioe Taons lacal | pmiE ventTrap evtlndex=559, evtTicks=1127451445 ewtl acalTime=2005-09-23 10:27:25,
@ 9/23/2005 10:27:46 .. gioe.Toonslocal | pmiEventTrap evtlndex=561. eviTicks=112745146E, evtLocalTime=2005-09-2310:27:46....

-]
4

‘ Selected Trap: 1 |Tolal Traps In'wWindow: 200

4 Double-click a trap to view details.

5 Click X at the upper-right corner of the “Reports / History (evtTicks Cat)”
window to close.

VIEW TRAP BY CUSTOM SELECTION
This option enables you to view traps by custom selection.

To view trap by custom selection
1 Select the View By Custom Selection option.
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Repon/Hiicony
Report/ History 4 Select Report [ History Parameters 5[

Parameters dialog box.

Window M arme: IF!Epu:urt £ Hiztary

—Select Time Range:

From: I 3/23/2005 =5 |12.EIEI.EIEI AM ==
T I 9/23/2005 =5 I 1:07:37 PM =
— Select View Parameters:
" Wiew By Trap Categamy
Select Trap Categony: I-.ﬁ.ll- j
{* iiew By Custom Selechor
Source [Name /IPL - [-al-
S everity: I Al j
Generic: I Al j
Enterprise: I Al j
Traps: Al
Match In
YarBinds:

ok LCancel |

2 Type the name of IP address of the source in the Source [Name / IP] field.

3 Select the severity level from the Severity drop-down list.

4  Select the generic trap type from the Generic drop-down list.

Note

The Enterprise list box is enabled, only when you choose
enterpriseSpecific trap type from the Generic drop-down list.

5 Select the enterprise from the Enterprise drop-down list.

6 Select the traps associated with the selected enterprise from the Traps drop-
down list.
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7 Type the varBinds associated with the selected trap in the Match In
VarBinds field.

Repon/Hicony
Report/ History 4 Select Report [ History Parameters 5[

Parameters dialog box
with user entered
values.

WWindaw M arme: IFIepn:nrt £ Higtary

—Select Time Range:

Frarm: I 9 /23,2005 = |'|2.|:||:|.|:||:| Ak ==
. - . . =
To: I 9 /232005 —I, I 1:07:37 P —I,

— Select Yiew Parameters:

" “iew By Trap Categany
Select Trap Categony: I-.-’-\-.II- j

i+ “iew By Custorn Selection

Source [Mame # [P); |1E|2.'IEE=.1.42

Severiby: I Clear j
Generic: I enterprises pecific j
Enterprize: I priS ystem j
Traps: priisppl)sageTrap ;I
prE ventTrap
priSusT rap j
katch In -
\arBinds: sysTicks=1127456711
Ok LCancel |
8 Click OK.

TrapTracker displays the trap details of the selected category in a new window.
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Figure 84 New
window displaying
selected category
details.
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& Report / History {Custom Yiew)
Datz / Time Varisbles

REPORTS

‘ Selected Trap: 1 |Tolal Traps In'Window: 1

9

Double-click the trap record to view details.

TrapTracker displays the trap details in the “Trap Detail” window.
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Figure 85 New
window displaying
selected category
details.
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& Trap Detail x|

Date & Time: 942372005 11:55:17 Ak
Source: gijoe. Toong. local

IP Address: 1921681 .42

Severity; Clear

enernc: enterprizes pecific

Enterprize: proiSpztemn [1.3.6.1.4.1.7011.1]
Trap Marme: proispzTrap [1]

WarBinds:

ayeTicks=1127456711, speTime=2005-09-23 11:55:11, spzMame=GII0OE,
gug ] ppe=Elwin2kPra), spzDescr=h86, ogver b, Service Pack 4,
ayzlPaddr=132168.1.42

b are |nfarmation:

The zpztem sends thiz trap periodically to

Uzer Motes:

< Brevious Ewt = ok, Cancel

10 Type notes in the User Notes field and then click OK.
11 Click < Previous to view details of the previous trap.

12 Click Next > to view the details of the next trap.

13 Click X at the upper-right corner of the Report / History (Custom View)
window to close.

REPORTS




Chapter 4
Tools

In this chapter, you will learn about:

SMI

SNMP

MIB

MIB Il Tree

SNMP Datatypes

UDP

MibCompiler / Browser
Starting MibCompiler
Understanding MibCompiler Console
Need for MIB Compilation
Compiling a MIB File
Viewing MIB Details
Viewing Trap Details
Search and Find

Deleting MIB

Exiting MibCompiler

DB Compaction
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What is SMI?

What is SNMP?

SMI stands for Structure of Managed Information and represents the notation by
which an SNMP MIB must be written. Another way to look at SMI is that it is the
grammar to write SNMP MIBs. There are two types of SMI: SMIvl and SMIv2 with
SMIv1 being the earlier version, of course, back in 1990.

SMIv1 is now an obsolete notation. However, there are still many SNMP MIBs written
before SMIv2 arrived in 1993. SMIv1 is represented by the following IETF RFCs
(Request for Comments):

m  RFC 1155 for Structure and Identification of Management Information for
TCP/IP-based Internets

m  RFC 1212 for Concise MIB Definitions
m  RFC 1215 A Convention for Defining Traps

SMIv2 is the new notation, which should be used whenever you create a new MIB.
SMIv2 is represented by the following MIBs:

m  RFC 2576 for Coexistence between Version 1, Version 2, and Version 3
m  RFC 2578 for Structure of Management Information Version 2

m  RFC 2579 for Textual Conventions for SMIv2

m  RFC 2580 for Conformance Statements for SMIv2

"In order for the MIB to serve the needs of a network-management system, it must
meet two objectives:

1 The object or objects used to represent a particular resource must be the
same at each node. [...]

2 A common scheme for representation must be used to support
interoperability.” - William Stallings.

In both Internet and OSI (Open System Interconnection) network management, these
two objectives are met by a common structure of management information (SMI),
which is defined in RFC 1155. The SMI is the specification for the MIB object tree,
which provides a means of associating a common numerical identification code for a
given object.

For more information, refer
TCP/IP_MIB Objects, Object Characteristics and Object Types.

The SNMP Management Framework presently consists of five major components:
m  An overall architecture, described in RFC 2571 [RFC2571].
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m  Mechanism for describing and naming objects and events for the purpose of
management. The first version of this Structure of Management Information
(SMI) is called SMIv1 and is described in STD 16, RFC 1155 [RFC1155],
STD 16, RFC 1212 [RFC1212] and RFC 1215 [RFC1215]. The second
version called SMIv2 is described in STD 58, RFC 2578 [RFC2578], RFC
2579 [RFC2579] and RFC 2580 [RFC2580].

m  Message protocols for transferring management information. The first version
of the SNMP message protocol is called SNMPv1 and is described in STD
15, RFC 1157 [RFC1157]. A second version of the SNMP message protocol,
which is not an Internet standards track protocol is called SNMPv2c and is
described in RFC 1901 [RFC1901] and RFC 1906 [RFC1906]. The third
version of the message protocol is called SNMPv3 and is described in RFC
1906 [RFC1906], RFC 2572 [RFC2572] and RFC 2574 [RFC2574].

m  Protocol operations for accessing management information. The first set of
protocol operations and associated PDU formats is described in STD 15, RFC
1157 [RFC1157]. A second set of protocol operations and associated PDU
formats is described in RFC 1905 [RFC1905].

m A set of fundamental applications is described in RFC 2573 [RFC2573]. The
view-based access control mechanism is described in RFC 2575 [RFC2575].
A more detailed introduction to the current SNMP Management Framework
can be found in RFC 2570 [RFC2570].

The Simple Network Management Protocol is a protocol for Internet network
management services. It is formally specified in a series of related RFC documents.

(Some of these RFCs are in "historic" or "informational” status)

m  RFC 1067 - A Simple Network Management Protocol
m  RFC 1089 - SNMP over Ethernet
m  RFC 1140 - IAB Official Protocol Standards

m  RFC 1147 - Tools for Monitoring and Debugging TCP/IP Internets and
Interconnected Devices [superceded by RFC 1470]

m RFC 1155 - Structure and Identification of Management Information for
TCP/IP based Internets.

m  RFC 1156 (H)- Management Information Base Network Management of
TCP/IP based internets

m  RFC 1157 - A Simple Network Management Protocol

m  RFC 1158 - Management Information Base Network Management of TCP/IP
based internets: MIB-II

m RFC 1161 (H)- SNMP over OSI
m  RFC 1187 - Bulk Table Retrieval with the SNMP
m  RFC 1212 - Concise MIB Definitions
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What is MIB?

m  RFC 1213 - Management Information Base for Network Management of
TCP/IP-based internets: MIB-I|

m  RFC 1215 (I)- A Convention for Defining Traps to be used with the SNMP
m  RFC 1224 - Techniques for Managing Asynchronously-Generated Alerts
m  RFC 1270 (I)- SNMP Communication Services

m  RFC 1303 (I)- A Convention for Describing SNMP-based Agents

m  RFC 1470 (I)- A Network Management Tool Catalog

m  RFC 1298 - SNMP over IPX (obsolete, see RFC 1420)

m  RFC 1418 - SNMP over OSI

m  RFC 1419 - SNMP over AppleTalk

m  RFC 1420 - SNMP over IPX (replaces RFC 1298)

SNMPvV1 is historic and SNMPV3 is now standard and is described by
RFCs 3410-3418 (note: 3410 is informational)
What do SNMPv1 and SNMPv2 have to do with SMIvl and SMIv2?

SNMPv1 and SNMPV2 are transport protocols to carry MIB information, while SMivl
and SMIv2 only specify the grammar by which SNMP MIBs are written. In fact, there is
an SNMPv3 protocol definition, which relies on SMiv2.

An MIB is not a database but a file written in a specific language that lists variables. It
assigns each variable a name, a number, and a set of permissions. It may also provide
a description of what the variable is supposed to represent. Since everything in SNMP
is a "simple" action on a variable, this is important.

The MIB files define a hierarchy. Each MIB variable is a leaf in the MIB tree. So how
are names translated into numbers that the device will understand? In the MIB tree,
each level is responsible for numbering itself in relation to the level above.
1.3.6.1.2.1.1.1 But that is not quite all. There can actually be many instances of the
same variable on any single device, and so you must specify an instance number with
any request.

To obtain values of objects from the agent, you need to specify the instance of the
object. Appending an instance index to the object identifier specifies the instance of an
object. For example, the last 0 in;.iso.3.dod.1. mgmt.mib.1.sysUpTime.0 is the
instance index. An instance index of "0" (zero) specifies the first instance, "1" specifies
the second instance, and so on. Since sysUpTime is a scalar object, it has only one
instance. Therefore, an instance index of zero is always specified when retrieving the
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MIB-Il Tree

value of a scalar object. An instance index higher than 0 can only be used in the case
of columnar objects (in table), which can have multiple instances.

MIB variables have to be simple elements because of the purpose of the SNMP.
Therefore, these variables are elementary stand-alone quantities, integers, octet
strings, or object identifiers. Sometimes, these variables are organized into tables.

The tree of MIB variables does not have limits; it can grow and grow. Therefore, it is
not surprising that definitions need to be improved or updated occasionally. If the
improvement involves a major change, an updated version of the MIB will simply
define a completely new variable and mark the old one as deprecated or outright
obsolete.

Eleven groups are referenced in the original MIB-lII document (RFC 1213). One of
these, CMOT (ISO Common Management Information on top of TCP/IP) is no longer
used because this project was abandoned. The 10 remaining groups describe the
basic information required to manage a TCP/IP Internet.
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Figure 86 MIB II Tree

view

mIB Il
136121

1.5wstem
2Inerfaces
d.at

4ip

aicmp

B.icp

T.udp

3.edp

10 transmission

11.snmp

Groups of MIB-lI

Refer the following links for detailed information on MIB-II groups.

System group (1.3.6.1.2.1.1) Defines a list of objects that pertain to system
operation, such as the system uptime, system contact, and system name.

Interfaces group (1.3.6.1.2.1.2) Keeps track of the status of each interface on
a managed entity. The interfaces group monitors, which interfaces are up or
down and track such things as octets sent and received errors and discards,

etc.

Address Translation group (1.3.6.1.2.1.3) The address translation (at) group
is deprecated and is provided only for backward compatibility. It will probably
be dropped from MIB-III.

Internet Protocol group (1.3.6.1.2.1.4) Keeps track of many aspects of IP,
including IP routing.
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m Internet Control Message Protocol group (1.3.6.1.2.1.5) Tracks things such as
ICMP errors, discards, etc.

m  Transmission Control Protocol group (1.3.6.1.2.1.6) Tracks, among other
things, the state of the TCP connection (e.g., closed, listen, synSent, etc.).

m  User Datagram Protocol group (1.3.6.1.2.1.7) Tracks UDP statistics,
datagrams in and out, etc.

m Exterior Gateway Protocol group (1.3.6.1.2.1.8) Tracks various statistics
about EGP and keeps an EGP neighbor table.

m  SNMP group (1.3.6.1.2.1.11) Measures the performance of the underlying
SNMP implementation on the managed entity and tracks things such as the
number of SNMP packets sent and received.

m  Transmission group (1.3.6.1.2.1.10) There are currently no objects defined for
this group, but other media-specific MIBs are defined using this subtree.

SNMPv1 Datatypes

SNMP uses the following basic ASN.1 datatypes as the most important ones:

Table 18 o
o Datatype Description

INTEGER A 32-bit number often used to specify enumerated
types within the context of a single managed object.
For example, the operational status of a router
interface can be up, down, or testing. With enumerated
types, 1 would represent up, 2 down, and 3 testing.
The value zero (0) must not be used as an
enumerated type, according to RFC 1155.

OCTET STRING A string of zero or more octets (more commonly known
as bytes) generally used to represent text strings, but
also sometimes used to represent physical addresses.
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Datatype

Counter

OBJECT IDENTIFIER

NULL
SEQUENCE

SEQUENCE OF

IpAddress

NetworkAddress

Gauge

TimeTicks

Opagque

SNMPV1 DATATYPES

Description

A 32-bit number with minimum value 0 and maximum
value 232 - 1 (4,294,967,295). When the maximum
value is reached, it wraps back to zero and starts over.
It's primarily used to track information such as the
number of octets sent and received on an interface or
the number of errors and discards seen on an
interface. A Counter is monotonically increasing, in
that its values should never decrease during normal
operation. When an agent is rebooted, all Counter
values should be set to zero. Deltas are used to
determine if anything useful can be said for successive
queries of Counter values. A delta is computed by
querying a Counter at least twice in a row, and taking
the difference between the query results over some
time interval.

A dotted-decimal string that represents a managed
object within the object tree. For example,
1.3.6.1.4.1.9 represents Cisco Systems' private
enterprise OID.

Not currently used in SNMP.

Defines lists that contain zero or more other ASN.1
datatypes.

Defines a managed object that is made up of a
SEQUENCE of ASN.1 types.

Represents a 32-hit IPv4 address. Neither SMIv1 nor
SMIv2 discusses 128-bit IPv6 addresses; this problem
will be addressed by the IETF's SMI Next Generation
(SMING) working group (see
http://www.ietf.org/html.charters/sming-charter.html).

Same as the IpAddress type, but can represent
different network address types.

A 32-bit number with minimum value 0 and maximum
value 2% - 1 (4,294,967,295). Unlike a Counter, a
Gauge can increase and decrease at will, but it can
never exceed its maximum value. The interface speed
on a router is measured with a Gauge.

A 32-bit number with minimum value 0 and maximum
value 2% - 1 (4,294,967,295). TimeTicks measures
time in hundredths of a second. Uptime on a device is
measured using this datatype.

Allows any other ASN.1 encoding to be stuffed into an
OCTET STRING.
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SNMPv2 Datatypes

SNMP uses the following basic ASN.1 datatypes as the most important ones:

Table 19

Datatype Description

Integer32 Same as an INTEGER.

Counter32 Same as a Counter.

Gauge32 Same as a Gauge.

Unsigned32 Represents decimal values in the range of O to 2%2.1
inclusive.

Counter64 Similar to Counter32, but its maximum value is

18,446,744,073,709,551,615. Counter64 is ideal for
situations in which a Counter32 may wrap back to 0 in
a short amount of time.

BITS An enumeration of nonnegative named bits.

SNMPv2 Object Definition Enhancements

Table 20

Object Definition Description

Enhancements

UnitsParts A textual description of the units (i.e., seconds,
milliseconds, etc.) used to represent the object.

MAX-ACCESS An OBJECT-TYPE's ACCESS can be MAX-ACCESS

in SNMPv2. The valid options for MAX-ACCESS are
read-only, read-write, read-create, not accessible,
and accessible-for-notify.

STATUS This clause has been extended to allow the current,
obsolete, and deprecated keywords. current in

SNMPV2 is the same as mandatory in an SNMPv1
MIB.

AUGMENTS In some cases it is useful to add a column to an
existing table. The AUGMENTS clause allows you to
extend a table by adding one or more columns,
represented by some other object. This clause
requires the name of the table the object will
augment.
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Textual conventions for SMiv2

Table 21

Textual Convention

DisplayString

PhyAddress

MacAddress

TruthValue
TestAndIncr

AutonomousType

VariablePointer

RowPointer

RowStatus

TimeStamp

Timelnterval

DateAndTime

StorageType

Tdomain

TEXTUAL CONVENTIONS FOR SMIV2

Description

A string of NVT ASCII characters. A DisplayString can
be no more than 255 characters in length.

A media- or physical-level address, represented as an
OCTET STRING.

Defines the media-access address for IEEE 802 (the
standard for local area networks) in canonical order.
(In everyday language, this means the Ethernet
address.) This address is represented as six octets.

Defines both true and false Boolean values.

Used to keep two management stations from
modifying the same managed object at the same time.

An OID used to define a subtree with additional MIB-
related definitions.

A pointer to a particular object instance, such as the
ifDescr for interface 3. In this case, the VariablePointer
would be the OID ifDescr.3.

A pointer to a row in a table. For example, ifindex.3
points to the third row in the ifTable.

Used to manage the creation and deletion of rows in a
table, since SNMP has no way of doing this via the
protocol itself. RowStatus can keep track of the state
of a row in a table, as well as receive commands for
creation and deletion of rows. This textual convention
is designed to promote table integrity when more than
one manager is updating rows. The following
enumerated types define the commands and state
variables: active(1), notinService(2), notReady(3),
createAndGo(4), createAndWait(5), and destroy(6).

Measures the amount of time elapsed between the
device's system uptime and some event or
occurrence.

Measures a period of time in hundredths of a second.
Timelnterval can take any integer value from 0-
2147483647.

An OCTET STRING used to represent date-and-time
information.

Defines the type of memory an agent uses. The
possible values are other(1), volatile(2), nonVolatile(3),
permanent(4), and readOnly(5).

Denotes a kind of transport service.
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UDP

SNMP PDU

Textual Convention Description

TAddress Denotes the transport service address. TAddress is
defined to be from 1-255 octets in length.

UDP has been chosen and recommended for SNMP transport protocol. Initially,
SNMP was targeted at managing Internet nodes and the predominant Internet protocol
suite TCP/IP. The choice of TCP/IP suite is viable because IP became the protocol for
commercial backbone networks and users can count on a TCP/IP implementation
available on any type of host and router.

TCP and UDP provide transport services. However, UDP was preferred. This is due to
TCP characteristics, it is a complicate protocol and it consume to many memory and
CPU resources, whereas UDP is easy to build and run. Vendors have built simple
versions of IP and UDP in devices (repeaters and modems). Thus the total software
needed is small and can be stored in a ROM. UDP is well suited to the brief

request / response message used in network management communication.

The SNMP protocol is UDP-based. Each message is sent in an atomic UDP packet.
From RFC1157: "A message consists of a version identifier, an SNMP community
name, and a protocol data unit (PDU)." Version is the SNMP version, community
name is the password, and a PDU is just data.

There are five types of PDUs: Authorization

m  Get-request - is used to request the values of one or more MIB variables.

m  Get-next-request - is used to read variable values in the MIB sequentially. It
is often used to read though a table of values. After a first read with the get-
request, get-next-request is used to read the remaining rows.

m Set-request - is used to update an MIB value.

m  Get-response - is returned as an answer to a get-request, a get-next-request
or set-request message.

m  Trap - is used to support significant events (e.g. a cold or a warm restart or a
link that has gone down).
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MibCompiler / Browser

The MibCompiler is a standard framework to compile and store MIB files that are
represented in ASN1.0 format to a binary format. This manner of storing the MIB
documents makes it easier to parse the document and represent it in a user
understandable format.

The MIB Browser is an indispensable tool that can walk the user through the MIB
trees, view MIB tables, search MIBs, remotely modify SNMP values, and perform
many other SNMP functions.

The most critical part of a MIB Browser is the number of standard and proprietary MIBs
it supports. Without the correct MIBs, the data collected from a remote device is
difficult to interpret and use. TTW MIB Browser is shipped with over 10,000
precompiled unique OIDs from hundreds of standard and vendor MIBs.

Scope

The MibCompiler supports the following features.

m Parse the ASN format (.mib) file and convert it to a binary format

m Retrieve the different objects (Mib Objects/Traps) from the MIB file

m A Viewer is available to facilitate viewing the contents of the MIB file in a user
understandable format

m  Multiple MIBs can be compiled and stored in a single file

m  Support nested compilation, collection of standard mibs along with
installation.

m  Caching compiled and imported mibs for interconnected MIB compilation.

m  Providing help on all the above features

References and Terminology

The term MIB stands for Management Information Base, which is an integral part of
the SNMP architecture. The MIB is a storage area for the resources being monitored.
The description of this information is represented in an ASN1.0 format file. The
MibCompiler parses these files in order to generate an output that can be used by the
Manager System to procure information from the remote system’s MIB.

Architectural Overview

The MibCompiler has the following components.

m A customized parser that parses the MibComp generated output file
m A Program to configure Alerts, License etc

m A Viewer to browse through the contents of the Mib File
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Note

The Parser API library from MibComp is used for parsing the (.mib)

file.
Figure 87 Architectural
Overview
Libsmi ik L
Based
Mib i
Compiler _
Library g MD P y| Manager
_ompiler
MIBs

The MibCompiler is used to compile MIB modules (and therefore, the trap
definitions) and store into a binary file. The Manager when it receives a trap can
lookup the trap definitions and use them to translate the trap into a user-friendly
format before inserting into the Database. These translations are used by the
Manager Console to show the trap information in a friendly format.

The Mib GUI is used to display the compiled contents of the MIB components in a
user readable format. Multiple MIB components can be seen simultaneously.

Functional Definition

m  Compile the Mib modules using the MibComp Compiler libraries to generate
an intermediate format.

m  Parse this intermediate format and convert it to a user comprehendible format
that can be used by the TrapTracker and the Mib Console to display the Mib.

Note

The Mibs are stored in a binary format in the “mymibs.bin” file.
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Starting MibCompiler

Figure 88 TrapTracker
Manager Console

This option enables you to start MibCompiler.

To start MibCompiler
1 Double-click TrapTracker on the Control Panel.

TrapTracker displays the TrapTracker Manager console.

TrapTracker Manager Console - Demo

File Edit View Options Reports Tooks Window Help

| TP rrap cateqeries| 7 aerts| xesiers| BEreprt | 7 |

 All Traps

Date / Time

@ 0/25/2005 4:42:44 PM

192.168.1.6

1368141701112 vb1=34, vb 24968363, wb! I05-08-25 1E; 2,

L vbP=EventTracker,

a

vbB=2,

2 From the Tools menu, choose MibCompiler.

TrapTracker displays the MibCompiler console.
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@ 9/25/2005 4:4244 PM | 19216816 1.361.41.7011.1.2 vb1=35, vh2=1124958363, vh3-2005-08-25 16:42:43, vbd=GHOE, vbS=3, vbE=3, vb7-EventTracker, vbB=2,

@ 8/25/2005 4:4245PM 192168.16 136141701112 24368363, I05-08-25 16:42:43, vba=GIIOE, vb&=3, vh&=3, vh7=E vertTracker, vbB=2,

@ 8/25/2005 4:42:45PM 19216816 136141701112 24368363, 050825 16:42:43, 1DE, vb5=3, vbB=3, vb7=EventTracker, vbB=2,

@ 8/25/2005 4:4245PM 19216816 136141701112 24356363, vb3=2005-08-25 16:42:43, 1DE, vb5=3, vb6=3, vb7=EventTracker, vbB=2, .

@ 8/25/2005 4:4245PM 19216816 136141701112 vb1=39, vb2=1124958363, vb3-2005-08-25 16:42:43, vbd=GIOE, vbS=1, vb6=3, vb7=EventTracker, vbB=2, vb3=3223,

@ /25/2005 4:4245 PM 15216816 136141701112 b1 =40, vb2=1124358363, vb3-2005-08-25 154243, vbd=GUOE, vb5=1, vbB=3, vb7=EventTiacker, vbi=2, vb3=3223,

@ 2/25/2005 44245 FM 15216816 136141701112 b =41, vb2=1124958363, vb3=2005-08-25 15:42 43, vbd=GUOE, vbE=1, vbB=3, vb7=EventTiacker, vbi=2, vb=3223,

@ 2/25/2005 44247 PM 19216816 1.36.1.41.7011.1.2 vbi1=42, vh2=1124358363, vb3=2005-08-25 16:42:43, vbd=GHOE. vbG=1, vbE=3, vb7=EventTracker, vbi=2, vb3=3223...

@ 2/25/2005 44247 PM 19216816 136141701112 vbi1=43, vh2=1124358363, vb3=2005-08-25 16:42:43, vbd=GHOE, vb=1, vbE=3, vb7=EventTracker, vba=2, vb3=3223...

@ 2/25/2005 44247 PM 19216816 136141701112 b1 =44, vh2=1124958363, vb3=2005-08-25 16:42:43, vbd=GHOE, vbS=1, vbE=3, vb7=EventTracker, vba=2, vb3=3223..

@ 2/25/2005 4:4243PM 19216816 136141701112 vbi1=45, vh2=1124958363, vb3=2005-08-25 16:42:43, vbd=GHOE, vbG=1, vbE=3, vb7=EventTracker, vbi=2, vb3=3223...

@ /25/2005 4.4243PM 19216816 136141701112 vb1=46, vh2=1124958363, vb3=2005-08-25 16:42:43, vbd=GHOE, vbS=1, vbE=3, vb7=EventTracker, vbB=2, vb3=3225...

@ 9/25/2005 4:4248PM | 192168.1.6 1.361.41.7011.1.2 vb1=47, vh2=1124958363, vh3-2005-08-25 16:42:43, vbd=GHOE, vbS=1, vb6=3, vb7=EventTracker, vbB=2, vb3=3205...

@ ROR/NNG 44799 PM | 157 TRRTR 13R141701112 whi=4f vh?=11249RR3R3 «h3=20N58-25 1R 42473 vhd=GLINF vhS=1 vhA=3 vh7=FventTracker vhA=? whA=370R j
| Mainnum Traps Shown: 1000 | Selected Trap: 1 | Tatal Traps Inwindow: 131 7
e

Spstem Name P Address Critical Warring [ Majar [ Information [ Miner [ Clear |

D gioe. Toons.local 192168.1.6 [] [] 0 0 [] 13
Systems with: |@ Critical Traps: 0 [@ Warning Traps: 0 [@ Major Traps: 0 | Total Sypsterns: 1 | Total Traps: 131 | Trap Rate: 0 Trap(s] / Minute
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Figure 89 S

. . File Yiew Tools Help

MibCompiler Console
O X A

Modules + | [Dtals of RECTOEE-SHI
OLD-CISCO-TCP-MIE Identiier [ Registration [ Tupe [ Access [ Status | Descriptian |
OLD-CISCO-TS-MIB iso 1 objectid nong- mandatory
OLD-CISCOVINES-MIB org is0.3 objectid “niong- mandatory
OLD-CISCO+=NS MIB dod agh objectid “none- mandatory
OSPF-MIB internet dad. 1 objgctid -none- mandatary
QSPF-TRAP-MIEB directory internet.1 abjectid none- mandatory
PARALLEL-MIE mgmt internet.2 obiectid -none- mandatory
P-BRIDGE-MIB experimental intarnet.3 objectid -none- mandatary
PerfHist-TC-MIB private internet.4 objectid -none- mandatory
PIM-MIE enterprizes private. 1 objectid “none- mandatory
PINT-IB
PHI-Sys-MIB
PHNI-EXT MIB
PNNI-MIB
POD-TELMIB
POLICY FRAMEWORK-FIB
PowerhletMIE
PRP-ERIDGE-HCP-MIB
PFPAP-NCP-MIB
PPP-LCP-MIB
PRP-SEC-MIB
Frinter-MIB
PTOPO-MIB
O-BRIDGEMIB
00S-POLICY-B02PIB
00S-POLICY-IP-PIB
RADIUS-ACC-CLIENT-MIB J
RADILS-ACC-SERVER-MIB
RADIUS-AUTH-CLIENT-MIB
RADIUS-AUTH-SERVER-MIB
RAID-AdapterMIB
RAPIDCITY
FRAPIDCITY YLAN-MIB
FADBMS-MIB

Fi

Status: Ready

Understanding MibCompiler Console

The GUI contains five parts: Menu bar, Toolbar, Modules window, Module description
window, Debugging window and Status bar.
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Figure 90 Title bar Menu bar Toolbar Module description pane
MibCompiler Console LI
1 Desiriphun I
[ ik
OLDWCISCO ATNE S HIE g %] atgect] e waraksbay
OLDGCISCOSHE WE el o b abpecid e waralalay
OEPFMiE inbert dedi kot or. maralay
OEFF-TRAPME dewciory wimral 1 e - mancdadary
LELME ragrd risral pazad o wardslay
PFUDOE MR ) wisral I e s warddsbay
Partelad - TCMB [ il d ko Sl L wardsboy
Lalaha] iSRS a1 aimeoad AW wanndab
PINT-HEB
PRI S HE
PRAI-EXT B
PRiPd MIE
POD-TELMIE
POLICY FRAMEWTRE.-FE
Pavarkiml Ml
PPRBRIDGE MCP-MB
PPPPMFNR
PR
PFP-GECHE
Prodeali
FTOPD-HE
O8RIDGE ME
005 POLCY BICFE
0% FOLCY FFE
FLADIUS, n.:l:-l:tin] HE J
FLADALS ALCS ERVER-SIB
FLADILS A0 TH-LIEM T At
FACRUS ) TH-SE R R-aa g
A D-Adapin-
REFID-OIT
RSFIDCITrYLAN-HE
AL EWS HE
4 | rI
E
_ |
=
Status bar Modules pane Debugging pane
Title Bar
The top strip of MibCompiler window is the Title Bar. The Title Bar shows the name of
the application.
Menu Bar
The menu bar contains menus with relevant commands. From the menus, choose
appropriate commands or use shortcut keys to execute the commands.
Tool Bar
The toolbar contains buttons with tool tips to perform basic tasks.
Table 22 .
Click To
3 Compile a MIB module.
[ Save the compiled module(s).
p g Delete the compiled module(s).
38 Search and find a word or phrase in Module Names, Oidldentifiers or

Trap Names.
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Modules Pane
It's a resizable window; displays sorted list of all the compiled Mib modules.
Module Details Pane

It's a resizable window; displays description of the module selected in Modules
window.

Table 23 . ...
Field Description

Identifier Objects associated with the selected MIB.
Registration Hierarchy details of the objects.
Type Datatype of the objects:

table

row

counter64

objectid

bitstring

integer

octectstring

ipaddress

Timeticks
Access Permission on manipulation of objects:

read-write

not accessible

read-only

counter

gauge

-none-
Status Status of the objects:

current

mandatory

deprecated

Description Description of the objects.

Debugging Pane

Its a resizable window; displays success / failure status of the compiled MIBs and
other debugging information.
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Status Bar
Activity status of MibCompiler like Ready, Compiling is displayed here.

Need for MIB Compilation

Figure 91 varBinds
before Mib
compilation.

TTW is incapable of interpreting the traps sent by the SNMP compliant devices in
human understandable form when there is no reference to those traps in the bin file.
For example, the following figure displays the varBinds associated with their respective
traps in the All Traps window, which is incomprehensible to the end-user.

4 TrapTracker Manager Console - Demao
File Edt View Options Reports Tools ‘Window Help

Bo' | IPiTrap Categories| 3¢ dlerts| %usFiters| =] Report
&) lerts | % Fil |

& All Traps
Date ¢ Time Source Trap Name Variables ol
@ 41472009 111733 .. webdocT. Toon..  pmiEventTrap vb1=65387, vb2=1239688053, vb3=2009-04-14 11:17:23, wb4=WEBDOC, wbh=2, vbE=5, wb7=Security, vbB=5, vbI=BE...
@ 41472009 111735 .. webdocT. Toon..  priEventTrap vb1=65388, vb2=1239688054, vb3=2009-04-14 11:17:24, vb4=WEBDOC, wb5=2, vbE=5, wb7=Security, vbB=5, vbI=86...
@ 41472003 11:17:36 .. webdoc Toon priEventTrap vh1=65383, vb2=1233688055, vh3=2003-04-14 11:17:35, vbd=wEBDOC, wbh=1, vbb=3, wb7=EventTracker, vbB8=2, vb
@ 411472003 11:17:36 .. webdoc Toon priEventTrap vh1=65390, vb2=1233688055, vh3=2003-04-14 11:17:35, vb4=wEBDOC, wbh=1, vbE=3, wb7=EventTracker, vbB8=2, vb
@ 41472009 11:17:36 .. webdoc Toon priE ventTrap vh1=65391, vb2=1233688056, vh3=2003-04-14 11:17:36, vb4=wEBDOC, wbh=1, vbE=3, wb7=EventTracker, vbB8=2, vb
@ 4A14/2003 11:17:36 .. webdoc. Toon priE ventTrap vh1=65392, vb2=1233688056, vh3=2003-04-14 11:17:36, vbd=wEBDOC, wbh=1, vbB=3, wb7=EventTracker, vbB=2, vb
@ 4A14/2003 11:17:36 .. webdoc Toon priEventTrap vh1=65333, vb2=1233688056, vh3=2003-04-14 11:17:36, vbd=wEBDOCT, wbS=1, vbh=3, wb7=EventTracker, vbB=2, vb
@ 4/14/2003 11:17:36 . webdoc. Toon pmiEventTrap vh1=66384, +bh2=1238R88065, vh3=2003-04-14 11:17:35, wbd=WEBDOC1, wbfi=2, wbE=h, vb7=5ecurty, vbB=5, vh3=86
@ 4A14/2009 11:17:37 . webdoc. Toon priE ventTrap wh1=66395, vb2=1233R8806E, vh3=2003-04-14 11:17:36, wbd=EBDOCT, vhf=2, wbE=h, wb7=Securty, vhB=5, vhI=66.
@ 4/14/2009 11:17:37 ... webdoc!.Toon..  pmiEventTrap vbi1=E5396, vb2=1239688057, vb3=2003-04-14 11.17.37, +b4=WEBDOC1, vb5=2, vbb=, wbi=Security, vb8=5, vb3=0E...
@ 4/14/2009 11:17:39 .. webdocl.Toon..  pmiEventTrap vb1=65397, vb2=1239688058, vb3=2003-04-14 11.17:28, vb4=WEBDOC1, vb5=2, vbb=, wb7=Security, vb8=5, vb3=8E...
@ 414/2008 111755, webdoc].Toon..  pmiEventTrap vb1=65398, vb2=1239688074, vb3=2003-04-14 11:17.54, +b4=WEBDOC1, v+b5=2, vbb=F, wb7=Security, vb8=5, vb3=8E...
@ 4/14/2003 111755 .. webdocl.Toon..  pmiEventTrap vb1=65399, vb2=1239688074, vb3=2003-04-14 111754, vb4=WEBDOCT, wbi=2, vbE=h, wbi=Secuily, vb8=0, vbI=8E...
@ 4/14/2003 11:18:00 .. webdocl.Toon...  pmiE ventTrap vb1=65400, vb2=1239688079, vb3=2003-04-14 11:17.59, wb4=WEBDOLC1, vb=2, vbE=4, vbr: ', vbB=G, vb3=59...
oF 2

Mazimum Traps Showr: 1000 | Selected Trap: 1000 | Total Traps In Window: 1000

System Name | IP Address | Ciiical | Warning | Major | Information | Minor | Clear

@ webdec!. Toons locel 192168188 0 [ i [ 0 1000

@ nemotoonslocal 192168162 0 [ 0 0 i 0

Systems with: |@ Critical Traps: 0 |3 Warning Traps: 0 /@ Major Traps: 0 Total Systerns: 2 | Total Traps: 1000 | Trap Rate: 0 Trap(s) / Minute: 7

But when the Mib module PMI-Sys-MIB, which is the enterprise specific Mib is
compiled and saved, TrapTracker Manager displays the varBinds associated with that
Mib in user comprehensible way.
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Figure 92 varBinds
after Mib compilation.

4 TrapTracker Manager Console - Dema
File Edt View Options Reports Tooks Window Heln

18] Trap Categories Alerts | %:Filters |

& All Traps

ate / Time

ource ariables

@ 41472009 121629 .. webdoc! Toon..  pmiEventTrap evindex=113, evTicks=1 239691588, eviLocalTime=2009-04-14 12.15.28, ewSysName=WEBDOC1, eviLogT ppe=2ogs..
@ 4142009121629 .. webdoc Toon..  pmiEventTrap eviindex=114, evTicks=1239691583, eviLocalTime=2009-04-14 12.15:29, ewSysName=WEBDOC1, eviLogT ype=2logs..
@ 4/14/20091216:30 .. webdoc Toon..  pmiEventTrap eviindex=115, evTicks=1239691589, eviLocalTime=2009-0414 12.15:29, ewSysName=WEBDOC1, eviLogT ype=2llogs..
@ 4142009121630 .. webdoc Toon..  pmiEventTrap eviindex=116, evTicks=1299691590, eviLocalTime=2009-0414 12.15:30, ewiSysName=wEBDOCT, eviLogT ype=2llogs..
@ 414/20091216:30 .. webdoc] Toon..  pmiventTrap eviindes=117, evtTicks=1239691590, eviLocalTime=2009-04-14 12:15:30, ewtSysName=WEBDOCT, svtLogT ype=2lags..
@ 414/20091216:30 .. webdoc Toon..  pmi€ventTrap eviindex=118, evtTicks=1233691530. eviLocalTime=2009-04-14 12.15:30, evtSyshame=WEBDOC! . svtlogType=2ogS
@ 414/20091216:32 . rematoorslocsl  pmiEventTrap evtindex=451, evtTicks=1233691591, sviLocallime=2003-04-14 12.16:31, evtSysilame=HEMD, evtloaType=3loghpplc
@ 414/20091216:32 . rematoorslocsl  pmiEventTrap eviindes=452, evtTicks=1233691591, eviLocalTime=2009-04-14 121531, swtSyshame=NEMO, evtLogT ype=2llogSecu
@ 414/20091216:32 . rematoonslocal  pmiEventTrap eviindes=453, evtTicks=1233691592, sviLocalTime=2003-04-14 12.15:32, swtSyshame=NEMO, evtLoaT ype=2llogSecu
@ 4142009121633 . rematoorslocsl  priEventTrap eviindes=454, evtTicks=1233601532, sviLocalTime=2003-04-14 12:15:32, stSyshame=NEMO, evtLogType=2llogSecur
@ 4142009121633 . nemotoonslocsl  pmiEventTrap evindes=455, evtTicks=1239601532, sviLocalTime=2003-04-14 12:16:32, svtSyshame=NEMO, eviLogT ype=2llogSesur
@ 4/14/20091216:34 . remotoonslocal  pmiEventTrap evindex=456, evtTicks=1233631533, eviLocalTime=2003-04-14 12:16:33, Name=NEMO, evtLogType=2(k

@ 4142009121634 .. neme.oonslocal  pmiEveniTrap evindes=457, evtTicks=1239691534, eviLocalTime=2009-04-14 12,16:34, Name=NEMO, evtLogType=2(l

@ 4/14/20091216:34 ... remo.toonsdocal  pmiEventTrap

. evilocalTime=2009-04-14 12:16:34, N MNEMD, evtlogType=2(|
- NEMO

Padess |

[ System Name M

@ webdoct Toons local 192168188 O i ] ] i 113

@ nemo toonslosal 192168162 0 i ] (] i 5

Systems With: |@ Ciitical Traps: Waming Traps: 0 @ Major Traps: 0 Total Systems: 2 | Total Traps: 174 | Trap Rate: 40 Trap(s) / Minute 7

So it is mandatory to compile the enterprise specific MIBs and save them in bin file.

Compiling a Single MIB Module

This option enables you to compile a single MIB module.

To compile a single MIB module
1 Open the MibCompiler console.

2 From the File menu, choose Compile one MIB.
(OR)
Press Ctrl + N on your keyboard.
(OR)

(=)

Click =/ on the tool bar.

MibCompiler displays “Open MIB file” window.

110



TRAPTRACKER VER.4.0 USER GUIDE COMPILING A SINGLE MIB MODULE

e 23 Open M 7| %

file dialog box. OpenHEEES —I_I
Look in: Ia etwtemp j L |‘j€ v

[:I.C\gent

I linstaller

1 Templates
pri-sys-mib. mib

File name: I j Open

Files of type: [ MIB files (*.mib, *.my) = Cancel
[~ Open as read-only

i

3 Go to the appropriate folder and select the MIB file that you want to compile.
4  Click Open.
MibCompiler displays the confirmation message box.

i >
mee b [
message box.

@ Do ol wank ko compile 'Cebwkemplprii-sys-mib, mib'

5 Click Yes to start compilation.

TrapTracker displays the compilation success / failure status in the debugging
window.
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Figure 95 MIB
compilation status

Figure 96 Restart

Services message box
t=}

COMPILING A SINGLE MIB MODULE

C:hetwternpiypri-zyz-mib, mib: 135
C:hetwtermnphpri-gys-mib. mib: 143
C:hetwtempiypmi-gys-mib.mib: 151
C:hetwtempiypmi-sys-mib. mib: 159
C:hetwtermnphypri-zyz-mib. mib: 167
C:hetwtemphpri-gys-mib. mib:179:
C:hetwtempiypmi-sys-mib. mib: 193
C:hetwtermnpipri-sys-mib. mibe 201
C:hetwternphypri-zyz-mib, mib: 209:
C:hetwtempiypri-gys-mib. mibe 217
C:hetwtempipmi-sys-mib. mib. 225
C:hetwtermnphypri-zys-mib. mib: 2 33:
C:hetwtemphpri-sys-mib. mib: 253
C:hetwtempiypmi-sys-mib. mib: 262
C:hetwtermnpiypri-sys-mib, mib: 288
C:hetwternpiypri-zyz-mib, mib: 296
C:hetwtemnpiypri-gys-mib. mib: 304
C:hetwtempipmi-sys-mib. mib: 313
C:hetwtermnpiypri-zyz-mib. mib: 321
C:hetwtemnphpri-gys-mib. mib: 329:
C:hetwtempiypmi-gys-mib. mib: 337
C:hetwtempiypmi-sys-mib. mib: 345
C:hetwtermnpiypri-zyz-mib. mib: 281
C:hetwtemphpri-gys-mib. mib: 353
C:hetwtempiypmi-sys-mib. mib: 361

Campilation completed

zcalar's parent node must be zsimple node
zcalar's parent node mugt be simple node
zcalar's parent node must be simple node
zcalar's parent node must be gsimple node
zcalar's parent node must be zsimple node
scalar's parent node must be simple node
zcalar's parent node must be zimple node
zcalar's parent node must be simple node
zcalar's parent node must be zsimple node
zcalar's parent hode must be simple node
zcalar's parent node must be zsimple node
zcalar's parent node must be zsimple node

twpe “AppllzageEntny' of node “appl) sageEntry’ does not rezalve to a known base bype
SEQUEMCE element #3 "applJsagelescr’ iz not a child node under “appllzageE iy’

zcalar's parent node must be simple node
zcalar's parent node must be zsimple node
zcalar's parent hode must be simple node
zcalar's parent node must be zsimple node
zcalar's parent node must be zsimple node
zcalar's parent node mugt be simple node
zcalar's parent node must be simple node
zcalar's parent node must be gsimple node

unknown object identifier label “appl)sageDescr’

scalar's parent node must be simple node
zcalar's parent node must be zimple node

MibComp: compiled module "C:\etwtemphpi-sys-mib.mib’ with erarswarnings
Compiled Successfully: PMI-Syz-MIB mib inzerted.

Select save from menu or toolbar to save the added MIE to disk

C:hetwtempipri-sys-mib.mib: 38; tepe "EviEntny' of node “eviEntry’ does not resolve to a known base type

6 From the File menu, choose Save.

(OR)

Press Ctrl + S on your keyboard.

(OR)

Click = on the tool bar to save.

MibCompiler displays the “Restart Services” confirmation message box.

Restart Services

@ Dependent services need to be restarted For MIEs ko be applied.

Do wiou wank to do this now?

]

7 Click Yes to restart the dependent services.
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Figure 97 Partial
Modules window

Note

TrapTracker inserts the newly compiled MIB to the bin file and to the
database.

MibCompiler displays the newly compiled PMI-sys-MIB in the Modules window.

OSPF-TRAP-MIB
PARALLEL-MIE
FP-BRIDGE-MIB
PerfHizt-TC-MIB
FIM-MIE

FINT-MIE

Phl-Sys-hIB
PHMI-E=T-MIB
PHMI-IB
POD-TEL-MIB
POLICY-FRAMEWORK.-FIB
Fowertet-k|B
PPP-BRIDGE -MCP-MIB
PPP-IP-MCP-MIB
PPP-LCP-MIB

PFPP-SEC-MIB
Erintar-rd 1B

Compiling Multiple MIB Modules

In group compilation mode you can compile a group of related MIB modules. The
MibCompiler randomly chooses the MIB modules irrespective of their dependency and
compiles iteratively. Consider there are three MIB modules “A”, “B” and “C”, where “C”
has dependency on “B” and in turn “B” has dependency on “A”. Suppose TrapTracker
compiles “C” first, the compilation will complete with errors since “C” has dependency
on “B”. But the MIB module that has no reference will get compiled successfully
without errors; in this case “A”. The MIB modules, which are compiled successfully, will
also be compiled for every iteration. You can refer the gcreport.txt, which is generated
by the MibCompiler for group compilation or the debugging window to get to know
what has happened to your MIB modules and compile them iteratively until all the
modules are compiled successfully. If there are references in a MIB module to other
modules, which could not be resolved, then the compilation process terminates
unsuccessfully, irrespective of the number of iterations you attempt. The gcreport.txt is
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generated only for group compilation and not for single Mib compilation. Its contents
are over written for every compilation.

This option enables you to compile multiple MIB modules.

To compile multiple MIB Modules
1 Open the MibCompiler console.

2 From the File menu, choose Compile multiple MIBs.
(OR)
Press Ctrl + G on your keyboard.

MibCompiler displays “Browse for Folder” window.

e o Browse forFolder 2|
=
Folder dialog bos. Browse for Folder f

Select Mib Folder,

--Q Local Disk §Ci0
- work (D:)
@ Compact Disc (E:)

(0] Cancel

3 Go to the appropriate drive and select the folder that you want to compile.
4  Click OK.

MibCompiler displays the confirmation message box to proceed further.

Figure 99 Proceed? -
message box. PI‘DEEEd_ 5I

@ Do wou wank to compile all MIB(S) in folder 'C:MIBsYCommon'
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Figure 100 MIB
compilation status

Figure 101 Restart
Services message box

5 Click Yes to start compilation.

TrapTracker displays the compilation success / failure status in the debugging
window.

MibComp: Group compilation mode.

MibComp: compiling module 'C: 1B s\Commonmdsreg. mib'...

C:AMIB zhCornmontmdsreg.mib:61: date specification "0301210000E" containg an illegal value
C:%IB shCommonhmdsreg. mib: 72: revizion for last update iz miszing

MibComp: compiled module "C:AMIB shCommonhmdsreg. mib' with errors/warnings

Compiled Successfully: MDS-REG mib inzeted.

MibComp: Group compilation mode.

MibCorp: compiling module 'C:AMIBsA\Commonhmds_camm. mib'...

C:%MIB s\Commonhmds_comm.mib: 287: date specification "03071270000" containg an ilegal value
C:WIB s\Commonhmds_comm.mib:234: revigion for lazt update is mizzing

MibComp: compiled module "C:AIBs\Commonmds_comm. mib' with emaredwarnings

Compiled Successfully: MDS-COMMOM-MIB mib inzerted.

Compiled Successtully: MDS-COMMOMN-MMIB mib ingerted Compilation completed
Select save from menu or toolbar to zave the added MIB to dizk

Refer C:\Program FileshPrism Microzvstems\ T rapTrackergoreport. bt file for consolidated compilation report,

6 From the File menu, choose Save.
(OR)
Press Ctrl + S on your keyboard.
(OR)

Click = on the tool bar to save.

MibCompiler displays the “Restart Services” confirmation message box.

Restart Services il

Dependent services need to be restarted for MIEs ko be applied.
Do ol wank ko da this now?

1 Click Yes to restart the dependent services.
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Saving MIB Compilation Report

By default, MibCompiler generates gcreport.txt for group compilation. Apart from this,
you can manually copy, paste, delete, save and organize those details in separate text
files for future reference for group compilation and single Mib compilation.

This option enables you to save the Mib compilation report in a text file.

To save MIB compilation report
1 Right-click the debugging window.

MibCompiler displays the shortcut menu.
From the shortcut menu, choose Select All and then Copy.
2 Create a text file and paste the copied details in that text file.

You can also select and copy a portion of the details.

Viewing MIB Detalls

This option enables you to view the MIB details.

To view MIB details
1 Open the MibCompiler console.

2 From the View menu, choose Mibs.

(OR)

Press Ctrl + M on your keyboard.

By default, MibCompiler selects this view.
3 Select a MIB module on the Modules window.

MibCompiler displays the details of the selected MIB in the Details window.
4 Double-click an object on the “Details” window.

MibCompiler displays the details of the selected object.
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VIEWING TRAP DETAILS

g 102 et xq

M ame »oazTicks

Reqistration : pmiSpstem.

Tupe . abjectid

Aooess : read-anly

Status : mandatary

Description : Current sps ticks.

5 Click OK.

Viewing Trap Detalls

This option enables you to view the trap details.

To view trap details

1
2

Open the MibCompiler console.
From the View menu, choose Traps.
(OR)

Press Ctrl + T on your keyboard.

MibCompiler displays all traps in the “Details” window.
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Figure 103 Details of 18]

Fle WView Tools Help

all traps.
P EIEX.
m [Details of all traps.
Tiap Name | Erterprise Name | Enterpiise Oid [ Variatles | Descriptian -
priéppllsageTrap pmiSystem 13614170111 (appUsagelnder, appll.  This trap is sent whenever an appl
priEventTrap priSpstem 1.361.4.1.7011.1 (evlindex, ewtTicks, ev...  This frapis sent whenever a event.
pmiSysTiap pmiSystem 13614170111 spsTicks, spsTime, sys...  The system sends this trap perioi,
upsdlamivalueHighR estoredeighth 0elIPS Trapssighth 13614181811.1811  [rapiug) A alueHigh alam condition is rest
upsdlamivalueLowRestoredeighth gelUPS Trapseighth 1.361.41.81811.1811  [rapiig) & WalueLow alarm condition is rest..
upsblamialueHigheighth gellPSTrapseighth 1.361418181.11811  (raphug) A measurement value reached a v...
upsdlamialuel oweighth 0elIPS Trapssighth 13614181811.1811  [rapiug) A messurement walue reached a v.
upsalamReceptacleOneighth gelPS Trapseighth 1.3614181811.1811  [rapAig) & receptacle has been switched ..
upshlamTestinProgressRestoredeighth  gelIPS Trapseighth 1.361.41.81811.1811  [trapfug, upsTestideigh..  The test is in progress is terminate.
upshlamShutdawnlmminentRestoredsi . gelIPS Trapssighth 13614181811.1811  [rapiug) & shutdown imminent condition is 1.
upstilamShutdownPendingRestoredei...  gellPS Trapseighth 1361418181 1.1811  [raprg, upsShutdown... A upsShutdownafterDelay countd...
upshlamdwaltingPowerRiestoredeighth  gelIPS Trapseighth 136141.818111811  [rapiug) A awaiting power condiion is resto.
upshlamCommunicationslostRestored...  gelIPS Trapssighth 13614181811.1811  [rapiug) & problem in the communication b
upsblaimDiagnasticT estF aiedRiestored.., gelJPS Trapseighth 1361418181.11811  [raphug) # last diagnostic test indicates a fa.
upshlaimbGeneralF sultRestoredeighth 0elIPS Trapssighth 1.36141818111811  [rapiug) & general fault is restored,
upshlamFuseF ailureRestoradsighth gelIPS Trapssighth 13614181811.1811  [rapiug) & Fuse failure condition is restored
upsblamFanF ailureFiestoredeighth gelIPS Trapseighth 1361418181.11811  [raphug) 4 Fan fallue condition is restored
upsAlamlipsSystemDneighth gelIPS Trapssighth 1.3614181811.1811  [rapiug) The UPS system s switched in the.
upsAlamlpsOutputOneighth gelIPS Trapssighth 13614181811.1811  [rapiug) The output of the LIPS switched in.
upsblamChargerFaledResioredeighth  gelJPS Trapseighth 136141818111811  [raphug) 4 Charger Failer condiion is rester...
upshlamUps0fidsRequestediestored...  gelIPS Trapssighth 13614181811.1811  [rapiug) A enlire UPS command has been 1
upsdlamDutput0fidsRequestedRiestor..  gelUPS Trapseighth 1.361.41.81811.1811  [rapiig) & request shutdown has been rest..
upsblaimBypassB adFiestoredeighth elIPS Trapseighth 1361418181.11811  [raphug) 4 Bypass bad condition is restored...
upsAlamOnBypassRestoredeighth 0elPS Trapssighth 13614181811.1811  [rapiug) An Dn Bypass condition is restored.
upsalamDulpulOverloadRestoredeighth  gelP'S Trapseighth 1.3614181811.1811  [rapAig) £n output overload condition is res...
upsblaimDutputE adFiestoredeiohth gellPSTrapseighth 1.361418181.11811  (raphug) An output bad condition is restored..
upsdlaminputB adRestoredeighth 0elIPS Trapssighth 13614181811.1811  [rapiug) An input bad condition is restored.
upsélaimTempB acResioredeighth gelPS Trapseighth 1361418181 11811 [rapiig) £ bad temperature condition is rest.
upshlamDepletedB atteryRestoredeighth  gelIPS Trapseighth 1361.41.818111811  [rapiug) & Depleted Battery condition is res.
upsdlarmLowatteryRestoredeighth gelIPS Trapssighth 13614181811.1811  [rapiug) & Low Battery condition is restored
upstlamnE atteryFiestoredeighth gelIPS Trapseighth 1361418181.11811  [raphug) The UPS is diawing pawer fiom ...
upshlaimBatteryBadRestoredeighth gelIPS Trapseighth 1.36141818111811  [rapiug) A Battery bad condition is restored
upshlamPeceptacleOffeighth gelIPS Trapssighth 13614181811.1811  [rapiug) A receplacle has besn switched of.
upsblamT estinFrogresseighth gelIPS Trapseighth 136141 8181.1.1811  [raphug, upsTestldeigh... A test is in progress, as iniiated an. ..
upsdlaimS hutd: inenteightt 0elIPS Trapssighth 1.361.4.1.8181.1.1811  [irapiug) The LIPS will tumm off power to the |~
I

‘Slalus: Ready

3 Double-click the trap that you want to view details.

MibCompiler displays the details of the selected trap.

Figure 104 Details of
trap: pmiSysTrap.

MHame : pmiSysTrap

Enterprize Mame : pmiSystem

Enterprize Oid : 1.361.41.7011.1

Wariables © | [eveTicks, sueTime, spztlame, susTope, spzDezcr, sglPhddr]

Dezcription : The spstem zends thiz trap periodically to

ak

Table 24 . .
o Field Description
Name Name of the trap.
Enterprise Name Name of the enterprise that defined the trap
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Field Description

Enterprise Oid Object id of the trap.
1-1ISO
3-0RG
6 — DOD
1 — Internet
4 — Private
1- Enterprise
7011 — pmiSystem
1 — pmiSystrap
Variables varBinds associated with the trap.

Description Description of the trap.

Browsing MIB Tree

This option enables you to search through the MIB tree for an MIB, OID, Identifier and
Trap names. Searching with regular expression is not permitted.

To browse the MIB tree
1 Open the MibCompiler console.

2 From the Tools menu, choose Find.
(OR)
Press Ctrl + F on your keyboard.
(OR)

Click ﬂ on the tool bar.
MibCompiler displays “Find” dialog box.
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e 17 T e Srind
box EI

f+ Module Mames
" Oid

" |dentifier

{1 Trap Mames

Ok Cancel |

Note

By default, MibCompiler displays the MIB modules and the details of
those modules. To view the trap details, follow the procedures in the
View Trap Details section.

3 Type the name of a module in the search field.

4  Select Module Names option, if not selected.

Module Name EI

|PMl-sps-MIB

f+ Module Mames
" Oid

" |dentifier

{1 Trap Mames

Ok Cancel |

5 Click Ok.
MibCompiler displays the MIB module and its details.
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= MibCom|

Figure 107 Search =l

Fle WView Tools Help

result. OEX#
Modules -
OLD-CISCO-TCP-MIB |dentifier Status
OLD-CISCO-TS-MIB
OLD-CISCO-INES-MIB PriiSystem prismiicraSysterns. 1 objectid mandatory
OLD-CISCO-#MS-MIE spsTicks pmiSystem. abjectid read-only mandatory Cument ss ticks.
OSPF-MIB spsTime priS pstem. 2 octetstiing read-only mandatory Cunent sps time in lacal displ.
OSPF-TRAP-MIB spshlame priSpstem. 3 actetstring read-only mandatory Wame of the spstem,
PARALLEL-MIB svsType pmiSystem.4 integer read-only mandatory This identifies the aperating ...
P-BRIDGE-MIB sysDeser priiSpstem.5 octetstiing read-only mandatory Gives details of the system, s
PerfHist-TC-MIB syslPAddr pmiSpstem.§ octetstiing read-only mandatory The IF Address cf the spstem.
PIM-MIB evtTable pmiSystem. 10 table not-accessible mandatony Table containing the system'
PINT-MIB eviEntry evtTable.1 Tow not-accessible mandatory Desscribes the event in temns.
Phl-Sys-MIE evtindex eviEnt.1 objectid read-only mandatory The event log record numbe.,
PRNI-EXTMIB evtTicks eviEntip.2 objectid read-only mandatory Time in ticks when the event.
PHMI-MIB eviLocalTime eviEnty 3 octetsting read-only mandatory Loeal time format when the e
FOD-TEL-MIB evtiyshame eviEntipd octetstiing read-only mandatory The system which recorded t.
POLICY-FRAMEWORK-FIE evtLogType eviEniiy.5 integer read-orly mandatory The log type.
Pawertlet-MIB evtTupe eviEniy.6 inteaer resad-arly mandatory The event type.
PFP-BRIDGE-NCP-MIE evtSource eviEnty.7 octelstring read-orly mandatory The source on the host whic...
PPPAP-NCP-MIB eviCategary evtEniny.6 objectid resad-orly mandatory The event cateaory.
PPP-LCP-MIB evild eviEntd objectid read-only mandatory The evant id
FFP-SECMIB evtDescr eviEntiy. 10 octetstring read-orly mandatory Description of the evert.
Printer-MIB evillser eviEnty 11 octetstiing read-only mandatory Loaged user who caused th
PTOPO-MIE eviDomain eviEntp.12 actetstring read-only mandatory Damain in which the user ha.
Q-ERIDGE-MIE appUsageTable pmiSystem. 11 table not-accessible mandatory Table containing the system’.
G05-POLICY-802FIB appllzageE iy SppllzageT sble. 1 o Pot-acesssible mandatory Desciibes the app uesge int
Q0S-POLICY-IP-PIB applisagelndex appllsageEntry. 1 objectid read-only mandatary The app usage log record n.
RADIUS-ACC-CLIENT-MIB J appUsageStanTicks appllsageEntiy. 2 objectid read-only mandatory Time in ticks when the app ...
RADIUS-ACC-SERVER MIB appllsageEndTicks appllsageEnty.3 objectid read-only mandatary Tirne in ticks wher the app
RADIUS-AUTH-CLIENT-MIB appUsageSyshame applisageEnty. 4 octetstiing read-only mandatory The system which recorded t.
RADIUS-AUTH-SERVER-MIE appUsagedpph ame appllsageEnty.5 octelstring read-only mandatary The name of the running app.
RAID-Adapter-MIB appUsagellsar appllzageEniy.6 octetstiing read-only mandatory Loaged user who sxecuted b
RAPID-CITY applsageDomain appllsageEnty. 7 octetsting read-only mandatory Domain in which the user ha.
RAPIDCITY VLAN-MIB appUsageFileName appllsageEntiy. 8 octetstiing read-only mandatory Executed application's file n
RDEMS-MIB appllsagevendor appllsageEnty.9 octetstring read-only mandatary Application Vendor's Infarma
FNI’U 0B5-5MI | _'_l appUsageDetails appUsageEnty. 10 octetstring read-orly mandatory Appiication Usage Statistics...
4 »
=
|

‘Slalus: Ready

6 Type an OID in the search field.
7 Select the Oid option.

|1 3641.7011.1.101.5

" Module Mames
@ O
" |dentifier

{1 Trap Mames

Ok Cancel

8 Click Ok.
MibCompiler displays the result.
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Figure 109 Search
result

Figure 110 Find
Identifier

=1 MibCom|

Flle WView Tools Help

BROWSING MIB TREE

=lelx|

O X #&

Modules

= | |Details of Ph|-Gys-MIB

OLD-CISCO-TCP-MIE Identiier [ Redistration [ Type [ Access [ Status [ Description
OLD-CISCO-TS-MIB prisrniicroSysterms enterprises. 7011 objectid “none- manidatory
OLD-CISCOVINES MIB pmiSystem prismMicraSpstems. 1 objectid “none- mandatory
OLD-CISCORNS-HIB sysTicks priSystem. | objscid read-only mandatory Curent sys ticks.
OSPF-MIB spsTime priSystem. 2 octetsting read-only mandatory Cunent sps time in local displ.
OSPF-TRAP-MIE sysMame priSystem. 3 octelstring read-orly mandatory Name of the spstem.
PARALLEL-MIB sysTupe priSystem. 4 inteaer resad-orly mandatory This identifies the operating
P-BRIDGE-MIB spsDescr PriSpstem.5 octetstring read-only mandatory Gives details of the system, 5.
PerfHist-TC-MIE sysIPAddr priSystem. & octelstring read-orly mandatory The IP Address of the system.
PIM-MIB evtTable priiSystem.10 table rot-accessible mandatory Table cortaining the system’
PINT-MIB eviEnty evtTable.1 Tow not-accessible mandatory Describes the event in temns.
Fhl-Sys-MIE eviindex eviEntiy.1 obiectid read-only mandatary The event log record numbe.
PHMI-EXTMIB evtTicks eviEnty 2 objectid read-only mandatory Time in ticks when the evart
PHNI-MIB eviLocalTime eviEntp 3 octetstiing read-only mandatory Lacal time format when the e.
POD-TELMIB ssh ame eviEnty 4 octetstring mandatar The system which recorded &
POLICY-FRAMEWDRK-PIE
Poweet-MIE evtType eviEnty.6 integer mandatery The event type.
PPP-BRIDGE-MCP-MIB evtiource eviEntip7 octetstiing read-only mandatory The source on the host whic
PPPAP-NCP-MIB eviCategary eviEniy.8 objectid resad-arly mandatory The event cateaory.
FPP-LCP-MIB evild eviEntpd objectid read-only mandatory The event id
PPP-SECMIB evillescr eviEntp 10 octetstiing read-only mandatory Description of the event.
Printer-MIB evillser eviEnty 11 octetstiing read-only mandatory Loaged user who caused th
FTOPD-MIB evtDomain eviEntiy.12 octelstring read-orly mandatory Domain in which the user ha.
Q-BRIDGE MIB appUsageT able priSystem. 11 table not-accsssible mandatory Table containing the system’
00S-POLICY-B02-PIB appUsageEnty applsageT able.1 fow not-aceessible mandatory Desciibes the app usage in b
QOS-FOLICY-IP-FIE applsagelndex applsageEnty.1 abjectid read-only mandatory The app usage log recard n.
RADIUS-ACC-CLIENT-MIB J appUsageStanTicks applizageEniny. 2 objectid read-only mandatory Time in ticks when the app
RADILS-ACC-SERVER MIB appUsageEndTicks applsageEniy.3 objectid read-only mandatory Time in ticks when the app ..
RADILS-AUTH-CLIENT-MIE applsageSyshame applsageEntiy.4 octetstring read-orly mandatory The system which recorded ¢
RADIUS-AUTH-SERVER-MIB appllsagedpphlame appUsageEnty.5 octetstring resad-orly mandatory The nae of the rurnning app
RAID-Adapter-MIB appUsagellser applisageEnty. & octetstiing read-only mandatory Logged user who executed L.,
RAPID-CITY appUsageDomain appllsageEnty. 7 octetstiing read-only mandatory Domain in which the user ha.
RAPIDCITYVLAN-MIB appUsageFileName applizageEniy. 8 octetstiing read-only mandatory Executed application’s fils n
ROBMS-MIB appUsageVendor applsageEntiy 3 actetsting read-only mandatory Application Vendor's Informa.
FNITU 0E5-5MI | _'_l appUsageDetails applzageEnty. 10 octetstring read-only mandatony Application Usage Statistics
4 »
H
I
|Status: Ready
9 Type an Identifier in the search field.
10 Select the Identifier option.
| syslPiddr
" Module Mames
Irn:
{1 Trap Mames
Ok Cancel

11 Click Ok.
MibCompiler displays the result.
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Figure 111 Search

result. OEX#
Modules + | |Details of CISCO-STACK-MIE
CISCO-STACKHIE Identiier [ Registration [ Tupe [ Access [ Status | Description [«
CISCO-STP-EXTENSIONS-MIB ciscoStackMIB warkaroup.1 objectid “nong- mandatory
CISCO-STUN-MIB systemGrp ciscoStackMIB.1 objectid “nong- mandatory
CISCO-SWITCH-CGMP-MIE syshlamtT ype: systemGip.| ints | current Type of network mar
CISCO-5wITCH-ENGINE-HIB :
CISCO-5SLOG-MIB syshlettask spstemGp. 3 ipaddiess read-wrte currernt This entity's subriet mask,
CISCO-SYSTEM-MIB sysBroadcast systemGirp.4 ipaddiess read-wite current This entity's broadeast addre...
QIsco-TC sysTrapReceiverT able systemGp.5 table: not-accessible current The trap recsiver table (0 to
CISCO-TCNO-U32 sysTrapReceiverEnty sysTrapReceiverTable.]  row not-accessible current A trap receiver table entry.
CISCO-TCP-MIB sysTrapReceiverType spsTrapReceiverEnty 1 integer read-unite current Setting this object to invalid]
CISCO-TCPOFFLOAD-HIB sysTrapReceiverdddr sysTiapReceiverEntip 2 ipaddiess read-only current P address for trap recaiver
CISCO-TN32Z70SERVER MIB sysTrapReceiverComm sysTrapReceiverEnip 3 octetstiing read-write current Cammunity string used for tia...
CISCO-TRANSACTION-CONME! sysCommunity T able systemGp.6 table not-acoessible deprecated The community table (4 entri
CISCOTRAP-MIB sysCommurityE rtry sysCommurityT able.1 Tow not-accessible deprecated A cornrurity table entry
CISCO-UDLDP-MIB spsCommunitybccess sysCommunityEntry. 1 integer read-only deprecated A value of readw/riteAll(4) all .
CISCOVINES MIB sysCommunityString sysCommunityE ntry. 2 octetstiing read-wite deprecated Configurable commurity strin.
CISCOVLAN-BRIDGING-MIB ’J sysittachT ype systemGp.7 inteaer resad-wirits current The requested concentrator
CISCOVLAN-MEMBERSHIP-MI spsTraftic systemGp.8 integer read-only current Traffic meter value, i.
CISCOAMPS-MIB sysReset systemGp.a integsr read-writs current ‘Witing rezet(2] to this object.
CISCOVOICE-ANALOGAF-MIB sysBaudhate systemGp.10 integer read-wirits current The baud rate in bits per sec
CISCOVOICE-APPS MIE sysinsettode systemGrp.11 integer read-wiite current The made for inserting M-por...
CISCOVOICE-ATM-DIAL-CONTI sysCleariacTime systemGp.12 timeticks resad-wirits current The time [in hundredths of a
CISCOVOICE-COMMON-DIAL-C sysClearPort Time systemGp.13 imeticks read-wirte current The time [in hundredtihs of a ..
CISCOVOICE-DIAL-CONTROL+ spsFddiRingT able systemGrp. 14 table not-accessible current The fddi ring map table.
CISCOYOICE-ENABLED-LINK-h | | sysFddiRingEntry sysFddiRingT able.1 tow not-accsssible current AFDDI Ring table entry
CISCOOICE-FR-DIALCONTRL | | sysFodiRingSMTIndex sysFddiRingEntiy.1 integer read-only current The value of the SMT index ..
CISC0VOICE-HDLE-DIAL-CON sysFddiRingdddress sysFddiRingEntr.2 octetstring read-only current The MAC address of this no...
CISCOO0ICEAF-MIB sysFddiRingNext sysFddiRingEntiy.3 octetsting read-only current The MAC address of the nex
CISCOPDN-MGMT MIE sysEnableModem systemGp.15 integer read-te current Indicates whether the RS-23..
CISCOYSI-CONTROLLER-MIB sysEnableRtediiects systemBip. 16 integer read-wite current Indicates whether ICMP redir
CISCOVSIMASTER-MIB sysEnableRimon systemGp.17 inteaer read-wirits current Indicates whether the SNMP.
CISCONVTF-MIB syshipdgingTime systemGirp. 18 integer read-wite current The aging time for the ARF .
CISCO-WAN MODULE-MIE sysTrafficPeak systemGirp. 19 integer read-only current Peak tisffic meter value sinc.
CISCO-WAN-RSRC-PART MIB sysTraflicPsakTime systemBGp.20 timeticks read-only current The time [in hundrsdtihs of a
CISCO-WIRELESS-DOCS X sysCommurityRwa systemGip. 21 octetstring read-wite current When an SNMP message is .
4 | CommunityRw temBip octelstiing read-wile current ‘wWhen an SNMP messageis %
|

Status: Ready

Searching Trap Details

This option enables you to search the Trap detalils.

To search trap details
1 Open the MibCompiler console.

2 From the View menu, choose Traps.
(OR)
Press Ctrl + T on your keyboard.

MibCompiler displays all trap details.
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Figure 112 Details of

Fle WView Tools Help

S

all traps.
P EIEX.
m [Details of all traps.
Tiap Name | Erterprise Name | Enterpiise Oid [ Variatles | Descriptian -
priéppllsageTrap pmiSystem 13614170111 (appUsagelnder, appll.  This trap is sent whenever an appl
priEventTrap priSpstem 1.361.4.1.7011.1 (evlindex, ewtTicks, ev...  This frapis sent whenever a event.
pmiSysTiap pmiSystem 13614170111 spsTicks, spsTime, sys...  The system sends this trap perioi,
upsdlamivalueHighR estoredeighth 0elIPS Trapssighth 13614181811.1811  [rapiug) A alueHigh alam condition is rest
upsdlamivalueLowRestoredeighth gelUPS Trapseighth 1.361.41.81811.1811  [rapiig) & WalueLow alarm condition is rest..
upsblamialueHigheighth gellPSTrapseighth 1.361418181.11811  (raphug) A measurement value reached a v...
upsdlamialuel oweighth 0elIPS Trapssighth 13614181811.1811  [rapiug) A messurement walue reached a v.
upsalamReceptacleOneighth gelPS Trapseighth 1.3614181811.1811  [rapAig) & receptacle has been switched ..
upshlamTestinProgressRestoredeighth  gelIPS Trapseighth 1.361.41.81811.1811  [trapfug, upsTestideigh..  The test is in progress is terminate.
upshlamShutdawnlmminentRestoredsi . gelIPS Trapssighth 13614181811.1811  [rapiug) & shutdown imminent condition is 1.
upstilamShutdownPendingRestoredei...  gellPS Trapseighth 1361418181 1.1811  [raprg, upsShutdown... A upsShutdownafterDelay countd...
upshlamdwaltingPowerRiestoredeighth  gelIPS Trapseighth 136141.818111811  [rapiug) A awaiting power condiion is resto.
upshlamCommunicationslostRestored...  gelIPS Trapssighth 13614181811.1811  [rapiug) & problem in the communication b
upsblaimDiagnasticT estF aiedRiestored.., gelJPS Trapseighth 1361418181.11811  [raphug) # last diagnostic test indicates a fa.
upshlaimbGeneralF sultRestoredeighth 0elIPS Trapssighth 1.36141818111811  [rapiug) & general fault is restored,
upshlamFuseF ailureRestoradsighth gelIPS Trapssighth 13614181811.1811  [rapiug) & Fuse failure condition is restored
upsblamFanF ailureFiestoredeighth gelIPS Trapseighth 1361418181.11811  [raphug) 4 Fan fallue condition is restored
upsAlamlipsSystemDneighth gelIPS Trapssighth 1.3614181811.1811  [rapiug) The UPS system s switched in the.
upsAlamlpsOutputOneighth gelIPS Trapssighth 13614181811.1811  [rapiug) The output of the LIPS switched in.
upsblamChargerFaledResioredeighth  gelJPS Trapseighth 136141818111811  [raphug) 4 Charger Failer condiion is rester...
upshlamUps0fidsRequestediestored...  gelIPS Trapssighth 13614181811.1811  [rapiug) A enlire UPS command has been 1
upsdlamDutput0fidsRequestedRiestor..  gelUPS Trapseighth 1.361.41.81811.1811  [rapiig) & request shutdown has been rest..
upsblaimBypassB adFiestoredeighth elIPS Trapseighth 1361418181.11811  [raphug) 4 Bypass bad condition is restored...
upsAlamOnBypassRestoredeighth 0elPS Trapssighth 13614181811.1811  [rapiug) An Dn Bypass condition is restored.
upsalamDulpulOverloadRestoredeighth  gelP'S Trapseighth 1.3614181811.1811  [rapAig) £n output overload condition is res...
upsblaimDutputE adFiestoredeiohth gellPSTrapseighth 1.361418181.11811  (raphug) An output bad condition is restored..
upsdlaminputB adRestoredeighth 0elIPS Trapssighth 13614181811.1811  [rapiug) An input bad condition is restored.
upsélaimTempB acResioredeighth gelPS Trapseighth 1361418181 11811 [rapiig) £ bad temperature condition is rest.
upshlamDepletedB atteryRestoredeighth  gelIPS Trapseighth 1361.41.818111811  [rapiug) & Depleted Battery condition is res.
upsdlarmLowatteryRestoredeighth gelIPS Trapssighth 13614181811.1811  [rapiug) & Low Battery condition is restored
upstlamnE atteryFiestoredeighth gelIPS Trapseighth 1361418181.11811  [raphug) The UPS is diawing pawer fiom ...
upshlaimBatteryBadRestoredeighth gelIPS Trapseighth 1.36141818111811  [rapiug) A Battery bad condition is restored
upshlamPeceptacleOffeighth gelIPS Trapssighth 13614181811.1811  [rapiug) A receplacle has besn switched of.
upsblamT estinFrogresseighth gelIPS Trapseighth 136141 8181.1.1811  [raphug, upsTestldeigh... A test is in progress, as iniiated an. ..
upsdlaimS hutd: inenteightt 0elIPS Trapssighth 1.361.4.1.8181.1.1811  [irapiug) The LIPS will tumm off power to the |~
I

‘Slalus: Ready

3 From the Tools menu, choose Find.
(OR)
Press Ctrl + F on your keyboard.
(OR)

Click ﬂ on the tool bar.
MibCompiler displays the “Find” dialog box.

e 12 il clos Hrnd
box

) Module Names
" Did

) [dentifier

{* Trap Mames

Ok Cancel

4  Type the name of the trap in the search field.
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e Frnd
name

|pmi5ysTrap

) Module Names
" Did
{1 [dentifier

Ok LCancel

5 Click Ok.
MibCompiler displays the result.

. 2
Figure 115 Search =il abtompiley =l
lt File View Tools Help
resul
O X A
Modules [Dietails of ll aps.
Al Traps Tiap Name [ Enterprise Name | Enterpiise Oid [ Wariables [ Descriptian -
priéppllsageT rap pmiSystem 13614170111 (appUsagelndex. sppll.  This trap is sent whenever an appl
EventTray iSystem 1.3.61.4.1.7011.1 d T This trap is sent whenever 5 event
upshlamivalueHighR estoredeighth 0elIPS Trapssighth 1361418181 11811 [rapiug) 2 WalueHigh alam condition is rest
upsdlamivalueLowRestoredeighth gelUPS Trapseighth 1.361.41.81811.1811  [rapiig) & WalueLow alarm condition is rest..
upsblamialueHigheighth gellPSTrapseighth 1.361418181.11811  (raphug) A measurement value reached a v...
upsdlamialuel oweighth 0elIPS Trapssighth 13614181811.1811  [rapiug) A messurement walue reached a v.
upsalamReceptacleOneighth gelPS Trapseighth 1.3614181811.1811  [rapAig) & receptacle has been switched ..
upshlamTestinProgressRestoredeighth  gelIPS Trapseighth 1.361.41.81811.1811  [trapfug, upsTestideigh..  The test is in progress is terminate.
upshlamShutdawnlmminentRestoredsi . gelIPS Trapssighth 13614181811.1811  [rapiug) & shutdown imminent condition is 1.
upstilamShutdownPendingRestoredei...  gellPS Trapseighth 1361418181 1.1811  [raprg, upsShutdown... A upsShutdownafterDelay countd...
upshlamdwaltingPowerRiestoredeighth  gelIPS Trapseighth 136141.818111811  [rapiug) A awaiting power condiion is resto.
upshlamCommunicationslostRestored...  gelIPS Trapssighth 13614181811.1811  [rapiug) & problem in the communication b
upsblaimDiagnasticT estF aiedRiestored.., gelJPS Trapseighth 1361418181.11811  [raphug) # last diagnostic test indicates a fa.
upshlaimbGeneralF sultRestoredeighth 0elIPS Trapssighth 1.36141818111811  [rapiug) & general fault is restored,
upshlamFuseF ailureRestoradsighth gelIPS Trapssighth 13614181811.1811  [rapiug) & Fuse failure condition is restored
upsblamFanF ailureFiestoredeighth gelIPS Trapseighth 1361418181.11811  [raphug) 4 Fan fallue condition is restored
upsAlamlipsSystemDneighth gelIPS Trapssighth 1.3614181811.1811  [rapiug) The UPS system s switched in the.
upsAlamlpsOutputOneighth gelIPS Trapssighth 13614181811.1811  [rapiug) The output of the LIPS switched in.
upsblamChargerFaledResioredeighth  gelJPS Trapseighth 136141818111811  [raphug) 4 Charger Failer condiion is rester...
upshlamUps0fidsRequestediestored...  gelIPS Trapssighth 13614181811.1811  [rapiug) A enlire UPS command has been 1
upsdlamDutput0fidsRequestedRiestor..  gelUPS Trapseighth 1.361.41.81811.1811  [rapiig) & request shutdown has been rest..
upsblaimBypassB adFiestoredeighth elIPS Trapseighth 1361418181.11811  [raphug) 4 Bypass bad condition is restored...
upsAlamOnBypassRestoredeighth 0elPS Trapssighth 13614181811.1811  [rapiug) An Dn Bypass condition is restored.
upsalamDulpulOverloadRestoredeighth  gelP'S Trapseighth 1.3614181811.1811  [rapAig) £n output overload condition is res...
upstlamOutputBadRestoredeighth gellPSTrapseighth 1.361418181.11811  (raphug) An output bad condition is restored..
upsdlaminputB adRestoredeighth 0elIPS Trapssighth 13614181811.1811  [rapiug) An input bad condition is restored.
upsélaimTempB acResioredeighth gelPS Trapseighth 1361418181 11811 [rapiig) £ bad temperature condition is rest.
upshlamDepletedB atteryRestoredeighth  gelIPS Trapseighth 1361.41.818111811  [rapiug) & Depleted Battery condition is res.
upsdlarmLowatteryRestoredeighth gelIPS Trapssighth 13614181811.1811  [rapiug) & Low Battery condition is restored
upstlamnE atteryFiestoredeighth gelIPS Trapseighth 1361418181.11811  [raphug) The UPS is diawing pawer fiom ...
upshlaimBatteryBadRestoredeighth gelIPS Trapseighth 1.36141818111811  [rapiug) A Battery bad condition is restored
upshlamPeceptacleOffeighth gelIPS Trapssighth 13614181811.1811  [rapiug) A receplacle has besn switched of.
upsblamT estinFrogresseighth gelIPS Trapseighth 136141 8181.1.1811  [raphug, upsTestldeigh... A test is in progress, as iniiated an. ..
upsdlaimS hutd: inenteightt 0elIPS Trapssighth 1.361.4.1.8181.1.1811  [irapiug) The LIPS will tumm off power to the |~
=
I

Status: Ready

Deleting MIB

This option enables you to delete a MIB from the bin file.
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To delete a MIB

1 Open the MibCompiler console.
2  Select the module that you want to delete from the “Modules” window.
3 From the File menu, choose Delete.

(OR)

Press Ctrl + D on your keyboard.

(OR)

Click X on the tool bar.

MibCompiler displays the Mib Compiler confirmation message box.

VibComp
MibCompiler message Mib Compiler EI

box.

@ Are you sure vol wank ko delete Mib: PMI-3yws-MIE

4 Click Yes.

MibCompiler displays the Mib Compiler message box with appropriate message.

MnComp
MibCompiler message Mib EDITIDI'EI" il

box.
@ Mib 'PMI-Sys-MIB' deleted succesfully.

5 Click OK.

Exiting MibCompiler

This option enables you to exit MibCompiler.

To exit MibCompiler
1 From the File menu, choose Exit.

MibCompiler displays the “Save?” confirmation message box.
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Figure 118 Save?
message box

Figure 119 Restart
Service? Message box

@ You have made changes {compiled or deleted MIB{s)) after the |ast save operation,

Do wou wank to save and exik?

EXITING MIBCOMPILER

]

2
3

Click Yes to save the changes you have made and exit the MibCompiler.

Click No to exit MibCompiler without saving the changes.
MibCompiler displays the “Restart Services” message box.

Restart Services il

Dependent services need to be restarted for MIEs ko be applied.
Do ol wank ko da this now?

4

Click Yes to restart the dependent services.
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Term

Alert Configuration

Alerts

ASN-1

Audible Alert

Console Message Alert

Custom Alert

Email Alert

Entity

Event

Filters

Historical Report

Description

Process of configuring alert notifications in the form of
Sound, E-mail, Console message or any Custom
action.

A feature that instructs programs to notify timely
information about the events.

Abstract Syntax Notation One (ASN.1) is an
internationally accepted formal language or notation
system used for describing data to be exchanged
between distributed computer systems or by
telecommunications protocols, regardless of language
implementation, physical representation of these data,
or type of application. It is a formal system for the
specification of abstract data types. ASN.1 uses sets
of encoding rules to transform data specified in the
ASN.1 language into a standard format that can be
decoded on any system that 'knows' the same rules.

A feature that instructs programs that usually notifies
information by sound.

A feature that instructs programs to notify information
to the selected machine.

A feature that instructs programs to execute custom
action on receipt of an event.

A feature that instructs programs to notify information
by E-mail.

Refers to both a server and a client.

A condition or state of change that may cause a trap
message to be generated.

The process to filter out events that you do not want to
monitor.

The report generated based on the selection criteria.
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Term Description

Hubs A common connection point for devices in a network.
Hubs are commonly used to connect segments of a
LAN. A hub contains multiple ports. When a packet
arrives at one port, it is copied to the other ports so
that all segments of the LAN can see all packets. A
passive hub serves simply as a conduit for the data,
enabling it to go from one device (or segment) to
another. So-called intelligent hubs include additional
features that enable an administrator to monitor the
traffic passing through the hub and to configure each
port in the hub.

IP Subnet A 32-bit address used to identify a node on an IP
internet. The address is typically represented with a
decimal value of each octet separated by a period. For
example: 192.168.7.27.

Logfiles The process to monitor textual log files such as SQL or
ISA logs, created by any vendor. You can also
configure the strings to search. If any record matching
the search string is found, an event will be generated.

MIB Management Information Base; a collection of
managed objects residing in a virtual information store.

Network element Also known as a managed device- a hardware device,
such as a PC or a router.

NOC Network Operations Center. A location from which the
operation of a network is monitored. Additionally, this
center usually serves as a clearinghouse for
connectivity problems and efforts to resolve those

problems.

Notification A message that indicates a status change (equivalent
to a trap).

Objects A passive entity that contains or receives information.

Access to an object potentially implies access to the
information it contains. Examples of objects are:
records, blocks, pages, segments, files, directories,
directory trees, and programs, as well as bits, bytes,
words, fields, processors, video displays, keyboards,
clocks, printers, network nodes, etc.

OID An Object Identifier (OID) is the identification value of
an object that is defined in a MIB. OIDs are arranged
in a hierarchical tree structure compliant with Internet
standard, that consists of roots and branches. An OID
is written as a sequence of sub identifiers, starting with
the tree root in dotted decimal notation. For example,
the Microsoft branch of the MIB naming tree is
expressed as 1.3.6.1.4.1.311.
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Term Description

Parse Using algorithms to analyze data into components.
Semantic parsing involves trying to figure out what the
components mean. Lexical parsing refers to the
process of deconstructing the data into components.

Protocol A set of rules that computers use to communicate
across networks on the internet.

Router A device that determines the next network point to
which a data packet should be forwarded enroute
toward its destination. The router is connected to at
least two networks and determines which way to send
each data packet; based on its current understanding
of the state of the networks it is connected to. Routers
create or maintain a table of the available routes and
use this information to determine the best route for a
given data packet.

SMI SMI stands for Structure of Managed Information
and represents the notation by which an SNMP MIB
must be written. Another way to look at SMl is that it is
the grammar to write SNMP MIBs. There are two types
of SMI: SMIv1 and SMIv2 with SMIv1 being the earlier
version, of course, back in 1990.

SMIv1 is the old notation that nobody should use any
more. However, there are still a lot of SNMP MIBs
written before SMIv2 came about in 1993.

SMIv2 is the new notation that you should use
whenever you create a new MIB.

SNMP Simple Network Management Protocol -- A set of
standards for communication with devices connected
to a TCP/IP network. Examples of these devices
include routers, hubs, and switches. A device is said to
be “SNMP compatible” if it can be monitored and/or
controlled using SNMP messages. SNMP messages
are known as “PDU's” - Protocol Data Units. Devices
that are SNMP compatible contain SNMP “agent”
software to receive, send, and act upon SNMP
messages. Software for managing devices via SNMP
are available for every kind of commonly used
computer and are often bundled along with the device
they are designed to manage.

SNMP Community An SNMP community string is a text string that acts as

Strings a password. It is used to authenticate messages that
are sent between the management station (the SNMP
manager) and the device (the SNMP agent). The
community string is included in every packet that is
transmitted between the SNMP manager and the
SNMP agent.
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4BGLOSSARY

Term

SNMP Traps

Switch

TCP

Trap

UbP

GLOSSARY

Description

The process to receive trap messages generated by
local or remote SNMP agents And forwards the
messages to third party vendor software such as an
NOC.

A device that improves network performance by
segmenting the network and reducing competition for
bandwidth. When a switch port receives data packets,
it forwards those packets only to the appropriate port
for the intended recipient. This further reduces
competition for bandwidth between the clients, servers
or workgroups connected to each switch port.

Transmission Control Protocol. TCP is responsible for
verifying the correct delivery of data from Agent to
server. TCP adds support to detect errors or lost data
and to trigger transmission until the data is correctly
and complete received.

Message sent by an SNMP server to a client to
indicate the occurrence of a significant event, such as
a specifically defined condition or a threshold that was
reached. Managed devices use traps to
asynchronously report certain events to clients.

User Datagram Protocol. A connectionless protocol
that, like TCP, runs on top IP networks. Unlike TCP/IP,
UDP/IP provides very few error recovery services,
offering instead a direct way to send and receive
datagrams over an IP network.
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