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Preface

The purpose of this guide is to facilitate the users to utilize all the feature available in the Netsurion
Open XDR platform and provides the detailed procedures for the same.

Note:

The screen/ figure references are only for illustration purpose and may not match the installed product
ul.

Intended Audience

° Administrators who are assigned the task to monitor and manage events using the Netsurion
Open XDR platform.

° Operation personnel, who manage day-to-day operations using the Netsurion Open XDR
platform.

Product Terminology

The following are the terms used throughout this guide:

. The term “Netsurion’s Open XDR platform” or “the Netsurion Open XDR platform” or “the
Open XDR platform” refers to Netsurion’s Open XDR platform.

° The term “Data Source Integrations” refers to Knowledge Packs.

° The term “Sensor” refers to Agent.
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Typographical Conventions

Before you start, it is important to understand the typographical conventions followed in this guide:

This Represents

Input fields, radio button names, checkboxes, drop-down lists, menus, and menu

Bold .
° options, buttons on the screen and keyboard keys.

A placeholder for something that you must customize. For example,
{Text_to_customize} = {Server_Name} would be replaced with the name of your server/ machine name
or an IP address.

Constant width Text that you enter, program code, files and directory names, function names.

A Note, providing additional information about a certain topic.

Some of the frequently used icons which you will come across in this document are mentioned in the
table below.

lcon Description

Notification.

Dashboard Icon.

H

Iy FAQ Configuration
Report icon.

View stacked bar graph.

View bar graph.

L} View donut graph.
| Use to expand / collapse the panes.
na Expand / collapse icon.
@ Edit icon
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lcon Description
£ Edit from Dashlet
& Refresh the page with latest events.
9] Search the search phrase.

Minimize the Dashlet.

Maximize the Dashlet.

Close the Dashlet.

? Refine/Filter icon.
= No data icon.
x Cancelled icon.

Processing icon.

Success icon.

Failed icon.

New icon

Go icon.

Geo Location icon.

B ® ©® Q@ 0

Back icon.

(55
[=1)
[al
=

Mext > Next Icon

IBI

Flex Reports icon.

Unflagged.
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lcon Description

! Flagged and requires immediate action.

Checked and solved.

Add Notes icon.

Tune Alert Settings

File changes found.

IEI Registry changes found.

z" File and registry changes found.
.:_'j. Iltems accepted.

e ltems ignored.

0 Iltems rejected.

@ A failed rule marked as Deviation.
u Rule that failed to comply.

Rule that complied.

A rule with the result "error", "unknown", "not
@ applicable", "not checked", "not selected",
"informational", or "fixed" is considered an exception.

O CAB files are present.
L CAB files are not present.
E Add to Casebook icon.

Add Notes icon

[=

Export data
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Icon Description
¥ Import data icon.
Email icon.
!'! Explore icon.
,(ﬂ Analytics icon.
T Delete icon.

E

Report Calendar.

Report Status.

Help\information icon.

Tools icon

Clear Search icon

Advanced Search icon

A N B ©

DE Sitemap
Q Move Up or Down
v Notes Exists
<7 Send to CM
Unknown process filter
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Document Revision Control

This section defines the conventions followed for the document revision control number. The revision
control number is an alphanumeric identifier, unique to the document. The components of the acronym
identify the following:

m  First word — Name of the product
m  Second word — Version of the product

m  Third word — Document description

Version

1

EventTracker Ver.9.3 User Guide

Name of the Product Document Description

The document revision control number for this guide is as given below:

File Name The Netsurion Open XDR platform v9.4 User Guide
Description Updated in accordance with release version 9.4
Status Final
Release Date 30th March, 2023.

How to get in touch

The following sections provide information on how to obtain support for the documentation and the
software.

Documentation Support

Netsurion’s Open XDR platform welcomes your comments and suggestions on the quality and
usefulness of this document. For any queries, comments, or suggestions on the documentation, you
can contact us by e-mail at EventTracker-support@netsurion.com
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Customer Support

If you have any problems, questions, comments, or suggestions regarding Netsurion’s Open XDR
platform, contact us by e-mail at Eventtracker-support@netsurion.com. While contacting customer
support, have the following information ready:

= Your name, e-mail address, phone number, and fax number
m  The type of hardware, including the server configuration and network hardware, if available
m  The version of Netsurion’s Open XDR platform and the operating system

m  The exact message that appeared when the problem occurred or any other error messages that
appeared on your screen

Related Documents

Install Guide

Upgrade Guide

Virtual Collection Points

Parsing Rule

Install and Customize Web Server (lIS)

11IS Custom Error Setting

Securing IIS Web Server with SSL
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1 What’s New in the Netsurion Open XDR platform v9.4?

Detection Rules

From the Netsurion Open XDR platform Release 9.4 onwards, the Netsurion offers the Detection Rules
feature to facilitate configuring rules for the attack pattern or technique detected from the MITRE
ATT&CK framework. This feature also supports detection rules based on the Netsurion’s Open XDR
platform index.

Refer to the How-to-configure-Detection-Rule-Netsurion document for more details.

MITRE ATT&CK® Framework

From Release 9.4 onwards, the MITRE ATT&CK® Navigator is upgraded to the latest version of 11 and
comes with Sub-Technique concept in MITRE ATT&CK dashboard/rules.

Refer to the MITRE-ATTACK-User-Guide-Netsurion document for more details.

Application Control Dashboard

From the Netsurion Open XDR platform Release 9.4 onwards, whenever a new process is detected
the Hash lookup will first take place in the Netsurion Threat Center.

Refer to the Application-Control-Dashboard-Netsurion document for more details.

Threats Dashboard

From the Netsurion Open XDR platform Release 9.4 onwards, the Netsurion Threat Center, managed
by Netsurion is a repository of threat indicators is used as an alternate IP reputation provider.

Refer to the Threats-Dashboard-Netsurion document for more details.
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2 Getting Started

In this chapter, you will learn about:

e The Netsurion Open XDR platform

e The Netsurion Open XDR platform Services and Ports

e The Netsurion Open XDR platform Control Panel

e The Netsurion Open XDR platform Admin Menu

e The Netsurion Open XDR platform Tools Menu
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2.1 About the Netsurion Open XDR platform

The Netsurion Open XDR platform framework is Security LLC flagship event log monitoring and
management product. The Netsurion’s Open XDR platform solution is a scalable, enterprise-class
Security Information and Event Management (SIEM) solution for Windows systems, Syslog/Syslog NG
(UNIX and many networking devices), SNMP V1/V2, legacy systems, applications and databases.

The Netsurion Open XDR platform is a reliable and practical software-only solution, to monitor, track,
and manage critical events that 2012 R2/10/2016/2019, MSCS system(s) and UNIX-style syslog in your
enterprise.

Installation of the Netsurion Open XDR platform is quick, simple, and intuitive. The Netsurion Open XDR
platform comes with a thorough resource kit with several nifty utilities, which alleviates the pain of day-
to-day administration of your enterprise network. Log Volume Analysis is similar to Log Analysis but with
more bells and whistles, which gives you an incisive insight into the event traffic flow in your enterprise.

m  Agent Optional Architecture

m  Cross-platform support

m  Centralized Warehouse

m  Auto back-up / clear native event logs

m  Real-time Alerts

m  Event Correlation

m  User tracking

m  Process, network and service monitoring

m  Granular filtering

m  Change auditing

m Virtual Collection Points

m Execute Remedial Actions

m  Monitor file transactions that occur in the inserted media (USB or other devices)
m  Generate audit reports based on Collection Point Sites
m  Manage Active Directory (AD) Organizational Units (OU)
m SID translation

m  Generate audit-ready compliance reports (HIPAA, SOX, FISMA, GLBA, PCl)
m  Casebook

m  Parsing of token

m  Persist data

m Instant search option
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2.2  The Netsurion Open XDR platform Services and Ports

Event
Correlator

The Netsurion
Open XDR
sensor

The Netsurion
Open XDR
Alerter

The Netsurion
Open XDR
Elasticsearch
Indexer

Elasticsearch
7.2.1
(elasticsearch-
service-x64)

The Netsurion
Open XDR
EventVault

The Netsurion
Open XDR
Indexer

The Netsurion
Open XDR
Receiver

Description

Correlates the received events from the
agent and performs the action based on
the rules.

Relays local log data and is usually
managed by the central Netsurion’s
Open XDR platform Console. If
uninstalled locally, corresponding
changes will be necessary at the
Console. May be restarted to pick up
new configuration.

Used by the Open XDR platform to
download feeds from TAXII server and
run the Diagnostic in scheduled time.

Service used to parse and normalize
events/logs, and then indexed into
Elasticsearch.

Elasticsearch is a search engine used to
index and fetch the normalized
events/logs.

An Open XDR component to compress
and securely store the raw log data.

Responsible for indexing the key words
of event properties. Event properties
include Computer, Source, EventiD,
Domain, User, LogType, EventType, and
Description.

Enables the Open XDR platform to
receive log data from the configured
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Automatic

Automatic

Automatic

Automatic

Automatic

Automatic

Automatic

Automatic

Logon as

Local
System
account

Local
System
account

Local
System
account

Local
System
account

Local
System
account

Local
System
account

Local
System
account

Local
System
account

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Description

sources. If stopped, Netsurion’s Open
XDR platform cannot function.

May be restarted to pick up new
configuration.

This service is used to send any request
(like install agent/upgrade

Netsurion.

Logon as

agent/uninstall agent etc.) to User
Open XDR gent/ . .g ) ., Automatic Yes
. communicate with the Netsurion’s Open Account
Remoting .
XDR platform agent service and log
search.
The Netsurion Local
Responsible for reports / Flex Report .
Open XDR P . P / P Automatic System Yes
execution.
Reporter account
Used by Netsurion’s Open XDR platform
The Netsurion to initiate scheduled activities like CAB Local
Open XDR integrity verification, traffic analysis. Automatic System Yes
Scheduler Also initiates User Activity monitoring account
and ‘Collection Point’ related activities.
Used to take periodic snapshots and Local
WcwsService . P P Automatic System Yes
entertain change assessment requests.
account
Receives traps in the form of an alert or Local
Trap Tracker .
Receiver other asynchronous event about a Automatic System Yes
managed subsystem. account
Monitors the agent/sensor service
The Netsurion status. Whenever the agent service is
. . Local
Open XDR down, it restarts the service.If the .
. L . Automatic System Yes
Monitoring service is not restarted, it makes three
. account
Daemon attempts, each between an interval of
15 minutes, to restart the agent service.
Table 4

In case any Netsurion’s Open XDR platform services are not running, a warning message is displayed

when you log in.
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Netsurion’s Open XDR platform 14506/TCP
Agent

Windows Receiver 14505(TCP/UDP) - optional and multiple VCP’s can be

configured
Syslog Receiver 514(UDP/TCP) can be configured to any number of ports
Collection Master 14507/TCP - optional and can be configured to any TCP port
Correlation Receiver 14509/TCP

14502 (TCP) - to transfer snapshot between client and
Netsurion’s Open XDR platform — Server.

Change Audit Agent 14508 (TCP) - used for real-time comparison of any system
with the golden snapshot located at the server.

License Server 14503/TCP
Netsurion’s Open XDR platform 14504
Active WatchlList
Elasticsearch 9200
Table 5

In case the user creates multiple Virtual Collection Points, ensure the port used does not contradict
with the Default ports used.

2.3 Starting the Netsurion Open XDR platform

1 Click Start, select All Programs, and then select Prism Microsystems.
2 Click Netsurion’s Open XDR platform, and then select Netsurion’s Open XDR platform.

(OR)
Double-click the Netsurion’s Open XDR platform shortcut on desktop.

Netsurion’s Open XDR platform opens the login page.
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Netsurion. Eventlracker
j |
&

41,422,369

1,844,275

Figure 1

Contact Us Go to ‘Contact page’ on Netsurion’s Open
XDR platform Web site.

FAQ's Go to FAQ page.

Help View online help.

Table 6

Netsurion’s Open XDR platform opens the logs processed information only when a CAB file is created
locally on the server.
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Netsurion. EventTracker

§ |
("]

41,422,369

1,844,275

3 Type valid user credentials, a

Figure 2

nd then click Login.

Netsurion’s Open XDR platform opens the Home page.
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Potential Cyber Breaches Indicators of Compromise Potential Insider Threats
Unsafe connectians or processes, new TCP entry point USB activities, New services or software install Users created, promoted to admin, affinity, excessive login failure

Attacker News Incident Trend

H Catch of the Day: Anomalous Login Attack Detected at Financial 500

H Organization

i The Network: 400

Alarge Managed Service Provider (MSP) uses EventTracker SIEM + SOC-

: as-a 300

H

1 G ‘:} EventTracker by Netsurion Earns SC Media’s Top Rating for SIEM

1 @ Netsurion, a leader in security information and event management (SIEM) ® 200 @
1 today announced that SC Media, the...

i Unknown 7 Steps to Better Website Security for National Cybersecurity 100

H Awareness Month

H Threats and threat actors continue to evolve and morph, creating advanced A S A S 7

® Critical  ® Serious  ® High and even more dangerous tactics to mitigate IR LN £ (A L O A\ LN (Nt
Nov 29 09:02 AM - Nov 30 09:03 AM Nov 30 05:03 AM Nov 23 09:02 AM - Nov 30 09:03 AM
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172289151 ETTVMBLR22012-2:ntpllocal High
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o WhiteboardWRT.dll [ Whiteboard WRT.exe
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W System.Xml.nidll M System.Windows.Forms.ni.dll
M System.ServiceProcess.ni.dll
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Non Reporting Systems Casebock Log Velume

LogTime Asset Value System Name Group Nam Date AddedBy ID  Tag Title 10000 Series: Port

Nov 27 07:29:02 PM Undefined ~ SAMPLESYSTEM Default Nov 2903:17:00 PM shaktimaya:s 10000 EventTracker: Machine Learning data proces

Nov 27 07:13:38 PM Low r1s3ym2@NTPLDTBLR30~Prismsys-SYSLOG PRISMSYS
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Nov 27 01:01:18 PM  Low NTPLDTBLR34NTPLLOCAL NTPL
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Netstrion. | Eventlracker

1999 - 2019 EventTracker u

Figure 3

For “Admin given privileges to a user”, the Netsurion’s Open XDR platform login page appears, as
shown below with the Start In: field.
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Figure 4

Netsurion.

The user can select any other option from the dropdown list to be displayed, as the home page.

Now, login to the Netsurion’s Open XDR platform web portal. The Home page is viewable.

Netsurion’s Open XDR platform Dashboard menu consists of the following menu’s as mentioned in the

table.
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DASHBOARD

Home

My Dashboard

Threats
Incidents

MITRE ATT&CK™

Machine Learning

Change Audit

Compliance
Search

Reports

Customize and view Dashboards for Attackers, Log Volume, Incident Trend,
Unknown Process, Targets, Dormant Malware, Non Reporting System and
Casebook.

Helps to view quick statistics and graphs like trend of events based on any
flex persisted data.

View Attackers and Targets Dashboard and Analyze Unknown Processes.
Analyze alert events occurred in all managed systems.

The MITRE ATT&CK™ provides a well-defined standard for attack
identification and protection.

Add/remove enterprise activity dashlets.
Configure, customize, and reset dashlets.

Generate volume analysis reports.

Helps to analyze voluntary and involuntary changes occurred in managed
systems.

View the data for compliance in this Dashboard.
Perform a Log Search/Elastic Search

Consists of Security, Operation, Compliance and Flex Reports

Table 7

You may not be able to see some of the features in the Netsurion’s Open XDR platform menu, if

required license is not purchased.

4  Click the Admin option at the upper-right corner.

2.4  Admin Menu

1 Click on the Admin dropdown.
It consists of options that help you to quickly access Netsurion’s Open XDR platform modules.
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_: Active Watch Lists

Ak Alerts

Machine Learning Jobs

Machine Learning Settings

Casebock Configuration

Category

Collection Master

1 Diagnostics

Event Filters

Bventvault

FAQ Tile Configuration

[*<2 Group Management

IP Lockup Configuration

() Knowledge Objects

© Copyright Netsurion. All Rights Reserved.
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Import lists of ip address, process, users, etc for
managing threat information.

Manage Alert Configuration including notification and
threat level.

Define and manage Machince Learning Jobs. These are
used to display behavior dashlets in the Security,
Operations tabs.

Configuring settings for the “machine leaning” module.

Customize Casebook entry columns as per your
enterprise requirements.

Event categories are used in reports, search and views.
Pre-defined categories of knowledge are available.
Users may create/edit categories.

Netsurion’s Open XDR platform ‘Collection Master’
collects CAB files forwarded by Collection Point(s).

Diagnostics displays Disk Usage status, VCP statistics,
etc.

Configure manager side event filters to avoid archiving
specific events.

Functions as warehouse for CAB files. Manage archives
and configure retention and validation.

Configure FAQ tiles to display in Home/ Alerts/Systems
and Report.

Configure Alert action email based on system group

Customizable IP Address verification/detailed
information.

Knowledge objects are used for identification and
extraction of meaningful information from the logs
received.

37



Netsurion.

Manager Define Virtual Collection Points, enable Syslog, configure
DLA, enable NetFlow receivers etc.

Parsing Rules Parsing Rules

Manage settings that affect report generation and e-
mail delivery.

Report Settings

Systems Manage Netsurion’s Open XDR platform Windows agent
and Change Audit agent.

Manage privileges and permissions of the users defined

|lzers
in the Netsurion’s Open XDR platform user group.
Weights Assign weight values to Event Source, Event ID,
Categories, etc. These are used in the tag cloud display
in the Search/Refine dialog (Netsurion’s Open XDR
platform Log Search).
] Windows Agent Config Manage configuration of Netsurion’s Open XDR

platform Windows Agent.

Table 8

You may not be able to see some of the features in the Netsurion’s Open XDR platform Admin

menu, if required license is not purchased.
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2.5 Tools Menu

TOOLS

Casebook An electronic book in which users can add entries from Incidents,
Reports, Change Audit.

Event Config Enable/disable events generated in Change Audit and Direct Log
Archiver.

Summary report Instead of reviewing dozens of generated persists reports, this

Config report will give complete user specified fields in a single report.

Knowledge Base Go to Netsurion’s Open XDR platform Knowledge Base Web site
http://kb.Netsurion’s Open XDR platform.com/

Scheduled Scripts Scripts can be run through windows task scheduler
Sitemap View index of the web site.
Table 9

You may not be able to see some of the features in the Netsurion’s Open XDR platform Tools

menu if required license is not purchased.

2.6 The Netsurion Open XDR Control Panel

1 Click Start, select All Programs, and then select Prism Microsystems.
2 Click Netsurion’s Open XDR platform, and then select Netsurion’s Open XDR platform Control
Panel.

(OR)
Double-click the Netsurion’s Open XDR platform Control Panel shortcut on desktop.

Netsurion’s Open XDR platform login page appears.
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EventTracker Control Panel

N
B2 B

)

Diagnostics License
Manager
IE_ % I:.
EventTracker Traffic Analyzer Agent
Agent Confi... Manageme...
Change Audit About
EventTracker

Netstrion. ‘ EventTracker

Configuration

E-mail: support@Event Tracker.com

U =
Append
Archives

TrapTracker

Figure 5

You may not be able to see some of the features in the Control Panel, if required license is not

purchased.

3 To open a module, click the respective icons.
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E § j Functions as warehouse for CAB files. Manage archives and configure
i retention and validation.

EventVault

E@ Alerts if any problem occurs in the Netsurion’s Open XDR platform.

Diagnostics

I| : Provides license details, features opted for, license usage of Netsurion’s
f"l Open XDR platform.

License
Manager

E i Enables you to export/import custom Categories, Filters, Alerts,
~ Scheduled Reports, Domains, Systems, RSS Feeds, and Behavior Rules
Rl during migrate/upgrade process, and to transfer Netsurion’s Open XDR

platform data from one system to the other in your enterprise.

2 Use this utility to merge backup CAB files. Indexing is done automatically.
|
Append
Archives
- To configure the system for reporting to multiple managers, to filter
e — events, to monitor services, software installations, processes, system
e ke health, and to archive the events database.
% To analyze event traffic patterns. The data can be used to filter out
; irrelevant events and perform other operation tasks.
Traffic Analyzer
ﬁ A diagnostic tool to check the health status of remote agents, restart the
' failed agent services and to check the version of remote agents.
Agent
Manageme
-5? To change the port and monitor the websites and its corresponding
obon applications.
: To manage traps received from SNMP enabled devices.
N An application that used to track the occurred changes on a computer’s
< file system and registry and provides you with a lifeline to restore it back
Ghange Audit to a working configuration.
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View License Usage, updates applied and other details.

About
EventTracker

Table 10

2.7  Profile Menu
2.7.1 Viewing Profile

The user can view here the profile details.

2.7.2 Advanced Window
1. Click Advanced.

. m v

View Profile

I Advanced

About
User Guide

(™ Log Out

Figure 6

2. User Preference window opens.
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I User Preference User Preference i
I Tear Away Log Search

Show knowladge objects No g

Max count 200

Search around Before & After 4

Time interval (in mins) 30

Show metrics Yes 4

Incident Tile

Incident refresh (in seconds) 120 4

Incidents (Dashboard, Graphs, Tabular)

Incident refresh (in mins) MNever g

Elasticsearch

Show graph metrics Yes g
Always process cache during No v
search
b
-
Figure 7

3. Select Show knowledge objects: option.
Enter Max count: to be displayed.

5. In the Search around option, the user can specify the time range to search an event property.
Select the option from the dropdown list.

6. Enter the appropriate Time Interval.
The user can also configure the Incidents refresh time and can enable or disable the “Show graph
metrics” option for the Elasticsearch and then click Save.

7. Select Tear Away option.
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,_é EventTracker :: User Preferences - Internet Explorer

Advanced

Tear Away

User Preference

| TearAwayl Select Interval | Never W

Close

Figure 8

8. Select the desired Select Interval: option.

9. The user can create a customized page and add dashlets to the created page.

10. Enter the Page Title and to add it click @ .

In this example, we are adding “My Page”.

,_é EventTracker :: User Preferences - Internet Explorer o ] 4
Advanced
I User Preference Tear Away
I Tear Away Select Interval | 20 secs W
My Page @ E

Figure 9

11. Now to add dashlet(s) to the created page, click * .
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,_é EventTracker = User Preferences - Internet Explorer o ]

Tear Away

I User Preference

ITearAway' Select Interval| 20 secs W

() MY PAGE @ 0

My Page @

o

Save Close

Figure 10

12. Select Add @

Select dashlets

[ Active alerts ~
[ Alerts by threat level

Attacker

[ Available alerts

[ casebook

-

Figure 11

13. Select from the available list of dashlet(s) and click Add.
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I User Preference

Tear Away

éEventTracker i User Preferences - Internet Explorer

=101 x|

The Dashlet(s) gets added for “My Page”. Select them and Save.

The below message opens

Message from webpage

l L Changes saved successfully,

Figure 13

To make it active, turn it to the “ON” mode.
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ITearAway Select Interval | 20 secs v
@ MY PAGE @ | m
My Page @ E [ attacker
] Log Volume
[ Unknown Pracess
Close
Figure 12
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I User Preference Tear Away

ITearAway Select Interval | 20 secs v

@:

Close

Figure 14

The created page will keep on displaying the selected dashlets in a new window and will refresh every
selected (20 secs/1min/2 min...) interval.

,_é EventTracker - Internet Explorer =10

Attacker Unknown Process Log Volume

Status: Executed Series: Port

1,400
1200
1,000
800
600
400
200

0
SRSl e T
B L N L e LY L L L LN L L

® Critical Serious High App_Web_Sqsx3gjz.dil App_Web_Sbvg2lwedll 514 14505
App Web_43z3oidkdll M App_Web_2pricvh5.dll
Nov 23 03:18 AM - Nov 23 03:18 PM

Nov 22 03:18 PM - Nov 23 03:18 PM App_Web_3jzilvildll [l App_Theme_Gray.alekhqye.dil

M App_Theme_Gold.ergbzwea.dll
App_LocalResources.usercontrals. 1d6467dd h-karlnk.dil
W App_LocalResources.behavior.cdcab7d2.veedt48adll

W Accessibility.ni.dll

Now 22 03:18 PM - Nov 2

Figure 15
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2.8 Help option
2.8.1 Licensing Details

1. Click your Profile, and then select About from the dropdown.
License Details opens.

Netsurion. EventTracker

Version: 9.3 - Build 5 Date Installed: Feb 17 2020 Console Type: Collection Point Account Id: 99999-9999 =
Licensed to License Details
Company:Netsurion License expires: 19-JAN-2038
Contact: M ar Support expires:06-FEB-2021
Serial No: 7d000006130ea95ea33867a890000000000613 Edition: Enterprise
License Details Features Update Info
Clusters 0 ET Servers Agent Unlimited
ET Wks Agent Unlimited Syslog Unlimited
BSM Agents Unlimited SNMP Unlimited
Change Audit Servers Unlimited Change Audit Workstations Unlimited
DLA Unlimited
Windows VCP Unlimited Syslog VCP Unlimited
ET Servers Agent-less Unlimited ET Wks Agent-less Unlimited
Checkpoint Unlimited Vmware Unlimited
Figure 16

2. Click the IE icon to save the license details.
3. To view the features that have been installed, click Features tab.
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Netsurion. | EventTracker

Version: 9.3 - Build 5 Date Installed: Feb 17 2020 Console Type: Collection Point Account Id: 99999-9999

Licensed to License Details

Company:Netsurion License expires: 19-JAN-2038

Contact: | iar Support expires:06-FEB-2021
Serial No: 7d000006130ea95ea33867a890000000000613 Edition: Enterprise
License Details Features Update Info

Acknowledge Incidents
Alerts
Casebook

Collection Point

Different archive storage p...

ETIDS

Forward as SNMP
Install/Uninstall Monitor
Knowledge Objects

Machine Learning

Active Watch Lists
Anomalous login
CD/DVD Monitor
Compliance

Direct Log Archiver
EventVault Explorer
Forward as syslog
Install/Uninstall Monitor
Log File Monitor

Manage Notes

Add/Remove Agent

Application Start/Stop Mo...

Change Audit

Custom Machine Learning..
EDR

Extended DLA

Incident Flagging

) IP Lookup
) Log File Monitor

) Manual Collection Point

Agent DLA

Archiver filters

Check Point

Dashboard

ETHoneynet

Flex Reports

Incidents: Tiles Dashboard
Keyword Indexer

Log Search

MITRE ATT&CK™

Figure 17
4. Click Update Info to view the updates installed, if any.

2.8.2 User Guide Details
1. Click the Help option.
The Netsurion’s Open XDR platform User Guide for the respective version displays.
2.9 Keeping the Tear Away feature functioning forever without being
logged out
NOTE: This is applicable only for 1IS Webserver.
Follow the steps mentioned below:

1. Go to Start> All Programs>Internet Information Services (11S) Manager.
OR,

2. Go to Run option and type “inetmgr” to open the IIS Manager.
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Netsurion.

Fle View Hep

Qfgl MCLOON-IT Home

Fileer:

Go - Gshow Al | Groupby: Area

ASP.NET

5% \@ ¢

JNET | WNET Error NET B rust Application Connection  Machine Key Pages and Providers
Authorizati,..  Compilation Pages Globalization Levels Settings Strings Controls
s
@ N ) i & @' % S | g
o= D e & [ J i
AP Authentication Defaul Handler HTTP IsAPIand CGI  [SAPIFiters  MIME Types Modules Qutput
Document  Mappings  Respo...  Restrictions Caching
A
&y
“worker
Management
Configuration  Feature Shared
Delegation  Configuration

[Festures view |1 Content view

& =

Session State  SMTP E-mail

o=

= A
Request. 1
Fltering  Certfcates

ML
| @l 1@ -
Manage Server
~ Restart
Start.
B Stop

Vigw Application Pools
Wiew Sites.

Change NET Framework Version
@ Help
Online Help

Figure 18

3. Select the Application Pool node available in the left pane and select ASP .NET v4.0 Classic.

4. Select the option Advanced Settings... in the Action pane as shown in the figure below:

r'~'EIntermat Inform Services (I1S) Manager

@n—: | £ v MLOOWTL ¥ ipplcation Pocks

Fle  View Help

| U?gl Application Pools
MCLOON-IT (TOONS|sunanda)
7+ Application Pacls

This page lets you wiew and manage the list of application pools on the server, Application pools are assoiated with worker processes, contain one or more applications, and provide isolation
S cres among different applications. Application Pool Tasks

Filter: ~ [fee - (Eshon Al | Group by: Mo Grauping - Start

Mame ~ | status [ .NET Framework Yersion [ Managed Pipef... | Identt: | Applications I B stop

LJASPNET 4,0 Started w0 Integrated MetworkService 0 < Retyde...

o 2 Edit Application Poal
L2} ASP.NET v4.0 DefaultappFool Started w0 Integrated HetworkService 0 ] sasic st

= asic Settings...
;’C\ass\c NET AppPool Started w40 Classic MetworkService 1] &
L2 DefaultappPosl Started w40 Tntegrated HetworkService 3 Recyeling.
JEventTrackers Started w0 Integrated HetworkService 0

Cnline Help

Ik

5 add application Pol...
Set Application Pool Defaults.. .

18] x|
5

Figure 19

The Advanced Settings window opens.
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Netsurion.

JNETES]

@"‘ y l.;’ ¥ MCLOOM-IT b Application Pacls

|l - @ -

File  view Help

-9 MCLOON-I (TOONSsunanda)
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& Sites

“4‘ Application Pools

This page lets you view and manage the st of af
smang different spplications.

Fiker: S
Name_~ St
L ASP.HET v4.0 EY
[0 ASP.HET 4.0 Classic E
L2} ASP.NET v4.0 DefaultAppPool St
2} Classic MET AppPool st
L[} DefaultappPonl st
[ EventTrackers st

B (General) B
JMET Framework. Yersion v4.0
Enable 32-Bit Applications True
mManaged Fipeline Mods Classic
I ASPNET 4.0 Classic
Queus Length 1000
Start Automatically Trug
B crpu
Limit 0
Limit Action MoAction
Limit Interval {minutes) 5
Pracessor Affinity Enabled False L
Processor Affinity Mask 4294957295
B Process Model
Identity NetworkService
1dle Time-oLk (minutes) 20
Load User Prafile True.
Maximum Worker Processes 1
Ping Enabled True
Fing Mazimum Response Time (secone 90
Ping Period {seconds) 30
Shutdown Time Limit (seconds) a0
vt Time Linit (seronds] an =
Name
[name] The spplizatian paal name Is the uniqus identFier For the application paol.

oK Cancel
4

one or more applications, and provide isclation

lications

[ ndd Application Pool. .
Set Application Poal Defaults. .
Application Paol Tasks
Start

Stop

Recyde...

Edit Application Pool

[E] Basic settings...
Recyding...
dvanced Settings. ..
Rename

K Rremove
View Applications

@ Heb

Cniine Help

Figure 20

5. In the Recycling pane, the Regular Time Interval (Minutes) is 1740 (29 hours) by default.

E Recycling
Disable Owverlapp

STIOCOOET T E B aoe Far JiiereT

ed Recycle

False
Disable Recycling For Configuration CF False
Generate Recycle Event Log Enkry

Specific Times

Private Memary Limit (KE) u}
I Reqgular Time Interval {minukes) 1740 I
Requesk Limit o

TimeSpan[] Array

Figure 21

6. Change it to 0 (Zero) and save the configuration and click OK.

E Recycling

F.equesk Limit
Specific Times
Yirkual Memory

Disable Overlapped Recycle
Disable Fecvcling for Configuration CF False
Generate Recycle Event Log Entry

1]

False

TimeSpan[] Array

Lirnit (KE) o

-

Regular Time Interval {minutes)

[time] Period of time {in minutes) after which an application poal will recycle, & value
of 0 means the application pool does not recycle on a regular interval.

(o).

Cancel

Figure 22

7. Now, Reset the IIS and login to Netsurion’s Open XDR platform web.

8. Click the Tear Away icon| .

9. Ensure you are in the News Page, for the tear away window to refresh every minute.
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2.10 Updating the Netsurion Open XDR platform Users List

This option helps you in updating the Netsurion’s Open XDR platform configuration, if,

New users are added to the "Netsurion" user group.

You face Log on issues.

2.10.1 Updating Users List

1 Click Start, select All Programs, and then select Prism Microsystems.

2 Select Netsurion’s Open XDR platform, and then select Update Users List.

3

Netsurion’s Open XDR platform opens Update Netsurion’s Open XDR platform Users console.

o5 EventTracker :: Update EventTracker Users (== ]|[=]
Existing Users
First Name Last Name UserMName Administrator a
Demo User Demouser |:|
Demo User1 Demousert [
Test1 test1 [}
Test2 test2 [}
Test3 test3 ]
Test4 test4 [}
Test5 tests [}
Testuser1 testuserl =
TestUser2 testuser2 =
Test Userd testuserd ] =
Test Userd testuserd ] i
Test UserS testusers 0 AL
The list of users present in the "Event Tracker’ group will be updated in the Event Tracker configuration. f you have
recently updated the members in the group orfacing logon issues please run this utility. This process will take few
minutes to complete. Press OK to continue
Ok ] I Cancel

Figure 23

If a non-admin user is promoted as an Administrator, then checkbox against the user is selected. To
promote a non-admin user, please refer Error! Reference source not found. section.

Click Ok.
Netsurion’s Open XDR platform updates ‘Netsurion’s Open XDR platform Configuration’ and the

Success message appears.

-
‘y 53 users found in the EventTracker' group. EventTracker configuration updabed succassfully.

Figure 24
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NOTE:

If the user with which Netsurion’s Open XDR platform Configuration runs has changed the password, it
is mandatory to re-run the Netsurion’s Open XDR platform Configuration with the updated password.

Netsurion. Fventlracker

Usger Credentials User Authentication
User Name |TOONS"-.karen | Local Account
Password | | +i Active Directory

D atabase Authentication

EventTracker Group |E\tentTmcker | Enable

[ ok || Cancel |

Note:

For "Active Directory” authentication enter user name and password of a
domain user and for "Local Account™ authentication enter local system user
name and password. User must be administrator on this system. Refer instzll guide.

Figure 25

1. To find ‘Netsurion’s Open XDR platform Configuration’, click Start, select All Programs.

2. Select Prism Microsystems, select Netsurion’s Open XDR platform, and then select
Netsurion’s Open XDR platform Configuration.

3. Enter appropriate credentials and then select OK.
2.11 Exiting the Netsurion Open XDR platform
This option enables you to log out of Netsurion’s Open XDR platform.

A) To exit Netsurion’s Open XDR platform, click Log out

To logs out of Netsurion’s Open XDR platform.

Netsurion. Eventlracker

You have been logged out.

Thank you for using EventTracker.

Click here to login again.
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Figure 26

B NOTE

When two users log in with the same user credentials, Netsurion’s Open XDR platform logs out
the first user and allows the second user to create the session.

Netsurion. FventTracker

¥ou have been logged out since you have logged in
frarm anather systerm or browser,

Please contact support@eventiracker.com, if you are
seeing this message frequenthy.

Figure 27
B NOTE

When there is no user interaction for a specified period, Netsurion’s Open XDR platform logs
out the user.

Netsurion. EventTracker

Your session has expired.

Close the window and login again.

Please contact support@eventtracker.com, if you are
seeing this message frequently.

Figure 28

B NOTE

Netsurion’s Open XDR platform denies access, when a user tries to log on without appropriate
access permissions and privileges.
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Netsurion. EventTracker

1 karen

ﬁ sessseRRREe

Your login atternpt was not successful, Please try agai
n.

Figure 29

3 Dashboard

In this chapter, you will learn about:

= Home
= My Dashboard
=  Threats

o Attacks and Targets

o Processes
= |ncidents
=  Machine Learning

= Change Audit
=  Compliance
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3.1 Overview of the Home Dashboard
Home Dashboard displays the below widgets by default:

» Incidents trend

Attackers map
Unknown/dormant malware
Targets

Non-reporting systems
Casebook

YV VY V VYV

Log volume trend

NOTE: Edit option is not available for some of the custom dashlets such as Attackers, non-reporting
system, and Casebook.

The user can re-arrange the dashlets as per requirement; make configuration changes by clicking the
edit dashlet and can even click any of the interesting graphs for more information on the same.
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== Netsurion. Evenflracker 2 Adminv  Toos~ (@~

/ FAQ Tiles

0 0

& / Dashboard / Home

Potential Cyber Breaches Indicators of Compromise Potential Insider Threats
Unsafe connections or processes, new TCP entry point USB activities, New services or software install Users created, promoted to admin, affinity, excessive login failure

Attacker News Incident Trend
H Q Catch of the Day: Anomalous Login Attack Detected at Financial 500
H Qrganization
i The Network: 400
Alarge Managed Senvice Provider (MSP) uses EventTracker SIEM + SOC-
: asa. 300
i )
H e %} EventTracker by Netsurion Earns SC Media's Top Rating for SIEM
1 @ Netsurion, a leader in security information and event management (SIEM), <@ 200 N4
H today announced that SC Media, the..
i Unknown 7 Steps to Better Website Security for National Cybersecurity 100
; /—‘ Awareness Month
: Threats and threat actors continue to evolve and morph, creating advanced 0-— T T S e
® Critical Serious High and even more dangerous tactics to mitigate. PR N N L N L (N LN E)
Nov 29 02:02 AM - Nov 30 0903 AM Nov 30 02:03 AM Nov 23 08:02 AM - Nov 30 09:03 AM
Unknown Process Targets Dormant Malware
IPAddress System Name AssetValue
Status: Executed Status: Not-Executed
172.28. ETTVMBLR22012-2.ntpl.local Serious
172289, ETTVMBLR22012-2ntpllocal High
' » S o
o Whiteboard WRT.dIl 1 WhiteboardWRT.exe
v .ni.dll vmStatsPr dil
| SystemXml.nidll M SystemWindows.Forms.nidll
I Svstem.ServiceProcess.ni.dil
Nov 29 02:02 AM - Nov 30 09:03 AM Nov 29102:02 AM - Nov 30 09:03 AM Nov 29 09:02 AM - Nov 30 03:03 AM
Non Reporting Systems Casebook Log Volume
LogTime Asset Value System Name Group Narr Date AddedBy 1D Tag Title 10000 Series: Port
Nov 27 07:29:02 PM Undefined  SAMPLESYSTEM Default Nov2903:17:00 PM shaktimayas 10000 EventTracker: Machine Learing data proces
Nov 27 07:13:38 PM  Low r1s3vm2@NTPLDTBLR30~Prismsys-SYSLOG PRISMSYS
Nov 27 02:4651 PM Low NTPLDTBLR30~Nesturion Prism 5000
Nov 27 01:01:18 PM  Low NTPLDTBLR34NTPLLOCAL NTPL
Nov 27 02:56:57 AM  High RISE-VM2 Testing Grot ol o o o o o o o -
o © B T o
FRCIAW - RN S D ;
514 14505
< b >
Nov 24 08:48 PM - Nov 27 02:56 AM Nov 29 03:16 PM - Nov 29 03:17 PM Nov 29 09:02 PM - Nov 30 09:03 AM
o Server Time: Nov 30 09:03 AM Response: 2.515 secs © 1999 - 2019 EventTracker
Netsurion. | Eventlracker ’

Figure 30

3.2 Overview of My Dashboard

This option helps to view quick statistics and graphs like trend of events based on any flex persisted
data. My dashboard is an enhanced feature, where the dashboard can be configured as well as
customized according to user preferences.

With the introduction of CIM model, all the logs/events are now normalized and mapped to common
schema for the last 7 days.
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For Example: Just search with “tags:"login failed"” to get login failure results from any source (VPN,
Active Directory, Firewall etc.) without worrying about event id or any other property.

Creating a Dashboard
1. To view My Dashboard, click Dashboard, and select My Dashboard from the dropdown list.

2. To add a dashboard, click add @

Netsurion’s Open XDR platform opens the Custom dashboard window.
0] x|

Add Dashboard

Title

Description

Save Delete Cancel

Figure 31

3. Enter Title and Description and click Save.

4. The customized dashboard gets added and is displayed.

= Netsurion. EventTracker S A T
LB My Dashboard A / Dashboard / My Dast
Q (CNC AT I R
Dashboard Windows
]
No dashlet added in this tab.
Figure 32

3.2.1 Configuring a Dashlet

1. For configuring a widget based on Flex persisted report, click configure Q

The Dashlet configuration page opens.
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Dashlet configuration

Dashlet title

Note (1)

[ Use SQL database

Duration

3 Hours v

Lucene Query

Chart Type Value field setting

Nene ~ COUNT v

Auis Labels [X-Axis] Label Text
Values [Y-Axis] Value Text
Filter Filter values

Legend [Series] Select

4 All v

Test [ROSUPISM  Cancel

Figure 33
Dashlet Title Enter the Dashlet Title
Use SQL Database Check this if reports are to be fetched from Database.
Lucene Query To create your own queries through its APl and get the CIM fields.
Chart type Select the graphical view option
Value field settings Select from count/sum/average
Axis labels (X-axis)/ Values (Y- Plot the values from the dropdown options for the respective axis.
axis)
As of Select the reports for Now/Recent.
Filtered Values Select the values as per your requirement.
Legend Select the series.

The user can create widgets from the pre-defined saved searches available.
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a. Click Save searches as highlighted in the figure above.

Saved Searches

Pre defined

monoonoono
=All audit events

“All error events

*All file replication events

=All IMAPS interface events

*all informaticn events

*All waming events

*Security account management

*Security Policy change

*Security system

Close Ok

Figure 34

b. Select from the available list and then click OK.
c. Enter the required details and configure a widget for the selected saved search.

3.2.2 Creating a Dashlet using CIM fields

1. Enter the dashlet title, select the duration and click the Get CIM fields option.
It will populate the CIM fields as a dropdown for the available options.

For example: Axis Labels: X-Axis

Axis Labels [X-Aoas)

~Sciect column —— I
event_computer
event_category
event_id
event_type
event_log_type
event_user_domain
event_user_name
event_source
src_ip_address
action

Figure 35
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2. Select the required fields from the available options and plot the graph for the widget.

Dashlet configuration

Dashlet title
Test
Test
Mote @ Series: rule_name
5
4
O use SQL database 3
Duration 3
1 Day v 1
1)
Lucene Query ol?
logs - detail - flex was generated and published successfully. logs - summary was generated and published successfully,
security computer added was generated and published successfully,
Saved searches Get CIM Fields
Chart Type Value field setting Mov 28 05:03 PM - Nov 29 05:03 PM
Column v COUNT v
logs - detail - flex was generated and logs - summary was generated and security computer added was
O published successfully. published s ¥, generated and published
B . - successfully.
Axis Labels [X-Auas] Label Text Label Count Label Count y
event_user_name v n/a 4 n/a 1 Label Count
nfa 1
Values [Y-Axis] Value Text
Select column A
Filter Filter values
event_id A4 Select column 4
Legend [Series] Select
rule_name A4 All 4
Test Cancel
[ logs - detail - flex... 4 [ logs - summary w... 1 [ security computer... 1

Figure 36

3. Click Test.
Verify the changes and click Configure to create the widget.
Now, for adding dashlets to the dashboard, click customize @

4. Select the configured widget and click Add.
It is displayed in the Dashboard.

3.2.3 Creating a Dashlet using SQL Database

1. Dashlet Title : Flex Dashboard
The Use SQL Database option is checked.
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Duration: 3 hours

Data source: Log Volume
Table: Both

Chart Type: Column

o v ok wN

Axis labels (X-axis): Port

7. In Value field settings: select from count/sum/average.
NOTE: The Values (Y-Axis) is disabled for the Value Field Settings: Count.
The available values is shown.

8. Click Test.

Dashlet configuration

Dashlet title
Flex Dashboard
Flex Dashboard
Note
@ 60,000
40,000
MUse SQL database
Duration 20000
3 Hours hd 0 i | i | | | i | ) | | i | | i | - -
Nl L ol 1 Al il ul L {1 {3 ul 13
e o8 o o ¥ Rt o o3 oF ad ¥ b
Data scurce Table
514 516 14505 W 14533
Log Volume v Both v
Chart Type Value field setting
Column v COUNT e
11714 09:32 - 11/14 12:3
As of Navigate to
Recent v Select v 514 o 516 o 14505 ~ 14533 ~
Label Count Label Count Label Count Label Count
Axis Labels [X-Axis] Label Text 09:47 0 09:47 0 09:47 16969 09:47 0
Port ~ 10:02 0 10:02 0 10:02 45125 10:02 0
10:17 ] 10:17 0 1007 17492 10:17 0
Values [Y-Axis] Value Text 1032 0 1032 0 10:32 51136 10:32 0
Select column v 1047 0 1047 0 1047 53962 1047 0
11:02 ] 11:02 0 11:02 38529 11:02 0
Filter Filter values 117 0 11:17 0 11:17 24134 11:17 0
Salect column v v 1132 0 11:32 0 11:32 42728 11:32 0
11:47 o 11:47 0 11:47 25469 1147 0
Legend [Series] Select 1202 0 12:02 0 12:02 39870 12:02 0
v B v B v o~ ]
Salect column v Al v 1217 0 1247 0 1217 1639 1217 0
Figure 37

9. The Label with the counts gets displayed and the graph is also available.
10. After previewing the configured details, click Configure.

Now, for adding flex dashlets, click the customize icon @

11. Select the configured widget and click Add.
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Customize dashlets

Flex Dashboard | sample [Jtest

Add Delete Close

Figure 38
The Dashlet gets added in your Dashboard tab titled as” Flex Dashboard”.

My Dashboard A& / Dashboard / My Dashboard

[CRCR BT A O]

DASHBOARD

Flex Dashboard

60,000
40,000
20,000

o | | 1 | - 1
N \-\f‘:") \\-SP P LI L

@ b 8 P
o‘ﬁb o o oY \“ﬁb W&oy SN

514 516 14505 MWW 14533

Nov 14 09:39 AM - Nov 14 12:39 PM

Figure 39

12. Click on the graph to view the refined data.

Similarly, you can plot graph for Chart Type: Line/Donut/Stacked and Meter gauge and add them to
your custom dashboard.

NOTE: You can create multiple dashboards and can add Customized dashlets. You can even re-arrange
the dashboards according to requirements.
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DASHBOARD

sample 7 - X Flex Dashboard

] . 100,000

50,000

0

\003 \L\\% \Q\ﬁ xgn% \\.03 \\\% \\‘0 \\b‘é PR, e C N

hid AP > '

4690 1 4689 W 4688 WMM4674 WM 4658 WM 3516 514 516 14505 MW 14533

W 3515 3222 W 3221 W 2046

My Dashboard # / Dashboard / My Dashboard
[ acinraen | CROR * RO A

Attackers - Incidents Dashboard

8,000

<
6,000

L)

B
() N . 4,000
2,000
0
@ Critical Serious High \\10% \\E(ﬁ \'\'.\Q \\‘.\\ \\'.\ " \\‘.\ d \\‘.\A
Figure 40
For Example:

There are two machines where Linux agent is installed, and it is forwarding samples every two seconds
to the Netsurion’s Open XDR platform. Now if the user wants to visualize Average Dist Queue length,
following widget can be configured on the dashboard by selecting appropriate data source.

Meter gauge Average( Default Select) | N/A Avg. Disk queue length Computer

Table 11

3.2.4 Exporting Dashlets

The configured Dashlet can be exported to excel format.

1) Click Export -!-
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2) Select the dashlets to be exported and click Export.

Available dashlets

Maote: This feature applicable only for Custom widgets created using Lucene query

[est O sample [ Flex Dashboard
[ attackers incidents incidents Dashboard
[Jtest1

Figure 41

3.2.5 Importing Dashlets

=

1. Click Import ¥ Browse the file and click Import.
The dashlet gets imported.

For more information on the Dashlet configuration, click info {D

3.3  Attackers pane and Targets pane
3.3.1 Attackers pane

An IP address earns a negative reputation when it is found with suspicious activity, such as spam or
viruses originating from that address. It is strongly recommended to perform a security audit on any of
the systems that correspond to an IP address with a negative reputation, as those systems may have
been compromised. Reputation score are measured from 0 to 100 and more the score more suspicious
and dangerous it is.

Presently, Netsurion’s Open XDR platform uses the services provided by IP Void, IBM XFE and
Borderware to locate the Blacklisted IPs.

3.3.2 Targets pane

With the advent of the feature “Attackers” where the bad reputation IPs is pinned on the geolocation, it
becomes necessary to display the information as to where these bad IPs have ventured into the network.
The targets feature will suffice the requirement, displaying those targets within the enterprise which are
being attacked, along with the details like-How (Port/Protocol), By Whom (IP/Host Name) and When/
How often.
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There are two different ways of looking at same pair table data. The user can view it from the attacker
dashboard - "who is attacking/how/what port" or from the targets dashboard- "what is being
attacked/by who/which port".

In both the cases, user plays the defender - job where he can protect the assets, react in a timely way
and defend in a proper manner.

For Geo-location, Netsurion’s Open XDR platform is using the IP Void and MaxMind Geolite.

NOTE: Attackers Dashboard feature uses the following websites:

= |Pvoid

= |IBM XFE

= Borderware
= |PInfo

NOTE:

e To get data populated on the Attackers Dashboard, access needs to be provided for these
websites. Make sure that the above URLs are excluded from firewall.

For viewing the targets that has been attacked, scroll down to the Targets pane, as shown in the figure
below:

The Targets will be shown in the left pane and the Port Details will be shown in the right pane.
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LI Thieals

Attackers & Targets

site Group Feried
2 A Last1
Attackers
0
Targets
Q Q Page
IP Address Name Value

v 192.168.1.236 NTPLDTBLR102.Toons.local Serious

v 1921681133 ntpldtbirl7.toons.local High

v 192.168.1.59 rls3vml.toons.local High

v 192.168.1.144 ntpldtblrl3.toons.local Low

v 192168159 rls3vm1toons.local Undefined

Netsurion. EverfTracke

Server Time. Nov 30 10:37 AM

A /D Tireals / Atiackers
Current Fravider: Borcerware Feriod: Nov 29 1032 AM - Nov 30 1032 AN Refreshed at: Nov 301032 AM
Severity
- I OCHEMm
Port Detalls
P Address
Page| 1w  FageSire| 25
Nem ’
\ae  Seriou
Luy Time: Allacker IP Protocol
Now 29 060: 1791282735 P
Nov 29 0552:33 PM 1 0 0

Reprnce: (107 care

Figure 42

To view the Target data in detail, click the icon E

@ “000 - X010 FueniTraccer

Threats

Attackers & Targets

Site| NTPLDTBLR102

1P Address

v 192.168.1.236
192.168.1.133
192.168.1.144
192.168.1.59

192.168.1.59

Q| Qq

Processes

v Period

Name

NTPLDTBLR102 Toons.local
ntpldtkirl7.toons.local
ntpldtblrl3.toons.local
ris3vmltoons.local

ris3vmltoons.local

Page

1w

Value
Serious
High
High
High

Undefined

Current Provider: IP Void

Last 1 day W

Target Name

192.168.1.236 NTPLDTELR102.Tocnslocal

O IP Address
O 13107.450
O 2162393821

Period: Nov 14 12:17 PM - Nov 15 12:17 PM

‘ Total: 2

Value

Serious

City

Redmond B United States

Country

Mountain View E= United States

A / Dashboard / Threats / Targets

Refreshed at: Nov 15 12:17 PM

Page Size| 25w | Page 1w
Score Count Look Up
2/%6 3 PVoid
3/96 1 IPVoid
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The targets will show the attacks happening on the systems in the form of a pair table. The left pane will
list down the multiple targets with their asset value and host name (if any). The respective attackers will
be listed down in the right pane along with the critical reputation information.

To view other information related to the attackers in the Target dashboard, navigate to the right pane
and click the icon & .

Threats # / Dashboard / Threats / Targets
Attackers & Targets Processes Current Provider: IP Void Period: Nov 14 12:27 PM - Nov 15 12:27 PM Refreshed at: Nov 15 12:27 PM
Site| NTPLDTBLR102 v Period| Lastlday W | Total: 2 | QOFC X
Target Name Value .
Q Q Page 1w Page Size| 25w Page| 1w
192.168.1.236 NTPLDTELR102.Toenslocal Serious
IP Address Name Value
. O IP Address City Country Score Count Look Up
v 192.168.1.236 NTPLDTBLR102.Toonslocal Serious
O 13.107.4.50 Redmand B= United States 2/96 3 1PVoid
192.168.1.133  ntpldtblrl7.toonslocal High
1921681144  ntpldtblri3.oonslocal High Analyzed On Mov 11 12:20 PM Continent Morth America
ASN ASEDGE ASN Owner Microsoft Corporation
192.168.1.59 rlsdvmltoonslocal High 5P Microsoft Corporation Reverse DNS Unknown
192.168.1.59 rls3vmltoons.local Undefined Unigue Port(s) 1
Lookup: Autoshun BorderWare DShield Emerging Threats [BM XFE [P Void MalcOde OTX Recorded Future SenderBase
O 216.239.38.21 Mountain View == United States 3/96 1 1PVoid
Figure 44

The user can further perform a Log Search Pair/Log Search Target for a respective target.

The target information can further be saved in the excel formal by click Export '!'

Target Information

Site: NTPLDTBLR102
Period: 117142017 12:26:33 PM - 11/15/2017 12:26:33 PM
Current Provider: IP Void

Target Details

IP Address: 192.168.1.236

Hame: NTPLDTBLR102.Toons local
Asset Value: Serious

Attacker Details

216.239.38.  any-in- Mo 14 12:56:49 PM 3 96 Serious 51231 80 TCP Mow 14 02:35:48 AWM Mouritain Unitec Morth =a rel="nofallow" href="http: Mhop he.net/A515169" target="_hlanl

21 261512100 net Wig States America bgp he net"=A515169=/a=

13.107.4.50 Unknowen Mo 14 052649 PM 2 96 High 1811 80 TCP Mov 11 12:20:25PM  Redmond United Morth =a rel="nofollow" href="hitp: /bap he.net/ASE068" target="_blank'
States America hop he net"=A58068<1a=

13107 450 Unknawn Mo 15 11:51:439 A0 2 96 High 50602 &0 TCP Mow 11 12:20:25 P Redmond Unitecd Marth =a rel="nofollow" href="http: Mhop he net/AS5068" target="_blank'
States America bop he net"=A580685=/a~

13.107.4.50  Unknawn Mo 15 11:57:49 &M 2 96 High 50618 80 TCP Mow 11 12:20:25 P Redmonc Unitec Morth =a rel="nofallow" href="http: Mhop he net/AS8068" target="_hblank
States America bgp he net"=A58065= =

Figure 45

3.3.3 List of URLs for firewall proxy exclusion

1. https://api.xforce.ibmcloud.com/
2. http://ipinfo.io/
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In Attackers,

http://www.ipvoid.com/
http://list.iblocklist.com/
http://www.borderware.com/
https://www.dshield.org/
https://rules.emergingthreats.net/

https://www.autoshun.org/files/

https://otx.alienvault.com/

https://www.senderbase.org/

W N E WN R

http://certificates.Netsurion’s Open XDR platform.com/

Follow the below mentioned steps:

1. Click the link: https://api.xforce.ibmcloud.com/doc/

2. Expand the IP Reputation option.

3. Click on GET /ipr/{IP}

4. Inthe IP field, enter the IP Address, as shown in the figure below:

IP Reputation Show/Hide List Operations = Expand Operations
fipri{ip} Returns the IP report for the entered IP.

Response Class (Status 200)
Model Schema
geo"™: {
"country™: "Australia", ~
"countrycode™: "AU"

Is
“ip": 1.2.3.8",

"reason”: "Regional Internet Registry™,
"created": "2012-83-22T87:26:00.000L",
"score™: 1,
"cats™: {},
"subnet": "1.2.3.8/24" ™
Is
Response Content Type |applicationfjson .
Parameters
Parameter Value Description ?;Eaemeter Data Type
ip 20.45.2.6 ip addresses in all valid formats e.g. path string

1.2.3.4, 216.137.61.0x08,

Figure 46

5. Click Try It Out!.
6. Copy the URL ( Here: https://api.xforce.ibmcloud.com/)
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Response Messages

HTTP Status Code Reason Response Mode Headers
4e3 Access denied.
4e4 Not found.
Try it out! |
Curl

curl -X GET --header "Accept: application/json" "

ps://api.xforce.ibmcloud. com/ipr/pPERCCar N

Request URL

https://api.xforce.ibmcloud.com/ipr/20.45.2.6

Figure 47

7. Now, open SQL Server Management Studio and expand Databases.

8. Expand Netsurion’s Open XDR platformData and then expand Tables.

9. Select the IP_Provider_Engines table, right-click and select Edit Top 200 Rows.

10. For IBM-XFE, replace the existing URL with the copied URL (Here:
https://api.xforce.ibmcloud.com/)

The Attackers Dashboard option helps to view the Top 20 geographic location pins. Each of these top
20 pins may contain ‘N’ number of bad IPs. The summary of the IPs can also be viewed in a Tabular
format.

1. Toview Attackers Dashboard, click the Dashboard icon and select Threats from the dropdown list.

Depending on the service provider selected in the Manager Configuration, the Attackers will be
displayed.
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== Netsrion. Evenflracker Adminv  Toos~ (@
LI Threats A / Dashboard / Threats / Attackers
Q kers & Targets Pr € Period: Nov 29 11:02 AM - Nov 30 11:02 AM Refreshed at: Nov 30 11:02/
] :
Site Group Period Severity
Al b Last 1 day g Al Show only if paired with target 111} DC B 888 B
Attackers
.
X ®
Targets Port Details
? Py s IP Address: 1921 )
Q Q Page 1 Page 1w Page Size 25w
Name: NTPLDTBLR102.Toons.local
IP Address Name Value Vane: Serous
v 1921681236 NTPLDTBLR102.Toons.local Serious Log Heee Local Port Remote Post Protocol
Nov 14 05:26 PM 61911 80 TP
v 1921681133 ntpldtbirl7.toons.local High bt 2 = '
Nov 14 12:56 PM 61231 20 TP
v 192168159 r1s3vm1.toons.ocal High
Nov 12 10:14 PM 59501 20 TP
v 1921681144 ntpldtblr13.toons.local Low
Nov 13 10:13 PM 50553 80 TcP
v 1921681229 r1s4-vm3.toons.local Low
Nov 13 08:24 PM 51571 443 TP
= Server Time: Nov 30 11:02 AM Response: 0.88 secs © 1999 - 2019 EventTracker
Netsurion. EventTracker ! ! 2 -

Figure 48

The dashboard will populate data based on the default reputation service provider, i.e.

Borderware. Once the user changes the service provider, the initial data will be intact and
will continue populating data based on the new service provider, for the new IPs.

e Enable the checkbox Show only if paired with target to display only the paired IPs in the
dashboard.
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= Netsurion. Evenflracker 4 Adminv  Took~ @
Ll Threats A / Dashboard / Threats / Attacker.
Q Attackers & Targets | Processes Current Provider: Borderware Period: Nov 29 11:15 AM - Nov 30 11:15 AM Refreshed at: Nov 30 11:15
Period Severity
P pe 7 Ty T & v |IE2 show onlyif paired with target S L[] OQOC & E
Attackers
®
o
O
o @ e ©
Figure 49
Similarly, you can get information for IP paired with targets in a tabular format, by enabling the
2ag
checkbox and selecting the Tabular icon =2, This is shown in the figure below:
Threats A / Dashboard / Threats / Attackers / Details
Attackers & Targets Processes Current Provider: Borderware Period: Nov 14 11:17 AM - Nov 15 11:17 AM Refreshed at: Nov 15 11:17 AM
Site. NTPLDTBLR10Z v Period  Last1day W Severity Al v W Show only if paired with target (D CcCxr i
Attackers Pagesize, 25 v Page 1w | Total: 34 |
ress nal n ity ountry ontinent core ook up
[ 1P Add As ed O Ci C Conti S Look
[0 10445156178 Mov 11 07:04 AM Washington == United States MNorth America 2/96 IPVoid
O + 1044515887 Nov 11 02:28 PM Washington =T United States Morth America 2/9% IPVoid
O 11318413347 MNov 14 12:58 AM Hanoi BB vietnam Asia 2/96 IPVoid
[ ~117.20127216 Mov 14 01:04 AM Salem m India Asia 2/96 IPVoid
O w117.22066.22 Mov 14 01:00 AM Pune mm India Asia 2/96 IPVoid
Figure 50

e Severity implies the threat level of the IP Addresses, where the severity is calculated on list. Click

the Information icon 0] to view the severity level of the different service providers.
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2 severity Levels - Internet Explorer o ] 1

Severity levels from different providers

Public [P Addresses looked up in www.ipvoid.com which is an aggregator of IP blacklists has the below mentioned severity
levels,

Severity colors are:

@ Critical: Member of > 3 lists

Serious: Member of 3 lists
High: Member of 2 lists

Public IP Addresses looked up in Borderware has the below mentioned seventy levels.
Severity colors are:
@ Critical: Risk level »= 85

Serious: Risk level »>= 65 AND < 85
High: Risk level > 50 AND < 65

Figure 51

e Select an IP address and click add Casebook EI to add it to a New Casebook by selecting Add
New or to an existing Casebook by selecting Add to Existing.

e Click the G icon to refresh the dashboard.
L

o C(lick Export to export the details in a excel format.

2. To get the information about the bad IP, click on the respective location, as shown in the figure
below:
e For Service Provider: Borderware, the following information window will be displayed.

Threats # / Dashboard / Threats / Attackers
Attackers & Targets Processes | Current Provider: Borderware | Period: Nov 14 11:45 AM - Nov 15 11:45 AM Refreshed at: Nov 15 11:45 AM
Site| NTPLDTBLR102 v Period | Last1day W Severity Al v W Show only if paired with target OmmEm @ C % 88
Attackers
X
IP INFORMATION Total: IP-1, Count-25
| P Count Analyzed On Nov 11 08:38 AM
D. 23.99125126 5 Targets Show Score 5/96
Location Heng Kong / ﬂ Hong Kong / Asia
ASN ASB075
ASN Owner Microsoft Corporation
ISP Microsoft Corporation
Reverse DNS Unknown
Look Up IPVoid
Lookup: BorderWare DShield Emerging Threats [BM XFE IP Void MalcOde OTX Recorded Future SenderBase

Figure 52

e For Service Provider: IBM XFE, the following information window appears.
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Threats

Attackers & Targets Processes

Site| NTPLDTBLR10Z v

Attackers

IP INFORMATION

Period: Nov 14 11:58 AM - Nov 15 11:58 AM

Period  Last1day W Severity | All W [¥] Shew only if paired with target
X
+] Total: IP-2, Count-36
Count Analyzed On Nov 11 12:20 PM
19 Targets Show Score 2/96
— Location Redmond / M85 United States / North America
17
— ASN ASEOEE
ASN Owner Microsoft Corporation
ISP Microsoft Corporation
Reverse DNS Unknown
Look Up IPVoid

A / Dashboard / Threats / Attackers

Refreshed at: Nov 15 11:58 AM

Ommmm (O O £y 58

Figure 53

e For Service Provider: IP Void the following information window appears.

Threats
Attackers & Targets Processes
Site R1S5-VM3 v
Attackers
IP INFORMATION
|:| P

O 17812152245

Lookup: BorderWare DShield

Period: Nov 22 03:59 PM - Nov 23 03:39 PM

Period  |ast1 day W Severity | Al i [ Show only if paired with target ml [ 11}
X
Total: IP-1, Count-2
Count Analyzed On MNov 2 :50 AM
3 Targets Show Score 2/96
— Location Minsk /il Belarus / Europe
Look Up IPVoid

/ Dashboard / Threats / Attackers

Refreshed at: Mov 23 03:59 PM

(ONGR-J-

Figure 54

1. Toview the targets for the respective attackers, click the Show hyperlink.
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Attacker: * 23.97.209.97 (Unknown)

Analyzed On 11/11/2017 3:16:42 AM Score 2/96

Location Amsterdam / mmm Metherlands / Europe Look Up IPVoid
Targets Pagesize. 25 ~ Page 1w Total records:; 9 | G .!,
IP Address Host Name Description Port Asset Value Count LogTime
192.168.1.133 ntpldtklrl7 toons.local 586, osver 10, 51882 High 1 11/15 02:17:49 AM
192.168.1.133 ntpldtblrl7 toons.local 586, osver 10, 51694 High 1 11/15 02:17:49 AM
192.168.1.133 ntpldtblrl7 toons.local 586, osver 10, 53201 High 1 11/15 12:05:49 PM
192.168.1.133 ntpldtblrl7 toons.local 586, osver 10, 55080 High 1 11/14 02:16:49 PM
192.168.1.133 ntpldiblrl7 toons.local 586, osver 10, 56014 High 1 11/14 02:51:49 PM
192.168.1.133 ntpldtblrl7 toons.local 586, osver 10, 58947 High 1 11/14 05:06:49 PM
192.168.1.144 ntpldtblrl3 toons.local 586, osver 6, Service Pack 1 51372 High 1 11/14 05:28:49 PM
192.168.1.144 ntpldiblrl3.toons.local 586, osver 6, Service Pack 1 61869 High 1 11/14 12:18:49 PM
192.168.1.144 ntpldiblrl3.toons.local 586, osver 6, Service Pack 1 64029 High 1 11/14 02:14:49 PM

Figure 55

2. For more information on the IP, click on the respective Lookup provider hyperlink.

3. For IP Void, when the configuration icon e is selected, the following window appears.
4. Click the Threat Platform option in the left pane.

Configuration

Threat Platform Configure Threat Platforms

Reputation m @
Active  Engine URL ~
O Autoshun https://fwww.autoshun.org/files/shunlist.csv @
] BorderWare http:/fwww.borderware.com/lookup.php?ip={ip} @
W DShield https:/fwww.dshield.org/ipinfo.htmi?ip={ip} @
Wl Emerging Threats https://rules.emergingthreats.net/fwrules/emergin... @

A
= TREA W [P S SO S N T T 7 e
Close

Figure 56

e The user can add custom threat Intelligence platforms by adding the name in the Engine
Box and URL name in the URL box and click Add.

e The user can also unselect checkbox from the engine list available.

e A pop up message displays. Click OK.

e For editing a Engine name or URL, click Edit @
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e For more information, click information @ .

Mote: Please follow the below instrucfions carefully while
providing the URL

1. & URL needs to start with http:/f or https.lf
2. If an URL expects an IP Address in the query string, then

pleasze encloze it within curly braces as shown,e.g.
hitp:/fwwew contoso.comfip)

Figure 57

5. Click the Reputation option and the following screen appears.

Configuration

Threat Platform IP Reputation Configuration
Reputation Check earlier than | 7 days

Note

0 - All listed

n - All listed before 'n’ days

*Mew public IP Addresses found will be processed if Analysis date is before 'n’ days.

Save Close

Figure 58

e For tracking the earlier list of IP Reputation, enter the number of days in the Check
earlier than field and click Save.

6. For IBM XFE, when the configuration icon i is selected, the following window appears.

Configuration
| Threat Platform Configure Threat Platforms

Active Engine URL ~

[ Autoshun https://www.autoshun.org/files/shunlist.csv @

i BorderWare http://www.borderware.com/lockup.phpfip={ip} @

] DShield https:/fwww.dshield.crg/ipinfo.htmi?ip={ip} @

] Emerging Threats https://rules.emergingthreats.net/fwrules/emergin... @
N

[ IR [P SR R TR [P S S | 4

Close
Figure 59

e The user can add custom threat Intelligence platforms by adding the name in the Engine
Box and URL name in the URL box and click Add.
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e The user can unselect checkbox from the engine list available.
A pop up message gets displayed. Click OK.

e For editing an Engine name or URL, click Edit '@

e For more information, click information (D .
[ +]

a
7. To get detailed information of the bad IPs, click Tabular view &8 in the Attackers dashboard.
The IPs is listed in a tabular format.
8. To view details about an IP, click

Threats & / Dashboard / Threats / Attackers / Details
Attackers & Targets Processes Current Provider: IP Void Period: Nov 14 12:17 PM - Nov 15 12:17 PM Refreshed at: Nov 1512:17 PM
Site| NTPLDTBLR102 v Period| Last1day W Severity Al v [ Show only if paired with target QOFC LD
Attackers Pagesize 25 v Page 1w ‘ Total: 7 |
[ 1P Address Analyzed On City Country Continent Score Look up
[0 10445156178 Now 11 07:04 AM Washington B United States North America 2/96 IPVaid
Target Show ASMN:ASBOTS
ASN Owner:Microsoft Corporation ISP:Microsaft Corporation
Reverse DNS:Unknown
Lookup: Autoshun BorderWare DShield Emerging Threats IBM XFE [P Vioid MalcOde OTX Recorded Future SenderBase
[0 1044515887 Now 11 02:28 PM Washington B United States North America 2/96 IPVaid
[0 w13107450 Nov 11 12:20 PM Redmond =2 United States North America 2/96 IPVeid
[+ 20479.187.200 Now 11 06:01 AM Redmond =T United States North America 2/96 IPVoid
Figure 60

5. Click on the IP dropdown icon
e Select the WHOIS option for more information on the IP.
e Select Log Search, for performing a search.

For Attackers >tabular data, the score column will get displayed along with DNS Block List and Lookup
provider: Recorded Future. The figure is shown below:

IP ADDRESS ANALYZED ON ary COUNTRY CONTINENT SCORE | LOOK UP

103.1.124.29 v @  0&/27/201607:07:58 PM Unknown India Asia 85/100  Borderware
Target how DNS Block Lists dnsbl1.dnsbl.borderware.com , dnsbl2.dn:
ISP Tata Teleservices Ltd - Tata Indicom - Cd... ISP Location Hyderabad, Telangana. India
ReputationAuthoritflean (0%).Viruses (0%]).Malformed Mes... Reverse DNS none
Data [Email]
Lookup: Autoshun BorderWsre DShield Emerging Threats |BM XFE |P Void OTX |Recorded Futurel SenderBase

Figure 61

3.4 Processes tab

'Processes’ is designed to interpret advanced threats and false positives which emerge within an
enterprise. Whenever a new process is launched in a machine, it will look up for emerging threats, if any.
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The user will be able to filter the processes that are unknown based on Signature status. Also, the user
will be able to filter the processes that are not digitally signed for which he might be interested. He can
also add the processes to Dormant/Unsafe list as per requirement.

3.4.1 List of URLs for firewall proxy exclusion in Processes

https://www.virustotal.com

http://hashlib.leic.lumension.com

https://exchange.xforce.ibmcloud.com
nsrl.Netsurion’s Open XDR platform.com: 9120

P wnN e

1. Navigate to the Processes tab.
The Process dashboard opens with all the processes that are unknown.

Threats #& / Dashboard / Threats / Processes / Unknown
Unknown Dormant Unsafe Period: Nov 14 12:30 PM - Nov 15 12:30 PM Refreshed at: Nov 15 12:30 PM
Site. NTPLDTBLR102 v Group| Al ~ Period  Last 1 day [V Totak 35 G Q 1 E_:
SIGNED 31 UNSIGNED 4 File name v Q Q ]
PUBLISHER NAME (6) PRODUCT NAME (19) SYSTEM NAME (3)
[ secect ALL [ seLecT ALL [ seLecT ALL
0 Googlelnc 12 | [0 Google Update 0 . O NTPLDTELR17 13
Adobe Systems Incorporated N/A NTPLDTBLR102
O y p 7 O O
[0 Notepads+ [ Google Chrome Installer [ 3 O NTPLDTBLR13 (11
O Lenovo n [J  Adobe Flash Player Control Panel Applet n
O N/A u [0  Adobe® Flash® Player Update Service B
ortinet Technalogies (Canada) Inc. lash Player Helper
O] Forsinet Technologies (Canada)1 [ 1 O Flash Player Help B
ortiClient Console
[J  FortiClient Consol
[0 fp_smbios Application n
O owp 0.
Figure 62
NOTE:
.

1. The Processes dashboard is added on feature and is available only on certified license.
2. The executed processes are displayed in the unknown tab and the processes that are unexecuted
get listed in the dormant tab.
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Processes Dashboard

Sites In a Collection Master, all sites are displayed.

You cannot view this option in a Collection Point.

Period Period can be selected for Last 1day/2day/3day/1 week/2 weeks/3
weeks/1 month/2 months/3 months/ All.

Signed/Unsigned @ View the list of signed/unsigned status of the unknown process.
Publisher name | The name of the publisher appears.

Product name The name of the products appears.

System name The name of the systems appears.

Click Casebook EI to add a process to a new Casebook or an existing Casebook.

2.

3. Use Search Q to search a Publisher Name/ Product Name/ System Name.
4. Use Clear search criteria Q to clear the search.

5. The user can select refresh & to refresh data.

6. Click Export -!- to get the list in excel format.

Unknown Processes - Executed

Site Mame: NTPLDTELR102
Period: 11142017 12:37:35 PM - 11192017 123735 PM

Process Details

Digital Signature

Signature = Total -
Signed H
Unzigned 4

r
Systemis)
Computer B Total -
NTPLDTBLR17 13
NTPLDTBELR102 11
NTPLDTELR13 11

o

Figure 63
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7. Click the Detail tab.

File Hame System File Description File Size File Yergion Product Hame Product

ﬂ Hame Version

Mov 15 12:03:44 P NIA App_Weh_gOzdiduo.dl MTPLDTBLRIO  MIA 145408 BiA, BiA, BFA,
2

Mov 15115719 AM NIA App_Weh_z021glhe.dll MTPLDTELRIO  MiA 251600 hiA, hiA, EA,
2

Mov 15 11:50:48 Abd NI& App_Weh_xOvtadhf di MTPLDTBLRIO  MiA 242176 iA, iA, FA,
2

Moy 15 11:48:24 AM NS App_Weh_43gohdgs.dl MTPLDTBLR1O M/ 236544 MiA, MiA, NP,
2

Mov 15 11:45:18 &M Motepad++ GUP exe MNTPLDTBLR10 GUP: & free (LGPL) Generic Updater 162480 1 GUP 41
2

Figure 64

8. When configuration ﬁ is selected, the following window opens.

Configure Menu Options
® o
Active Menu Name URL
IBM XFE https://exchange.xforceibmcloud.com/malware/{hash} @
Log Search 1944 hash}*{duration}*{siteld}& cacheSrch=18&exact=1
Lumension http://hashlib.leic.lumension.com/SingleProdLlockup/SingleProdlockup?SHAL={hash} @
MalcOde http://malclde.com/database/index.phpfsearch={hash} @
NSRL nsrl.eventtracker.com:9120
Recorded Future https:/fwww.recordedfuture.com/live/sc/entity/hashi{hash} @
Wirus Total https://wwwvirustotal.com/latest-scan/{hash} @
Close

Figure 65
e The user can add custom threat Intelligence platforms by adding the name in the Engine
Box and Url name in the URL box and click Add.
e The user can also unselect checkbox from the engine list available.
e A pop up message opens. Click OK.
e Click edit icon @ for making changes in the URL or engine name.
e For more information, click information @,

3.4.2 Unknown Process Filter

To reduce the noise in unknown process detection, the user can create and categorize a process as safe,
based on the meta-data of the process. The user can create specific rules based on the attributes
provided in Unknown Process filter wizard and can filter out the safe processes.
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e Tofilter a process, click the icon = in the Unknown process dashboard.

The Unknown process filter wizard appears.

e By default, there are 9 Rules to filter out the Netsurion’s Open XDR platform and

Microsoft related files. These default rules help in reducing the noise.

e To add a new rule for filtering out a process, click add rule '@

Any v Rulename ¥ Q| Q@ Total: 9 | ‘"T Tt 7
J L
I Rule Name Publisher Signed Product Name File Name Image File Path Active
[ signed by EventTracker Security @ EventTracker Security LLC YES @ [ @]
O Signed By Microsoft @ Microsoft Corporation YES @ ‘:)
[ signed by Microsoft WHCP @ Microsoft Windows Hardware Compatibility Pu...  YES @ [ @]
O Signed By Microsoft Windows E Microsoft Windows YES @ e
[ Signed by Microsoft WTPAC @ Microsoft Windows Third Party Application Co...  YES @ Q
[ signed By MS Dynamic code publisher @ Microsoft Dynamic Code Publisher YES @ c
[ Signed by Prism Microsystems @ Prism MicroSystems, Inc YES @ e
[ signed by Prism Microsystems. () Prism MicroSystems, Inc. YES @ [ @)
[ signed by Windows Phone =) Windows Phone YES @ [ @]
Figure 66
Rule Name Description Rule group| Default W @ Active c :
Operator Value Operator Value
Signed By Select v Image File Path Select v
Signed Select v Parent Process Select v
MName
Product Name Select v Parent Image File Select v
Path
Product Version Select v File Version Select v
File Name Select v
Figure 67
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Unknown Process Filter

Rule Name Give a rule name.
Description Add an appropriate description.
Add to Rule Create group by clicking the add button @,
Group
Add Group

Group Name

Group Description

Save Cancel

Click Save.

To add rule to a group, click the dropdown list and select the group.

Rule group

Microsoft Products
EventTracker

Figure 68

e Select any of the provided attributes (Publisher/Signed/Product Name/Product Version/File
Name/Image File Path/Parent Process Name/Parent Image File Path/File Version) to create a

rule and filter out a safe process.

For Example: The user is flooded with unknown processes (Signed/Unsigned), and he wants to
filter out the signed product “Netsurion’s Open XDR platform” which is published by “Netsurion’s
Open XDR platform “, as a safe process.

The user can create a rule based on the above-mentioned criteria.

e Select the Rule Name as “Netsurion’s Open XDR platform” and give a description.

e Select the relevant group from the dropdown list in the Add to Rule Group field.

¢ In Publisher: select operator (Equals/Contains/Regular Expression) from the drop-down list and
enter the publisher name.
e Here, we have selected “Equals”.

e Select the Signed field as “Yes”.
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e Select the operator from the dropdown list and enter the product name. Here operator
selected is “Equals”.
e After configuring the rule, click Save.

The figure is shown below:

Rule Name | EventTracker Description | Testing Rule group  EventTracker v @ active @D @
Operator Value Operator Value
Signed By Equals v eventtracker.com Image File Path Select v
Signed Select v Parent Process Select v
Name
Product Name Equals v EventTracker Parent Image File Select v
Path
Product Version Equals v 9.0 File Version Select v
File Name Select ~
Save Clear
Figure 69
The rule gets listed.
Any v Rule name A4 Q Q Total: 10 ‘ (.B m & 'i'
L
[ Rule Name Publisher Signed Product Name File Name Image File Path Active
[ EventTracker @ eventtracker.com EventTracker @ c
5
[ signed by EventTracker Security @ EventTracker Security LLC YES @ aO
[ signed By Microsoft Microsoft Corporation YES
g Yy P
Figure 70

Once the rule gets activated, the processes related to the digitally signed product “Netsurion’s Open
XDR platform” of Publisher “Netsurion’s Open XDR platform”, will be marked as safe and will not be
displayed in the Unknown Process Dashboard.

e To edit the rule click edit @ and to de-active the rule, uncheck the Active box.

. 1t . . o
e To export the rule, click export = and to import rule click import L 3

e To go back to the Unknown Process Dashboard, click the icon

3.4.3 Digital Signature (Signed/Unsigned)

1. Click the SIGNED/ UNSIGNED hyperlink and it will list all the signed/unsigned unknown processes.

SIGMED i1 UMSIGNED 7
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Figure 71
Threats  / Dashboard / Threats / Processes
Unknown Dormant Unsafe Period: Nov 14 12:49 PM - Nov 15 12:49 PM Refreshed at: Nov 15 12:49 PM
] a—
BB LE

Logtime PublisherName w FileName w SystemName w N
11/15/2017 11:45:18 AM Notepad++ GUP.exe NTPLDTELR10Z
11/15/2017 11:45:18 AM Notepad++ libcurl.dll NTPLDTBLR102
11/15/2017 11:45:18 AM MNotepad++ mimeTools.gll NTPLDTELR102
11/15/2017 11:45:18 AM Notepad ++ NppConverter.dil NTPLDTBLR102

Figure 72

Threats & / Dashboard / Threats / Processes
Unknown Dormant Unsafe Period: Nov 14 12:49 PM - Nov 15 12:49 PM Refreshed at: Nov 15 12:49 PM
)

Logtime PublisherName w FileName v SystemName v N
11/15/2017 11:45:18 AM Notepad++ GUP.2xe NTPLDTBLR102
11/15/2017 11:45:18 AM Notepad++ libcurl.gll NTPLDTBLR102
11/15/2017 11:45:18 AM Notepad ++ mimeTools.dll MNTPLDTBLR102
11/15/2017 11:45:18 AM Notepad++ NppConverter.dil NTPLDTELR10Z

Figure 73

2. Get the process detail by selecting any Publisher Name. (For e.g. Google Inc.).

PUBLISHER NAME (6)

] SELECT ALL
| Google Inc

[ Adobe Systems Incorporated

[l NSA

O Motepad++ -
0 LENOVO [ 4 |
O Fortinet Technologies (Canada) Inc. u

Figure 74

The Detail window appears.
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Threats & / Dashboard / Threats / Processes
Unknown Dormant Unsafe Pericd: Nov 14 12:51 PM - Nov 15 12:51 PM Refreshed at: Nov 15 12:49 PM
. - ® o o=
Publisher: Google Inc Total Processes: 12 E E .!, —
Logtime PublisherName w FileName w SystemMName v N
11/15/2017 02:16:26 AM Google Inc setup.exe NTPLDTBLR17
11/15/2017 02:16:26 AM Google Inc 62.0320294 61.0.3163100_chrome_updaterexe NTPLDTBLR17
11/15/2017 02:16:26 AM Google Inc setup.exe NTPLDTBLR17
11/14/2017 09:15:29 PM Google Inc GoogleCrashHandler64.exe NTPLDTBLR17
11/14/2017 09:15:23 PM Google Inc GoogleCrashHandler.exe NTPLDTBLR17
Figure 75

3. Inthe same way, the user can get the Process detail, selecting the desired Product Name or the
System Name, in the Unknown process dashboard.
4. The user can also Sort and Filter the process as per requirement.

Threats # / Dashboard / Threats / Proce
Unknown Dormant Unsafe Period: Nov 14 12:51 PM - Nov 15 12:51 PM Refreshed at: Nov 15 12:49 PM
Publisher: Google Inc Total Proc @ j f .!. §:—

Logtime PublisherName w FileMame w SystemMame v
11/15/2017 02:16:26 AM Google Inc Ql Sort Ascending MNTPLDTELR1T
Z] sort Descending
11/15/2017 02:16:26 AM Google Inc rpe_updaterexe  NTPLDTBLR17
11/15/2017 02:16:26 AM Google Inc NTPLDTELR17
11/14/2017 09:15:29 PM Google Inc NTPLDTELR17
11/14/2017 09:15:23 PM Google Inc MNTPLDTELR1T
11/14/2017 09:11:33 PM Google Inc NTPLDTBLR17
11/14/2017 0%:10:31 PM Google Inc — o MNTPLDTBLR17
11/14/2017 09:10:27 PM Google Inc MNTPLDTBLR17

Figure 76

T

5. To export the details for selected file name, select it and then click Export =

3.4.4 Log Search for a process
In the Process file detail window, expand a process.

The below figure appears:
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Threats

Unknown Dormant Unsafe

Publisher: Google Inc

Logtime

PublisherName

Product Name Google Chrome Installer
PROCESS DETAILS

Product Version
Parent Process Name NT AUTHORITY\SYSTEM
Parent Image File Path

Image File Path

Command Line
SIGNATURE DETAILS
Signed By

Counter Signed By

Signed On

& / Dashboard / Threats / Processes

Period: Nov 14 12:51 PM - Nov 15 12:51 PM Refreshed at: Nov 15 12:49 PM

Total Proc 12

®

HMEELE

+ FileName + SystemMName w N

MD5 Hash 2E5534673CATDATIA4T453BCE72BDBAY

File Modified On 11/14/2017 8:44:00 PM

Log Search

Figure 77

e Click the Log Search link, to perform a search.

e The users can also lookup for these unknown processes against the service providers i.e. IBM
XFE/ Lumension / NSRL/ VirusTotal, etc. and by selecting the respective hyperlink. If the user is
still not satisfied with the severity results for the process, he can use the unique MD5 Hash to
search the severity of the process in some other Service provider.

3.4.5 Searching using File Name/ MD5 Hash

File Name

e To search using the File name, select File name from the dropdown list and then enter the

name of the file in the search box and click search O\'.

Threats A / Dashboard / Threats / Processes / Unknown
Unknown Dormant Unsafe Period: Nov 14 12:58 PM - Nov 15 12:58 PM Refreshed at Nov 15 12:57 PM
Site| NTPLDTBLR102 v Period lastlday W o | C & &&=
B g
SIGMED 3 UNSIGNED 8 File name v lenovo Q | Q
LIST OF PROCESS(S) (1)
O FILE NAME MD5 HASH
[J  Lenovo.TVT.CustomerFeedback.Agent.exe 10058CD1ABO1CE2D2FI51A114666CDBS
Figure 78

MD?5 Hash
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Copy the MD5 Hash unique code by clicking the icon

This is shown in the figure below:

v SystemName

NTPLDTBLR102

Add to filter

PROCESS DETAILS

Logtime PublisherName + FileMame
1=l 11/15/2017 11:45:18 AM Motepad++ GUP.exe
FILE DETAILS
File Description GUP: a free (LGPL) Generic Updater File Size 158 KB File Version 4.1
Product Name Gup Product Version 41 MD5 Hash 508CD40376D02E

ESBFE3DD3ABCAD31TY |

Parent Process Name notepad+ +.exe User Name TOONS\spoorthy File Modified On

Parent Image File Path C:\Program Files

Image File Path C:\Program Files (x86)\Motepad
Command Line N/A

SIGNATURE DETAILS

Signed By Motepad++

Counter Signed By
Signed On

8/29/2017 12:43:32 AM

/

Figure 79
¢ Now to perform a search using the MD5 hash, select MD 5 Hash from the drop-down list and
paste the unique code in the search box.
|
e Click Search Q
The list opens.
Threats & / Dashboard / Threats / Processes / Unknown
Unknown Dormant Unsafe Period: Nov 14 01:00 PM - Nov 15 01.00 PM Refreshed at: Mov 15 12:57 PM
Site  NTPLDTBLR102 v Period lastlday W | Chxris
4 .
SIGNED 31 UNSIGNED a MD5S Hash hd 508CD40376D02EE58F63DD3ABCAON31TY Q @‘ E
LIST OF MD5 HASH(S) (1)
O MDs HasH FILE NAME
[0 508CD40376D02EES8F63DD3ABCAD3179 GUP.exe
Figure 80
)

The user can also simply type the random code details to perform a search.
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~
SIGMED 31 UNSIGNED 8 MD5 Hash v 1 Q | Q ED|
LIST OF MD5 HASH(S) (9)
[0 MDSs HASH FILE NAME
[] E4FOBDC02128F540AEICFFACEAG1170D App_Web_z021glhe.dll ~
[0 164868DD6B75778B14C5BCADDAC11485 libeurl.dil
[0 1804821148AF7C305D0ESD3463BCRDGT notepad-+ +.exe
[ 913E9DBDFESBISF3113C442C9776791D FlashPlayerCPLApp.cpl
[] 2BC31CAED61E884447114250D75D3FD1 FlashPlayerApp.exe v
v
Figure 81

3.4.6 Adding to Safe List/Unsafe List

%
e To add a process to the safe list, use the icon = .

It is added in the safe list under the feature Active Watch List.

For e.g. If the user wants to move the “csc.exe” in to the safe list, select the checkbox and
]
click the Add to safe list icon = .

Threats # / Dashboard / Threats / Processes / Unknown
Unknown Dormant  Unsafe Period: Nov 14 01:02 PM - Nov 15 01:02 PM Refreshed at: Nov 15 12:57 PM
Digital Signature: Signed Total Pr | E|
H| Logtime PublisherName v FileName v SystemName w "
11/15/2017 11:45:18 AM Notepad++ GUP.exe NTPLDTBLR102
11/15/2017 11:45:18 AM Notepad++ libcurl.dll NTPLDTBLR102
11/15/2017 11:45:18 AM Motepad++ mimeTools.dll NTPLDTBLR102
11/15/2017 11:45:18 AM Notepad++ NppConverter.dil NTPLDTBLR102
11/15/2017 11:45:18 AM Motepad++ NppExport.dil NTPLDTBLR102
11/15/2017 11:45:17 AM Notepad++ notepad++.exe NTPLDTBLR102
11/15/2017 11:45:17 AM Notepad++ Scilexer.dll NTPLDTBLR102
11/15/2017 11:40:48 AM Fortinet Technelogies (Canada) Inc. FortiClient.exe NTPLDTBLR17
11/15/2017 02:16:26 AM Google Inc setup.exe NTPLDTBLR17
Figure 82

The below message gets appears:

Message from webpage

l 1 Selected process(s) are moved to Safe list

Figure 83
e Go to Admin> Active Watch List.
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e It will get added under the Safe list in Admin>Active Watch List.

R .
Groups ® & 0 Processes/Safe List Pagesize 20 w

S 1P Address E— R T
3 AutoshunbadiPList Process name Q| a | fotel:109338 | roEm
I3 DshieldBlockList
~[=3 EmergingThreatBloc...

3 IblocklistBlueTackB...
i O MD5 Hash Process Name Added
3 IblockiistBlueTackHi...
"B IblockiistBlueTackPr... O 0DABSSBC62FABAFO38100D764A02BAABT Microsoft VisualStudio.Debugger.Interop.ni.dll sugumaran
“[=} BlocklistBlueTacksp...

B Processes m 119F09ABSEAIAAIETASTCEBA4FI15CT3 Microsoft SqlServer Management.ConnectionULni.dll sugumaran
"3 KnownExeWhitelist O 164868DD6B75778B14C5BCDDEC11485 libeurl.dll sunanda
= safe List
L | 1924338A71C59803093872C53AAE22F5 App_Web_cerubvep.dll sugumaran

= Unsafe List PP P 9

]

7 Services O 2EDES53176A39A70644E11971DE21384 App_Web_S1wxmqg.dil sugumaran

T Port No

BT Users O 34712133DA53018908815A7D71478328 App_Web_dmmtio3y.dil sugumaran

5 )

Eg Domain O 3CBCOIF33233F4BT1ABSEBE247630829 App_Web,_ntshyxsn.dll sugumaran

T Url

] i [0  45ECAF7F8614AS1EFBF625338ED59D06 MicrosoftSqiServer Management.Data.ni.dll sugumaran

T Email q gt g

I test

Ceest O 5492650209264735FA7B40DO13ECIECO netsh.exe sugumaran
“[=sample
| O 550CD9FECABE59D9A1ACASIDEE3E2466 FortiClient.exe sunanda
Figure 84
.+

e Click the move to unsafe icon "=/ to move it unsafe list.

e The Delete All icon im will delete all the processes.

o To delete a process or multiple processes, select the processes and click Delete icon I .

NOTE: The user can follow the same process to add a process or multiple processes to the unsafe list

Lt
by clicking the Add to unsafe list icon = .

3.4.7 Importing Process to Safe List/Unsafe List

To Import,
—

e Click Import 4

Safe List Import hash

Required a valid csv file,
Naote: File contains MD5 Hash as first column followed by Process name

Figure 85

—
e Browse the path and select Import 3
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NOTE: The file should be a valid CSV file containing MD5 Hash as first column and Process name as
second column.

3.5 Dormant tab

The dormant tab displays all the process which were not been executed.

Threats A& / Dashboard / Threats / Processes / Dorma
Unknown Unsafe Period: Nov 14 01:10 PM - Nov 15 01:10 PM Refreshed at: Nov 15 01:10 PM
Site| NTPLDTBLR10Z v Period  Lastlday W Total: 12 | CH =
SIGNED 12 UNSIGNED 0 File name v [
PUBLISHER NAME (1) PRODUCT NAME (4) SYSTEM NAME (1)
[ seLecT ALL O seLecT ALL [ seLecT ALL
O Symantec Corporation m [0  Symantec Intrusion Detection O NTPLDTELR13 m
[0  ERASER ENGINE B
[0  Symantec FIPS Cryptographic Module
[0  Symantec Telemetry Interface Component
Figure 86
The unsafe processes get listed in this page.
Threats # / Dashboard / Threats / Processes / Unsafe
Unknown Dormant Unsafe
- . IR TR -
Process name v Q Q otal : 301 | ¥ ] & m Page Size 20 W
O MD5 Hash Process Name Added By
] OAFFO8933C1AG1CE3BADBEIELOGFT2DA App_Web_bpjnezkd.dll sugumaran
O 10CFBEE42E84506EBEAETCADFSFBA223 FlashPlayerinstaller.exe sugumaran
O 1A31DED13636BD57C35E5B16260C63CF asycfilt.dl sugumaran
O 1E4C0O0C2816074E6CFDFEGBAGIEFGFTL App_Web_wxday31h.dil sugumaran
| 2E9F101148FB1D3F60753D279A4E4523 App_Web_kdmaih3x.dll sugumaran
[ 3CDDADD364796CID3BC1AF18171BBDEY InstallFlashPlayer.exe sugumaran
Figure 87

3.7 Incidents tab

e Incidents Dashboard

e Dashboard view
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e Graphical view
e Tabular view

e Advanced search

e Tile View

3.7.1 Incidents Dashboard

Incident dashboard helps you to interpret alert events received from managed systems. Internal
scoring algorithm automatically computes and ranks alert severity levels. Only the most critical alerts
that need to be attended first are displayed on the dashboard.

The Incidents Dashboard of a Collection Master (CM) now provides critical information about
Collection Points (CP) also. You can sort the machines based on the Collection Points or Risk. By
Default, Incidents Dashboard displays All Sites sorted based on Collection Points or Risk. It displays all
the sites in which major incidents have occurred.

1 Log on to Netsurion’s Open XDR platform, under Dashboard, select the Incidents option.

Netsurion’s Open XDR platform displays the Incidents dashboard by default, containing both
acknowledged and unacknowledged incidents. You can click on the graph and manage the generated
incidents. By Default, Incidents Dashboard displays All Sites sorted based on Collection Points or
Risk (By Default, Incidents Dashboard displays All Sites sorted by Risk in CM).

e You can sort the machines based on the Collection Points or Risk (We can sort by Risk/Sites
in a CM and in the CP and standard by Risk/Systems)

e By default, Netsurion’s Open XDR platform displays the incidents that are generated for past
24 hours in the Top 5 systems by Risk. (Top 5 sites by risk in the CM and top 5 systems by risk
in the CP and Standard). It also displays the Incident for the last 7 days.

e InTop 5incidents by count pane, it provides details about the incidents and number of times that
incident had occurred.

e InTop 5 incidents by Risk pane, it provides details about the incidents that have been identified
based on the severity (It is risks by count and can be classified as Critical, Serious, High, Medium,
and Low).

e InTop 5 systems by Count pane, it shows details about the top 5 systems which have the highest
number of incidents generated.

e InIncidents for last 7 days pane, a pictorial graph is displayed with information about the incidents
that took place in last 1 week.
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e If you click any graph, then Search Criteria window displays providing additional information
which is explained in detail in the forthcoming section of this chapter.

e Now if you select any Collection Point or Collection Master node in Top 5 sites by risk pane,
you can further drill down to view the incidents/alerts generated at the respective individual

systems.
Incidents L
pdatied Mow 14 018 PM Incederiy from Mow 13 016 FM - Now 14 0318 FM T D -
Top 5 systems thy Rak v
Top 5 incidents by count Risks by count Top 5 systems by count
EvestTencher: New possciria WIDS hath sctivity High [l Medue [l Low MTFLOTELR1OZ RIS4AVME-BLR
FurmtTracker Agent configuratan changes RLS3M Toome local-00-0C-29-00-00-00 [ RIS4-01
vt Tepchar: Mion reporting Epsemis] with low amat valus NTROTRALT
Incidents for last 7 days
T
A.000
& T
o
7 1 | X 114
Figure 88
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Incidents

piated Mow 14 0520 PM Inodent: from Mow 13 020 PM - Now 14 0130 PM # (T} Durst

Top 5 systemns

f:'l_'.:l % incidents |..-;.' Colint Risks |:'_.I Coaint '|u|‘: 5 oystems |..-]- coLint

EveniTepcian New peosiets WIS hth potwsty b

Inciddents for last 7 days

Ly

Figure 89

2 Ina Collection Master, click ©® hyperlink and All sites are displayed.
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Incidents L
pisted Mow 14 03T PM [nsigderity from Mow 13 0EDT PM - Now 14 0123 PM ¥ > i
NTROTBLRLOZ Top 5 systems i
Top 5 incidents by count Risks by count Top 5 systems by count
EvertTracker: New proteta MDD hath setiety Higt B Medum B Low MTFLOTELRICE B RIS4-VRE-BLR
FvrrtTracker Agert configuraton changed B LS Toone bosal- 00-0C - 29-00-00-00 [ RES4-A1
| EventTepcionr: Mign repgiiang spnemis] with bosw siaef vl B NTADTIRALY

Incidents for last 7 days

H000

4 000

Figure 90

3 To view systems by risk, click Sort by drop down, and then select Risk.
You can view sites by risk in a CM and in the CP it will be systems.

4 To view by systems, click Sort by drop down, and then select Sites.
You can view sites in a CM and in CP it will be systems.

5 To view the duration of incident details, click Duration drop down, and then select the required
option.
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)

a. To view the summary of incidents dashboard in excel, click Export — to export the data.
b. To view the file on local drive, click Save.

(OR)

To open the file directly, click Open.

A sample report is shown in the picture below.

A B [ B E F G H i K L
1 | Incident dashboard data
2 | Duration : Last 1 day
3 | Captured at : Nov 14 03:25 PM
4 | Exported at : 111472017 3:25:23 PM
5
£ | Top 9 systems{ Sort by : Systems)
7
8 |[NTPLOTELR10Z
sk E3values B3
10 Critical 0 NTPLDTBLR102
11 |Serious u]
17 High 343
15 |Medium 10 M Critical
14 |Low ] W Serious
15 |Undefined u] = High
12 B Medium
17
18 N Low
19 B Undefined
20
21

Figure 91

3.7.2 Graphical View

1. Select Graph tab.
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Incidents L.
dwted Mow 14 00 3% Pal ¥ devvis fr Rorw 11 026 PM - How 18 0D PW T . -
L4 e b - o b -
Eeerd Tracionr MNew procest MDD heth sosety DvpraToprioen New prooers WIOHS hagh gt By Everst Trpcioer: Kew procegs MO hagh act ity PeeraTrpcien Mew procest MG hath poteny
Figure 92
Inciclents L
piated Mow 14 OES PM Ircidenis brom Now 13 80254 PM - Mow 14 0554 PM i o
£ Ee e - o b
Figure 93

The graphical view pane will list the Top 5 unacknowledged incidents by Risk or Count. The pictorial
representation can be viewed in donut, bar or stacked bar graph.
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Incidents Dashboard — Graphical View

Sites In a Collection Master, all sites are displayed.

You cannot view this option in a Collection Point.

Group In a Collection Point, enterprise system groups are listed in this drop-down list. By default,
Netsurion’s Open XDR platform selects the ALL option.

NOTE: You cannot view this option in a Collection Master.
View By View data by risk or count.

Top By default, top 5 systems with more incidents are displayed in the top pane. You can select up to
top 20 systems for displaying in the top pane.

Acknowledged @ Select this option to see the list of incidents that are acknowledged. By default, the dashboard
displays only the unacknowledged incidents.

Table 12

2. Click on the graph to view detailed information.
Search Criteria window displays, and details are explained in the forthcoming section.
3.7.3 Searching Incidents

1 To view the total incidents occurred on a particular system; click a graph in ‘Incidents’ or
‘Graph’ tab.

Search Incidents Window opens.

,_é'EventTracker = Incidents Search - Internet Explorer = | m 5"

Search Criteria ~

Risk | A Ack Status | Unacknowledged | From

. L |or1a| m Search Result totk 338 T A
Date/Time Event Id Site/Computer Incident Name Ack
Nov 14 10:02:52 AM 2040 NTPLDTELR102 / R154-VM3~BLR EventTracker: New process MD5 hash activity o]
Nov 14 10:02:52 AM 2040 NTPLDTELR102 / R154-VM3~BLR EventTracker: New process MD5 hash activity £ ols
Nov 14 10:02:52 AM 2040 NTPLDTELR102 / R154-VM3~BLR EventTracker: New process MD5 hash activity 3
Nov 14 10:02:52 AM 2040 NTPLDTELR102 / R154-VM3~BLR EventTracker: New process MD5 hash activity 3
Nov 14 10:02:52 AM 2040 NTPLDTELR102 / R154-VM3~BLR EventTracker: New process MD35 hash activity :l
Nov 14 10:02:52 AM 2040 NTPLDTELR102 / R154-VM3~BLR EventTracker: New process MD35 hash activity T ¥
Nov 14 10:02:52 AM 2040 NTPLDTELR102 / R154-VM3~BLR EventTracker: New process MD5 hash activity O £

Figure 94
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Date/Time Date and time on which the incident occurred.

Incident # A unique number assigned for each generated incident.

The Incident number will be in the form of YYYYMMXXXX, where YYYY
represents the year, MM represents the month, and XXXX is the auto
incremented number that will be reset to 1000 on the first day of every
month.

Risk Move the pointer over risk value to view vulnerability scan summary
and to identify incident risk in terms of threat level, asset value, and
vulnerability value.

For example:

Threat level = High

Aeset Value = Undefined

Wulnerability = Undefined

When the vulnerability scanner(s) (ex: Nessus, Qualys) scans manager
systems for vulnerability, Netsurion’s Open XDR platform vulnerability
parser parses the scan result file and displays the scan summary in a
tooltip. This helps to quickly find the criticality of the vulnerability on the
managed system(s).

Event Id Event identifier associated with the generated alert.
System The system name where the incident occurred.
Log Type The event/incident recorded in the following logs i.e. Application,

Security, System logs.

Source The source of the event. This can be the name of a program, a system
component, or an individual component of a large program.

User The user name of the user that was logged on when the incident
occurred.
Description A brief description about the incident occurred.

© Copyright Netsurion. All Rights Reserved. 98



Netsurion.

Ack status Check this option to acknowledge the incident.
Netsurion’s Open XDR platform opens Bulk Acknowledge window.

E'Acknowledge - Internet Explorer - |EI|5|
Acknowledge

Notes

Interval: 11/13 03:56 PM - 11/14 03:58 PM
Acknowledge ®current incident only
OAll incidents from [ R154-VM3~BELR ]
OBl [ EventTracker: New process MD5 hash activity | incidents

(@] [ EventTracker: New process MD5 hash activity ] incidents from [R154-VM3~BLR ]

Save Cancel

1) Inthe Notes pane, enter appropriate details about the action
taken on the acknowledged incident.

2) Click appropriate Acknowledge option.
The incident(s) will be acknowledged for the selected Interval.

3) Click Save to save the information.

a) Click Add Notes.

Add Notes

Add notes

Notes

Notes History

Close

In Notes pane, write the comments about the particular alert or course
of action taken on the alert, and then click the Ok button.

Notes History pane will display the comments about the particular
alert or action taken on the particular alert in the past.
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Email Incident Email an incident including current Notes and Ack status.
Click Email.
=10l x]

Send Incident via e-mail

From: EventTracker@CHANGE-THIS.com

-Use commal()) to separate multiple e-mail recipients.

Subject:
Date: 11/14 14:42 -~
Incident No: 2017110200911
Acknowledge status: Unacknowledged
Message: N
Motes:
Event Id: 2040
W

System: NTPLDTBLR102

SEND CLOSE

Enter relevant data in To, Cc, Subject fields and then click Send.

Configure the SMTP server settings to notify the incident via Email. To
configure Email refer Manager -> Email Configuration.

Copy to Notepad | Click Copy to notepad icon. Event Information window opens with
Event details.

R
Copy to notepad A
Date: Nov 14 02:42:51 PM A

Incident no: 201711020911

Ack Status: Unacknowledged

Motes:

EventlD: 2040

System: NTPLDTBLR102 / NTPLDTBLR102

Source: EventTracker

User: DefaultAppPool

Description:

Mew activity found: Rule Name:  Process MD5 Hash Activity
Systerm:  NTPLDTBLR102 Time: 2017-11-14 14:37:07
Hash: C8145DD8623E4DD32EAZ1C63F2A2E3CE  Image

File Mame: CAWindows\Microsoft NET\Framework\v4.0.30319

\Temporary ASP.NET

Files\eventtracker\cdo63e7d\942d7d9\App_Web_cOrdx1dk.dll
User: IS APPPOOL\DefaultAppPoolSource Event:  Id:
35175ource:  EventTracker Description: Image loaded by a

process. Y
Process Name: w3wbp.exe

Click the icon to export the incident details in ‘Excel’ format.

[
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Netsurion’s Open XDR platform :: Alert Configuration window opens.
For detail information please refer Alerts

E Click Casebook icon to view data in Casebook. For detail information
please refer Casebook.

Table 13

3.7.4 Viewing incidents in Tabular View

1. Click the Incident menu, and then click Tabular tab.

By default, Netsurion’s Open XDR platform opens the unacknowledged incidents that are generated
for past 24 hours. To view only the acknowledged incidents, click Acknowledged option from the drop-
down box, as highlighted in the figure.

®

Incidents L]
pedated Mow 14 0405 PR Incictarsts froem Mo 10 0ebolYS Pt - Mo 14 0408 P T _——_ o
iy 10w aoop A L L g A L *; i edqed W
¢ 1 @u oy B Q,
Dt Thime Ewenit I St Computes Incident M Ak

L ] UH - %]
] CEL2) = v RIT = o o
. it . o
[ ] - [ Lk [ven 3 [= wih > 1':|'
™ v e
™ 250 P " " el
(-] 1] ar ¥ * L

7] i B ' |
i T Rl - o
] B30 P | i [ - 8

Figure 95

2. Click’ "'’ symbol to view detail information i.e. Event Id, Source, Event Type, Description.

3. Click Flag - to change the status of the incident.

GRAY No action has been taken

I RED Relevant action is required for that particular incident to solve an issue

GREEN Checked the incident and necessary action has been taken care of.
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Table 14

4. To acknowledge all incidents that have occurred, click Ack checkbox for the incident and then the
Ack.

This feature acknowledges the incidents present only in the same page.

Bulk Acknowledge window opens.

5. Enter comments and then click Save.
To view the incidents that have been acknowledged, select the Acknowledged option from the
drop-down box.

All the acknowledged incidents will be visible in Tabular View by selecting the Acknowledged

option.
Incicdenis .1
€ y [
DatesTame Ewerit Id St L emputed Incident Hame Ak
r N 5 -
r ] i
Figure 96
7. Click Add Notes to add comments about a incident.
8. Click Email to mail an incident.
9. Click Casebook 1ol to update data in Casebook.
A Casebook message opens.
Casebook
Add Mew Add to Buasting
Cloze

Figure 97
10. To add a new Casebook entry, click Add new.
11. To add to an existing Casebook, click Add to existing.

Casebook window opens.
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,éEvent Tracker :: Cases - Internet Explorer
Cases

Id/Title Q& Q 1 PageSize| 25 w
x
DATE D ADDED BY TAG TILE CRITICALITY

1171472017 3:26:57 PM 10000 = T EventTracker v9.0 build 7 Undefined @ +

L4 1w |of 1 (sl »

Figure 98
12. Enter/Modify the required data, and then click Save.

For detailed information about Casebook, refer Casebook.

3.7.5 Log Search feature

‘Log Search’ feature is added to search for logs pertaining to the System or Event Id. The results
obtained can further be refined.

1 In Tabular tab, click the Event Id or System dropdown in the bottom pane, select Log Search.

s 2040 b

Knowledge Base

Log Search

Figure 99

e Log Search for a System will display all the events related to that system.

e Log Search for an Event ID will display the results for the selected Event Id and the system
name where the event was generated.

For more information on log search, refer

https://www.netsurion.com/Corporate/media/Corporate/Files/Support-Docs/Feature-Guide-Log-
Search-v8x.pdf document.

In a collection master Ul Tabular view, Log Search will not be shown for collection points.

For detail information on Alert configuration, refer Alerts.

3.8 Knowledge Base option

A) Click Knowledge Base option to view event details in the ‘Netsurion’s Open XDR platform Knowledge
Base’ Web site.
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KNOWLEDGEBASE

Nétsuion- Event'l'racker' HOME  ADVANCED SEARCH  SUPPORT

Security Event Log
Knowledgebase

The is the largest searchable repository for detailed information about event logs generated by Windows/*nix/Cisco (syslog),
Antivirus, Veritas, OpenManage, VMWARE, and more. The KB is a free service provided by EventTracker. Search by any combination of the description
(fragments ok), Windows event id or source. The default search uses the OR operator when multiple keywords are entered. For additional search tips or an
advanced search, click the links below.

Search Event IDs Q

Tots! numbsr of svent log dsscriptions: 26,848

son 3821 3818 2088 3500 3815 3508 2800 3810 381

EventTracker KB is continually managed and updated by a dedicated team of IT specialists. We enceurage the IT community to

by providing new event id definitions and resolutions as well as requesting our specialists to research event ids not already catalogued

The EventTracker Knowledgebase is a free service provided by . EventTracker delivers
business-critical solutions to consolidate, correlate and detect changes that impact the performance, availability and security of your IT infrastructure. With a
proven history of innovation and leadership, EventTracker's unique combination of enterprise-class log management and integrated change and
configuration auditing are recognized as critical strategies for improving overall security, meeting and demonstrating compliance with regulatory mandates,
and increasing operational efficiency.

© Copyright 2019 EventTracker. All Rights Reserved. Sitemap Privacy Policy

Figure 100

3.9 Advanced Search

1. Click Advanced Search Q

Advanced Search window opens.
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,éIn dent search ternet Explorer

Advanced search

11/07/2017 04:20:54 PM

Alerts

D EventTracker: New IP Address Activity

D EventTracker: Behavior lagging

[ eventTracker: Software installed on EventTracker server

D EventTracker: New process MD5S hash activity

D EventTracker: Non reporting system{s) with high asset value
[ EventTracker: New Event ID Activity

D *Process_Created

[ eventTracker service down

[} security: user account locked out(1)

D EventTracker: Non reporting system{s) with low asset value
[ EventTracker: Agent configuration changed

[} *Process_Exit

contains v

contains v

To| 117142007 [F || 042054 PM QQ

Site/Computer

[J NTPLDTBLR102/NTPLDTBLR102
O BLRCP[192.168.1.235])/NTPLDTBLR104

[J NTPLDTBLR102/NTPLDTBLR13

O BLRCP[192.168.1.235)/NTPLDTBLR14

D NTPLDTBLR14[192.168.1.131]/NTPLDTBLRL4
[ NTPLDTBLR102/NTPLDTBLRI7

[ NTPLDTBLR102/RIS3VM1.Toons.loca

O NTPLDTBLR14[192.168.1.131]/R153VM1~
[J NTPLDTBLR102/RIS3VIM2

[ NTPLDTBLR102/R153VM2.Toons.ocal
O BLRCP[192.168.1.235)/R154-VM1

[0 NTPLDTBLR102/R154-VM1

O NTPLDTBLR14[192.168.1.131]/R154-VM1~00-0C-29-52-EE-B0
O BLRCP[192.168.1.235)/R154-VM3~BLR

s S

Risks

[ critical
[ serious
O High

[ medium
[ Low

[0 undefined

,é Incident search ternet Explorer

Advanced search

Figure 101

From | 11/07/2017 04:27:44 PM

Alerts

[ EventTracker: New process MDS hash activity

contains v

contains v

To | 11/14/2017 [F] | 04:27:44 PM Q

Site/Computer

[ rissv M6/R155-VM6

Risks

[ critical
[ seriaus
[ High

[ Medium
O ow

[ undefined

Figure 102

2. In Collection Master Advanced Search pane, select the required Sites from drop down.
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The Sites option is not available in a Collection Point.

3. Select / enter the required Alert, Site/System, Risk, Incident#, Ack status, Flag Status, Notes,
Description fields.

4. If you want to grill down the search criteria, select Contains/ does not contain from Notes drop
down and enter the note to list.

5. If you want to grill down the search criteria, select Contains/ does not contain from
Description drop down and enter the description to list.

6. In Duration pane, enter From: and To: date fields.

7. Click Search.

8. To clear the search criteria, click

9. To acknowledge all incidents that have occurred, click Ack hyperlink.

This feature acknowledges the incidents present only in the same page.

3.10 Tile Dashboard

To make the Incidents feature more interactive, Netsurion’s Open XDR platform now introduces a new
dashboard named Tile Dashboard. This dashboard will help the user in getting the minute information
related to the alert in a more precise way.

This new feature is provided to view the “Alert detail” in a tile format. This will show the number of
“Incidents” generated for that “Alert”, last occurred time of an incident, severity and number of actions
taken for that alert, acknowledged/unacknowledged/Flagged and number of annotated counts.

Information will also be displayed for List, Trend (for 24 hrs) and E-mail Incident/Tune Alert Settings, by
clicking the respective icons available.

How is it Helpful?

Easily identify the Alert’s and its details in a Tile view.
Add all the Event(s) to Casebook at a time.

Identify and view the type of action taken for the Alert.
Fine Tune the Alert and its details at a click.

A wN e

Trend graph option to view the basic level details.

How it works?

e Login to Netsurion’s Open XDR platform and navigate to Incidents in the Menu Bar.
e From the dropd