Netstrion. |EventTracker

How to- Configure Defender MFA to
forward logs to EventTracker

Publication Date: September 28, 2020




Configure Defender MFA to forward logs to EventTracker

This guide provides instructions to retrieve the Defender MFA (One Identity) events via syslog. Once the logs
starts coming into EventTracker, reports, dashboards, alerts and saved searches can be configured.

The configuration details in this guide are consistent with EventTracker version 9.2 or above and Defender
MFA 5.9 and above.

Administrators who are assigned the task to monitor Defender MFA events using EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Overview

One Identity - Defender is a two-factor authentication or Multi-Factor Authentication (MFA) program.
It uses your current identity store within Microsoft Active Directory to enable two-factor
authentication, taking advantage of its inherent scalability and security, and eliminating the costs and
time involved to set up and maintain proprietary databases.

Defender MFA integrates with EventTracker SIEM application to give security analytics with deep data
context so that organizations can be confident in their data security strategy. Benefits include scheduled
reports, integrated defender MFA dashboards and alerts for streamlined investigation.

Reports will allow users to keep records that is easy to read and to format. It is a detailed summary of
events generated by Defender MFA. It includes successful or failed user sign in attempts using, user
assigned tokens.

Alerts are best way to keep updated with critical events occurring in Defender MFA, such as, failed sign-in
attempt using a token by a user, or when a token or defender password is assigned/unassigned to/from a
user.

Dashboard provide a graphical representation of events generated by Defender MFA in the form of pie
chart or bar graph, or force direction, and many more. Some of them are, top successful user
authentications, user authentication failure reasons, top user authentication fails, etc.

2. Prerequisites

e EventTracker v9.2 and above should be installed.

e Administrative/root access to Defender Security Server (DSS).
e Syslog port (e.g. 514) should be allowed in firewall.

e EventTracker Manager IP address.

3. Integrating Defender MFA with EventTracker

User can configure the syslog server address in DSS configuration wizard so that logs are sent to
EventTracker.

1. Login to your Defender Security Server (DSS) with administrative account.
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2. Navigate to Start > Programs > Defender Active Directory Edition > Defender Security Server

Configuration.
3. In Defender Security Server Configuration wizard, select “Audit Log” tab and click on the “Enable

syslog” checkbox.

[%] Defendes Security Server Configuration X
Active Directory LDAP | AuditLog [Test Conneclion  Sarvice

Leg files
Leg path: | =\0One Identity'\Defender \Security Server\Logs Browse
Log sze: e
[[Jcreate additional lag with fixed name:
Log name:

Syslog
A Enable sysiog Edit Remave
Collechors: | ov momwr e aw. 1514

QIME IDENTITY
6.4 Cancel Apply

Figure 1

4. Next, click on “Add” button to add new syslog server. Enter the syslog server IP address and port
number (default is 514) and click OK.

[ Defer

Active Directory LDAP  Auditlog  Test Connection  Service

Log filles

! | — - - - — - L
Browse

Syslog Collector Address X-]
Enter the connection details for the Syslog collector
IP Address or [r—— . |
DIS Mame .

Part 514 |

Remave
o [ conce
$IME IDENTITY
oK Cancel Apply

Figure 2

5. Finally click Apply, then OK to complete integration process.
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Defender MFA is also able to record events to the Windows Event Log. These logs are typically associated
with token/defender password/ PIN management in Defender AD console. E.g. assigning a token to a user,
assigning a Defender password to a user, setting a token PIN, etc.

By default, event logging is turned off in the Defender Console. To allow these events to be logged in
windows event viewer and then forwarded to EventTracker, follow the below steps:

1. Set the following value in the registry on each desktop/server that is used to administer Defender
tokens (i.e., wherever the Defender Console is installed.

¥88: HKEY_LOCAL_MACHIME\Software\PassGo Technologies\Defender\Defender AD MMC
64 HKEY_LOCAL_MACHINE\SOFTWAREWVowE432Mode\PassGo Technologies\Defender\Defender AD MMC
Value: LoggingEnabled (create the entry if it does not exist)
Type: DWORD
Data: 0 to disable logging, 1 to enable logging
Figure 3

2. Next, Configure EventTracker agent to pick up the Defender Console logs. For this, Open EventTracker
agent configuration by navigating to path:
“C:\Program Files (x86)\Prism Microsystems\EventTracker\Agent\” or “%et_install_path%\Agent”
and run “etaconfig.exe”. EventTracker Agent Configuration wizard opens, select “Event Filters”.

Ed EventTracker Agent Configuration 4
File Help

Selact Systems
T e e | Agent based system

J |

M anager destinations:

Log Backup | Perfomance | Metwork Connections |
Logfile b onitos File Transfer |  sysbogFTPsever | EDR |
1 | SystemMonitor | Monitor Processes | Services |

Figure 4
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3. In “Event Filters”, select “Filter exception” button:

Metwork. Connections ]
| eor |
System kanitar ] Monitor Proceszses ] Services ]

Log Backup ] Performance l

Logfile Monitor File Transfer ] ayzlog FTP server

hanagers

ou can chooze to filker out events that are not required. Once the filker iz set,
all events matching the filker critena will not be sent ta the EventT racker

M anager. You can alzo configure advanced filter optionz such as to zend anly
specific events or choose to filker out specific events.

Event Types
| Event Logs A
[0 Application [ Enor
[] HardwareE vents [ Wwarring
[ Intemet Explorer ¥ [nformation
[0 KeyManagement Service ¥ Audit Success
L Otlers o || T AuditFailure
M Secorit .
Py > [ Critical
[ Enable SID Translation [ Verbose

Event Description: ¢ Classic (% XML

| Filter Exception | Advanced Filkers

Figure 5

4. In “Filter Exception” wizard, click on “New” button:

Ld Filter Exception O oo
“r'ou can choose bo monitor specific events iF they match a filker criteria. Specify the details of the
events that you would like to monitor,

Ewxample: *'ou may want ko filtker out all Information events other than those received friom the web
Service. To do thiz, zet the Information filker and add a Filker Exception with Event Source az Web
Sarvice,
Log Tupe Event Type Cate... | Eve Source |Jzer Drezcription ~
|Hformation o |7 Service L. Tunning state
Audit Success 1] 4663 [$MOT$]3ind..
Infarmation 0 3/07 EwventTra...
Information 1] 806 EventTra...
Audit Success 1] a12
Audit Success 1] a13
Audit Success 1] 516
Audit Success 1] a17
Audit Success 1] 520
Audit Surcezs n AR W
£ >
Mew Edit Delete Find Cloze
Figure 6
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5. In “New Event Details” wizard, specify the values as give in the picture below and click “OK":

ke Mew Event Details x

— Ewent Detailz (empty field impliez all matches)
Log Type:

I Defender LI
Event Type: Ewvent 10 :

Ilnformation ;I I
Categor tatch in User:

Match in Source
IDefender Caonzole

M atch in Event Deser

"Match in Event Descr” | "Match in User and "Match in Source” field can take muliple
shiings zeparated with & or [|.- & stands for AMD condition.- || stands for OF condition.
Far neqgating the result of match operation, prefix the string with "[$MOT ] If there are
multiple stringsz, then the result of the whale expression is negated. Only one "[$MOTE]"
should be uzed in the shing.

Exarnple:

The string "[FNO0T$Logon Type: 4lLogon Type: 5" will match all events that DO NOT
contain "Logon Type: 4" or "Logon Type: 3" in the description.

For more infarmation click here.

aK I Cancel

Figure 7

6. Next, click on “Close” button and then click on “Save”:

kad Filter Exception O *

You can chooze to monitor specific events if they match a filter critena. Specify the details of the
eventz that pou would lilke to monitor,

Example; You may want to filker aut all Information events other than those received from the \wWeb
Service. To do thiz, set the Infarmation filker and add a Filter Exception with Event Source az 'Web

S ervice.
Log Tupe I Event Type I Cate...l Eve.. I Source I | zer I Description ~
Audit Success 0 E11
Audit Success 0 E10
Audit Success 0 5A1
Audit Success 0 540 [$MOT...
Audit Success 0 h38 [$MOT...
Information 0 104
Information 0 1074 USER3Z
0 3230
| Information o]
£

Figure 8

Netsurion.  EventTracker




Configure Defender MFA to forward logs to EventTracker

Event Types
| Ewent Logs ~
[0 &pplication [ Enor
[0 HardwareE vents [ Wiarming
[ Internet Explarer [v [nformation
[0 KeyManagement Service W Audit Success
[ OAlerts o || T AudiFailure
M Serurty N
< > [ Critical
[ “erboze

| Enable 510 Translation
Event Description: ( Clazsic (% ML

Advanced Filkerz |

Save Cloze

Figure 9

7. Finally, click on “Close” button to complete the integration process.
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