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Abstract 
This document describes how to enable auditing for Open LDAP (Lightweight Directory Access 
Protocol) installed in Linux and forward logs to EventTracker v7.x. 

 

Target Audience 
EventTracker users who wish to monitor Open LDAP changes in Linux server. 

 
Scope 

The configurations detailed in this guide are consistent with EventTracker Enterprise version 
7.X and later, Open LDAP 2.4 or later and rsyslog 5. 

 
 
 
 
 
 
 
The information contained in this document represents the current view of Prism 
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism 
Microsystems must respond to changing market conditions, it should not be interpreted to be 
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guarantee the accuracy of any information presented after the date of publication.  
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About LDAP 
LDAP stands for Lightweight Directory Access Protocol. As the name suggests, it is a 
lightweight client-server protocol for accessing directory services, specifically X.500-based 
directory services. LDAP runs over TCP/IP or other connection oriented transfer services.  

 

A directory is similar to a database, but tends to contain more descriptive, attribute-based 
information. The information in a directory is generally read much more often than it is written. 
Directories are tuned to give quick-response to high-volume lookup or search operations. They 
may have the ability to replicate information widely in order to increase availability and 
reliability, while reducing response time. When directory information is replicated, temporary 
inconsistencies between the replicas may be OK, as long as they get in sync eventually. 

 

LDAP Logging 
The Logging overlay can be used to record all changes on a given backend database and send to 
EventTracker as syslog. 

 

Enable LDAP Logging  
1. Open and edit rsyslog.conf file in VI editor.  

2. Add the following line to /etc/rsyslog.conf  

local4.* /var/log/ldap.log  

3. Create empty log file  

touch /var/log/ldap.log  

4. Set appropriate permission  

chown ldap:ldap /var/log/ldap.log  

5. To rotate log file weekly, add empty file lgap to directory /etc/logrotate.d  

touch /etc/logrotate.d/ldap  
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6. Add appropriate rules for rotation  

vi /etc/logrotate.d/ldap  
# Logrotate file for LDAP  
# Logrotate file for LDAP  
/var/log/ldap {  
missingok  
compress  
notifempty  
weekly  
rotate 5  
postrotate  
/sbin/service ldap reload  
endscript  
}  
 

7. Press Esc key and enter :wq to save the file.  

8. Restart rsyslog and LDAP daemons. 
/etc/init.d/rsyslog restart  
/etc/init.d/ldap restart 

 

Configure rsyslog to send logs to EventTracker or 
Remote Host 

1. Open and edit rsyslog.conf in VI editor. 

2. Add the following details at the end of rsyslog.conf file, in cd /etc/rsyslog.conf. 

*.*     @@IP Address of remote host:514 

3. Press Esc key and enter :wq to save the file.  

4. Restart the rsyslog service.  

# service rsyslog restart 
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EventTracker Knowledge Pack (KP)  
Once LDAP auditing is enabled and Ldap logs are received in to EventTracker, Alerts and reports 
can be configured into EventTracker. 

The following Knowledge Packs are available in EventTracker v7 to support LDAP monitoring:   

 

Categories:-  

• LDAP: Directory object added:  This category based report provides information related to 
objects added to LDAP. 

• LDAP: Directory object deleted: This category based report provides information related to 
deleted objects from LDAP. 

• LDAP: Directory object modified: This category based report provides information related to 
modified objects in LDAP. 
 

Alerts:-  

• LDAP: Object deleted: This alert is generated when any object is deleted from LDAP. 
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Import LDAP KP to EventTracker 
1. Launch EventTracker Control Panel. 

2. Double click on the Export/Import Utility. 

3. Click the Import tab. 

Details to import Category/Alert as given below. 

 

To import Category 
1. Click Category option, and then click the browse button. 

2. Locate All LDAP Server Categories.iscat file, and then click the Open button. 

3. To import categories, click the Import button. 

 
Figure 1 
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4. Click the OK button, and then click Close button. 

 
To import Alerts 

1. Click Alert option, and then click the browse button. 

2. Locate All Ldap Server alerts.isalt file, and then click the Open button. 

3. To import alerts, click the Import button. 

 
Figure 2 

 

4. Click OK, and then click Close button. 
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Verify imported Categories and Alerts in 
EventTracker 
Verify Categories 

1. Logon to EventTracker Enterprise. 

2. To verify the categories, select the Admin menu, and then select Category. 

3. In Category Tree, expand LDAP Server Linux node.  

The imported categories are displayed. 

 

 
Figure 3 

 
 
Verify Alerts 

1. Logon to EventTracker Enterprise. 

2. To verify alerts, click the Admin menu and then select Alerts. 

3. In Search: box, enter the search criteria “LDAP’. 

 All alerts related to LDAP display. 
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Figure 4 
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Sample Reports 
The details of sample Summary Report is given below 

 

 

Information regarding Detail Reports is given below. 
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