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Configure Microsoft SQL Server

This guide provides instructions to configure Microsoft SQL server auditing and forward relevant events to
EventTracker Enterprise.

The configurations detailed in this guide are consistent with EventTracker Enterprise version 9.x and later,
Microsoft SQL Server 2012 and later Edition.

Administrators who want to monitor the Microsoft SQL Server using EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2020 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1. Introduction

Microsoft SQL Server is a relational database management system with several features and services. With this
coverage, there is a large surface area for attack and vulnerabilities.

SQL Server auditing is utilized to address requirements for compliance, analyze database actions to
troubleshooting problems and investigate suspicious activity.

EventTracker can employ both server audit specifications and extended events to receive relevant events for
auditing. Configuration techniques for both methodologies are shown below. Please configure any method of
your choice in accordance with your infrastructure and audit requirements. Both techniques are compared

below:
Audit Specifications (available in | ¢ Alerts are received in real-time. e Additional fields like client hostname,
Microsoft SQL Server 2008 or e Events are received in Windows client application name are missing.
later) Event Viewer.
Extended Events (available in | ¢ Additionally, provides a client e Alerts are received with a maximum
Microsoft SQL Server 2012 or hostname, client application name delay of two hours.
later) and event category fields.

e Lightweight and utilizes a few
performance resources.

EventTracker MSSQL reports provide information about database activities. By using these reports, we can
examine the user login success and login failures for further investigation. These reports can track the
database changes in the tables, views, procedures, triggers, schema and can track any SQL query errors.

Dashboards display a graphical representation of the database object changes and actions carried out on that
object.

Through dashboards, we can also easily track multiple/brute force login failures. Alerts trigger when a user
performs any changes on the database, database view, schema, user management etc.

2. Server audit specifications

Auditing, an instance of SQL Server or a SQL Server database involves tracking and logging events that occur on
the system. Below mentioned configuration must be applied on all workstations, where SQL audit is required.
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e Microsoft SQL Server 2008 or later must be installed.
e Microsoft SQL Management Studio for the respective version must be installed.
e EventTracker Agent 9.x or later must be installed on the SQL SERVER workstation.

1. Open Microsoft SQL management studio with appropriate credentials.
2. In Object Explorer, right-click on the database server and select Properties.

Object Explorer v X

Connect~ 34 3 m 7 (2] .4

[ Databas Connect..

[0 Security Discannect
= Servz.arC Reqgister...
3 Replicat
[ Adbways( Mewr Query
il
3 Manage Activity Monitor
3 Integrat
[ S0L Ser Start
Stop
Pause
Resurme
Restart
Paolicies 3
Facets
Start PowerShell
Reports 3
Refresh
| Properties
Figure 1

3. Inthe Properties panel, select Security in Select a page section.
4. In Login auditing, select Both failed and successful logins.
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|j Server Properties - PMPL-3-KPVSOLEXPRESS — ] bt
Select apage ‘ . .
- Script - Hel
27 Generdl & seint ~ [3Heb
f Memom

4 Processors
- Server authentication

[l S =ity
f Connections ) @ whindows Authentication mode
%4 Database Settings
17 Advanced () 50L Server and Windows Authentication mode
2 Pemissions
Login auditing |-
) Mone

() Failed loging only
() Successful loging only

(®) Both failed and successful loging

Server proxy account

[] Enable server proxy account

Conneckion | e
Server
PHPL-3-FPYSULEXPRESS Options
Connechion: [] Enable Comman Criteria compliance

TOOMS itesh
umarrites [[] Enable C2 audit tracing

2 View connection properties . -
[] Cross database ownership chaining

Frogress

Ready

Cancel

Figure 2
5. The above configuration generates event id “18453” (login success) and “18456” (login failure).

Note: Login success events are very noisy, enable with caution.

1. Open Microsoft SQL management studio with appropriate credentials.
2. In Object Explorer, expand the Security tab to view Audits and Server Audit Specifications options.
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-Ohject Explarer v 3 x

Connect~ & &d g “F E ;
= Lﬁ PHPL-3-KP (501 Server 12.002000 - TOOME
[ Databases

[ Logins

[ Server Roles

[ Credentials

[d Cryptographic Providers

[ &udits

[ Server Audit Specifications

Server Objects

[ Replication

[ AlawvaysOn High &vailability

[ Management

[ Integration Services Catalogs
ﬁ% S0L Server Agent (Agent XPs disabled)

Figure 3

1. Right-click Audits to select New Audit...

[ Audits
[ =e Mewr Audit..,
[ Server _
3 Replic Filter 3
L Ahaay Start PowerShell
[ hdana
£ Integr Reports 3
|—% AL s Refresh !
Figure 4
2. In Audit Properties, provide appropriate audit name and set audit destination as application

log. The configured Audit properties pane is shown below:
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u-'gl SAudit Properties — [} boe
'@' Ready
Select a page 8 Seript - | 1 Help
2 General
1 Filter
Audit name: Audit-20160630-122857
Queue delay (in |'1000 =

milliseconds):

On &uditLog ®) Continue

Failure:
(O Shut down server
O Fail operation
Audit
destination: Application Log ~

=
3

Connection

24 PMPL-3-KMSQLEXPRESS
[TOOME kumarnitesh]

Wiew connection properties
Progress

Ready

Figure 5

3.  Click OK to apply settings.

1. Right-click Server Audit Specifications and select New Server Audit Specification...

Server Sudit Specifications _

[ e, Mew Server Sudit Specification...
1 Rep
T3 Al Filter 3
1 Mai Start PowerShell
[ Inte
50l Reports 3
Refresh
Figure 6
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2. In Server Audit Specification Properties, provide an appropriate specification name and choose
an earlier created audit name from the drop-down menu.
3. InActions pane, select the following specifications from Audit Action Type drop-down.

To improve performance, please enable action types consistent with your audit requirements.

Audit Action Type

DATABASE_ROLE_MEMBER_CHANGE_GROUP This generates events whenever a
login is added to or removed from a
database role.

SERVER_ROLE_MEMBER_CHANGE_GROUP This generates events whenever a
login is added or removed from a
fixed server role.

BACKUP_RESTORE_GROUP This generates events whenever a
backup or restore command is issued.

AUDIT_CHANGE_GROUP This generates events whenever any
audit is created, modified or deleted.

DATABASE_PERMISSION_CHANGE_GROUP This generates events whenever a
GRANT, REVOKE, or DENY is issued by
any user in SQL Server for database-
only events.

SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP | This generates events whenever a
grant, deny, or revoke is issued for a
schema object.

SERVER_PERMISSION_CHANGE_GROUP This generates events when a GRANT,
REVOKE, or DENY is issued for
permissions in the server scope.

DATABASE_CHANGE_GROUP This generates events when a

database is created, altered, or
dropped.
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DATABASE_OBJECT_CHANGE_GROUP This generates events when a
CREATE, ALTER, or DROP statement is
executed on database objects.

DATABASE_PRINCIPAL_CHANGE_GROUP This generates events when principals
are created, altered, or dropped from
a database.

10.

SCHEMA_OBIJECT_CHANGE_GROUP This generates events when a
CREATE, ALTER, or DROP operation is
performed on a schema.

11.

SERVER_OBJECT_CHANGE_GROUP This generates events for CREATE,
ALTER, or DROP operations on server
objects.

12.

SERVER_PRINCIPAL_CHANGE_GROUP This generates events when server
principals are created, altered, or
dropped.

13.

APPLICATION_ROLE_CHANGE_PASSWORD_GROUP | This generates events whenever a
password is changed for an
application role.

14.

LOGIN_CHANGE_PASSWORD_GROUP This generates events whenever a
login password is changed by ALTER
LOGIN statement.

15.

DATABASE_OWNERSHIP_CHANGE_GROUP This generates events when ALTER
AUTHORIZATION statement is used to
change the owner of a database.

16.

SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP This generates events when the
permissions to change the owner of
schema object (such as a table,
procedure, or function) is checked.

17.

18. USER_CHANGE_PASSWORD_GROUP** This generates events whenever the
password of a contained database
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19

20

21

22

23

24

Note: Only available in Microsoft SQL Server 2012 or later.

SUCCESSFUL_LOGIN_GROUP

LOGOUT_GROUP

FAILED_LOGON_GROUP

SERVICE_STATE_CHANGE_GROUP

SERVER_PRINCIPAL_CHANGE_GROUP

DATABASE_CHANGE_GROUP

Configure Microsoft SQL Server

user is changed by using the ALTER
USER statement.

This generates events whenever a
successful logon is done

This generates events whenever a
logout is done

This generates events whenever a
Logon failure happens.

This generates events whenever any
SQL service is stopped or started.

This report will provide details
regarding users created, deleted or
modified. It will also include events
regarding role and permission
changes for users.

This report will provide details
regarding database startup and
shutdowns. It only includes events
regarding status change of databases
from offline or online.

Configured Server Audit Specification Properties pane is shown below:
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Aa Server Audit Specification Properties = O X
Q] Ready
Select a page L8 Seript « [ Help
A General
Name: ServerAuditSpecification-20170410-150011
Audit: \Audit-zmsoazz-ozsmo v]
Actions:
i\ Audit Action Type Object Clas
01 |FAILED_LOGIN_GROUP v
02 |SUCCESSFUL_LOGIN_GROUP v
03 |LOGOUT_GROUP v
04 |SERVER_STATE_CHANGE_GROUP v
05 |DATABASE_ROLE_MEMBER_CHANGE_GROUP v
| 06 |SERVER ROLE_MEMBER_CHANGE_GROUP v
07 |DATABASE_PERMISSION_CHANGE_GROUP v
| 08 |SERVER_OBJECT_PERMISSION_CHANGE_GROUP v
J 09 |DATABASE_PRINCIPAL_CHANGE_GROUP v
'» 10 | SERVER_PRINCIPAL_CHANGE_GROUP v
3 « 11 v
Connection
3¢ PNPL-15-KP
View connection properties
Progress
Ready
< >
Figure 7

4. Click OK to apply settings.
5. Right-click on earlier created audit and select Enable.
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= 1 Audits
I W 2 dit-20160705-15233
B [ Ser Mew Sudit.,
it Enable Audit E
[ Server
3 Replics Wiew Sudit Logs
[ Ay Script Audit as 3
[ Manag
3 Integra Palicies 3
ﬁ% SOL Se Facets i
Start PowverShell
Reparts r
Renarme
Delete
Refresh
Properties
Figure 8

6. Right-click on earlier created Server Audit Specification and select Enable Server Audit

Specification.

[ Servert Mew Server Audit Specification..,

(4 Replica Enable Server Sudit Specification
[ Abavays
3 Manag Script Serwer Budit Specification as— »
- Integra Policies »
[ s0L se

Facets

Start PowverShell

Reports »

Delete

Refresh

Properties

Figure 9

7. The above configuration generates event id “33205” for all configured audit specifications.

All the events generated by SQL through audit specifications are information events and are reported
late. Thus, to aid the alerting of events in real-time event filters are to be configured. Please note, log
source matched in configurations below might change depending on the SQL instance name
configured.
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1. Logon to EventTracker manager workstation.

— et
EventTracker -
Actionable Sacurty iiafigence
r—
i B2 &
) &
EventVault Diagnostics License Export Import Append
Manager Utality Archives
!ﬁ ! ; g =
EventTracker | Traffic Analyzer Agent Port TrapTracker
Agent Confi... Manageme... Configuration

Change Audit About
EventTracker

E-mail: support @Event Tracker.com

Figure 10

2. Open EventTracker control panel and click EventTracker Agent Configuration.

= Hod
File Help

Select Spstems
|pr|__3_Kp ﬂ Agent based system

r |

Manager destinations:
|esxwin2k‘| 2r2wm2, PNPL-3-EFP

Log Backup ] FPerformance ] Metwork. Conneclions ]
Logfile konitor File Tranzfer ] Config Aszessment ] zyzlog FTP server ]
M anagers Event Filters Spztem bonitor ] tonitor Proceszses ] Services ]

“Y'ou can chooze to filker out events that are not required. Once the filker iz zet,
all eventz matching the filker criteria will not be sent ta the EventTracker

tanager. You can alzo configure advanced filter options such as to zend only |
zpecific eventz or choosze o filker out specific events.

Event Types
| Event Logs -~
[ application I Errer |
[] HardwarsEvents [ waming
1 Intemet Explarer v |nformation
[ KeyManagement Service W audit Success |
O Media Center o || T sudit Eilure
M1 Mehwris faaditar .
< > [~ Critical
[T Enable SID Translation I Veibose

Ewvent Description: ¢ Classic (& ML

| Filter Exception | Advanced Filkers |

Figure 11
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3. Select Event Filters tab and click Filter Exception.
Filter exception window opens.

[+ d >

“'ou can chooze to monitor zpecifiic events i they match a filker crtena. Specify the details of the
events that you would like to maonitar.

Ewample: v'ou may want to filker out all Information events ather than thoze received from the Web
Semvice. To do thiz, zet the Infarmation filker and add a Filker Exception with Event Source az Web

SErvice,
Log Type | Event Type | Eate...l Eve.. | Source | |zer | D' ezcription A
Audit Success I} B0
Audit Successz I} G47
Audit Success 1 B72
Audit Success I} BaZ
Audit Success I} BE3
Audit Successz I} = ial
Audit Success 1 BEY
Audit Success I} G249
Audit Success I} B30
At Suncezz n R91 W
£ >
Hew Edit Delete Find Cloze
Figure 12

4, Click New, and configure as shown below:

Event filter properties for audit events are shown below:

6. For Single Instance, Match in Source should be named as corresponding instance name. For
multiple instances, leave it blank.

v

K Edit Bvent Details x

— Event Details [empty field implies all matches)

Log Type:

Ao on

Ewvent Type : Ewent D

| Infarmation ~| [33205
Categary : Match in User :
fo |

batch in Source :
[MSSHLSERVER

Match in Event Descr

"Match in Event Descr” |, “Match in User and "Match in Sounce” field can take multiple
strings separated with && or |- && stands for AMD condition. - || stands for OF condition.
For negating the result of match operation, prefis the string with "[$NOTE]" If there are
riultiple stringz. then the result of the whole expression iz negated. Only one "[$NOTE]"
zhould be uged in the ztring.

Example:

The sting "[$MOT$]Logon Type: dlLogon Type: 5" will match all events that DO MOT
contain 'Logon Twpe: 4" or "Logon Type: B in the description.

For more information click here.

Ok I Cancel

Figure 13
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7. Click OK to apply.

8. If events are enabled for login success and failure, create filters with configurations as shown
below:

0. Event filter properties for login success event are shown below:

Ed Edit Ewent Details *

— Event Details [empty field implies all matches)
Log Type:

IAppIi-:atic-n LI

Event Type : Event 1D :
| Information -] [18453

Category : Match in User ;
C |
Match in Source

Match in Event Deser
|[$NDT$]<named pipes|

"Match in Event Descr”, "Match in User and "Match in Source” fisld can take multiplz
zhrings separated with & or ||.- && stands for AND condition.- || stands for OR condition.
For negating the rezult of match operation, prefis the string with "[$MOTE]". If there are
multiple strings, then the result of the whole expression iz negated. Only one "[$NOT§]"
should be used in the string.

Example:

The ztring "[$M0T $]Logon Tepe: dllLogon Type: 5 will match all events that DO MOT
contain "Logon Tepe: 4" ar "Lagon Twpe: 5" in the description.

For more infarmation click here.

0K I Cancel

Figure 14

10. Event filter properties for login failure event are shown below:
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Ed Mew Event Details X

Event Detailz [emphy field implies all matches)

LogType:

|Application ﬂ
Event Type : Event 1D

| Information =] 16456

Category Match in User

Match in Source
|MSSOLSERVER

M atch in Event Descr :

"Match in Event Descr', "Match in User' and "Match in Source’ fisld can take multiple
shings separated with && or .- && stands for AMD condition.- || stands for OF condition,
For negating the result of match operation, prefis the sting with "[$NOTE] [F there are
multiple stings, then the result of the whole expression is negated. Only one "[$NOT$]"
zhould be uzed in the string.

Example:

The string "[$MOTE]Logon Tepe: HlLogon Type: 5" will match all events that DO NOT
contain "Logon Tepe: 4" or "Logon Tepe: 5" in the description,

Far more information click here.

ak. | Cahcel ‘

Figure 15

11. Click SAVE in agent configuration window to apply changes.

3. Extended events

Extended Events is a lightweight performance monitoring system that uses very few performance resources. It
enables auditing for different actions, providing much granularity in the setup process and a wide coverage
range of the SQL Server activity. Below mentioned configuration must be applied to all the workstations,
where SQL audit is required.

e Microsoft SQL Server 2012 or later must be installed.

e Microsoft SQL Management Studio for the respective version must be installed.
e EventTracker agent 8 or later must be installed on the SQL SERVER workstation.
e PowerShell 5.1 or later must be installed.

e Administrative credentials for script execution.

1. Contact Support for the SQL extended events script pack and download.
2. Extract downloaded zip file to the following path.
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~ KEventTracker Installation Path=\M5sQL Server\

3. From extracted file location, double-click to open “SQL Extended Events.sql”.

| B =+ | S0L Extended Events — O *

Hore Share Wi e 9

uk » S0L Extended Ewents v 0 Search SQL .. 0

_ ~
3+ Quick access

B Desktop # |4y S0L Extended Events.psi 072116 12:53 PM Windows Pouers,, ZEB
[ S0L Extended Events.sq) 072116 12:02 PR Microsoft SOL Ser.., 4kE

Marne Date modified Type Size

Z| Docurme #
; Dowenloa
= Pictures o
Aadit
Extended

Systerm 32
i@ Onelrive

E This PC
[ Desktop
@ Documents

‘ Dowenloads
k hdeoin v £ >

2items 1 item selected 3.79 KB =

Figure 16

4. In Microsoft SQL management studio, login with appropriate credentials.

5. Inthe SQL query, change the highlighted path to the desired location of the “.xel” file. Click Execute to
create and implement an extended event session.
Preferred Location for “.xel” events:

<EventTracker Installation Path>\MssQL Server\

Note: Create “MSSQL Server” folder if not existed in the EventTracker Installation Path.
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*—-'53 S0L Extended Events.sgl - PMPL-3-KP rmaster (TOOME (1090 - Microsoft 300 Server Management Studio
File Edit “iew Query Project Debug  Tools  Mindow  Help

Pl T e | A NewQuey (DG 6 a9 - - S5 ] b
E,’J_#ﬂﬁ”master B Debug EJEEEJEHE'ﬂWg @;_;jé;;@;j|;'

0L Extended Event., & e T B 109

—|CREATE EVENT SESSION [ObjectChangel] ON SERVER

ADD EVENT sqlserver.error_reported|
ACTION(sqlserver.client_app_name,sqlserver.client_hostname, sqlserver.username)
WHERE (([package®].[equal_uinted]([category],(4)) OR [package®].[greater_than_i

ADD EVENT sqlserver.cbject_altered|
ACTION(sqlserver.client_app_name,sqlserver.client_hostname, sqlserver.database_r
WHERE (MOT [package®].[equal_uinte4]([ocbject_type],(21587)) AND NOT [sqlserver]

ADD EVENT sqlserver.cbject_created|
ACTION(sqlserver.client_app_name,sqlserver.client_hostname, sqlserver.database_r
WHERE (MOT [package®].[equal_uinte4]([ocbject_type],(21587)) AND NOT [sqlserver]

ADD EVENT sqlserver.object_deleted|
ACTION(sqlserver.client_app_name,sqlserver.client_hostname, sqlserver.database_r
WHERE (NOT [package®].[equal_uinte4]([object_type],(21587)) AND NOT [sqlserver]

ADD EVENT sgqlserver.sql_statement_completed(SET collect_statement=(1)
ACTION(sqlos.task_time,sqlserver.client _app_name,sqlserver.client hostname,sqls
WHERE (([sgqlserver].[like_i_sql_unicode_string]([statement] ,N'¥Create®') OR [sc

ADD TARGET package@®.event_file(SET filename=N'D:‘template file“\SQL\ObjCha.xel' max_

WITH (MAX_MEMORY=489& KB,EVENT_RETENTION MODE=ALLOW SINGLE_EVENT_LO55,MAX _DISPATCH_

a0

—-|ALTER EVENT SESSION ObjectChangel ON SERVER
STATE = 5TART;
G0

v| | ¥ Execute

Figure 17

6. To view created session, navigate to Object Explorer> Server Name> Management> Extended Events>

Sessions> ObjectChange.
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Object Explorer » 01X

Conmect~ 33 3 m 7 7] L§
=] B PMPL-3-EP (301 Server 12.0.2000 - TOOMEYR
3 Databases
[ Security
[ Server Objects
[ Replication
[ AlwvaysOn High Awvailability
= [d Managerment
ﬁ Policy Managernent
ﬂ Data Caollection
Q Fesource Gowvernar
= E Extended Events
= [ Hessions

§ OhjectChange

Eill packagel.event_file

wus Managed Backup
4 Maintenance Plans
[ 50L Server Logs

~j Catabase bail

gﬂ Distributed Transaction Coordinator
[ Legacy
[ Integration Services Catalogs
[ SOL Server Agent (Agent XPs disabled)

Figure 18

7. The above configuration will create “. xel” file with all relevant audit events at the earlier mentioned
location.

Xel files are readable only through SQL Management Studio. Thus, PowerShell is deployed for file format
conversion and custom parsing in the interest of EventTracker.

1. From earlier mentioned extracted file location, find “EventTacker Task (SQL Extended Task).ps1”.

MName B Date modified Type Size
Support 1/30/2020 8:56 PM File folder
i EventTracker Reports (S0OL EBxtended Events).psl 1/317202012:37 PM - Windows Powers... 41KB
1/31/2020 219PM  Windows PowerS... IKB
execreator.bat 1/31/2020 2:26 PM Windows Batch File 2 KB
42 SOL Extended Events.sql 1/30/2020 7:18 PM Microsoft SOL Ser... 4 KB
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Figure 19

2. Logon to EventTracker Manager workstation with the administrative privileges.

3. Please run above the “EventTacker Task (SQL Extended Task).ps1” program it will start creating the
task and logs will start sending to EventTracker.

4. Please verify Task is created for SQL Extended events in TaskSchedular.

() Task Scheduler - *
File Action View Help

LX s ea [ 7 Nl

(D) Tack Scheduler (Local) Name Status  Triggers NextRunTime | | Actions
5 Task Scheduler Library - . S o
@ Adobe Acrobat Update Task Ready  Muttiple triggers defined 2/1/2020 9:00:00 Al y
dobe Flash Player Updater Disabled At 5:55 AM every day - After triggered, repeat every 1 hour for 2 duration of 1 day. 1/31/2020 2:55:00 F T Creste Basic Task...
ventTracker Reports (Duo Security) Ready At 1:05 PM every day - After triggered, repeat every 5 minutes indefinitely. © Creste Task
nttracker Report: ed Events) A - Afte ] 1 hour indefinitely.

Import Task...
ventTracker-Attackers Ready At 11:21 AM every day 2/1/20201 ¢
ventTracker-DShieldOrgBlockedIPList Running At 11:21 AM every day 2/1/2020 11:21:00 4 [543 Display All Running Tasks
ventTracker-Emerging ThreatBlockediPList  Ready At 11:21 AM every day 2/1/2020 11:21:00 £ & Disable All Tasks History
ventTracker-lblocklistBlueTackBogonlPList  Ready At 11:21 AM every day 2/1/2020 11:21:00 New Folder
ventTracker-IblocklistBlusTackHijackedIPList Resdy At 11:21 AM every day 2/1/2020 11:2 -

_ . - o S . C View »
< >
|G Refresh
General Triggers Actions Conditions Settings History el
elp
Name: Eventtracker Reports (SOL Extended Events) | &
Selected ltem -
Location:  \ 5 Run
Author: SYSTEM £n
5 En
Description: & Do
isable
Export...
& Properties
K Delete
Security optiens Help
When running the task, use the following user account:
NT AUTHORITYASYSTEM
Run only when user is logged on
Run whether user is lagged on or not
Do not stere password. The task will only have access to local resources
Run with highest privileges
v

Figure 20
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