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Abstract  
This guide helps you in configuring Active Directory with EventTracker to receive Active Directory events. In 
this document you will find the detailed procedures required for monitoring Active Directory. 

Audience 
Administrators who are assigned the task to monitor and manage Active Directory events using EventTracker. 
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Overview 
This guide addresses the Windows default audit policy settings, baseline recommended audit policy settings, 
and the more aggressive recommendations from Microsoft, for workstation and server products. 

The SCM baseline recommendations shown here, along with the settings recommend to help detect 
compromise, are intended only to be a starting baseline guide to administrators. Each organization must 
make its own decisions regarding the threats they face, their acceptable risk tolerances, and what audit policy 
categories or subcategories they should enable. The Administrators without a thoughtful audit policy in place 
are encouraged to start with the settings recommended here, and then to modify and test, prior to 
implementing in their production environment. 

Prerequisites  
• EventTracker v8.x should be installed. 
• Active Directory should be installed and configured. 
• Recommended Audit Policies by the OS 

 Windows Server 2012 
 Windows Server 2012 R2 
 Windows Server 2008 
 Windows 8 
 Windows 7 

Enabling of Active Directory Audit events 
1. Open the Run command window, and run the command gpedit.msc 

 
Figure 1 



  

4  

Active Directory Audit 

2. Local group policy editor window will now appear. 

 
Figure 2 

3. Click on Windows Settings dropdown under Computer Configuration and choose Security Settings as 
shown in the below image. 
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Figure 3 

4. Click on Security settings dropdown, and click on System Audit Policies-Local Group Policy Object. 

 
Figure 4 



  

6  

Active Directory Audit 

5. Double click on the policies that need to be enabled for auditing. 
6. Auditing can be enabled for both Success/Failure events. 
7. For e.g. if an Account Logon auditing for Kerberos Authentication Service needs to be enabled for 

Success/Failure events, highlight the Account Logon option and double click on Kerberos 
Authentication Service as shown in the below image. 

 
Figure 5 

8. Once double clicked, another window will pop up. Click the checkbox “Configure the following audit 
events” and also the checkbox Success and Failure options as shown in the below image. 
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Figure 6 

9. Click on Apply and then OK. 
10. Now the auditing is enabled for Kerberos Authentication Services. 
11. In the below Flex Report section, detailed Category and Sub category fields are provided which needs 

to be enabled for auditing for that specific report. 
12. Enabling of auditing can be done for both the Local Computer and User Configuration in the same way 

as steps given above. 
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Configure Active Directory to send events to 
EventTracker 

Deploy EventTracker Agent on Active Directory machine. Once the events are triggered, logs will be sent to 
EventTracker automatically. 

Monitoring Events of Active Directory  
Monitoring AD events, provides detailed information about what is happening on your Domain. Using 
EventTracker Enterprise, Active Directory events can be monitored which are as follows: 

 Computers 
 Group 
 Group Policy 
 Local Group 
 Objects 
 Organizational Unit 
 Share Folders 

EventTracker Knowledge Pack 
Once logs are received into EventTracker, Alerts, Reports can be configured into EventTracker. 

The following Knowledge Packs are available in EventTracker Enterprise to support Windows. 

Flex Reports 
Below given are the list of reports along with the table that gives the category of Audit events which needs to 
be enabled. 

1. Active Directory-Account logon events: This report provides details about all the successful logon, 
successful log off, special privileges logon and Logon failures done in Windows Active Directory. 

Audit Events that needs to be enabled:  

http://www.eventtracker.com/wp-content/support-docs/How-to-Install-EventTracker-and-Change-Audit-Agent.pdf�
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Report Sample: 

  
Figure 7 

2. Active Directory-Account management activities: This report provides all the details about an account 
if it is created, deleted, changed, enabled or disabled in Windows Active Directory. 

Audit Events that needs to be enabled:  
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Report Sample: 

 
Figure 8 

3. Active Directory-Audit detailed directory service replication: This report provides the details about an 
Active Directory replica source naming context if it is established, removed, modified or failed. 

Audit Events that needs to be enabled:  
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Report Sample: 

 
Figure 9 
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4. Active Directory-Audit directory service changes: This report provides all the directory configuration 
changes such as a directory being created, deleted, modified, moved or undeleted. 

Audit Events that needs to be enabled:  

 

Report Sample: 

  
Figure 10 

5. Active Directory- Audit directory service replication: This report provides all the directory service 
replication details. 

Audit Events that needs to be enabled:  
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Report Sample: 

 
Figure 11 

6. Active Directory-Audit DPAPI activity: This report provides all Audit DPAPI activity. 

Audit Events that needs to be enabled:  

 

Report Sample: 

  
Figure 12 
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7. Active Directory-Audit process termination: This report provides all the terminated or exited process 
details. 

Audit Events that needs to be enabled:  

 

Report Sample: 

 
 Figure 13 

8. Active Directory-Audit Kerberos authentication service: This report provides details about all the 
Kerberos authentication services. 

Audit Events that needs to be enabled:  
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Report Sample: 

  
Figure 14 

9. Active Directory-Audit Kerberos service ticket operation: This report provides details about all the 
Kerberos service ticket operations, whether it was requested or renewed. 

Audit Events that needs to be enabled:  

 

Report Sample: 

 
Figure 15 

10. Active Directory-Audit RPC events: This report provides details about all the RPC events that were 
attempted. 
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Audit Events that needs to be enabled:  

 

Report Sample: 

 
Figure 16 

11. Active Directory-Audit other accounts logon events: This report provides details about all the 
account logon events. 

Audit Events that needs to be enabled:  
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Report Sample: 

 
Figure 17 

Alerts 
1. Active Directory-Account management activities: This alert is generated when any account is 

created, deleted, changed, enabled or disabled in Windows Active Directory. 
2. Active Directory-Account logon events: This alert is generated when any successful logon, successful 

log off, special privileges logon or Logon failures is done in Windows Active Directory. 
3. Active Directory-Audit detailed directory service replication: This alert is generated when an Active 

Directory replica source naming context is established, removed, modified or failed. 
4. Active Directory-Audit Dpapi activity: This alert is generated when backup or recovery of data 

protection master key is attempted. 
5. Active Directory-Audit Kerberos authentication: This alert is generated when a Kerberos 

authentication ticket is requested or failed. 

Import Active Directory knowledge pack into 
EventTracker 
NOTE: Import knowledge pack items in the following sequence: 

• Token templates 
• Flex Reports 
• Alerts 
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1. Launch EventTracker Control Panel. 
2. Double click Export Import Utility. 

 
Figure 18 

3. Click the Import tab. 

Parsing Rule 
1. Click Token Value option, and then click the browse  button. 
2. Locate the All Active Directory group of Token Value.issch file, and then click the Open button. 
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Figure 19 

3. Click the Import button to import the tokens. EventTracker displays success message. 

 
Figure 20 

Flex Reports 
1. Click Reports option, and then click the browse  button. 
2. Locate the All Active Directory group of flex reports.issch file, and then click the Open button. 
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Figure 21 

3. Click the Import button to import the scheduled reports. EventTracker displays success message. 

 
Figure 22 

Alerts 
1. Click Alerts option, and then click the browse   button. 
2. Locate the All Active Directory.isalt file, and then click the Open button. 
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Figure 23 

2. To import alerts, click the Import button.  
EventTracker displays success message.  

 
Figure 24 

3. Click OK, and then click the Close button.  

Verify Active Directory knowledge pack in EventTracker 

Alerts 
1. In the EventTracker Enterprise web interface, click the Admin dropdown, and then click Alerts. 
2. In the Search field, type Active Directory, and then click Go button. 
3. Alert Management page will display the imported Active Directory alert. 
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Figure 25 

4. To activate the imported alerts, select the respective checkbox in the Active column. EventTracker 
displays message box. 

 
      Figure 26 

5. Click the OK button, and then click the Activate now button. 

NOTE: 

• You can select alert notification such as Beep, Email, and Message etc. For this, select the 
respective checkbox in the Alert management page, and then click the Activate Now button. 

Flex Reports  
1. In the EventTracker Enterprise web interface, click the Reports menu, and then select Configuration. 
2. In Reports Configuration pane, select Defined option. 
3. In search box enter ‘Active Directory, and then click the Search button. 
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EventTracker displays Flex reports of ‘Active Directory. 

  
Figure 27 

Template  
1. Logon to EventTracker Enterprise web interface. 
2. Click the Admin menu, and then click Parsing Rules. 
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Figure 28 

Create Flex Dashboards in EventTracker  
NOTE: To configure the flex dashboards, schedule and generate the reports. Flex dashboard feature is 
available from EventTracker Enterprise v8.0. 

Schedule Reports  
1. Open EventTracker in browser and logon.  

 
Figure 29 

2. Navigate to Reports>Configuration. 
3. Select Active Directory in report groups. Check Defined dialog box.  
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Figure 30 

4. Click on ‘schedule’  to plan a report for later execution.  
5. Click Next button to proceed. 
6. In review page, check Persist data in EventVault Explorer option. 
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Figure 31 

7. In next page, check column names to persist using PERSIST checkboxes beside them. Choose suitable 
Retention period. 

 
Figure 32 
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8. Proceed to next step and click Schedule button. 
9. Wait till the reports get generated. 

Create Dashlets  
1. Open EventTracker Enterprise in browser and logon.  

 
 Figure 33 

2. Navigate to Dashboard>Flex. 
Flex Dashboard pane is shown. 

 
Figure 34 
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3. Fill suitable title and description and click Save button. 
4. Click  to configure a new flex dashlet. Widget configuration pane is shown. 

 
Figure 35 

5. Locate earlier scheduled report in Data Source dropdown. 
6. Select Chart Type from dropdown. 
7. Select extent of data to be displayed in Duration dropdown. 
8. Select computation type in Value Field Setting dropdown. 
9. Select evaluation duration in As Of dropdown. 
10. Select comparable values in X Axis with suitable label. 
11. Select numeric values in Y Axis with suitable label. 
12. Select comparable sequence in Legend. 
13. Click Test button to evaluate. Evaluated chart is shown.  
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Figure 36 

14. If satisfied, click Configure button. 

 
Figure 37 

15. Click ‘customize’  to locate and choose created dashlet. 
16. Click  to add dashlet to earlier created dashboard.  
 



  

30  

Active Directory Audit 

Sample Flex Dashboards 
• WIDGET TITLE: Active Directory-Account management Activity 

CHART TYPE: Stacked Column 
AXIS LABELS [X-AXIS]: Account Name 
LEGEND[SERIES]: Action 

 
Figure 38 

• WIDGET TITLE: Active Directory-Audit Dpapi activity 
CHART TYPE: Stacked Column 
AXIS LABELS [X-AXIS]: Account Name 
LEGEND [SERIES]: Action 

 
Figure 39 
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• WIDGET TITLE: Active Directory-Audit detailed directory services 
CHART TYPE: Donut 
AXIS LABELS [X-AXIS]: Action 

  
Figure 40 
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• WIDGET TITLE: Active Directory-Audit directory service replication 
CHART TYPE: Donut 
AXIS LABELS [X-AXIS]: Action 
LEGEND [SERIES]: Computer 

  
Figure 41 
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• WIDGET TITLE: Active Directory-Audit directory service changes 
CHART TYPE: Donut 
AXIS LABELS [X-AXIS]: Account Name 
LEGEND [SERIES]: Computer 

 
Figure 42 
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• WIDGET TITLE: Active Directory-Audit Kerberos service ticket operation 
CHART TYPE: Stacked Column 
AXIS LABELS [X-AXIS]: Account Name 
LEGEND[SERIES]: Service Name 

 
Figure 43 
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• WIDGET TITLE: Active Directory-Audit process termination 
CHART TYPE: Donut 
AXIS LABELS [X-AXIS]: Account Name 
LEGEND[SERIES]: Action 

 
Figure 44 
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• WIDGET TITLE: Active Directory-Audit other account logon events 
CHART TYPE: Donut 
AXIS LABELS [X-AXIS]: Account Name 
LEGEND [SERIES]: Source Account Domain 

 
Figure 45 
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