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Abstract  
EventTracker allows you to effectively manage your systems and provides operational efficiencies – reducing 

IT costs and freeing resources for other duties that increase the business value of your organization. 

EventTracker’s built-in knowledge base enables you to gather business intelligence providing increased 

security, performance, availability, and reliability of your systems.  

Scope 
The configurations detailed in this guide are consistent with EventTracker Enterprise version 8.x and later, 

and Ali Cloud. 

Audience 
EventTracker users, who wish to monitor Ali Cloud. 
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Introduction 
Alibaba Cloud offers cloud services that are available on a pay-as-you-go basis and include data storage, 

relational databases, big-data processing, Anti-DDoS protection and content delivery networks (CDN). 

EventTracker helps to monitor events from Ali Cloud. Its knowledge objects and flex reports will help you to 

analyze action trail, OSS events in detail. 

Getting API keys 
 Logon to the Ali Cloud console. 

 Log on to the RAM console. 

 Click User on the left-side navigation pane. 

 Click a target user to go to the user details page. 

 Click Create AccessKey in the User AccessKey area. 

 In the Create User Access Key dialog box, expand AccessKey Details to view the AcessKeyID and 
AccessKeySecret. Click Save AccessKey Information to download the AccessKey. 

Enabling Action Trail 
 Log on to the ActionTrailconsole. 

 Click Trail list in the left-side navigation pane. 

 

Figure 1 

https://ram.console.aliyun.com/
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 Select a region, and then click Create Trail. 

 

Figure 2 

NOTE: The selected region then becomes the home region of the trail. 

 Enter a Trail name. 

 

Figure 3 
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 You can choose to ship audit events to Log Service or an OSS Bucket. 

 Log Service: ActionTrail automatically creates a Logstore named actiontrail_trail name, index, and 

chart, and saves the trail event in JSON format. 

Integrate Ali Cloud with EventTracker 
 Locate the integrator setup and launch Integrate Ali Cloud.bat file as Administrator. 

 The integrator will check for pre-requisites, if all the pre-requisites are installed Next button is 

enabled. 

 If the pre-requisites are not installed, please install the same to proceed further.  

 

Figure 4  

 Click Next. 

 

Figure 5 
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 Please provide the requested details. 

 Access Key ID and Access Key can be found from the above created API keys. 

 Endpoint is the Log Service location endpoint. Please refer here.   

 EventTracker IP and Port is the IP Address and Port of the EventTracker Manger. 

 Organization Name is your Company name.  

 Click Finish. 

 A configuration successful message is prompted if the configuration is successful. 

 

Figure 6 

EventTracker Knowledge Pack 
Once logs are received by EventTracker manager, Knowledge Packs can be configured into EventTracker. 

The following Knowledge Packs are available in EventTracker Enterprise to support Ali Cloud. 

Category 

 Ali Cloud – Action Trail Events: This Category gives information about the Action Trail Events such as 

API calls and Sign in events.  

 Ali Cloud – Database Events: This Category gives information about the Database activities. 

 Ali Cloud – Operation Events: This Category gives information about the Operational events. 

 Ali Cloud - OSS Access Events: This Category gives information about the OSS Access Events. 

 Ali Cloud - OSS Metering: This Category gives information about the Metering Events. 

Flex Reports 

 Ali Cloud – Sign in Events: This Report gives information about all the Sign in activities.  
 

https://www.alibabacloud.com/help/doc-detail/29008.html
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Figure 7 

 Ali Cloud - OSS Access Events: This Report gives information about the OSS Access Events. 
 

 Ali Cloud –API calls Details: This Report gives information about the API calls. 

 

Figure 8 

 Ali Cloud – Database Events: This Report gives information about the Database activities. 
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Figure 8 

 Ali Cloud – Operation Events: This Report gives information about the Operational events. 

 

Figure 9 
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Dashboards 
 Ali Cloud – Console Sign in Events by UserName 

 

Figure 10 

 Ali Cloud – Console Sign in Events by Location 

 

Figure 11 
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 Ali Cloud – Console Sign in Events by IP Address 

 

Figure 12 

Import Ali Cloud Knowledge Pack into EventTracker 
NOTE: Import knowledge pack items in the following sequence: 

 Category 

 Token Templates 

 Flex Reports 

 Knowledge Objects 

 Dashboards 

 

1. Launch EventTracker Control Panel. 

2. Double click Export Import Utility. 
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Figure 13 

3. Click the Import tab. 

Category 

1. Click Category option, and then click the browse   button. 
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Figure 14 

2. Locate Category_Ali Cloud.iscat file, and then click the Open button. 

3. To import categories, click the Import button. EventTracker displays success message. 

 

Figure 15 

4. Click OK, and then click the Close button. 
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Token Templates 
1. Click Parsing rules under Admin option in the EventTracker manager page. 

2. Move to Template and click on import configuration  icon on the top right corner.  

3. In the popup window, browse the file named Token Template_ Ali Cloud.ettd. 

 

Figure 16 

4. Now select all the check box and then click on  Import option. 

Flex Reports 
 On EventTracker Control Panel, 

1. Click Reports option, and select new (*.etcrx) from the option. 
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Figure 17 

2. Locate the Reports_Ali Cloud.etcrx file and select all the check box. 

 

Figure 18 
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3. Click the Import button to import the reports. EventTracker displays success message. 

 

Figure 19 

4. Click OK, and then click the Close button. 

Dashlets 
In EventTracker 9.0, we have added new feature which will help to import/export of dashlet. Following is the 

procedure to do that: 

1. Login into EventTracker Enterprise Web console. 

 

Figure 20 

2. Go to My Dashboard option. 
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Figure 21 

3. Click on import button and select .etwd File. 

 

Figure 22 
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Figure 23 

4. Click upload and select the Dashboards which you want to import. 
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Figure 24 

5. Click on Import button. It will upload all the selected dashboards. 

Verify Ali Cloud knowledge pack in EventTracker 

Categories 
1. Logon to EventTracker Enterprise. 

2. Click Admin dropdown, and then click Categories. 
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3. In Category Tree to view imported categories, scroll down and expand Ali Cloud group folder to 

view the imported categories. 

 

Figure 25 

Token Templates 
1. In the EventTracker Enterprise web interface, click the Admin dropdown, and then click Parsing rules. 

2. On Template tab, click on the Ali Cloud group folder to view the imported Token Values. 
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Figure 26 

Flex Reports 
1. In the EventTracker Enterprise web interface, click the Reports menu, and then select Report 

Configuration. 

 

Figure 27 

2. In Reports Configuration pane, select Defined option. 

3. Click on the Ali Cloud group folder to view the imported Ali Cloud reports. 
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Figure 28 

Dashlets 
1. Logon to EventTracker Enterprise. 

2. Click the Dashboard menu, and then My Dashboard. 

3. Then click on Customize Dashlet button  and search for “Office 365” 

 

Figure 29 


