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Integrate Ali Cloud

EventTracker allows you to effectively manage your systems and provides operational efficiencies — reducing
IT costs and freeing resources for other duties that increase the business value of your organization.
EventTracker’s built-in knowledge base enables you to gather business intelligence providing increased
security, performance, availability, and reliability of your systems.

The configurations detailed in this guide are consistent with EventTracker Enterprise version 8.x and later,
and Ali Cloud.

EventTracker users, who wish to monitor Ali Cloud.

Netsurion. EventTracker




Integrate Ali Cloud

Table of Contents

Y o 1Y 4 - [ AP O OO PPPTRPPPTRUPPTRPRO 1
1Yol 0] o 1= RPN 1
LAY 0T 1 1= g ol PO U PR PPPRPPRRTR 1
T agoTe IV Lot o] o DTSR UPT PR 3
(G T g Y=g N o W YA 3
O E] o1 [T oY= Yot o o I I - | B PP UP 3
Integrate Ali Cloud With EVENTTIACKET .....oiiiiiiie ettt e e e e e e e sba e e e saate e e s esbaeeeesnaneeeas 5
EventTracker KNOWIEAZE PACK .........ueiiiiieiie et e e e e e e e e e e e e e e s et r e e e e e e e e e e s nnntaeeeaeeens 6
(O | (<] oY AP TUU PP PTTPRRRR PPN 6
e LT Y=Y o Yo £ SPPST 6
D] ] o To L= o PP PP T TP P PP PPN 9
Import Ali Cloud Knowledge Pack into EVENtTIaCKeT .........uuiiiiiiiieiciee ettt 10
(6} H=7= (o] oV AT OSSPSRt 11
B e ] G T =T 0] o = =PSRRI 13
12D 2 U] o Yo 4R UPPTRRP 13
DASKIETS ..ttt r e et r et e r e e R et e n e e ne e s reenne e e neenneeeneen 15
Verify Ali Cloud knowledge pack in EVENTTIACKET ..........vvviiiiiiiieiicreeeeee ettt e e eeeerrree e e e e e e s e arreeeeeeeesenanns 18
L0 =T =0 T =3 18
B e ] G T =T 0] o1 = SRR 19
12D 2 U] o Yo 4TS UPPTRRP 20
D ] 0] [=1 TP P PP PTTTPPOTPTON 21

Netsurion. EventTracker




Integrate Ali Cloud

Introduction

Alibaba Cloud offers cloud services that are available on a pay-as-you-go basis and include data storage,
relational databases, big-data processing, Anti-DDoS protection and content delivery networks (CDN).

EventTracker helps to monitor events from Ali Cloud. Its knowledge objects and flex reports will help you to
analyze action trail, OSS events in detail.

Getting API keys

e Logon to the Ali Cloud console.

e Logontothe RAM console.

e Click User on the left-side navigation pane.

e Click a target user to go to the user details page.

e Click Create AccessKey in the User AccessKey area.

e Inthe Create User Access Key dialog box, expand AccessKey Details to view the AcessKeyID and
AccessKeySecret. Click Save AccessKey Information to download the AccessKey.

Enabling Action Trail

e Logon to the ActionTrailconsole.
e Click Trail list in the left-side navigation pane.

Figure 1
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Integrate Ali Cloud

e Select aregion, and then click Create Trail.

ActionTrail Create Trail  + Back
History Search A delvery target must be selected for a trail. Please select to deliver audit events to an OSS Buckst or to a Log Service Logstore
Trail List * Trail name at-product-account-audit

EventType Read @ Write
Delivery to OSS Bucket

Create new 0SS Bucket? Yes @ No

Log fil X
Delivery to Log Service
Log Service Region China {Shangha
G * Log Service Project I.’ﬂ product-account-gudit
Enable logging &0

Figure 2
NOTE: The selected region then becomes the home region of the trail.

e Enter a Trail name.

ActionTrad Croate Tra

Delvory 10 0SS Ducket

Delivery 10 Log Service

Figure 3

Netsurion. EventTracker




Integrate Ali Cloud

e You can choose to ship audit events to Log Service or an OSS Bucket.
e Log Service: ActionTrail automatically creates a Logstore named actiontrail_trail name, index, and
chart, and saves the trail event in JSON format.

Integrate Ali Cloud with EventTracker

e Locate the integrator setup and launch Integrate Ali Cloud.bat file as Administrator.

e The integrator will check for pre-requisites, if all the pre-requisites are installed Next button is
enabled.

e |If the pre-requisites are not installed, please install the same to proceed further.

= Ali Cloud Intergator - X

Prerequisite Check

+ Python 3.5 and above

| Conee

Figure 4

e Click Next.

+ Ali Cloud Intergator — X

Integrate Ali Cloud

* Access Key ID

* Access Key

* Endpoint

* Port Number

l
l
I
* EventTracker IP I
|
I

* Organization Name

I=n

Figure 5
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e Please provide the requested details.
v Access Key ID and Access Key can be found from the above created API keys.
v' Endpoint is the Log Service location endpoint. Please refer here.
v EventTracker IP and Port is the IP Address and Port of the EventTracker Manger.
v Organization Name is your Company name.
e Click Finish.
e A configuration successful message is prompted if the configuration is successful.

Information X

':01’ Ali Cloud configured successfully

Figure 6

EventTracker Knowledge Pack

Once logs are received by EventTracker manager, Knowledge Packs can be configured into EventTracker.
The following Knowledge Packs are available in EventTracker Enterprise to support Ali Cloud.

e Ali Cloud — Action Trail Events: This Category gives information about the Action Trail Events such as
API calls and Sign in events.

e Ali Cloud — Database Events: This Category gives information about the Database activities.

e Ali Cloud — Operation Events: This Category gives information about the Operational events.

e Ali Cloud - OSS Access Events: This Category gives information about the OSS Access Events.

e Ali Cloud - OSS Metering: This Category gives information about the Metering Events.

e Ali Cloud - Sign in Events: This Report gives information about all the Sign in activities.

Netsurion. EventTracker
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LogTime - Computer User Name - User Type ser Details - Source P Service EventSource . Account ID ﬂ Principal ID - Region

01372019 03:31:01 PM  RISS-VN3\17228.100.35- root root-account it aeventiracker.com  10.58.4.18 AssCustomer  SYSLOG user 5.57665E+15 5.57665E+15 cn-hangzhou
SYSLOG

0W132019 03:31.01 PM  RISS-VMIN\17228.100.35- root t S 2 kercom 1058418 AssCustomer  SYSLOGuser  5.5768SE+15 5 ST685E+15 cn-hangzhou
SYSLOG

0132019 03:32:18 PN R1SS-VM30\172.28.100.35- root root-account ¢t aQeventiracker.com 10.988.4.18 AssCustomer  SYSLOG user 5.57665€+15 5.57655E+15 cn-hangzhou
SYSLOG

0132019 033218 PV R1SS-VMIN172.28.100.35- root root-account  g. " s@eventirackercom 10.58.4.18 AssCustomer  SYSLOG user S STE8SE-15 5.S7685E+15 cn-hangzhou
SYSLOG

031372019 05:49:09 PM  R1SS-VM30\17228.100.35- root root-account ... lli{eventirackercom 10.98.4.18 AssCustomer  SYSLOG user 557665415 5.57665E+15 cn-hangzhou
SYSLOG

0132019 05:50:00 PM  RISS-VMIO172.28.100.35- root C RS kercom 1098418 AssCustomer  SYSLOG user  SSTBBSE+1S 5.57685€+15 cn-hangzhou
SYSLOG

Figure 7

e Ali Cloud - 0SS Access Events: This Report gives information about the OSS Access Events.

e Ali Cloud —API calls Details: This Report gives information about the API calls.

User Type Source IP Address Service Name EventType Principal ID Account 1D API Version HostiD RequestID User Agent

web_user ram-user 192.126.52.18 Ons ApiCall 57415345284189647  "1254098803125627 2017-09-18 ons.cn-shanghai.aliyuncs.com cn-shanghai E6F9EDYS-2D2D-42DA-ADEB- Java/1.8.0_144
FASAAZF1FECD

web_user ram-user 192.126.52.18 Ons ApiCall ¥257415345284189647 "1254098803125627 2017-09-18 ons. i.aliyuncs.com i ABDAFTB9-13DA-4A4B-9B07- Java/1.8.0_144
AT3E2EEB786D

web_user ram-user 192.126.52.18 Ons ApiCall 7257415345284189647  "1254098803125627 2017-09-18 ons.cn-shanghai.aliyuncs.com cn-shanghai 19F399AE-F2D7-40A5-9EE0-  Java/1.8.0_144
97FCEFDF3530

web_user ram-user 192.126.52.18 Ons ApiCall %557415345284189647 "1254098803125627 2017-09-18 ons. i.aliyuncs.com cn i E83169FA-3581-40F5-911B-  Java/1.8.0_144
SE73B78AFS89

web_user ram-user 192.126.52.18 Ons ApiCall %57415345284189647  "1254098803125627 2017-08-18 ons.cn. i.aliyuncs.com i FS4F954B-3097-47EC-9ADF-  Java/1.8.0_144
9BB4EBF26DAB

Contoso ram-user 192.126.52.18 Ons ApiCall "560709745283675603 "1254098803125627 2017-09-18 ons. i.aliyuncs.com i DS7F1859-F27F-4883-84F6- Java/1.8.0_144
01570797CEB1

Contoso ram-user 192.126.52.18 Ons ApiCall 260709745283675603 "1254098803125627 2017-08-18 ons.cn-shanghai.aliyuncs.com cn-shanghai TFSABFA7-1C1E-4A19-92CD- Java/1.8.0_144
EBBBFA2ACFOF

nuskindev ram-user 192.126.52.18 Ons ApiCall 220034225248139474  "1254098803125627 2017-09-18 ons.cn-shanghai.aliyuncs.com cn-shanghai 4DF7D4B7-9669-4E6B-A013-  Java/1.8.0_144
1393D13E4E29

Contoso ram-user 192.126.52.18 Ons ApiCall 260709745283675603  "1254098803125627 2017-08-18 ons. i.aliyuncs.com i 7S57T8A92-ESSE-480C-AECS-  Java/1.8.0_144
07308721D379

web_user ram-user 192.126.52.18 Ons ApiCall ¥557415345284189647  "1254098803125627 2017-09-18 ons. i.aliyuncs.com i F711075A-5557-4BCD-8F8D-  Java/1.8.0_144
86695EDS46BE

web_user ram-user 192.126.52.18 Ons ApiCall ¥557415345284189647 "1254098803125627 2017-09-18 ons.cn-shanghai.aliyuncs.com cn-shanghai AFS7DBS1-885E-4A00-8525-  Java/1.8.0_144
AESDBBE16948

web_user ram-user 192.126.52.18 Ons ApiCall %957415345284189647  "1254098803125627 2017-09-18 ons.cn-shanghai.aliyuncs.com cn-shanghai E44439DE-147C-4A41-ACE7-  Java/1.8.0_144
B6923A61361E3

nuskindev ram-user 192.126.52.18 Ons ApiCall %520034225248139474  "1254098803125627 2017-09-18 ons.cn-shanghai.aliyuncs.com cn-shanghai BBE6D670-BEA2-4F1B-BD16- Java/1.8.0_144
C388AA449955

web_user ram-user 192.126.52.18 Ons ApiCall ¥557415345284189647 "1254098803125627 2017-09-18 ons.cn-shanghai.aliyuncs.com cn-shanghai CSBF3F66-7776-4463-BFCO-  Java/1.8.0_144
ACTFO45C3ATE

web_user ram-user 192.126.52.18 Ons ApiCall 257415345284189647  "1254098803125627 2017-09-18 ons.cn-shanghai.aliyuncs.com cn-shanghai 06715F53-9EB8-4CD3-97B9-  Java/1.8.0_144
TT6BAOE32F61

Contoso ram-user 192.126.52.18 Ons ApiCall ’260709745283675603  "1254098803125627 2017-09-18 ons. i.aliyuncs.com i F6B62041-05F3-48D9-9EC3-  Java/1.8.0_144
DF8CED13F63A

web_user ram-user 192.126.52.18 Ons ApiCall 257415345284189647  "1254098803125627 2017-08-18 ons.cn-shanghai.aliyuncs.com cn-shanghai 13ECYSF5-D998-4BES-BAF3-  Java/1.8.0_144
52A39D269954

web_user ram-user 192.126.52.18 Ons ApiCall ¥557415345284189647  "1254098803125627 2017-09-18 ons. i.aliyuncs.com i COC90EDE-99A2-4C56-9D33- Java/1.8.0_144
4A522C90A683

web_user ram-user 192.126.52.18 Ons ApiCall ¥257415345284189647 1254098803125627 2017-08-18 ons.cn-shanghai.aliyuncs.com cn-shanghai E0D4724B-9342-45D8-9937-  Java/1.8.0_144
2TAF93ATDATC

web_user ram-user 192.126.52.18 Ons ApiCall ¥557415345284189647 "1254098803125627 2017-09-18 ons.cn-shanghai.aliyuncs.com cn-shanghai 9F03A99A-0B3F-442A-9A1E-  Javal/1.8.0_144
6826689B0BAE

web_user ram-user 192.126.52.18 Ons ApiCall ’257415345284189647  "1254098803125627 2017-08-18 ons. i.aliyuncs.com i BBSBACOA-DEF0-4B24-98DC- Java/1.8.0_144
CFCOCOO3F8E1

web_user ram-user 192.126.52.18 Ons ApiCall ¥557415345284189647  "1254098803125627 2017-09-18 ons. i.aliyuncs.com i 6D79859F-49C0-4CE1-94BS-  Java/1.8.0_144
BC3FACE565B4

web_user ram-user 192.126.52.18 Ons ApiCall ¥557415345284189647 "1254098803125627 2017-09-18 ons.cn-shanghai.aliyuncs.com cn-shanghai 02B7AACT-FESB-4E66-B958- Java/1.8.0_144
- 5 60481542235C

Figure 8

e Ali Cloud — Database Events: This Report gives information about the Database activities.
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03/21/2019 01:38:35 PM Web User  Web User drds_audit_log_drdsxzruy7viwd3 drdsxzruy7v1wd3u
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 in_logistics_trace_record drdsxzruy7viwd3u 192.30.8.208 %6106 Select select @@session.tx_read_only
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 drdsxzruy7viwd3u 192.30.8.208 %5106 Set SET autocommit=1
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 in_logistics_trace_record drdsxzruy7viwd3u 192.30.8.208 B6106 Other commit
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM30\192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 drdsxzruy7viwd3u 192.30.8.208 %6106 Select select @@session.tx_read_only
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 in_logistics_trace_record drdsxzruy7viwd3u 192.30.8.208 %6106 Set SET autocommit=0
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 drdsxzruy7viwd3u 192.30.24.208 %4756 Select select @@session.tx_read_only
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 in_logistics_trace_record drdsxzruy7viwd3u 192.30.24.208 %4756 Set SET autocommit=1
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 drdsxzruy7viwd3u 192.30.24.208 %4756 Select select @@session.tx_read_only
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-WVM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 in_logistics_trace_record drdsxzruy7viwd3u 192.30.24.208 %4756 Other commit
SYSLOG u_Web User

03/21/2019 01:38:35 P R1S5-VM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 drdsxzruy7viwd3u 192.30.8.208 %6106 Select select @@session.tx_read_only
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 drdsxzruy7viwd3u 192.30.8.208 35106 Set SET autocommit=1
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM301192.28.100.35- WebUser  Web User drds_audit_log_drdsxzruy7viwd3 in_logistics_trace_record drdsxzruy7viwd3u 192.30.24.208 %4756 Set SET autocommit=0
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM30\192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 drdsxzruy7viwd3u 192.30.24.208 %4756 Select select @@session.tx_read_only
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 in_logistics_trace_record drdsxzruy7viwd3u 192.30.24.208 %4756 Set SET autocommit=1
SYSLOG u_Web User

03/21/2019 01:38:35PM  R1S5-VM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 drdsxzruy7viwd3u 192.30.8.208 %5106 Other commit
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 drdsxzruy7viwd3u 192.30.24.208 %4756 Other commit
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 in_logistics_trace_record drdsxzruy7viwd3u 192.30.8.208 %5106 Select select @@session.tx_read_only
SYSLOG u_Web User

03/21/2019 01:38:35 PM  R1S5-VM301192.28.100.35- Web User  Web User drds_audit_log_drdsxzruy7viwd3 drdsxzruy7viwd3u 192.30.24.208 %4756 Other commit
SYSLOG u_Web User

Figure 8

e Ali Cloud - Operation Events: This Report gives information about the Operational events.

LogTime Computer Project LogStore Method rce IP Address  Request 1D APt Version
032172019 01:38:41 PM RISS-VM30\19228.100.35- pubic. Mmen K eh PostLogStoreLogs 192.30.104.174 SCO1ATBIAAEA0EFDBIFAZIE 060
03/2172019 01:38:41 PM :;SS;OV?IBMIMZB 100.35- nuskin.cms-nonx.stage PostLogStoreLogs 192.30.112.100 SCO1ATAFSIFBBBA208D44549 060
032172019 01:38:41 PM zrss:.(\)/i:mm 2810035 Lolissigiiiviys nuskin-cms-ngnx-stage PostLogStorelogs 192.20,98.212 SCO1ATAFCEIFEBSA95020388 080
02172019 01:38:41 PM zrss;-?lcumls“’ 2810028 0 . . .. .0 nuskin-cms-nginx-stage PostlogStoreLogs 192.20.112.100 SCIIATACEECIEER0BA2B7F4 060
02172019 01:38:41 PM :2-3330\992 28.100.35- publc nusk ch PostLogStorelogs 192.30.104.174 SCOIATAEABITFAZACBDTACAS 060
03/21/2019 01:38:41 PM ;::;C\,/?aao\m 2810035 oo o ., ..o Nuskin-Cos.nginx-stage PostLogStorelogs 192.30.95.212 SCS1ATAS9BFIFSD20FOFS820 06.0
032172019 01:38:41 PM zlYSSLS-%lGAJleZ 28.100.35- publc-environment nuskin-search-ndexbuiider  PostLogStorelogs 192.30.104.174 SCO1ATABOIF29462ACEED3AT 060
03/21/2019 01:38:41 PM ::S%—?I?um&?l’s 100.35-  =usbie sme ezl stese  nuskin.cms-noinx-stage PostlogStoreLogs 192.30,98.212 SCO1ATBSAAEA0EFDBIFADS2 060
03212015 01:28:41 PM :73%—?/?&30“92 28.100.35- publc-environment nuskn-center-trade PostLogStoreLogs 15220104171 SCOT1ATETIBFIFSF20FSFS9S0D 060
032172019 01:38.41 PM :;:;%iamsz 2810035  evmi v g wgd  NUSKI-CTS-nNQINX-Stage PostLogStorelogs 192.20.96.212 SCHIATTO4TFS484A55508749 060
032172019 01:38:41 PM g::'-s-?/‘;wusz 28.100.35- public-environment nuskin-search-indexbuider PostLogStorelogs 1892.20.104.174 SC1ATTOFB4352ED20E33886 060
02172019 01:38:41 PM ::::.?/?mnsz 2810035 . . .,.-_j8 nuskin-cms-nginx-stage PostLogStoreLogs 192.30.112.100 SCO1ATT0AB1TFA2DCEI2SS3E 060
0372172019 01:38:41 PM gss;(\)/cu 30\192.28.100.35- public-environment nuskin-comm PostLogStorelogs 192.20.104.164 SCO1ATEESTF7D3IBA083583702 080
032172019 01:38:41 PM ::Yss:\)/iwm 2810035  Guaisriemigenewgy  NUSKD-Cs-nginx-stage PostLogStoreLogs 192.20.98.212 SCO1ATEDAEEOFDS18FO37703 0680
V212019013841 PN zr:;-‘\)/?-‘lw\wz 28.100,25- NuUskin-cms-noinx-stage PostlogStorelogs 192.20.112.100 SCH1ATEDCEIFEE8TII0BOFS0 060
02172019 01:36:41 PM :::;—?/?‘30\1922810035— publc. nuskin-search PostLogStorelogs 19230104174 SCH1ATEDEIFBBBBCEEFSFBAF 060
0372172018 01:3841 PM :T:;‘\)/?JW\IQZ 2810035 ~ustmosmmosststteg  nuskin.cms-nonx-stage PostLogStoreLogs 182.30.96.212 SCO1ATEAICTETICOSIDOD3DS 060
0372172019 01:38:41 PM z::;%?xmm,zs 100.35- nuskin-cms-ngnx-stage PostlogStoreLogs 192.30.96.212 SCO1ATSEABEBS0OFAAFS980B 060
0372172019 01:38:41 PM :rss;-‘\)/?lBO\IQZ 28.100.35- public-environment nuskin-search-ndexbuider  PostLogStorelogs 192.30,104.174 SCO1ATEADIF29483ACABOIAS D60
032172019 01:38:41 PM :rssg-oviwusz 2810035 ..l Lo gt sieg-  Nuskin-cms-nginx-stage PostLogStoreLogs 192.30.98.212 SCOIATTISBSBABTSAC2CBTES 060
Q2172019 013841 PM 27:;-%330\!92 2810035 n 2 = nuskin-cms-ngnx-stage PostLogStorelogs 192.20.112.100 SCIIATESDEBFE41CBAICF483 060
0372172019 01:36:41 PM E}I:s%z%mwzze,mas. pmts mmm msseee- puskin.CTS-ngnX-stage PostiogStoreLogs 192.20.112.100 SCHIATEAAEEOFDSISFSCBBES 060

Figure 9
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Dashboards

Ali Cloud - Console Sign in Events by UserName

Ali Cloud - Console Sign in Events by User Name
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Figure 10
Ali Cloud — Console Sign in Events by Location
Ali Cloud - Console Sign in Events by Location
L J
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Figure 11
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Integrate Ali Cloud

o Ali Cloud — Console Sign in Events by IP Address

Ali Cloud - Console Sign in Events by IP Address G -2

I 14984.18

Mar 26 06:13 PM - Apr 02 06:14 PM

Figure 12

Import Ali Cloud Knowledge Pack into EventTracker

NOTE: Import knowledge pack items in the following sequence:

e (Category

e Token Templates

e Flex Reports

e Knowledge Objects
e Dashboards

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility.

Netsurion. EventTracker




= EventTracker Control Panel
T,

Integrate Ali Cloud

- kmh
r—
Efl 7F
\ J -
EventVault Diagnostics License
Manager
ﬁ
EveniTracker Traffic Analyzer Agent
Agent Confi... Manageme...
) Y
Change Audit About
EventTracker

E-mail: support@Event Tracker.com

" EventTracker:

Astiorable Sacarky infiguos

&

Export Import

Append
Utillity Archives
Port TrapTracker
Configuration

Figure 13
3. Click the Import tab.

Category

1. Click Category option, and then click the browse

button.

Netsurion. Eventlracker



Integrate Ali Cloud

B Export Import Utilit — b4

Export  Import

1. Provide the path and file name of the Categores file. Use the °.." button to browse and locate the import file.
2. Click the Import button.

Options Location
(®) Category
O Fitters
() Alerts
() Systems and Groups Source ;
D:/Categories_Ali Cloud.iscat || I

() Token Value

() Reports

i) Behavior Comelation

Impart Close

Figure 14

2. Locate Category_Ali Cloud.iscat file, and then click the Open button.
3. Toimport categories, click the Import button. EventTracker displays success message.

Export Import Utility pod
o Selected category details are imported successfully.

Ok

Figure 15

4. Click OK, and then click the Close button.
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1. Click Parsing rules under Admin option in the EventTracker manager page.

2. Move to Template and click on import configuration ¥ icon on the top right corner.
3. Inthe popup window, browse the file named Token Template_ Ali Cloud.ettd.

[} Token Template - Brave

€ Not secure | r1s5-vm30:

ken_Ali Cloud.ettd =

selected file is:

U Template name Separator Template description Added date
L4 Ali Cloud - Audit Events \n Mar 111 36 NTPLDTBLR49 {"acsRegion™"cn-hangzhou”,"apiVi Mar 18 11:41:27 AM
201 v

on":"1","requestid”
Paramete AkPr
48F-B135-845843B02FCE","Hostld":"ram-share.aliyunc
me":"Ram","sourcelpAddress":"14.98.4.18" "userldenti
76649872278114" "principalld”:"55766498 8114" "sessionContext"{"a
ttributes™{"creationDate":"2019-03-05T10:39:09Z", "mfaAuthenticated":"fal

m"},"serviceNa
accountld”:"55

se"}},"type":"root-account”,"userName":" B

L4 Ali Cloud - Database Events \n Mar 25 12:00:24 EventTracker Nuskin: {__source_": '11.194.111.74', '_tim  Mar 26 05:58:16 PM
e_"1'1553472 ¥ ds_audit_log_drdsxzruy7viwd3u_shoppi

:'0', 'sql': 'select @@session.tx_rea
sql_code": '27b82ce7’, ‘sql_time": '2019-03-25 08:00:07.22
QLSelectStatement’, ‘table_name" ", ‘trac

‘Select, 'sql_type_det

v Ali Cloud - Operation Events Mar 26 04:28:23 PM

lient_port":

*, 'instance_

Figure 16

4. Now select all the check box and then click on ¥ Import option.

On EventTracker Control Panel,

1. Click Reports option, and select new (*.etcrx) from the option.
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B Export Import Utility — >
Export  Import

1. Provide the path and file name of Schedule Report file. Use the °..." button to browse and locate the import file.
2. Click the Import button
Mote : if report(s) contains template, first import template and proceed with exportimport utility .

Options Location
O Category
() Fitters
O Merts () Legacy (“issch) (®) New (*stcnd
() Systems and Groups Source :
“issch
() RSS Feeds
(® Reports
() Behavior Rules

(O SCAP

() Token Value

Figure 17

2. Locate the Reports_Ali Cloud.etcrx file and select all the check box.

=% Reports import

Note : If report(s) contains template, first import template and proceed with exportimport utility.

Select file [D:\KP_kems\Al Cloud\Flex_Reports_Ali Cloud etcrx | [ selectfie |
Available reports
Title I ] Frequency Show all

O Ali Cloud - 0SS Access Events R155-VM30

[] | EDIT |Ali Cloud - 0SS Database Events R1S5-VM30 Default 172.28.100.35-syslog Undefined
O IT |Ali Cloud - 0SS Operation Events R1S5-VM30 Undefined
[] | EDIT | Ali Cloud - Signin Details R155-VM30 Default 172.28.100.35-syslog Undefined

Note: Set run time option is not applicable for Defined Reports and Hourdy Reports

Set run time for report(s) from E] AM ~  atinterval of E] minutes
Note: Make sure that Site(s), Group(s) and System(s) selections are valid. EI

Figure 18
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3. Click the Import button to import the reports. EventTracker displays success message.

Export Import Utility X

Selected reports configurations are imported successfully

Figure 19

4. Click OK, and then click the Close button.

In EventTracker 9.0, we have added new feature which will help to import/export of dashlet. Following is the
procedure to do that:

1. Login into EventTracker Enterprise Web console.

EventTracker:
"]
8,333,946
logs processed since install on Dec 30, 2017
35,002
logs processed today
Contact Us FAC Help

Figure 20

2. Go to My Dashboard option.
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Eve n tTracker::

ionable Security Infelligence

BR Dashboard

Eehavior Correlation
Compliance

My Dashboard

Incidents
Threats
Q. Search

ﬁ F':.EFI orts

Figure 21

3. Click on import button and select .etwd File.

& / Dashboard / My Dashboard

PR E|TIOO

Figure 22
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[ Import dashlets - Brave

€ Not secure | r1s5-vm30:3080/EventTracker/Fle

Note: if dashiet ¢ using persisted report, first impo rt and proceed with importing
dashlet,
Dashboard_Ali Cloud.etwd & Browse... Upload

Close

Figure 23

4. Click upload and select the Dashboards which you want to import.
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[ Import dashlets - Brave

€ Not secure | r1s5-vm30:8080/EventTracker/Fle

Available widgets

¥} Select A
) Ali Cloud - API calls by ... @) Ali Cloud - API calls by ... ) Ali Cloud - Operations by...
¥ Ali Cloud - Database Acce.. ¥ Ali Cloud - Operations by.. ¥/ Ali Cloud - Console Sign ...
| Ali Cloud - Console Sign .. @ Ali Cloud - Console Sign ...

v

Figure 24

5. Click on Import button. It will upload all the selected dashboards.

Verify Ali Cloud knowledge pack in EventTracker

1. Logon to EventTracker Enterprise.

2. Click Admin dropdown, and then click Categories.
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3. In Category Tree to view imported categories, scroll down and expand Ali Cloud group folder to

view the imported categories.

Category

Category Tree Search

=i~ All Categories
@ *All error events
@ *All information events
@ *All warning events
E] *Security: All security events
=3 Ali Cloud
+-[=3 Aruba AirWwaive
+ (=3 Aruba OS
[ AS400
-3 AWS Cloud Tra
+1-[=3 Barracuda SSL VPN
+1-[=3 Cerberus FTP Server
+i-[=3 Change Audit
+ =3 CheckPoint
[ Cisco ASA Firewa
[} Cisco Sourcefire

Figure 25

otal category groups: 65  Total categories: 579
Last 10 modified categones

Name

Ali Cloud OSS Metenin

Cloud OSS Access Events

Ali Cloud Operation Events

Ali Cloud ActionTrail Events

Ali Cloud Database Events

Cerberus FTP Server Traffic Details
Cerberus FTP Server Connection Details
Cerberus FTP Server Authentication Success
Cerberus FTP Server Authentication Failure

Darktrace 1DS - All Events

1. In the EventTracker Enterprise web interface, click the Admin dropdown, and then click Parsing rules.
2. On Template tab, click on the Ali Cloud group folder to view the imported Token Values.
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Parsing Rules

Parsing Rule Template

= aon
Groups @ 888  Group: AliClood [
Default a
AirWatch MDM m @ Template Name Template Description
Ali Cloud -Iﬁ“ @ Ali Cloud - Audit Events Ali Cloud - Audit Events
Aruba AirWave J|[]L @ Ali Cloud - Database Events Ali Cloud - Database Events
Aruba0s i @ Ali Cloud - Operation Events Ali Cloud - Operation Events
AS400 ] @ o i -~

Ali Cloud - OSS Access Events Ali Cloud - OSS Access Events
Avaya Switch W @
- T s>
Figure 26

Flex Reports

1. In the EventTracker Enterprise web interface, click the Reports menu, and then select Report
Configuration.

Report Configuration

Report Dashboard

Explorer

Figure 27

2. In Reports Configuration pane, select Defined option.
3. Click on the Ali Cloud group folder to view the imported Ali Cloud reports.

Netsurion. EventTracker




Integrate Ali Cloud

Report Configuration

Scheduled Queuved @ Defined

Report Groups @ EEE Reports configuration: Ali Cloud
. Security @ fit} C%
. Compliance 25 Title
D Operations ):?I Ali Cloud - OSS Access Events
o Flex 'szi Ali Cloud - OSS Operation Events
. Malwareby = T =
R J sl Ali Cloud - OSS Database Events
= >
ADManager Il €
= g b3 Ali Cloud - Signin Details
=  Airwatch MDM i @& :
i3 Ali Cloud - APlcall Details
[ AliCloud M @&

Figure 28

1. Logon to EventTracker Enterprise.

2. Click the Dashboard menu, and then My Dashboard.

3. Then click on Customize Dashlet button @ and search for “Office 365”

Customize dashlets

‘
Ali| | @

Ali Cloud - API calls by location I Ali Cloud - API calls by Source |... Ali Cloud - Console Sign in Eve.., L Ali Cloud - Console Sign in Eve...

Ali Cloud - Console Sign in Eve... Ali Cloud - Database Access by ... ! Ali Cloud - Operations by Proje... Ali Cloud - Operations by Sourc...

Figure 29
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