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Cerberus SFTP Server

EventTracker allows you to effectively manage your systems and provides operational efficiencies — reducing
IT costs and freeing resources for other duties that increase the business value of your organization.
EventTracker’s built-in knowledge pack enables you to gather business intelligence providing increased
security, performance, availability, and reliability of your systems.

With EventTracker, you can monitor your servers running on SFTP Server from a single view. EventTracker
checks the status and availability of SFTP Servers, critical server processes, and it centrally consolidates all the
event logs. Through consolidated logging, you can monitor the performance, availability, and security of your
servers running on SFTP Server, alerting you to events that have a direct impact on server availability while
filtering out events that require no action. Through alerts, knowledge base solutions, and reports,
EventTracker helps you correct problems long before a catastrophic failure occurs. EventTracker also includes
reports that allow you to summarize server availability.

The configurations detailed in this guide are consistent with EventTracker version 9.x and later, Cerberus SFTP
10.0.9.

The information contained in this document represents the current view of Netsurion. on the
issues discussed as of the date of publication. Because Netsurion must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of Netsurion, and
Netsurion cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS
OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2019 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.

Netsurion. EventTracker




Cerberus SFTP Server

Table of Contents

Y o 1Y 4 - [ AP O OO PPPTRPPPTRUPPTRPRO 1
1Yol 0] o 1= RPN 1
OVEIVIBW..eiiiiiii ittt ettt e e e s e s e b et e et e e s s e b e et et e e e s se s a b e e et e e e e e s e s s bbb e e e e e e e s e sa s rbeeeeeesssesannnnnaees 3
Cerberus SFTP Server INTEEIAtiON ... eieeeee e e e e e s e s et e e e e e e s e s aneraeeeeeeeesesnnsasreeeeeesesnnnnnnrens 3
CrEate NEW RUIE ... ittt et e ettt e st e e s bt e e s bt e e e ab e e s eab e e s nbeesnbeesanbeesnneenas 3
S E o] LI YA [T W= <1 ¥ - PP 12
Cerberus SFTP Server KNOWIEAEE PaCK: .......cii ittt ettt e e st e s te e e e e saae e e s savaeeeessnneaeenns 15
A 1= £ TP OO P PR PPP PP 15
L2 g 2T o Yo USSP 15
D o] o To =T PO PO SRR UPPTRUPPTPR 19
Import Cerberus SFTP Server knowledge pack into EVENtTracker........oovviiiiiiiiieeieiiee e 24
Y [T £ PP PPTO PRSPPI 24
2D 2 =T o Yo SRR 25
Lo XNV [=Te F= I @ o] [T 4 USSR 27
D o] oo =T OO O PP PP PP 27
Verify Cerberus SFTP Server knowledge pack in EVENTTIACKET ........uueeiiiiiiiiiiiiieeeee e e eeccirrree e e e eeeeenrreeeeeeeeeeenans 30
Yo TN 1Yo F= I @] 1= ot SR 30
LoD 2 U=T o Yo USSP 30
Y =T o PRSPPSO PSP 31

Netsurion. EventTracker




Cerberus SFTP Server

Overview

Cerberus FTP Serveris a Windows-based FTP server with support for encrypted FTP sessions
via FTPS and SFTP as well as web client support via HTTP and HTTPS. The server exposes files using a virtual
file system and supports user authentication via built-in users and groups, Active Directory, LDAP and public
key authentication.

EventTracker’s built-in knowledge base enables you to gather business intelligence providing increased
security, performance, availability, and reliability of your systems. With EventTracker, you can monitor all of
your servers running Cerberus SFTP Server from a single view.

EventTracker helps to monitor events from Cerberus SFTP Server. EventTracker’s Flex Reports, Alerts, and
Dashboards will help you to analyze all the security related events. Through alerts, knowledge base solutions,
and reports, EventTracker helps you correct problems long before a catastrophic failure occurs.

Prerequisites

e EventTracker v9.x or above should be installed.
e Cerberus Enterprise 10.0.8.0 Administration Console.
e Windows PowerShell.

Cerberus SFTP Server Integration

A rule is defined by the type of event that triggers it. Each rule has a single event type associated with it.
When that event occurs, any rules associated with that event type are triggered to EventTracker.

1. For creating a New Rule, we must create an Event Target.
2. Log-in on Cerberus Enterprise 10.0.8.0 Administration Console.

3. Go to Events or Event Manager and click on Event Targets.
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~ ; - - 5
_ Cerberus Enterprise 10.0.8.0 Administration = Main ~ Users ~ Settings IP Control Events O

E Event Manager

Summary

Log </> Event Rules Scheduled Tasks @ Event Targets & Folder Monitor ¥ Settings
Connections

Syme Event Manager

Reporting You can use the Event Manager to configure email notification, perform file or batch file actions,
and carry out server operations based off of server events or scheduled tasks. You can also use
the folder monitor to configure file retention policies on folders.

Server Manager

User Manager

<> Create A New Rule

AD Users

© Schedule A Task

LDAP Users

- s
IP Manager [ | Monitor A Folder

Event Manager

Localization

Figure 1

4. Click on Event Targets and then go to External Process Configuration. Click on n and then select
External path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

</> Event Rules Scheduled @ Event Targets & Folder Monitor L Settings
® Event Targets BNew ~
Show @5 v Q Filte
Type Description
B External Process C:AWindows\SysWOW864\WindowsPowerShell\vl..
Showing 1 to 1 of 1 entries Previous Next

External Process Configuration

Executable Path: C:\Windows\SysWOW64\WindowsPowerShell\vl.O\powershell.exe E

Figure 2
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5. Click on Update and it displays a success message.

® Extemnal process 'C:\Windows\SysWOWB4\WindowsPowerShellwl O\powershell exe’ Updated

Figure 3

6. Go to Events or Event Manager and click on Event Rule and select New to create a new Rule.

E Event Manager

L]
Tl
:
5
]
2
LE
(m]

</> Event Rules Scheduled Tasks @ Event Targets

</> Event Rules & New

Show b5 v Q  Filter

Figure 4

7. Select the Type of event rule you would like to add.

Add A New Event Rule

® Please select the type of event rule you would like to add

Rule Type: v

File Transfer Event
Rule Name: IP Blocked Event
User Disable Date Elapsed
Account Password Expiring Event
New Account Request Event
Login Event

Logoff Event

Directory Created Event

File Deleted Event

File Move/Copy Event
Upgrade Available Event
Public File Shared Event
Public File Transfer Event
Backup Server Synchronized

Figure 5

8. Provide the Rule Name and Add the Rule.
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Add A New Event Rule X

® Please select the type of event rule you would like to add.

Rule Type: Account Password Expiring Event v
@ This event is triggered when an account password is set to
The event will be triggered at the same time as the
notification email
Rule Name: New Rule|

©  Add New Rule Cancel

Figure 6

9. Now the Rule will be added in the Events Rules list.

</> Event Rules ey |~
Show | 25 ¥ Q  Filter

Name Type Enabled
B Account Password Expiring Account Password Expiring Event &
E Backup Server Backup Server Synchronized ©
EE] Directory Created Directory Created Event &
B File Activities File Move/Copy Event (4

g File Deleted File Deleted Event (£1
B File Transfer Activities File Transfer Event &

S| |P Blocked IP Blocked Event ©
E Login Activities Login Event &

| Logoff Activities Logoff Event ©
E New Account Request New Account Request Event &

I New Rule Account Password Expiring Event | =

S| Public File Shared Public File Shared Event (4

=S| Public File Transfer Public File Transfer Event (1
Bl oo — — ~

Figure 7

10. Now select the created Rule and for matching the condition, click on New m option.
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Matches These Conditions |® Variables

No Filters Match If Any Filters Match Match If All Filters Match

!\ This rule will never occur without at least one event condition ‘

LE

1 Press the Create button to open up a new set of options for adding a new event condition to this rule.

Figure 8

11. For creating a new condition, select a variable from available option.

Matches These Conditions | Variables

No Filters Match If Any Filters Match Match If All Filters Match

/% This rule will never occur without at least one event condition

x

Variable: Select your option v Comparison: Select an operator v

Select your option
{T Timestam
f{Uy Username

in Unix fime

Value:

User's First Name
User's Last Name
User's Email
Users Mobile Number
Days until User's Password Expires

Figure 9

12. After selecting the Variable, click on Comparison and select Regular Expression Match.
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Matches These Conditions

No Filters

Match If Any Filters Match

|® Variables

Match If All Filters Match

"\ This rule will never occur without at least one event condition

Variable: {{DE}}

Days until User's Password Expires v Comparison:

Greater Than v

Value: Jalue to compare to

Perform These Actions

Greater Than

Greater Than or Equal
Less Than

Less Than or Equal
Equals

Not Equal To
Contains

Does Not Contain
Starts With

Ends With

Regular Expression Match )

Figure 10

13. In value section, add a Matching Regular expression and click on Add.

Matches These Conditions |® Variables
No Filters Match If Any Filters Match Match If All Filters Match
/\ This rule will never occur without at least one event condition
x
Variable: {{DE}} Days until User's Password Expires v Comparison: Regular Expression Match v
Value: ¥
Figure 11

14. For matching the condition, click on Variables and find the Variable name, Type and Description.
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Matches These Conditions = Variables
Variable Name Type Description
T Date and Time Timestamp in Unix time
u String Usemame
G String User's Group
FN String User's First Name
LN String User's Last Name
EM String User's Email
MBL String User's Mobile Number
DE Integer Days until User's Password Expires
No Filters Match If Any Filters Match Match If All Filters Match
IF DE matches * &
Figure 12

15. Now click on New to create Perform These Actions.

Perform These Actions

Figure 13

16. Select an Action type.

Perform These Actions

x
Action: | Perform this action v

Perform this action
Email Event Motification
Launch an Executable ‘

Launch File Operation
Launch Server Operation
Send HTTP POST
Using: Select additional options v

Stop on Failure

Figure 14

17. Select Using path (Event Target).
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Perform These Actions

x
Action: Launch an Executable M
® You may need to add an SMTP server or cutable target on the Event Targets page first ‘

| Using: | ‘ C:Windows\SysWOWGE4\WindowsPowerShelliwvl.0\powershell exe v Stop on Failure

Command Line: Command Line - use double brackets to delimit variables e g. |

Wait timeout: 60 Add

Figure 15

18. In Command Line enter Script File path, Commands and click on Add.

Perform These Actions

| Creating 2 new action.._| %
Action: Launch an Executable N
@ You may need to add an SMTP server or executable target on the Event Targets page first ‘
Using: C\Windows\SysWOWEHAWindowsPower Shellwl.O\powershell exe v Stop on Failure

Command Line: I | executionpolicy unresinicted -file "Location of LogTransfer.ps1" "Type: Account Password Expiring, Timestamp: §{T}}, Usemame: {{U}}, Usg

Wait timeout: 60 Add

Figure 16
NOTE: For Executable script File, please contact the Support Team.

19. Now we can see the Rule description in Perform These Actions section.
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|Perform These Actions I

Action aunch the process "C:\Windows\SysWOW&4iWindowsPowerShelfivl O\powershell exe™ "Launch

Figure 17

For Event Rule Type and Command Line, please Refer the Following Table-

Event Rule Type Command Line

Account  Password  Expiring | -executionpolicy unrestricted -file "Location of LogTransfer.ps1" "Type: Account Password
Event Expiring, Timestamp: {{T}}, Username: {{U}}, UserGroup: {{G}}, User's FirstName: {{FN}},
User's LastName: {{LN}}, User's Email: {{EM}}, User's MobileNumber: {{MBL}}, User's
Password Expires: {{DE}}"

Backup Server Synchronized -executionpolicy unrestricted -file "Location of LogTransfer.psl" "Type: Backup Server,
Timestamp: {{T}}, Backup ServerHost: {{H}}, Synchronization Message: {{MSG}}, Successful:
{{sh"

Directory Created Event -executionpolicy unrestricted -file "Location of LogTransfer.ps1" "Type: Directory Created,

Timestamp: {{T}}, Username: {{U}}, User's Group: {{G}}, Protocol Type: {{P}}, User's
Connection ID: {{ID}}, User's IP Address: {{IP}}, User's FirstName: {{FN}}, User's LastName:
{{LN}}, User's Email: {{EM}}, User's MobileNumber: {{MBL}}, DirectoryName: {{LFN}}, Local
DirectoryPath: {{LP}}, Remote DirectoryPath: {{RP}}, Successful Operation: {{S}}"

File Deleted Event -executionpolicy unrestricted -file "Location of LogTransfer.psl" "Type: File Deleted,
Timestamp: {{T}}, Username: {{U}}, User's Group: {{G}}, Protocol Type: {{P}}, User's
ConnectionID: {{ID}}, User's IP Address: {{IP}}, User's FirstName: {{FN}}, User's LastName:
{{LN}}, User's Email: {{EM}}, User's MobileNumber: {{MBL}}, File Name: {{LFN}}, Local
FilePath: {{LP}}, Remote FilePath: {{RP}}, Successful Operation: {{S}}, Directory: {{DIR}}"

File Move/Copy Event -executionpolicy unrestricted -file "Location of LogTransfer.psl" "Type: File Activities,
Timestamp: {{T}}, Username: {{U}}, User's Group: {{G}}, Protocol Type: {{P}}, User's
ConnectionID: {{ID}}, User's IP Address: {{IP}}, User's FirstName: {{FN}}, User's LastName:
{{LN}}, User's Email: {{EM}}, User's MobileNumber: {{MBL}}, File Name From: {{LFNF}}, File
Name To: {{LFNT}}, Local FilePath From: {{LPF}}, Remote FilePath From: {{RPF}}, Local
FilePath To: {{LPT}}, Remote FilePath To: {{RPT}}, Move Operation: {{M}}, Copy Operation:
{{C}}, Successful Operation: {{S}}"

File Transfer Event -executionpolicy unrestricted -file "Location of LogTransfer.psl" "Type: File Transfer,
Timestamp: {{T}}, Username: {{U}}, User's Group: {{G}}, Protocol Type: {{P}}, User's
ConnectionID: {{ID}}, User's IP Address: {{IP}}, User's FirstName: {{FN}}, User's LastName:
{{LN}}, User's Email: {{EM}}, User's MobileNumber: {{MBL}}, File Name: {{LFN}}, Local
FilePath: {{LP}}, Remote FilePath: {{RP}}, Download: {{D}}, Successful Transfer: {{S}}, File
Size: {{SZ}}, Bytes Transferred: {{TRX}}, Byte Range Request: {{R}}, Byte Range Transferred:
{{RNG}}"

IP Blocked Event -executionpolicy unrestricted -file "Location of LogTransfer.psl" "Type: IP Blocked,
Timestamp: {{T}}, Blocked IP: {{IP}}"

Netsurion. EventTracker
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Login Event -executionpolicy unrestricted -file "Location of LogTransfer.ps1" "Type: Login Activities,
Timestamp: {{T}}, Username: {{U}}, User's Group: {{G}}, Protocol Type: {{P}}, User's
ConnectionlID: {{ID}}, User's IP Address: {{IP}}, User's FirstName: {{FN}}, User's LastName:
{{LN}}, User's Email: {{EM}}, User's MobileNumber: {{MBL}}"

Logoff Event -executionpolicy unrestricted -file "Location of LogTransfer.ps1" "Type: Logoff Activities,
Timestamp: {{T}}, Username: {{U}}, User's Group: {{G}}, Protocol Type: {{P}}, User's
ConnectionlD: {{ID}}, User's IP Address: {{IP}}, User's FirstName: {{FN}}, User's LastName:
{{LN}}, User's Email: {{EM}}, User's MobileNumber: {{MBL}}"

New Account Request Event -executionpolicy unrestricted -file "Location of LogTransfer.psl" "Type: New Account
Request, Timestamp: {{T}}, Requested Username: {{U}}, First Name: {{F}}, Last Name: {{L}},
Email Address: {{E}}, Telephone Number: {{TEL}}, Justification: {{J}}"

Public File Shared Event -executionpolicy unrestricted -file "Location of LogTransfer.ps1" "Type: Public File Shared,
Timestamp: {{T}}, Username: {{U}}, File Name: {{LFN}}, Local FilePath: {{LFP}}, Remote
FilePath {{REP}}, Shared Until: {{SU}}, Recipient Email List: {{RL}}, Public File ID: {{PID}},
Public File URL: {{URL}}"

Public File Transfer Event -executionpolicy unrestricted -file "Location of LogTransfer.psl" "Type: Public File
Transfer, Timestamp: {{T}}, IP Address: {{IP}}, Protocol Type: {{P}}, User's Connection ID:
{{ID}}, File Name: {{LFN}}, Local FilePath: {{LFP}}, Remote FilePath {{REP}}, Download: {{D}},
Successful Transfer: {{S}}, File Size: {{SZ}}, Public File ID: {{PID}}"

Upgrade Available Event -executionpolicy unrestricted -file "Location of LogTransfer.ps1" "Type: Upgrade Avilable,
Timestamp: {{T}}, Version: {{V}}"

User Disable Date Elapsed -executionpolicy unrestricted -file "Location of LogTransfer.psl" "Type: User Account
Blocked, Timestamp: {{T}}, Blocked Username: {{U}}"

User Account Blocked Event -executionpolicy unrestricted -file "Location of LogTransfer.psl1" "Type: User Disable,

Timestamp: {{T}}, Disabled Username: {{U}}, User's Group: {{G}}, User's FirstName: {{FN}},
User's LastName: {{LN}}, User's Email: {{EM}}"

1. Log-in to Cerberus SFTP Enterprise console.
2. Click on Setting or Server Manger.

Netsurion. EventTracker
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—
" Cerberus Enterprise 10.0.8.0 Administration =  Man~ Users~  Settings IPContol Events K1)

£ Server Manager

Summary

Log ¥ Prot @ Remote

Connections

Syne Server Manager

Reporting The Server Manager is the primary configuration hub for your server. You can configure server,

security and other advanced settings from this tool.

Sarver Marioor System Messages

/\ The vulnerable SSLv3.0 protocol is enabled but should be disabled
User Manager

£\ Unable to determine latest version
AD Users

£\ HIPAA non-compliance: One or more listeners allow non-encrypted traffic
LDAP Users =

IP Manager
View Existing Listeners

Event Manager

Localization

Configure Security Settings

View Advanced Settings

Licensing

Figure 18

3. Click on Logging and in Syslog section Enable Syslog Logging.

£ Server Manager

& General £ Protocols h Listeners Messages @ Remote Security @ | ogging # Advanced
& Logging E
Root Level Log
DEBUG INFO WARN ERROR FATAL
(Default)

Syslog

| ¥ Enable Syslog Logging |

Syslog Host Syslog Server
Syslog Facility v
DEBUG INFO WARN ERROR FATAL
(Default)

Figure 19
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4. Provide the Syslog Host name.

Syslog

# Enable Syslog Logging

Syslog Host ‘ ‘

Syslog Facility v

Figure 20

5. Select the syslog Facility from option and Update.

® Logging E
Root Level Log
auth
authpriv
@ daemon
pr
kern
news
=yslog
user
uucp
SySIOQ locald
locall
local2
# Enable Syslog Logging | local3
locald
Syslog Host :EE::E
local?
[_sysioomm | .
DEBUG INFO WARN ERROR FATAL
(Default)
- Update |
Figure 21

6. It will display message showing Logging settings updated.

& Server Manager

@ Logging settings updated

Figure 22
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Cerberus SFTP Server Knowledge Pack:

e Cerberus SFTP Server- File Deleted: This Alert provides information related to File deleted by user.

e Cerberus SFTP Server- IP Blocked: This Alert provides information related to Blocked IP.

e Cerberus SFTP Server- User Account Blocked: This Alert provides Information related to blocked user
accounts in SFTP Server.

e Cerberus SFTP Server- User Disable: This Alert provides Information related to Disabled user accounts
in SFTP Server.

e Cerberus SFTP Server: User's Password Expire: This Alert provides Information related to User’s
accounts Password Expire.

e Cerberus SFTP Server File Operations: This report provides information related to File operations
(File Deleted, Public File Shared, File Transfer, File Activities, Directory Created etc.)

Eventld Type User Name DirectoryName File File Name File Size IP Address Local Directoryl Local FilePath  Protocol Remote DirectoryPath Remote FilePath

3230 File Transfer Matt LFNZZ S00KB 172.55.66.33 LP55 uoeP RP23

3230 Public: File Shared | clark file10 contoso/file10 SharedUnit

3230 Directory Created [Tom contoso/file1 172.23.55.44 |contoso/shared uppP contoso/Remote

3230 File Activities Brenden file123 | file123 172.11.55.88 contoso/shared (TCP Remote/contoso

3230 File Deleted Joeb LFN123 172.54.86.33 LP123 TCP RP111

3230 File Transfer Matt LFNZ2 S00KB 172.55.66.33 LP55 uop RP&3

3230 File Deleted Joeb LFN123 172.54.86.33 LP123 TCP RP111

3230 File Activities Brenden file123 | file123 172.11.55.88 contoso/shared | TCP Remote/contoso

3230 Directory Created [Tom contoso/file1 172.23.55.44 |contoso/shared uppP contoso/Remote

3230 Public File Shared |clark file10 contoso/file10 SharedUnit

3230 Public: File Shared |clark file10 contoso/file10 SharedUnit

3230 File Transfer Matt LFNZ2 S00KB 172.55.66.33 LP55 uop RP&3

3230 File Activities Brenden file123 | file123 172.11.55.88 contosol/shared (TCP Remote/contoso

3230 File Deleted Joeb LFN123 172.54.66.33 LP123 TCP RP111

3230 Directory Created [Tom contoso/file1 172.23.55.44 |contoso/shared uppP contoso/Remote

3230 Directory Created [Tom contoso/file1 172.23.55.44 |contoso/shared uppP contoso/Remote

3230 Directory Created Tom contoso/file1 172235544 |contoso/zhared uop contoso/Remote

3230 File Activities Brenden file123 | file123 172.11.55.88 contoso/shared (TCP Remote/contoso

3230 File Deleted Joeb LFN123 172.54.86.33 LP123 TCP RP111

3230 Fublic: File Shared |clark file10 contoso/file10 SharedUnit

3230 File Activities Brenden file123 | file123 172.11.55.88 contosol/shared (TCP Remote/contoso

3230 File Deleted Joeb LFN123 172.54.66.33 LP123 TCP RP111

3230 File Transfer Matt LFNZ2 S00KB 172.55.66.33 LPsS5 uoP RPES

3230 File Transfer Matt LFNZ2 S00KB 172.55.66.33 LP55 uop RP&3
Figure 23
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Sample Log:

Type: Directory Created, Timestamp: 2016-07-04 11:43:19, Username: Tom, User's Group: contoso, Protocol Type: UDP,
User's Connection ID: 1114, User's IP Address: 172.23.55.44, User's FirstName: Tom, User's LastName: KP, User's Email:
Tom.KP@contoso.com, User's MobileNumber: MBL, DirectoryName: contoso/filel, Local DirectoryPath: contoso/shared,
Remote DirectoryPath: contoso/Remote, Successful Operation: Success"", max wait 60 seconds

Type: File Activities, Timestamp: 2016-08-04 11:43:19, Username: Brenden, User's Group: contoso, Protocol Type: TCP,
User's ConnectionID: 44554, User's IP Address: 172.11.55.88, User's FirstName: Brenden, User's LastName: N, User's Email:
Brenden.N@contoso.com, User's MobileNumber: MBL, File Name From: file123, File Name To: fileOld, Local FilePath From:
contoso/shared, Remote FilePath From: Remote/contoso, Local FilePath To: Local/contoso, Remote FilePath To: file99,
Move Operation: move, Copy Operation: copy, Successful Operation: successfully"", max wait 60 seconds

Type: File Deleted, Timestamp: 2016-09-04 11:43:19, Username: Joeb, User's Group: contoso, Protocol Type: TCP, User's
ConnectionID: 7777, User's IP Address: 172.54.66.33, User's FirstName: Joeb, User's LastName: M, User's Email:
Joeb.M@contoso.com, User's MobileNumber: MBL, File Name: LFN123, Local FilePath: LP123, Remote FilePath: RP111,
Successful Operation: SO123. Directorv: DIR/contoso"". max wait 60 seconds

e Cerberus SFTP Server IP Blocked: This Report will provide information about blocked IP or range of IP
addresses, which is in Blacklist IP Address List.

_ LogTime Eventid EventSource Type Blocked IP Timestamp
04/10/2019 06:55:38 PM 3230 Cerberus IP Blocked 192.168.33.55™ 2016-11-04 11:43:19

104710/2019 06:55:40 PM 3230 Cerberus IP Blocked 192.168.33.55™ 2016-11-04 11:43:19

104/10/2019 06:55:41 PM 3230 Cerberus IP Blocked 192,168.33.55™ 2016-11-04 11:43:19
04/10/2019 06:55:42 PM 3230 Cerberus IP Blocked 192.168.33.55™ 2016-11-04 11:43:19
04/10/2019 07:21:39 PM 3230 Cerberus IP Blocked 192.168.33.55 2016-11-04 11:43:19
04/10/2019 07:21:40 PM 3230 Cerberus IP Blocked 192.168.33.55 2016-11-04 11:43:19
04/10/2019 07:21:41PM 3230 Cerberus IP Blocked 192.168.33.55 2016-11-04 11:43:19
04/10/2019 07:21:42 PM 3230 Cerberus IP Blocked 192.168.33.55 2016-11-04 11:43:19
04/10/2018 07:21:43 PM 3230 Cerberus IP Blocked 192.168.33.55 2016-11-04 11:43:119
04/11/2019 04:22:56 PM 3230 Cerberus IP Blocked 192.10.22.44 2016-11-04 11:43:19
04/11/2019 04:22:56 PM 3230 Cerberus IP Blocked 192.168.23.55 2016-11-04 11:43:19
04/11/2019 04:22:56 PM 3230 Cerberus IP Blocked 192.168.22.99 2016-11-04 11:43:19

|04/11/2019 04:22:58 PM 3230 Cerberus IP Blocked 192.168.33.55 2016-11-04 11:43:19

104/11/20192 04:22.58 PM 3230 Cerberus IP Blocked 192.168.22.99 2016-11-04 11:43:19

Figure 24

Sample Log:

Type: IP Blocked, Timestamp: 2016-11-04 11:43:19, Blocked IP: 192.168.33.55"", max wait 60 seconds
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Cerberus SFTP Server

Cerberus SFTP Server Login Activities: This Report provides Information related to Cerberus SFTP
server login-logoff activity.

LogTime Eventid  EventSource Type Timestamp User Name | IP Address
04/10/2019 02:58:00 PM 3230 Cerberus Logoff Activities  2016-13-04 11:43:19 Joe 172.55.66.44 TCP
04/10/2019 02:58:00 PM 3230 Cerberus Login Activities  2016-12-04 11:43:19 Karen 17222560 upp
04/10/2019 02:58:01 PM 3230 Cerberus Logoff Activities  2016-13-04 11:43:19 Joe 172.55.66.44 TCP
04/10/2019 02:58:01 PM 3230 Cerberus Login Activities ~ 2016-12-04 11:43:19 Karen 172.22.5.60 ubr
04/10/2019 02:58:02 PM 3230 Cerberus Login Activities  2016-12-04 11:43:19 Karen 17222 560 upr
04/10/2019 02:58:02 PM 3230 Cerberus Logoff Activities  2016-13-04 11:43:19 Joe 172.55.66.44 TCP
04/10/2019 02:58:03 PM 3230 Cerberus Login Activities  2016-12-04 11:43:19 Karen 17222560 uppP
04/10/2019 02:58:03 PM 3230 Cerberus Logoff Activities  2016-13-04 11:43:19 Joe 172.55.66.44 TCP
04/10/2019 02:53:04 PM 3230 Cerberus Login Activities  2016-12-04 11:43:19 Karen 17222560 upp
04/10/2019 02:55:04 PM 3230 Cerberus Logoff Activities ~ 2016-13-04 11:43:19 Joe 172.55.66.44 TCP
04/10/2019 02:58:04 PM 3230 Cerberus Login Activities  2016-12-04 11:43:19 Karen 172.22.5.60 uppP
04/10/2019 02:58:04 PM 3230 Cerberus Logoff Activities  2016-13-04 11:43:19 Joe 172.55.66.44 TCP
04/10/2019 02:58:05 PM 3230 Cerberus Logoff Activities  2016-13-04 11:43:19 Joe 172.55.66.44 TCP
04/10/2019 02:58:05 PM 3230 Cerberus Login Activities  2016-12-04 11:43:19 Karen 17222 560 upp
04/10/2019 02:58:06 PM 3230 Cerberus Logoff Activities  2016-13-04 11:43:19 Joe 172.55.66.44 TCP
04/10/2019 02:55:06 PM 3230 Cerberus Login Activities  2016-12-04 11:43:19 Karen 17222 560 upr
04/10/2019 02:58:43 PM 3230 Cerberus Logoff Activities  2016-13-04 11:43:19 Joe 172.55.66.44 TCP
04/10/2019 02:58:43 PM 3230 Cerberus Login Activities  2016-12-04 11:43:19 Karen 17222560 upp
04/10/2019 02:53:45 PM 3230 Cerberus Login Activities  2016-12-04 11:43:19 Karen 17222560 upp
04/10/2019 02:58:45 PM 3230 Cerberus Logoff Activities  2016-13-04 11:43:19 Joe 172.55.66.44 TCR
04/10/2019 02:55:46 PM 3230 Cerberus Logoff Activities ~ 2016-13-04 11:43:19 Joe 172.55.66.44 TCP

Figure 25

Sample Log:

Type: Login Activities, Timestamp: 2016-12-04 11:43:19, Username: Karen, User's Group: contoso, Protocol Type: UDP,
User's ConnectionlD: 5588, User's IP Address: 172.22.5.60, User's FirstName: Karen, User's LastName: L, User's Email:
Karen.L@contoso.com, User's MobileNumber: MBL"", max wait 60 seconds

Type: Logoff Activities, Timestamp: 2016-13-04 11:43:19, Username: Joe, User's Group: contoso, Protocol Type: TCP,
User's ConnectionlD: 4488, User's IP Address: 172.55.66.44, User's FirstName: Joe, User's LastName: T, User's Email:
Joe.T@contoso.com, User's MobileNumber: MBL"", max wait 60 seconds

Cerberus SFTP Server User Account Activities: This report provides information related to User’s
Account activities (User Account Blocked, User Disabled, New Account Request, Account Password
Expiring etc.)

Netsurion. EventTracker
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LogTime Eventld Type Blocked Usen Disabled User Password Expires Requested Usen Timestamp User Group User Name
04/10/2019 02:58:04 PM |3230 User Account Blocked Mary™ 2016-18-04 11:43:19 Mary™
04/10/2019 02:58:04 PM 3230 User Disable Albert 2016-19-04 11:43:19 Albert
04/10/2019 02:58:04 PM |3230 User Account Blocked Mary™ 2016-18-04 11:43:19 Mary™
04/10/2019 02:58:05 PM 3230 User Account Blocked Mary™ 2016-18-04 11:43:19 Mary™
04/10/2019 02:58:05 PM 3230 Mew Account Reguest Peter 2016-14-04 11:43:19 Peter
04/10/2019 02:58:05 PM 3230 User Disable Albert 2016-19-04 11:43:19 Albert
04/10/2019 02:58:05 PM 3230 Account Password Expiring April 20™ 2019-05-04 11:43:19 |contoso Gary
04/10/2019 02:58:06 PM 3230 User Disable Albert 2016-19-04 11:43:19 Albert
04/10/2019 02:58:06 PM 3230 Account Password Expiring April 20™ 2019-05-04 11:43:19 |contoso Gary
04/10/2018 02:58:06 PM (3230 Mew Account Request Peter 2016-14-04 11:4319 Peter
04/10/2019 02:58:06 PM |3230 User Account Blocked Mary™ 2016-18-04 11:43:19 Mary™
04/10/2018 02:58:43 PM 3230 Mew Account Request Peter 2016-14-04 11:4319 Peter
04/10/2019 02:58:43 PM 3230 Account Password Expiring April 20™ 2019-05-04 11:43:19 |contoso Gary
04/10/2019 02:55:43 PM |3230 User Account Blocked Mary™ 2016-18-04 11:43:19 Mary™
04/10/2019 02:58:43 PM |3230 User Disable Albert 2016-19-04 11:43:19 Albert
04M10/2019 02:58:44 PM (3230 Account Password Expiring April 20™ 2019-05-04 11:43:19 |contoso Gary
04/10/2019 02:58:45 PM 3230 User Account Blocked Mary™ 2016-18-04 11:43:19 Mary™
04/10/2019 02:58:45 PM |3230 User Disable Albert 2016-19-04 11:43:19 Albert
04/10/2019 02:58:45 PM 3230 Mew Account Reguest Peter 2016-14-04 11:43:19 Peter
04M0/2019 02:58:45 PM 3230 Account Password Expiring April 20™ 2019-05-04 11:43:19 |contoso Gary
04/10/2019 02:58:46 PM 3230 Mew Account Reguest Peter 2016-14-04 11:43:19 Peter
04/10/2019 02:58:46 PM |3230 User Account Blocked Mary™ 2016-16-04 11:43:19 Mary™
04/10/2019 02:58:46 PM 3230 User Disable Albert 2016-19-04 11:43:19 Albert
Figure 26

Sample Log:

Type: User Account Blocked, Timestamp: 2016-18-04 11:43:19, Blocked Username: Mary"", max wait 60 seconds

Type: User Disable, Timestamp: 2016-19-04 11:43:19, Disabled Username: Albert, User's Group: contoso, User's
FirstName: Albert, User's LastName: X, User's Email: Albert. X@contoso.com"", max wait 60 seconds

Type: Account Password Expiring, Timestamp: 2019-05-04 11:43:19, Username: Gary, UserGroup: contoso, User's
FirstName: Gary, User's LastName: LM, User's Email: Gary.LM@contoso.com, User's MobileNumber: MBL, User's Password
Expires: April 20"",

Type: New Account Request, Timestamp: 2016-14-04 11:43:19, Requested Username: Peter, First Name: Peter, Last Name:
L. Email Address: Peter.L@contoso.com. Telenhone Number: 022-558866. lustification: I"". max wait 60 seconds
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Dashboards

e Cerberus SFTP Server - All Activities:

Cerberus SFTP Server - All Activities

M user disable [ user account blocked Ml upgrade avilable M public file transfer
M public file shared M new account request [l logoff activities M login activities

M ip blocked M file transfer

Figure 27

e Cerberus SFTP Server - File and Folder Activities:

Cerberus SFTP Server - File And Folder Activities

I public file transfer [ public file shared M file transfer M file deleted M file activities

M directory created

Figure 28
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e Cerberus SFTP Server - File Deleted by User

Cerberus SFTP Server - File Deleted by User

Series: src_user_name
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0
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joeb adam

Figure 29

e Cerberus SFTP Server - IP Blocked

Cerberus SFTP Server - IP Blocked

M 192.168.33.55 192.168.22.99 192.10.22.44

Figure 30
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e Cerberus SFTP Server - Login-Logoff activities:

Cerberus SFTP Server - Login-Logoff Activities by User

Series: log_type
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Figure 31

o Cerberus SFTP Server - Password Expiring:

Cerberus SFTP Server - Password Expiring

Series: src_user_name
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Figure 32

Netsurion. EventTracker




Cerberus SFTP Server

o Cerberus SFTP Server - Public File shared by User:

Cerberus SFTP Server - Public File Shared by User

Series: object_name
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Figure 33

e Cerberus SFTP Server - Public File Transferred by Source IP:

Cerberus SFTP Server - Public File Transfer by Source IP

Series: object_name

0.9. -

file22

Figure 34
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e Cerberus SFTP Server - User Disabled

Cerberus SFTP Server - User Disabled

I albert

Figure 35

e Cerberus SFTP Server - Username Blocked

Cerberus SFTP Server - Username Blocked

M mary adam

Figure 36
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Import Cerberus SFTP Server knowledge pack into
EventTracker

o Alerts

e Flex Reports

e Knowledge Objects
e Dashlets

Alerts

1. Launch EventTracker Control Panel.
2. Double click Export-Import Utility

-

i B i“‘-l " %

p E
Lw Export Import
Utalsty
EventTracker Traffic Andrw Agent TrapTracker
Agent Confi. Manageme. Conﬁgwabon
'N e
® N
Change Audat About
EventTracker
Figure 37

Click the Import tab.

Select Alert option.

Click on Browse [ .| button and select file path.
Click on Import.

o v kW
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cou

1. Provide the path and file name of the Alerts file. Use the *..." button to browse and locate the import file.
2. Click the Import button.

Orihons Location
O Category Import E-mail settings
Set Active
() Fitters P This setting is applicable only for imports from Legacy (vEx)
® Only f notfications st Alert files. For w7, the active status will be set based on
I @ Aerts I (O) By default "Active" key available in the configuration section.
(") Systems and Groups Watchlist Corfiguration
Import Watchlist corfiguration
(") Token Value . - . ) . 3
This setting is applicable only for alerts which have Advanced watchlist configured.
Mote: If this option is enabled the user should make sure the watchlist groups are available
(") Reports on the console where the alerts are imported.

(") Behavior Comelation

Source :
D:\Knowledge Process'Cerberus SFTP Server'\Alerts_Cerberus SFTP Sewer.isal I:I

Import Close |

Figure 38

7. Alerts are now imported successfully.

0 Selected alert configurations are imported successfully.

oK

Figure 39

On EventTracker Control Panel,

1. Click Reports option and select New(.etcrx) from the option.
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1. Provide the path and file name of Schedule Report file. Use the *..." button to browse and locate the impont file,
2. Click the Import button

Note : If report(s) contains template. first impart template and proceed with exportimport utility.
Ooot Location
O Category

(O Fiters
O Aes ® Legacy ("issch) O MHew (" eten)

& O Systems and Groups

) Token Value

@ Repors

(O) Behavior Comelation

(e, > {

Figure 40

2. Locate the file named Reports_ Cerberus SFTP Server.etcrx and select all the checkbox.

Note : if reportis) containe template, first impoet template and proceed with report impost procees,

|| selectiie

Select ﬂ[_ll\l(rmdudpe Process'\Cesberus SFTP ServerReports- Cerberus SFTFP Server eton
Availsble reports

|
Title: | | m Show al . m?
Groups

Systems Equency
|  Undefined
[ |EDIT |Cesbenss SFTP Server Logn Activities | NTPLDTBLR146 Undefined
... |NTPLDTBLR146 Undefined

< >

Note: Sed run time option is ot applcable for Defined Reports and Houry Reports

Set nun time for report(s) from || AM - atintervalof | _ | minutes | Set ||®

Replace | [0 ] || Replace | | Assign systems | o

Nobe: Make sure that Sitefs), Groupis) and Systemis) selections are wald.

«
®

Figure 41
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3. Click the Import button to import the reports. EventTracker displays a success message.

Selected reports configurations are imported successfully

oK

Figure 42

1. Login to EventTracker console
2. Click Knowledge objects under Admin option in the EventTracker manager page.
3. Locate the file named KO_Cerberus SFTP Server.etko

Import

0_Cerberus SFTP Server.etko Upload

Figure 43

4. Now select all the checkbox and then click on ‘Upload’ option.
5. Knowledge objects are now imported successfully.

localhost:2080 says

File importad successfully.

Figure 44

1. Open EventTracker Enterprise in the browser and log in.
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Indicators of Compromise
USB activities, New services or software instail B

Figure 45

2. Navigate to My Dashboard.
3. Click on Import Configuration icon on the top right corner.
4. In the popup window browse the file named Dashboard_Cerberus SFTP Server.etwd

Mote: If dashlet configured using persisted report, first import the report and proceed with importing
dashlet.
Dashboard_Cerberus SFTP Server.etwd Upload
Figure 46

1. Now select all the checkbox and then click on Import option.
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[ Import dashlets - Gocgle Chrome = O X

@® localhost:3080/EventTracker/Flex/ImportWidget.aspx

\ote: If dashlet configured using persisted report, first import the report and proceed with importing dashlet

Available widgets

Select A
#| Cerberus SFTP Server - Us.. ) Cerberus SFTP Server - Al..  # Cerberus SFTP Server - IP...
#| Cerberus SFTP Server - Pu.. ¥/ Cerberus SFTP Server - Pa.. ¥ Cerberus SFTR Server - Lo..

#| Cerberus SFTP Server - Lo.. | Cerberus SFTP Server - Us.. | Cerberus SFTP Server - Fi...

¥l Cerberus SFTP Server - Pu..  # Cerberus SFTP Server - Fi. # Cerberus SFTP Server - Lo..
Figure 47
2. Click ‘customize’ (¥ to locate and choose the created dashlets.
3. Click Add to add Dashlets to the dashboard.
Customize dashlets
10.2.3 Access to all audit trails 10.2.6 Initialization stopping or... 3.1.8 Limit unsuccessful logon ... 3.11.2 Scan for vulnerabilities i...
3.3.8 Protect audit information ... 3.4.9 Control and monitor user... 6.1.b Establish a process to ide... 6.2.b - Install critical security p...
8.1.6 Limit repeated access atte... adarsh | Cerberus SFTP Server - Login A.. ¥ Cerberus SFTP Server - Logoff ...
Kaspersky Security Center Scan... Kaspersky Security Center Susp... Kaspersky Security Center Susp... Kaspersky Security Center susp...
Kaspersky Security Center Susp... Kaspersky Security Center Task ... Kaspersky Security Center Task ... Keri Door - Access Denied by L... ™
m Delete Close

Figure 48
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Verify Cerberus SFTP Server knowledge pack in
EventTracker

1. In the EventTracker Enterprise web interface, click the Admin drop-down, and then click Knowledge
Objects.

2. In the Knowledge Object tree, expand Cerberus SFTP Server group folder to view the imported
Knowledge objects.

EventTrackerz: &  Adminw

Knowledge Objects A / Admin / Knowledge Cbjects

ala ee® T 30

GFOLIFIS (‘B @ \rﬂ- Object name Cerberus SFTP Server @ I!. be )
Applies to Cerberus SFTP Server

Brocade ICX Switch Rules

Title Log type Event source Event id Event type
= Cerberus SFTF Server Cerberus 3230 @ @ E’ 699

Message Signature:

Cerberus SFTP Server
Message Exception:

Expressions

Expression type Expression 1 Expression 2 Format string

Key Value Delimiter : . @ Tﬁ-

Figure 49

In the EventTracker Enterprise web interface, click the Reports icon, and then select Report Configuration.
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EventTracker::

~

Report Configuration
Report Dashboard |

Explorer

Figure 50

2. In Reports Configuration pane, select a Defined option.
3. Click on the Cerberus SFTP Server group folder to view the imported Cerberus SFTP Server reports.

Report Conflg uration A / Reports / Report Configuration / Defined

Scheduled Queued @ Defined

Search, Q Q M

Report Groups Reports configuration: Cerberus SFTP Server

FIex @ T|l|- C%

All Comnpliance Repor., Il

®

, 2

= Title Created on Modified on
All Operations Repor... Il

Cerberus SFTP Server User Account Activities Apr 11 07:43:49 PM
All Security Audit R Il

Cerberus SFTP Server Login Activities Apr
All Threat Report Il

L AR SR SRS
© OO 06

(TR TRR TR TR PRR TRR T
b
R’ RQE

. - [} Cerberus SFTP Server File Operations Ap
Brocade ICX Switch Il
= ) Apr 11 03:18:00 PM Apr 12 D2:08:48 PN
Brocade Switch i J Cerberus SFTP Server |P Blocked Y] 03:18:00 PM pr 12 02:08:48 PM
Cerberus SFTP Server Tﬁ
Figure 51

Alerts
1. Inthe EventTracker Enterprise web interface, click the Admin icon, and then select Alerts.

EventTracker:: a Admin ~

Tools~

= Home E_: Active Watch Lists @ Event Filters l:)‘ Parsing Rules
Q E] Eventvault Q’% Report Settings
0 2 Behavior Correlation Rules [# FAQ Tile Configuration |;| Systems
L. . : . .
{"a Behavior Correlation Settings [ Group Management 91-'_3‘ Users
Potential Cyber Breaches Indicators of Systen
Mm:ﬂl{.?surmmnmﬂ?m USE activities, Ne ﬂ Casebook Configuration Q IP Lockup Configuration jf- Weights " =i
D{E Category t_) Knowledge Objects [ Windows Agent Config
Figure 52
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2. Inthe Alert search bar we can search the alert name and view the imported Cerberus SFTP Server Alerts.

Alerts & / Admin / Alerts

Show| Al v |555'Chb}" Alert name '| |ce':-eru: Q |Q

143 | @ 143

Usar . 3 Serious
System/User Defined Alerts Alerts by Threat Level
Count fer system and user defined alerts Count of alerts by threat level

G—) [ Click "Activate Now' after making all changes 5 Page Size| 25 v
AN T [ Forward as Forward as Remedial Action Remedial Action Applies To
SNMP Syslog at Console at Agent
M Cerberus SFTP Server: File Deleted o ‘) Cerberus SFTP Server
M Cerberus SFTP Server: IP Blocked [ ] ‘) Cerberus SFTP Server
M Cerberus SFTP Server: User Account Blocked [ ‘D Cerberus SFTP Server
M Cerberus SFTP Server: User Disable [ ] ‘) Cerberus SFTP Server
M Cerberus SFTP Server: User's Password Expire [ ] ‘) Cerberus SFTP Server

Figure 53
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