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Integrate Dell FORCE10 Switch

This guide provides instructions to configure Dell FORCE10 Switch to send the syslog events to EventTracker.

The configurations detailed in this guide are consistent with EventTracker version 7.X and later, and Dell
FORCE10 Switch and later.

Dell FORCE10 Switch users, who wish to forward syslog messages to EventTracker manager.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

The Dell FORCE10 Switchs are used as both distribution switches for large networks and core switches for
smaller networks. Dell FORCE10 switches run the FTOS (the ForcelO Operating System).

EventTracker supports Dell FORCE10 Switch and it forwards the syslog messages to EventTracker manager.
EventTracker generates the alerts, reports and dashlets for critical logs.

Prerequisites

Prior to configuring the Dell FORCE10 Switch and EventTracker, ensure that you meet the following
prerequisites:

e EventTracker 7.x and later should be installed.
e Console access to Dell FORCE10 Switch device.

Configuration

In Dell FORCE10 Switch logging is enabled by default and log messages are sent to configured syslog servers.

To enable and configure syslog servers for Dell FORCE10 Switch.

1. Enter Privileged Exec mode and type the command.
FTOS>enable

2. Enter Global Config mode and type the command.
FTOS#config

3. Enter the syslog server’s address where logging messages will be sent.
FTOS#logging 10.11.129.100

4. Type this command to enable console logging.
FTOS#logging console

5. Type this command to copy system:running-config to nvram:startup-config.
FTOS#do write
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EventTracker Knowledge Pack

Once Dell FORCE10 Switch events are enabled and Dell FORCE10 Switch events are received in EventTracker.
Alerts, reports and dashlets can be configured in EventTracker.

The following knowledge packs are available in EventTracker to support Dell FORCE10 Switch monitoring.

e Dell FORCE10 Switch: User logoff - This category based report provides information related to user
logout.

e Dell FORCE10 Switch: User logon success - This category based report provides information related to
user logon success.

e Dell FORCE10 Switch: Authentication success - This category based report provides information
related to authentication success.

e Dell FORCE10 Switch: Authentication failure - This category based report provides information
related to authentication failure.

e Dell FORCE10 Switch: Interface status - This category based report provides information related to
interface status.

e Dell FORCE10 Switch: Port channel details - This category based report provides information related
to port channel details.

e Dell FORCE10 Switch: User logon success - This alert is generated when user logon succeeds.
e Dell FORCE10 Switch: User logoff - This alert is generated when user logoffs.
e Dell FORCE10 Switch: Authentication failure - This alert is generated when user authentication fails.

Import Dell FORCE10 Switch Knowledge Pack into
EventTracker

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility, and then click Import tab.
Import Category/Alert/Tokens/ Flex Reports/Behavior Rules as given below.
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1. Click Category option, and then click the browse C] button.

'\ Export Import Utility =N ECR~>™

Export | Import

1. Provide the path and file name of the Categories file. Use the °..." button to browse and locate the impaort file.
2. Click the Import button.

Cptions Location
@ Category

) Filters
) Mens
() Systems and Groups Source :
~iscat E
) RSS Feeds
@) Scheduled Reports
@) Behavior Rules
=) SCAP

) Token Value

Impart ] ’ Cloze
Figure 1
2. Locate Dell FORCE10 Switch.iscat file, and then click the Open button.
3. Toimport categories, click the Import button.
EventTracker displays success message.
Export Import Utility ==

:I Selected category details are imported successfully.

Figure 2

4. Click OK, and then click the Close button.
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1. Click Alerts option, and then click the browse [:] button.

' Export Import Utility o B | ()

1. Provide the path and file name of the Alers file. Use the "..." button to browse and locate the import file.
2. Click the Impart button.

Options Location
(™) Category
) Fiters Import E-mail settinas
@ Alerts Set Active

= .’ P This setting is applicable only for imports from Legacy
@ Only if notfications set (vEx) Alert files. For v7, the active status will be set

() Systems and Groups based on "Active" key available in the corfiguration

@) By defautt section.
7 RSS Feeds
@) Scheduled Reports Source
* isalt E
[ :[kﬂehavior Rules
=) SCAP
) Token Value

mpot | [ Close
Figure 3
2. Locate Dell FORCE10 Switch.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.
EventTracker displays success message.
Export Import Utility [== ]

:I Selected alert configurations are imported successfully,

Figure 4

4. Click OK, and then click the Close button.
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1. Click Token Value option, and then click the browse B button.
2. Locate Dell FORCE10 Switch.istoken file, and then click the Open button.

' N
| o 2X
% Export Import Utility h — .E J
Export [ Import

1. Provide the path and file name of token value file. Use the '..." button to browse and locate the import fils.
2. Click the Import button

Options Laocation

) Category
) Filters

T Alerts

) Systemns and Groups SEUEE
“igtoken E]
") RSS Feeds

) Scheduled Reparts
() Behavior Rules
©) SCaP

@ TokenWalue

| mpart ] [ Cloze
Figure 5
3. Toimport token value, click the Import button.
EventTracker displays success message.
Export Import Utility 29

:I Selected token walues are imported successfully,

Figure 6

4. Click OK, and then click the Close button.
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1. Click Scheduled Reports option, and then click the browse B button.
2. Locate Dell FORCE10 Switch.issch file, and then click the Open button.

'\ ExportImport Utility & S0 & L= &
| | Expart Irnport

1. Provide the path and file name of Schedule Report file. Use the '..." button to browse and locate the import file,
2. Click the Import button

Options Location
) Categorny
) Filkers
T Alerts
) Systems and Groups Source :
izzch D
) RSS Feeds
[C] Schedule Settings
@ Scheduled Reparts
03,2015
) Behavior Bules [
T SCAP
) TokenYalue
Irnpart l [ Cloze
Figure 7
3. Toimport scheduled reports, click the Import button.
EventTracker displays success message.
Export Import Utility 2

Figure 8

4. Click OK, and then click the Close button.
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1. Click Behavior Rules option, and then click the browse C] button.
2. Locate Dell FORCE10 Switch.isrule file, and then click the Open button.

"% Export Import Utility = e
import

1. Provide the path and file name of Behavior file. Use the ' " button to browse and locate the import file.
2. Click the Import button

Options Location

() Category

~1 Filters

0 Alerts
Source :
) Systems and Groups *igrule C]

) RSS Feeds

~) Scheduled Reports
@ Behavior Rules
) SCAP

~1 Token Value

[ Irnport ] [ Cloze

Figure 9

3. Toimport behavior rules, click the Import button.
EventTracker displays success message.

Export Impart Utility Iﬁ

I Selected behawvior rules are imported successfully

)8

Figure 10

4. Click OK, and then click the Close button.
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Verify Dell FORCE10 Switch Knowledge Pack in
EventTracker

1. Logon to EventTracker Enterprise.
Click the Admin menu, and then click Category.

3. In Category Tree to view imported categories, scroll down and expand Dell FORCE10 Switch group
folder to view the imported categories.

Dashboard Incidents Behavior Status  Netflow | Search  Reports My EventTracker | Change Audit  Config Assessment

Category Management
| Category Tree Search
i g Ciser Total category groups : 269 Total categories : 2,607
+ D Crystal Enterprise A A
Last 10 modified categories

+ D Cyberoam UTM

. Modified date Modified by

Dell FORCE 10 Switch: Authentication Failure
Dell FORCE 10 Switch: Authentication Success
Dell FORCE 10 Switch: Interface Status

Dell FORCE 10 Switch: Port Channel Details

Dell FORCE 10 Switch: Authentication Failure
Dell FORCE 10 Switch: Authentication Success
Dell FORCE 10 Switch: Interface Status

Dell FORCE 10 Switch: Port Channel Details
Dell FORCE 10 Switch: User Logoff

04/15/15 9:40:36 AM
04/15/15 9:40:36 AM
04/15/15 9:40:36 AM
04/15/15 9:40:36 AM
04/15/15 9:40:36 AM

Dell FORCE 10 Switch: User Logoff Dell FORCE 10 Switch: User Logon Success 04/15/15 9:40:36 AM

Dell FORCE 10 Switch: User Logon Success Barracuda SSL VPN: User logoff 04/06/15 11:43:52 AM

- Barracuda SSL VPN: User logon failure 04/06/15 11:43:52 AM
+ D Dell OpenManage

Barracuda SSL VPN: User logon success 04/06/15 11:43:52 AM
+ D DigitalPersona Pro

JUNOS: DHCP emor 04/02/15 6:14:10 PM kumamitesh
+ D DoubleTake

#] [ EventTracker
1 D FEBIG-P

i D ForfiAnalyzer
+ D Fortigate

1] [1] Fortml

#| [} impera v v

1 3 Junicer Firewslé Switch

Figure 11

1. Logon to EventTracker Enterprise.
Click the Admin menu, and then click Alerts.
3. In Search field, type ‘Dell FORCE10 Switch’, and then click the Go button.
Alert Management page will display all the imported Dell FORCE10 Switch alerts.

g
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Dashboard Incidents Behavior Status  Netflow | Search Reports My EvenfTracker | Change Audit  Config Assessment
Alert Management. Search: |dell force | Go || ShowAll | Page Size: [25 [v]
. . Forward  [Forward |\ tion  |Action .
[ |atert Name |Threat level |Active Beep E-mail Message |RSS as as I |Applies To
Snme *¥%°9  |console |agent

[ [ D=l FORCE 10 Switch: Authenticalion Failure & High [m] O 0 =] [m] ] 0O =] ] S serie

[ ]] Dell FORCE 10 Switch: User Logoff +F| High O O m O O m []] O O S series

]| DEILFORCE 10 Switch: User Logon Success +1] High [H] 0 O ] O O O ] O 5 serie
***Click "Activate Now’ after making all changes | Activate Now | | Addalett | | Delete |

Figure 12

4. To activate the imported alerts, select the respective checkbox in the Active column.
EventTracker displays message box.

Message from webpage E3

h Successfully saved configuration,

Figure 13

5. Click OK, and then click the Activate Now button.

NOTE: You can select alert notification such as Beep, Email, and Message etc. For this, select the respective
checkbox in the Alert management page, and then click the Activate Now button.

1. Logon to EventTracker Enterprise.

Click the Admin menu, and then click Parsing Rules.

3. In Token Value Group Tree to view imported token values, scroll down and click Dell FORCE10 Switch
group folder. Token values are displayed in the token value pane.

N
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Dashboard Incidents Behavior Status Netflow | Search Reports My EveniTracker | Change Audit  Config Assessment

Parsing Rule Template

= [} Token-Vslue Groups

m Dafault

D Bamacuds SSL VPN

Token-Value [Dispiay name ] | £ Group : Dell FORCE 10 Switch (7]

[+

ooono

Console Type ine s (

[ Centity Server Suite

m Cisco IronPort ESA

]

Device Name utc

Source Address ine ( )

=

[2] 1550 1romport wsa

m Gisce ISE
m Cisce2001
Clavister firewsll
[T
E3Fe
[13] Forligate
m Juniper Junos
[§ Losbinder 2oL
[F mysaL

®

Username user ' on

HEE N

| AddRule || Ecii | Delete || Movetogroup | | Token-Value Wizard |

[13 symntec Endocint Protection

[13 Tesmviewer

D Wabsense WSG

Figure 14

Logon to EventTracker Enterprise.

Click the Reports menu, and then Configuration.

Select Defined in report type.

In Report Groups Tree to view imported Scheduled Reports, scroll down and click Dell FORCE10
Switch group folder. Scheduled Reports are displayed in the Reports configuration pane.

PwnNE

Dashboard Incidents Behavior Status  Netflow ‘ Search Reports My EventTracker | Change Audit  Config Assessment

P B I SR R e
| [} Report aroups O scheduled O Queued @ Defined \ 2l CG 2
) itk

? Security New |

V’ Complisnce Title Created on Modified on

0. S
? Operations O Dell FORCE 10 Switch User Logoff Details 04515 5:59:40 AM 04/1515 10:34:22 AM G ’Tf; +
O 6

? Flex

m Bamacuds SSLVPN

Dell FORCE 10 Switch User Logon Success D4HS5M5 5:57:43 AM 04/1515 10:00:25 AM

m Centrify Server Suite

D Cisco ACS
E} Cisco Firewsll

E} Cisco IronPort ESA

E} Cisco IronPort WSA

[0 Cisco1sE

"] Clavister

B e nsws J)|
E] EventTracker

m Flex

m Imperve

D Juniper Juncs

m LOGhinder 5P

m LOGhinder SQL

D MoAfee

V]

Figure 15
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1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Behavior rules.
3. Behavior Rules window will be displayed, where EventTracker displays the imported behavior rules.

Dashboard Incidents Behavior Status  Netflow ‘ Search  Reports My EvenfTracker | Change Audit ~ Config Assessment

Behavior Rules Page size .
USH Actiity O
Windows RunAway Process Activity D o
Windows Software Install Activity D
Windows Applicafions Acfivity D
Windows Network Activity O 04/D3H5 6:51:05 PM
Windows Interactive Logon Activity Workstation Name System Name D 0D4/09M5 12:54:01 PM
Barracuda SSL VPN User Logon Success Host Address Source IP Address D D4HOMS 4:55:26 PM
Barracuda SSL VPN User Logoff Host Address Source IP Address D D4HOMS 4:56:28 PM
Barracuda SSL VPN User Login Failed Host Address Source IP Address D 041315 3:15:29 PM
test 4688 User Name User Name 0O 04HEMS 2:05:05 PM
Dell FORCE 10 Switch User Logoff Details line Source Address D D4MEMS 3.07:54 PM
Dell FORCE 10 Switch User Logon Success line Source Address D D4HMEMS 3:.08:11 PM v

| Add rule || Cloze |

Figure 16
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Configure Dell FORCE10 Switch dashboards

1. Logon to EventTracker Enterprise.
Select Behavior, and then select Security. Click on the Down double arrow ¥ from the Security tab.
3. Select Customize.

Available Dashlets window displays.

N

Behavior Dashlets
|:_| Barracuda SSL YPH User Login D Barracuda SSL VPH User Logoff |:| Barracuda S5L VPH User
Failed Logon Success
D Dell FORCE 10 Switch User D Dell FORCE 10 Switch User .
Logoff Details Logon Success D EventlD Activity
[[test 4688 [“Iwindows Applications Activity D.M“d"ws Interactive Logon
Activity
D'Mnduws Hetwork Activity DWinduws Process Activity Agx'wﬂ;duws Software Install
. Acdd ([ Close
Figure 17
4. Select required behavior dashlets and click Add.
Behavior dashboard will be displayed as shown below.
D: i i Status  Netflow | Search Reports My EventTracker | Change Audit  Config Assessment
[ ¥ | opoos |
Site [GIIOE ] Activities fo(m View details for [Barracuda SSL VPN User Login Fail v ® QilE Last refreshed at 06:16:25 PM (&)
Enterprise Activity [1] - Dell FORCE 10 Switch User Logoff Details A A=lx] Enterprise Activity [2] - Dell FORCE 10 Switch User Logon Success B A=IX

W JOHN [6] ® JEFF [4] m MATT[4]  MARY [3] W JEFF (3] ® MARY [5] = MATT[3]  JOHN (3]

Actwities from 04/15 06:11 PM - 04/18 08:11 PM Activities from 04/15 06:11 PM - 04/16 06:11 PM

Figure 18

EventTracker:

Actionable Security Intelligence




Integrate Dell FORCE10 Switch

Click on available chart to view behavior details.

Dashboard Incidents Behavior Status  Netflow ‘ Search  Reports My EventTracker | Change Audit ~ Config Assessment

Filter list Site | GIJOE Activities for |1 day . Activities from 04/15 06:12 PM - 04/16 06:12 PM Last refreshed at 06:17:40 PM _ﬂ
Behavior | Dell FORCE 10 Switch User Logon Sn. Activities from : JEFF Log Search Trend Analysis
[ sortBy O usemame © 0 ‘ Source Address Occurrence 9
»
[l M | | [to2s2z M g
Q 6
—=% | :
Unique Usemame : 4 ‘ é
Total O« 19
2
3
0
04/10 04/11 0412 04/13 04114 04/15 04116 04/16
JEFF 8
MARY 5 Activities for Usename Top [5 V] EWe &
MATT 3
JOHN 3

W JEFF [8] @ MARY [5] m MATT [3] = JOHN (3]

Out of ordinary Username [8] \1[[ 3 Q
Avg. Variation Evaluated
Username Occurrence Occurrence (%) = »
JEFF 0 14 -1,400 3:18:00 PM
416
MATT 0 14 -1,400 3:18:00 PM
416 W MATT[0] @ JEFF [0] ® JOHN[O] ~ MARY [0]
JOHN 0 14 41,400 31800 PM MARY [0]
416
v
Figure 19

Logon to EventTracker Enterprise.
Select Reports then click Configuration.
Select Dell FORCE10 Switch from the Report group pane. Select Defined option.

Click on schedule icon T of the report which you want to configure.

wvk whE

When you reach the Step 8 of 10 Select Persist data in Eventvault Explorer option.
Wait until your report gets generated.

o

Once your report gets generated, Click Dashboard select Flex

Click on the Down double arrow ¥ from the security tab then select configure.

8. EventTracker displays Keyword flex window where the generated reports are shown in Available
reports section.

9. Expand the report and select the column name which you want to see in flex dashboard.

For example: Please see the image below.
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Title: Dell FORCE 10 Switch Top 10 User Logon Success Chart type: Column graph  «  Interval: One week -
Hotes: Value field setting: Count v

*Note:Aggregate functions other than ‘Count are applicable only for numertc data tper.

[Report title [value column|Value fitter |
Dell FORCE 10 Switch User Logon Success ]Username ‘ I I

Available reports Values
E][L)ell FORCE 10 Switch User lMatt l 20” lJUhn ‘ 16|] ‘Jeff 1 16 ”
ogon Success
Device Name [Mary ]ﬂ [Smith [ 7] ‘Jones | 5

Username
Source Address
Console Type

[+ Dell FORCE 10 Switch User
Logoff Details

[ Configure [| Cancel [

Figure 20

10. Give appropriate title name and notes.
11. Click Configure.
12. Again select Flex tab then click on the icon¥, select Customize.

Available Dashlets window displays.

[T pen FORCE 10 Switch Top 10 User Logon [T Den FORCE 10 Switch Top 10 User Logoff
Success Details
| Aucicd || Delste || Close |
Figure 21

13. Select required flex dashlets and click Add.
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Flex dashboard will be displayed as shown below.

Dashboard | Incidents Behavior Status Netflow | Search  Reports My EventTracker ‘ Change Audit  Config Assessment

[ Security ] Operations I Compliance ] Flex ¥

Security dashlet [2] - Dell FORCE 10 Switch Top 10 User Logon Succes... + ‘/‘."%,‘/‘ Security dashlet [1] - Dell FORCE 10 Switch Top 10 User Logoff Detai... + /i‘

Dell FORCE 10 Switch User Logon Success : Username Dell FORCE 10 Switch User Logoff Details : Username
25 20 18

20 18

2

12 10 10 10
10

o
oo

=
=

. & S
& N O ;

Figure 22
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Sample Flex reports for Dell FORCE10 Switch using
EventTracker

A. Flex Report for Dell FORCE10 Switch User Logon Success.

| Dell FORCE 10 Switch User Logon Success

LogTime Device Hame Username Source Address Console Type
044 52015 10:29:10 A CHRPY-02 Jett 10.2458.2.23 wiyl0
041 42015 11:19:17 AW CHRPY-02 John 10.2458.2.20 wiyl0
0411 32015 10:29:20 A CHIRPY-02 Jett 10.2458.2.23 wiyD
041152015 04:12:20 P CHIRPY-01 Tt 10245227 conzole
0471372015 01:14:4:3 Akl CHIRPY-01 dary 10.245.2.50 consale
0401 272015 04:12:52 AW CHIRPY-01 fatt 10.245.2.27 consale
04715720135 10:35:17 P CHIRPY-02 John 10.245.2.20 wiyd
04014720135 11:41:13 PR CHIRPY-01 fdary 10.245.2.530 consale
0401372015 07:12:41 Ahd CHIRPY-02 Jetf 10.245.2.23 wiyd
0471572015 02:35:44 A CHIRPY-01 fatt 10.245.2.27 consale
0401202015 07:12:51 PM CHRPY-02 John 10.243.2.20 wiyD
040152015 10:29:10 A6 CHRPY-02 John 10.248.2.20 wiy0
0471 42015 06:22:11 AWM CHRPY-02 John 10.243.2.20 wiyD
04152015 07:00:40 Ak CHIRPY-01 My 10.248.2.30 conzols
041202015 03:12:30 PM CHRPY-02 Jeif 10.2483.2.23 wiyD
0411 5/2015 10:19:33 PM CHIRPY-01 Mary 10.248.2.30 console
04/15/2015 05:43:38 AM CHIRPY-01 Mt 10.243.2.27 console
04/15/2015 07:37:49 PM CHIRPY-01 Mt 10248227 console
041372015 05:05:11 P CHRPY-02 Jeff 10.248.2.23 wiyD
041152015 11:33:20 AM CHIRPY-01 Mary 10.248.2.30 console
0411372015 07:23:10 PM CHRPY-02 John 10.243.2.20 wiyD
041 52015 02:42:30 A CHIRPY-01 Tt 10248227 conzole
0451 42015 09:13:52 P CHIRPY-02 Jett 10.2458.2.23 wiyD
04/ 52015 07:22:30 AW CHRPY-02 Jett 10.2458.2.23 wiyl0
0411 42015 05:14:13 P CHIRPY-02 John 10.248.2.20 wiyD
04452015 11:19:18 AW CHRPY-02 John 10.2458.2.20 wiyl

EventTracker::
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B. Flex Report for Dell FORCE10 Switch User Logoff.

Dell FORCE 10 Switch User Logoff Details

LogTime Device Hame Username Source Address Console Type
04152015 10:29:10 AM CHIRP-02 Jeff 10245223 vyl
04142015 111917 AM CHIRP-02 Jeff 10245223 vyl
044132015 10:29:20 AM CHIRP-01 Mary 10245.230 canzole
044152015 04:12:20 PM CHIRP-02 John 10245220 vyl
04132015 01:14:45 AM CHIRP-01 Matt 10245227 canzole
04122015 04:12:52 AM CHIRP-02 Jeff 10245223 vyl
04152015 10:33:17 PM CHIRP-01 Mary 10245.230 canzole
04142015 11:41:13 PM CHIRP-01 Matt 10245227 canzole
04132015 071241 AM CHIRP-01 Matt 10245227 canzole
04152015 02:33:44 AM CHIRP-01 Matt 10245227 canzole
04122015 07:12:51 P CHIRP-01 tdary 10.245.2.30 canzale
04122013 1029010 AM CHIRPY-02 John 10245.2.20 iyl
041472015 062211 AM CHIRPY-02 Jeff 10245.223 ity
04122015 07:00:40 AM CHIRPY-02 John 10245.220 iyl
041272015 0312530 PA CHIRP-01 hatt 10245.227 canzale
04122015 101933 P CHIRPY-02 John 10245.220 iyl
041502015 054335 AM CHIRPY-02 John 10245.220 ity
04122015 073749 PM CHIRP-01 Wary 10245.230 canzale
041372015 05:0:3:11 PR CHIRP-01 ary 10.245.2.30 canzale
04152015 11:33:20 AM CHIRP-02 John 10245220 vyl
04432015 072310 PM CHIRP-01 Matt 10245227 canzole
04152015 02:42:30 AM CHIRP-02 Jeff 10245223 vyl
041 4/2015 09:13:52 PM CHIRP-02 John 10245.220 vyl
04152015 07:22:30 AM CHIRP-01 Matt 10245227 canzole
041 4/2015 05:14:13 PM CHIRP-02 Jeff 10245223 vyl
04152015 11:19:15 AM CHIRP-01 Mary 10245.230 canzole
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Integrate Dell FORCE10 Switch

C. Flex Report for Dell FORCE10 Switch Authentication Success.

Dell FORCE 10 Switch-Authentication Success

LogTime Device Hame Source Address Console Type
0302652015 04:51:52 PM CHIRFY-01 1051 .45 wiyl
030245201 5 03:52:34 PM CHRPY-01 1051 .45 iyl
0352552015 09:14:14 PM CHRPY-02 1051 69 iy
0372652015 04:54:54 PM CHRPY-01 1051.70 congole
0352652015 O7:24:04 P CHRPY-02 1051 84 conzole
0312652015 O7:04:05 P CHRPY-01 1051 .45 iy
0302712015 05:04:54 PM CHRPY-02 1051 B9 vyl
0352652015 04:52:54 P CHRPY-02 1051 584 conzole
0372672015 04:54:24 PM CHRPY-02 1051 54 cangole
030265201 5 10:04:05 PM CHRPY-01 105170 corgale
03/22/2015 08:51:04 PM CHRPY-02 1051 69 vty
030270201 5 06:33:34 PM CHRPY-02 1051 84 cangole
031652015 08:09:53 P CHRPY-02 105169 iyl
0302652015 04:54:54 PM CHIRFY-01 10.51.70 cangole
0302712015 06:51:43 PM CHRPY-02 1051 54 cargale
035215201 5 08:51:56 PM CHRPY-01 1051 .45 iyl
||:|3,r21 f2015 04:53:34 PM CHRPY-02 1051 B9 vyl
0352202015 04:14:24 P CHRPY-01 105170 console
0352252015 08:51:23 PM CHRPY-01 105170 cangole
0302202015 04:52:14 PM CHRPY-01 1051 .45 vyl
035265201 5 04:51:54 P CHRPY-01 105170 conzole
0372202015 04:54:22 PM CHRPY-01 105170 cangole
0302652015 04:34:1 4 PM CHRPY-02 1051 54 cangole
03M 652015 06:05:59 P CHRPY-02 105163 iyl
0372372015 O7:34:23 PM CHRPY-02 1051 584 cangole
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