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This guide provides instructions to forward syslog generated by Dell PowerConnect N20XX series to
EventTracker. EventTracker is configured to collect and parse these logs to generate reports.

The configurations detailed in this guide are consistent with EventTracker Enterprise version 8.x and later,
and Dell PowerConnect N20XX series.

IT Admins, Dell PowerConnect switch administrators and EventTracker users who wish to forward logs to
EventTracker Manager and monitor events using EventTracker Enterprise.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2018 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

Dell PowerConnect is switch series. EventTracker integrates with Dell PowerConnect switches using Syslog
and provides reports, alerts and knowledge objects.

Prerequisites

e EventTracker v8.x or above should be installed.
e Dell PowerConnect switches should be configured for forwarding logs.
e Firewall Exception on port 514

Configure Dell PowerConnect Switches to forward logs
to EventTracker

Dell PowerConnect switches supports forwarding logs to EventTracker via syslog.

Logs can be configured to be forwarded to EventTracker through the Remote Log Server page.
To display the Remote Log Server page,

O Login to OPENMANAGE portal.

0 Click System—Logs—>Remote Log Server

Remote Log Server: Detail

Log Server

Sy

Figure 1
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e Adding EventTracker Server

To add an EventTracker syslog server:

0 Openthe Remote Log Server page.

Click Add to display the Add Remote Log Server page.

Specify the IP address of EventTracker.

Select the severity of the messages to send to the EventTracker.
Click Apply.
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Figure 2

0 Click the Show All link to view or remove remote log servers configured on the system.

Rt Log Sarver

Detad A Show A8l

Remote Log Server: Show All H & C 7
Log Senoer UOP Pod Desotplion MRy Seroredy Reamove
1 11 2T L] RLOG 2 L
AERlE
Figure 3
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EventTracker Knowledge Pack (KP)

Once logs are received into EventTracker, Categories and Reports can be configured into EventTracker. The
following Knowledge Packs are available in EventTracker Enterprise.

e Dell PowerConnect - Login and logout — This category based report provides information related to
all the login and logout activities.

e Dell PowerConnect - Port status change — This category based report provides information related
to all the port status changes.

e Dell PowerConnect — Authentication failures — This category based report provides information
related to all the authentication failures.

e Dell PowerConnect: Authentication failures : This alert is generated when any authentication failure
occurs.

e Dell PowerConnect - Login and logout - This report provides information related to all the login and
logout activities.

Computer User IP Address Username Action

POWERCOMNMNECT 192.163.56.36 it1admin logged out

POWERCOMMNECT 192.163.2.16 it1admin logged in

POWERCOMNMNECT 192.163.56.36 David logged in
Figure 4
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Logs considered:

= Apri6031217 PM

action
event_category
event_computer
event_datetime
event_datetime_utc

event_description

event id

event_log_type

Apr 08 21:08:17 10.9.100.1 < 190> Aug 16 13:24:27 Back Office network-1 CLI_WEB[emWeb]: cmd_logger_api.c(260) 6699526 %% [CLEit1admin:10.11.5.48] User itTadmin logged inte ...

+= logged in

+-0

+- PowerConnect

+= 4/16/2018 21217 PM

+- 1523871737

Apr(0921:08:17 10.9.100.1 <190> Aug 16 13:24:27 Back Office network-1 CLI_WEB[emWeb]: cmd_logger_api.c(260) 6699526 %% [CLEit1admin:10.11.5.48] User itladmin logged in to

enable mode.
+- 3333

+= Application

event source +- syslog
event type +~ Information
event_user_ domain +- A
event_user_name +- MN/A

lag_source
service_name
sre_ip_address

Sre_user_name

Dell PowerConnect - Port status change - This report provides information related to all the port

status changes.

+= Dell PowerConnect Loginllogout
+- Back Office network
+- 10.11.5.48

+= itladmin

Computer

Figure 5

Port

Integrate Dell PowerConnect

State

LogTime

04M6/2018 11:50:02 AN POWERCOMMECT GimT Link Up

04/16/2018 11:50:02 AM POWERCOMNECT Gim Link Down

04M6/2018 11:50:02 AN POWERCOMMECT G107 Link Up

04M6/2018 11:50:02 AM POWERCOMNECT Gil0T Link Down

04M6/2018 11:50:02 AN POWERCONNECT G107 Link Up
Figure 6

Logs considered:

= Aprl1603:1216PM Apr(921:08:24 10.9.100.1 Apr 9 21:08:24 DELL_N2(hoc_Core_Stack-1 TRAPMGR[trapTask]: traputil.c(721) 65729 %% Link Up: Gi1/0/6

event_category +-0
+ - PowerConnect

+=- 4/16/2018 31216 PM

event_computer
event datetime
event_datetime_utc +- 1523871736

event_description Apr 08 21:08:24 10,9.100.1 Apr S 21:08:24 DELL_MN20wx_Core_Stack-1 TRAPMGR[trapTask]: traputil.c(721) 65729 %% Link Up: Gi1/0/6

event_id +- 3333

event_log_type +- Application

event_source +- syslog

event_type +-= Information

event_user domain +- M4

event user name += M4

log_source + = Dell PowerConnect Port Status
log_status +- Link Up

src_host name + = DELL_M20x_Core Stack

Figure 7
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Dell PowerConnect - Authentication failures - This report provides information related to all the user

authentication failures.

Computer

Username

Action

Integrate Dell PowerConnect

Reason

LogTime

04/16/2018 12:16:456 PM POVWERCONNECT David Failed to login authentication failures.
0416/2018 12:17:10 PM POWERCONMNECT it1admin Failed to login authentication failures
04M16/2018 12:17:10 PR POVVERCOMNMECT David Failed to login authentication failures
04/16/2018 03:09:44 PM POWERCONNECT it1admin Failed to login authentication failures.
04/168/2018 03:09:44 PM POVWERCONNECT David Failed to login authentication failures
04/16/2018 03:09:49 P POWERCOMNMECT it1admin Failed to login authentication failures
04M16/2018 03:12:14 PR POWWERCONMNECT ittadmin Failed to login authentication failures
04/16/2018 03:12:14 PM POWERCONNECT David Failed to login authentication failures
04M16/2018 03:12:18 P POVWERCONNECT it1admin Failed to login authentication failures

Figure 8

Logs considered:

= Apr1603:00:44 PM Apr08 21:08:17 10.9.100.1 190> Aug 16 08:12:59 Home network-1 USER_MGR[emWeb]: user_mgr.c(1793) 66 99473 %% User David Failed to login because of authentication failures

event category +=0

4= PowerConnect

+- 4/16/2018 3:09:44 PM

event_computer
event_datetime
event datetime_utc +- 1523871584
event_description Apr 08 21:08:17 10.9.100.1 <190 Aug 16 08:12:59 Home network-1 USER_MGR[emWeb]: user_mgr.c(1793) 66 99475 %% User David Failed to login because of authentication failures
event_id +- 3333

event log_type +- Application

event_source +- syslog

event type #- Information

event_user domain +- N/A

event_user name +- N/A

log_source += Dell PowerConnect Authentication Failures
SPC_USer_name +- David

Figure 9

Import Dell PowerConnect Switches Knowledge Pack
into EventTracker

NOTE: Import knowledge pack items in the following sequence:

e (Categories

e Knowledge Objects
e Alerts

e Token Templates

e Flex Reports

EventTracker:
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e Launch EventTracker Control Panel.

= EventTracker Control Panel - *

pazes

" EventTracker:

Assratie ity nisgercs

i ‘*’ R &

EventVault Diagnostics License Export Import Append

Utility Archives
\ﬁ n
[ —
EveniTracker Traffic Analyzer Agent Port About
Agent Confi... Manageme... Configuration EventTracker

E-mail: support @Event Tracker.com

Figure 10
e Double click Export Import Utility, and then click the Import tab.
e Click Category option, and then click the browse [:] button.

iy Export Import Utility - | o[
Expart | |mport

1. Provide the path and file name of the Categaries file. Use the '.." button to browse and locate the import file.
2. Click the Import buttan,

Options Location

® Category

Filters
O Alerts

O Systems and Groups Source :

*iscat | l:l

O RSS Feeds
) Reports

) Behavior Rules
O SCAP

) Token Walue

Import | | Cloze

Figure 11

e Locate the Categories_DellPowerConnect.iscat file, and then click the Open button.

e Toimport categories, click the Import button.

EventTracker:
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EventTracker displays success message.

Export Import LIty -

o Selected category details are imported suceessfully,

Figure 12

e C(lick OK, and then click the Close button.

1. Click Alert option, and then click the browse E] button.

Py Export Import Utility = K

Export | Impart

1. Provide the path and file name of the Alerts file, Use the '..." button to browse and locate the impaort file,
2. Click the [mpart button,

Options Location

() Cateqgomy

O Fiers Impart E-mail settings

@ Alerts Set Active
Thiz zetting is applicable only for imports from Legacy

[wEw] Alert filez. For w7, the active status will be zet

_ bazed on “Active’’ key available in the configuration
() By detault section.

) @ Onlyif notifications set
| Syztems and Groups

) RSS Feeds
) Reports Source ;

*izalt G
") Behavior Rules

) SCaP

") Taoken Yalue

|mport l l Cloze

Figure 13

2. Locate DellPowerConnect_Alerts.isalt file, and then click the Open button.
3. Toimportalerts, click the Import button.
EventTracker displays success message.
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P

Export Import Utility

jl Selected alert configurations are imported successfully.

Figure 14
4. Click the OK button, and then click the Close button.
e Click Knowledge objects under Admin option in the EventTracker Manager page.
e Click Browse.
e Locate the KO_ DellPowerConnect.etko file
Knowledge Objects & / Admin / Knowledge Objects
Q Q Activate Now Dl’j““@ :!n e
Groups (ORI b8

Figure 15

e Now select all the files and then click on Upload.

Import

O Object name Applies to

| Dell PowerConnect Login Failures MN20ec Series Switch

[} Dell PowerConnect Login Logout MN20noc Series Switch

O Dell PowerConnect Port Status 2o Series Switch
Figure 16

Knowledge objects are now imported successfully.

Group name
Dell PowerConnect
Dell PowerConnect

Dell PowerConnect

EventTracker:

Actionable Security Intelligence



Integrate Dell PowerConnect

File imported successfully

Figure 17

e Logon to EventTracker Enterprise.
e Click the Admin menu, and then click Parsing Rules.

e Select Template tab, locate the Token_Template_DellPowerConnect.ettd file.

e Click on the Importicon.

Select file 'm Browse...

Mote: Please select file of type *.ettd (eventtracker ternplate dashlets).

Figure 18

selected file is: DellPowerConnect_token.ettd

O Template name Separator Template description Added date Added by Group Name

Apr 09 21:08:17 10.9.100.1 < 190> Aug 16 08:12:59 Back Office network-1U  Apr 13 02:41:26 PM Dell PowerConnect
SER_MGR[emWeb]: user_mgr.c(1793) 66 99475 %% User it1admin Failed to
login because of authentication failures

O Dell PowerConnect - Login Failures \n

O Dell PowerConnect - Login Logout n Apr 09 21:08:17 10.9.100.1 <190> Aug 16 08:12:46 Back Office network-1C  Apr 13 12:57:56 PM Dell PowerConnect
LI_WEB[emWeb]: cmd_logger_api.c(260) 6699474 %% [CLLit1admin:10.11.
5.48] User has succesfully logged out

] Dell PowerConnect - Port status \n Apr 10 01:07:28 10.9.100.1 Apr 10 01:07:28 DELL_M20wx_Core_Stack-1TRAP  Apr1207:51:31 PM Dell PowerConnect

MGR|trapTask]: traputil.c(721) 65835 %% Link Up: Gi1/0/18

Figure 19

Templates are now imported successfully.
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File imported successfully.

Figure 20

e Launch EventTracker Control Panel.
e Double click Export Import Utility, and then click the Import tab.

*- EventTracker Control Panel

L B

EventVault Diagnostics License Export Import Append
Manager Utility Archives
4
- -
EventTracker Traffic Analyzer Agent Port About
Agent Confi__ Manageme _  Configuration EventTracker

E-mail: support@Event Tracker.com

Figure 21

e Click Reports option, and select new (.etcrx) option.

B EBeport Import Utilit — =
Export  Import

1. Provide the path and file name of Schedule Report file. Use the *.. " button to browse and locate the import file
2. Click the Import button
Mote - f report(s) contains template, first import template and proceed with exportimport wtility.

Options Location

O Category

O Fiters

O Mets O Legacy [issch) @ New (" et}
(O Systems and Groups Source

) RSS Feeds

(® Repors

(O Behavior Rules

) SCAP

() Token Value

Close

Figure 22

e And then locate the file.
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‘=l Reports import

Mete : f report(s) contains template, first import template and proceed with exportimport wtility.

Select file | || Select file

Available reports
o | Show al =

(| Frequency Runtime

Mote: Set run time option is not applicable for Defined Reports and Hourly Reports

Set run time for report(s) from [ZZ] am -+ atinterval of | — | minutes
Mote: Make surs that Site(s). Group(s) and Systemis) sslections are valid El

Figure 23

e Locate the file named FlexReports_DellPowerConnect.etcrx and select all the check box.

=} Reportsimport

Mete : F report{s) contains template, first import template and proceed with exportimport utility

Select file ‘C'\Users\praﬁk k\Desktop'\Reports_Dell_PowerConnect et \ \ Select file
Available reports
Title | Fi Show all
[} Thle Sites. Groups Systems Frequency

= s U
[] | EDIT |Dell PowerConnect - Login Logout NTPLDTBLR123 Defautt PowerConnect Undefined
[ |EDIT |Dell PawerConnect - Port status NTPLDTBLR125 Defautt PowerConnect Undefined
[A |EDIT |Dell PowerConnect - STP state change  NTPLDTBLR129 Default PowerConnect Undefined

Mote: Set run time option is not applicable for Defined Reports and Hourdy Reports

Set run time for report(s) from l;| AM - at interval of l:llirl.lec
Mote: Make sure that Site(s), Group(s) and System(s) selections are valid El

Figure 24
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e Click the Import button to import the reports. EventTracker displays success message.

File imported successfully.

Figure 25

Verify Knowledge Pack in EventTracker

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Category.

3. In Category Group Tree to view imported category, scroll down and click Dell PowerConnect group

folder.

Categories are displayed in the pane.

Category

Category Tree Search Total category groups: 21 Total categories; 320

=l All Categaries Last 10 modified categories

- [E] *All error events i
lame

~(E] =All information events
Dell PowerConnect - Login Failures
~(E] =All wamning events

@ *Security: All security events Dell PowerConnect - Login Legout

[ Change Audit Dell PowerConnect - Port Status
I:J [ pell PowerConnect MIST 800-171 - 3.1.7 Prevent non-privileged users from executing privileged functions and audit the execution of such functions
EventTrack
S Eventliacker NIST 800-171 - 3.1.8 Limit unsuccessful logon attempts
[ NIST 800171

MIST £00-171 - 3.11.2 Scan for vulnerabilities in the information system and applications periodicall,
+[=2 paiDss i EL L i

iJ [ Windows NIST 800-171 - 3.3.8 Protect audit information and audit tools from unauthorized access

MIST 200-171 - 3.4.9 Control and monitor user-installed software
NIST 200-171 - 3.5.4 Employ replay-resistant authentication mechanisms for network access te privileged and nonprivileged accounts

PCIDSS5 - 10.2.3 Access to all audit trails

Figure 26

1. Logon to EventTracker Enterprise.

EventTracker:
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2. Click the Admin menu, and then click Alerts.
3. Inthe Search box, type "Dell PowerConnect”, and then click the Go button.
Alert Management page will display all the imported alerts.

Alerts A / Admin/ Aletts

Show Al v Searchby  Alert name | v dell Q | @

4 e -
User I 5
System/User Defined Alerts Alerts by Threat Level
Count for system and user defined alerts Count of alerts by threat ievel

@ Mm PESE SN Click Activate Now after making sl changes Totah 1 |PageSize 25 (v

Forward as Forward as Remedial Action Remedial Action
SNMP Syslog at Console at Agent

[1 §§ Dell PowerConnect - Login Failures [ o] O [m] O O ] Dell N20XX series switch

O Alert Name A Threat Active E-mail Applies To

Figure 27

4. Toactivate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays message box.

Successiully saved configuration.

Figure 28

5. Click OK, and then click the Activate Now button.

NOTE: Please specify appropriate systems in alert configuration for better performance.

1. Logon to EventTracker Enterprise.

2. Click the Admin menu, and then click Knowledge Object.

3. In Knowledge Object Group Tree to view imported knowledge object, scroll down and click Dell
PowerConnect group folder.

Knowledge Object are displayed in the pane.

EventTracker:
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Knowledge Objects

Q Q Activate Now

Groups @& m

b

Dell PowerConnect Login Fail...

|

d=y

Dell PowerConnect Login Log...

Dell PowerConnect Port Status

P

RARG)

Dell PowerConnect 5TP State ...

EventTracker

Figure 29

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Parsing Rules.
3. InParsing Rules select Template, scroll down and click Dell PowerConnect group folder

Token templates are displayed in the pane.

Parsing Rules

Parsing Rule Template
Groups @ EEE Group : Dell PowerConnect
Default
Dell PowerConnect Tm' @ Template Name Template Description
EventTracker Tlll' @ Dell PowerConnect - Login Failures Drell N20XX series switch
Windows Tm_ @ Dell PowerConnect - Login Logout Dell M20XX series switch

Dell PowerCennect - Port status Dell N20XX series switch

I Dell PowerConnect - 5TP state change  Dell N20XX series switch

Figure 30

1. Logon to EventTracker Enterprise.

2. Click the Reports menu, and then Configuration.

EventTracker:
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3. Select Defined in report type.

4. In Report Groups Tree to view imported Scheduled Reports, scroll down and click Dell PowerConnect

group folder.

Report Configuration
(O Scheduled (O Queued @ Defined
Report Groups @ B Reports configuration: Dell PawerCannect
Security @ m C,'Qa
17 Compliance O Title
Operations O :-'E}: Dell PowerConnect - STP state change
il () &3 Dell PowerConnect - Port status
IS pell PowerConnect n & | 0 3 Dell PowerConnedt - Login Logout
B LINC) (il (3 Dell PowerCannect - Login Failures
= Windows Tﬁ‘ @
Figure 31

5. Reports are displayed in the Reports configuration pane.

NOTE: Please specify appropriate systems in report wizard for better performance.

Create Dashboards in EventTracker

NOTE: This is applicable for EventTracker 8.3. For EventTracker 9.x, import the dashboards (.etwd file).

1. Open EventTracker in browser and logon.

Wy EventTracker

Configuration
Dashboard

Explarer

Figure 32

EventTracker:

Actionable Security Intelligence




Integrate Dell PowerConnect

2. Navigate to Reports>Configuration.

Report Configuration A / Reports / Report Configuration / Defined
O Scheduled (O Queved @ Defined — Q @
Report Groups @ §8  Reports configuration: all

I ®m | Totak 67 ‘
Compliance O Title Created on Modified on
Operations | Dell PowerConnect - STP state change Apr 13 05:20:10 PV Apr 16 02:06:44 PM @ & +
Flex o & Dell PawerConnect - Port status ApF 13 D4:40:10 PM APF 16 05:27:51 PM @ & ¥
(5 BHIRTEEEs 1] d o & Dell PawerConnect - Lagin Lagout Apr 13 04:25:27 PM Apr 16 05:28:06 PM @ & ¥
B EventTiacker i @ O )E( Dell PowerConnect - Login Failures Apr 13 04:05:36 PM Apr 16 05:28:23 PM @ @'—J ¥
3 windows m &
O )E( EventTracker-Unknown pracess connected to bad IP reputation Dec 06 06:12:16 PM Dec 07 2 PM @ (b'_—| "y
[ EventTracker-New process connected to bad IP reputation Dec 05 06:01:04 PM Dec 07 05:42:52 PM ® & ¥
I O EventTracker-Dormant MDS hash detected May 22 04:44:55 Ph May 22 04:44:55 PM 0] & ¥
[ Windows-File System Object permission changes Apr 13 11:58:03 AWM Apr1311:5 ® & ¥
| TS Windows-File System object created or modified Apri3i Apri311:s @ & ¥
[ Windows-USE device activity Apr 13 11:52:03 AM Apr 13 11:53:03 AM @ & ¥

Figure 33
3. Select Dell PowerConnect in report groups. Check Defined dialog box.
4. Click on ‘schedule’ & to plan a report for later execution.

5. Choose appropriate time for report execution and in Step 8 check Persist data in Eventvault explorer
box.

ort Wizard

TME Dell PowerConnect

Review oot detisls and configuie the publaking options

Disk cost anadysis

Eitrastpd tirrse Tor € ormplatese 00 D3 0HH M ST

Mumbes of cabls) bo be processed 18
availible duin spece 245 GB
Faquaired dick space 50 MB

Enabde publithing option [Carfigune SMTP Servte i masager canfiguratsn iEneen 1o ubl the cption

Defrwer results via E-mail

Footify resiaits vin E-ma

To [E-rrail [Lse oommad | fo separate maftiphe o mail recipients]

B Periist data in Everbes® Exploner

Figure 34
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6. Check column names to persist using PERSIST checkboxes beside them. Choose suitable Retention
period.

7. Proceed to next step and click Schedule button.

8. Wait for scheduled time or generate report manually.

1. Open EventTracker in browser and logon.

Incidents

Attacks
Compliance
Event- 0-Meter
Flex

Incidents
Operations

Security

Figure 35

2. Navigate to Dashboard>
Flex Dashboard pane is shown.

Dashbeard Incidents Behavicr Status Search Reports My EventTracker Change Audit Config Assessment

FLEX DASHBOARD PEBOND

Figure 36

3. Click == to add a new dashboard.
Flex Dashboard configuration pane is shown.

EventTracker:
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[ @ Mozilla Firefas =

O
@ localhost:3080,/CustomDashboa B0%% L ﬂ’ =
FLEX DASHBOARD
Title
Dell PowerConnect
Diesoription
PowerConnect N20KX series
Figure 37
4. Fill fitting title and description and click Save button.
5. Click e to configure a new flex dashlet.
Widget configuration pane is shown.
WIDGET CONFIGURATION
Dell PowerConnect
£ X by SET L
ArY CANRYT [x-Afig] LANEL TEXY
e ot [ | ==

Figure 38

6. Locate earlier scheduled report in Data Source dropdown.

EventTracker:
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7. Select Chart Type from dropdown.
Select extent of data to be displayed in Duration dropdown.
9. Select computation type in Value Field Setting dropdown.
10. Select evaluation duration in As Of dropdown.
11. Select comparable values in X Axis with suitable label.
12. Select numeric values in Y Axis with suitable label.
13. Select comparable sequence in Legend.
14. Click Test button to evaluate.
Evaluated chart is shown.
15. If satisfied, Click Configure button.

16. Click ‘customize’ @ to locate and choose created dashlet.

17. Click to add dashlet to earlier created dashboard.

In EventTracker 9.0, we have added new feature which will help to import/export of dashlet. Following is
procedure to do that:

1. Logininto EventTracker Enterprise Web console.

EventTracker:

8,333,946

logs processed since install on Dec 30, 2017

35,002

Contact Us FAC Help

Figure 39

2. Goto My Dashboard option.
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tTracker:

Security Intelligence

28 Dashboard

Behavior Correlation
Compliance

My Dashboard
Home

Incidents

Threats

Search

™ Reports

Figure 40

3. Click on import button and select Dell PowerConnect.etwd File.

# / Dashboard / My Dashboard

PIRPLTIOO

Figure 41

4. Click uploadicon and select Dashboard which you want to import.

Dell PowearConnect m Upload

Figure 42
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5. Click on Import button. It will upload the selected dashboard.

Customize dashlets

[110.2.3 Access to all audit trails [110.2.6 Initialization stopping of ... [13.1.8 Limit unsuccessful logen a... [12.11.2 Scan for vulnerabilities in ...
[13.2.8 Protect audit information ... [[12.4.9 Control and monitor user-i.. [ 16.1.b Establish a process to iden... [16.2.b - Install critical security pat...
[12.1.6 Limit repeated access atte... [ pell PowerConnect - Legin and ... [ pell PowerConnect - Login failu... [ Delt PowerConnect - Port Status

Delete Close

Figure 43

Sample Dashboards

e REPORT: Dell PowerConnect - Login failures
WIDGET TITLE: Dell PowerConnect - Login failures
CHART TYPE: Donut
AXIS LABELS [X-AXIS]: Source user name

Dell PowerConnect - Login Failure - X

sre_uwser_name: it | adrmin

r s . '.-Q‘.
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B itladmin
Figure 44
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e REPORT: Dell PowerConnect - Login and Logout
WIDGET TITLE: Dell PowerConnect - Login failures
CHART TYPE: Donut
AXIS LABELS [X-AXIS]: Source user name
LEGEND [SERIES]: Action

Dell PowerConnect - Login and logout

action: logged in action: logged out

M itladmin M itladmin

Figure 45
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e REPORT: Dell PowerConnect — Port Status Changes
WIDGET TITLE: Dell PowerConnect — Port Status Changes

CHART TYPE: Donut
AXIS LABELS [X-AXIS]: Port Status Changes

Defl PowerConnect - Port Status Changes

), -
. o
‘-\-\.._\__ =
M link up fink down
Figure 46

EventTracker:

Actionable Security Intelligence




	Abstract
	Scope
	Audience
	Overview
	Prerequisites
	Configure Dell PowerConnect Switches to forward logs to EventTracker
	Configuration to enable Syslog forwarding

	EventTracker Knowledge Pack (KP)
	Categories
	Alerts
	Flex Reports

	Import Dell PowerConnect Switches Knowledge Pack into EventTracker
	Import Categories
	Import Alerts
	Import Knowledge Objects
	Import Token Templates
	Import Flex Reports

	Verify Knowledge Pack in EventTracker
	Verify Category
	Verify Alerts
	Verify Knowledge Object
	Verify Token Templates
	Verify Flex Reports

	Create Dashboards in EventTracker
	Schedule Reports
	Create Dashlet
	Import Dashlet

	Sample Dashboards

