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Integrate FairWarning Patient Privacy Monitoring

The purpose of this document is to help user in monitoring FairWarning®.

The configurations detailed in this guide are consistent with EventTracker version 7.x and later, and
FairWarning® patient privacy monitoring.

Administrators who are assigned the task to monitor and manage FairWarning® patient privacy monitoring
events using EventTracker.

The information contained in this document represents the current view of EventTracker. on the
issues discussed as of the date of publication. Because EventTracker must respond to changing
market conditions, it should not be interpreted to be a commitment on the part of EventTracker,
and EventTracker cannot guarantee the accuracy of any information presented after the date of
publication.

This document is for informational purposes only. EventTracker MAKES NO WARRANTIES,
EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from
EventTracker, if its content is unaltered, nothing is added to the content and credit to
EventTracker is provided.

EventTracker may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from EventTracker, the furnishing of this document does not give you
any license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or
should be inferred.

© 2017 EventTracker Security LLC. All rights reserved. The names of actual companies and
products mentioned herein may be the trademarks of their respective owners.
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Overview

FairWarning® allows healthcare organizations to detect suspicious activity and policy violations, including
privileged user access to patient healthcare information.

The EventTracker Enterprise supports FairWarning® Patient privacy monitoring. It monitors logs for triggered
alerts which configured in FairWarning®. It generates reports for triggering alerts and you can also generate
reports based on categories of alerts. It shows this reports data in more informative ways in dashboard which
gives information about the categories of alerts, suspicious user and victim patient for whom alerts are
triggered.

Prerequisites

Prior to configuring FairWarning® patient privacy monitoring and EventTracker and later, ensure that you
meet the following prerequisites:

e Administrative access on EventTracker.
e User should have log files for FairWarning® patient privacy monitoring

e Firewall between FairWarning® patient privacy monitoring and EventTracker should have exception

for EventTracker ports.

Forwarding FairWarning® logs into EventTracker
Locally via DLA:

1.
2,
3.
4.
5.

Login to EventTracker Enterprise.

Click Admin dropdown, and then click Manager.

Click Direct Log Archiver /NetFlow Receiver tab.

Click Direct log file archiving from external sources option.
Click the Add button.
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MANAGER CONFIGURATION

o Durect log file archiving from external sounces Purge files after O
LOG FILE FOLDER CONAGLIRATION MAME LOG FILE EXTENSION FIELD SEFARATOR
Figure 1

EventTracker displays Direct Archiver Configuration window.

6. In Type dropdown, select the type as Others.
7. Enter Configuration Name.

8. Click the Browse button to select the Log File Folder path.

(OR)

Type the Log File Folder path in the text box.

LG TYPE
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Direct Archiver Configuration i3]
Type Others T
Logfile Extension C5v
Configuration Mame fairvmrning
Log File Folder C:\product\fair wamming'
* Single Line Multi Line
Field Separator G a - [Fiekis containing « ¥
Starting Line Offset i
Extract field names fram
header
L. i\ MM CL -
Figure 2

NOTE: Please copy FairWarning® logs into Log File Folder.

9. Click the Configure button.
Log file configuration pane is displayed.
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Direct Archiver Configuration

Laog file conifiguration

Configuration Mame

Lo Source

Computar Name

Compautar IP

Fairvmrning

Contos o-FairlManming

182.168.1.254

System Type Lind necem T

System Description

Comment Line Token

Entire Row as Description ® Formatted Description

Log File Format Custom Log File Format v

Weszags Fields

Ch E AT

Select Event Date and Teme Felds Select Date Time Format Fields Select Ladumn Mapping

Figure 3

10. Enter Log Source, Computer Name, Computer IP, System Type, System Description.
11. Select Formatted Description option if not selected.
12. Select Custom Log File Format option in Log File Format
13. ADD the following in Message Fields:
a. Alert Time Stamp
Alert ID
Alert Name
Event Source
Category

Severity

TSTAMP

EVENTID

USER_ID
USER_NAME

k. USER_FIRST_NAME

S®m 0 a0 T

[ —
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USER_MIDDLE_NAME
. USER_LAST_NAME
DEPARTMENT
PATIENT_ID
PATIENT_NAME
PATIENT_FIRST_NAME
PATIENT_MIDDLE_NAME
PATIENT _LAST NAME
APPLICATION
EVENT_TYPE
EVENT_DESCRIPTION
. WORKSTATION_ID
WORKSTATION_IP
NETWORK_ACCESS_POINT_IP

-8 T o 5 3

< x s < c e

14. Under Event Date and Time Fields select No. of Fields as 1 and select Date Field as Alert Time Stamp
15. Under Select Date Time Format Fields select Format Value as Custom and type YYYY-MM-DD
hh:mm:ss in Custom field.

Direct Archiver Configuration =
Lomputer Name Contoso-FairVWarning o~
Com ar P oz 188 1.254
System Type Lindkc necvms v

System Deascription

Comment Line Token
Entire Row as Description ® Formated Description

Log File Format Custom Log File Format L

Meszage Fields o

Select Event Date and Time Fields Select Losumn Magping

Ho of Fields| Formae V. .:7". Compatar -

Date Field Alert Time W | O -MMHEDD hhommiss

Figure 4
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16. Click the Save & Close button.
The relevant folder is configured in the DLA folder.

MAMAGER CONFIGURATION

~ Cprrimd - [F g mur — oo - Ao b
AT ipesdortifiss wirmspiag fa s remg o5 Gormeg - [Farth concaining comna ary mragped in doctle —

£\ Erograen P (0 B30 Fram Moo priems Evens Trac e DLAT
FOET HUARER CROF RATL DECOEE PACEET BRECORD BHARY
Figure 5

17. Click the Save button.
Now Direct Log Archiver (DLA) has been created successfully. Check the logs in search option of
EventTracker.

18. Click the Search menu, and then select Advanced Search.
Advanced Log Search window displays.
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BASIC LOG SEARCH

EventTracker bi

LogSearch
{ 10,721,244 \I logs processed since install on Jun 22, 2015, |/ 57 4ET \| logs processed today.
Q@ Tips i‘{t’)'-:e: search
Advanced search
TREMDING TODAY Sorcby:  '® Frequency Alphabetical Q @
#l- Computer [3] =1 All Categories
ju Domain [4] E] *All error events
:L_; Source [B9] E] *All information events
:»_; User [3] (E] *all warning events
:u Event ID [308] [E] *Security: All szcurity events
] Event Type [7] u [ Aitiris Deployment Soluticn
tl+ Log Type [44] u [E3 Amazon Web Services
»_4 = Antivirus

iu [ Apache Web Server

i [, Array0s 5PX

o (3. Aruba0s

u (3 Astaro Security Gateways .

L Copyright 1999 - 2015 EventTracker

Figure 6

19. Select the required systems.

20. In Custom Criteria pane, select Add custom criteria.

21. In Search in drop down, select Description.

22. In Operator drop down, select contains.

23. In Search for box, enter EventName, and then click the Search button.
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© ADVANCED LOG SEARCH

Result Limit 200 (D
Limit to tima
Aeal tima File transfer & Bath CUSTOM CRITERIA iY EAVOF
™ "y P
Qa O v E 9 # G
- SEARCH IN DOPERATOR SEARCH FOR
' Contosa-MSDNS v Operato ¥ Search fi
Mote: To add search critenia, dick iconls) abave
-
Owerride indaxar
Figure 7

Log Search results display.
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Time duration: Ot 22 06:33:00 PM - Oct 28 05:32:00 PM Total events: 20

LOG TIME EVENT ID SITE f COMPUTER USER DOMAIN SOURCE

10V27/2015 4:24:17 PM 330 BENDER f Cantasa-Fai.. SYSTEM NT AUTHORITY Fairwarning

vayrzh

Description:

= Alert Time Stamgp: 2015-10-27 16:24:17 6B EDT
Alert ID: 1

Alert Mame: C

Event Type: Information
Log Type: 5
Category Id: 2

n

ner Miliznium: Seff-Examination
ner Millienium
cy Compliance

T

SYSTEM NT AUTHORITY Fairwarning

Description: o o
Alert Time Stamp: 2018-10-27 16:24:17 6B EDV

Pape size E 1 5 m

Figure 8
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EventTracker Knowledge Pack (KP)

Once logs are received into EventTracker, Categories reports can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker Enterprise to support FairWarning®.

e FairWarning: All alerts - This category based report provides information related to triggering of
configurable alerts in FairWarning®.

e FairWarning-All alerts — This report provides information related to triggering of configured alerts in
FairWarning® which contains Alert information (Alert time, alert name and its category), user
information (Username), victim information (Patient Name and department), system and network
information (Workstation ID, Workstation IP and Network access point IP).

e FairWarning-ldentify theft- This report provides information related to triggering of Medical identity
theft category based alerts in FairWarning® which contains Alert information (Alert time and alert
name), user information (Username), victim information (Patient Name and department), system and
network information (Workstation ID, Workstation IP and Network access point IP).

e FairWarning-FTC category based alerts- This report provides information related to triggering of FTC
category based alerts in FairWarning® which contains Alert information (Alert time and alert name),
user information (Username), victim information (Patient Name and department), system and
network information (Workstation ID, Workstation IP and Network access point IP).

e FairWarning-Policy compliance category based alerts- This report provides information related to
triggering of Policy compliance category based alerts in FairWarning® which contains Alert
information (Alert time and alert name), user information (Username), victim information (Patient
Name and department), system and network information (Workstation ID, Workstation IP and
Network access point IP).

e FairWarning-HIPAA category based alerts- This report provides information related to triggering of
HIPAA category based alerts in FairWarning® which contains Alert information (Alert time and alert
name), user information (Username), victim information (Patient Name and department), system and
network information (Workstation ID, Workstation IP and Network access point IP).
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e FairWarning-Category wise Alert Detected: This dash board gives us the information about the
triggered alerts which is configured in FairWarning®.

e FairWarning-Suspicious User: This dash board gives us the information about the User for which
alerts are triggered.

e FairWarning-Victim Patient: This dash board gives us the information about the Patient for which
alerts are triggered.

e FairWarning-Categories Detected: This dash board gives us the information about the categories of
the alerts that are triggered.

Import knowledge pack into EventTracker

1. Launch EventTracker Control Panel.
2. Double click Export Import Utility. Click Import tab.
Import Alerts/Category/Tokens/ Flex Reports as given below.

1. Click Category option, and then click the browse :] button.

Iy Export Import Utility - | o [
Export | Import

1. Provide the path and file name of the Categories file. Use the *..." button to browse and locate the import. file.
2. Click the lmport button,

Options Location

® Categony
) Filkers
O Alerts

() Syztems and Groups Source :

*iscat | I:I

) R3S Feeds
) Reports

) Behavior Rules
O SCap

O Token Value

It | | Close

Figure 9
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2. Locate .iscat file, and then click the Open button.
3. Toimport categories, click the Import button.
EventTracker displays success message.

Export Import Utility -

o Selected category details are imported successfully,

Figure 10

4. Click OK, and then click the Close button.

1. Click Token value option, and then click the browse :] button.

iy Export Import Utility = I:'-
Export | Impart

1. Pravide the path and file name of token value file. Uze the *..." button to browze and locate the import file,
2. Click the Impart button

Options Location
() Category
) Filters

O Alerts

Source :

“istoken | l_‘

() Systems and Groups

O RSS Feeds
() Reports

() Behavior Fules
() SCAP

® TokenYalue

|mpaort | | Cloze

Figure 11
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2. Locate the .istoken file, and then click the Open button.
3. Toimport tokens, click the Import button.
EventTracker displays success message.

Export Import Ltility .

o selected token values are imported successfully,

Figure 12

4. Click OK, and then click the Close button.

1. Click Reports option, and then click the browse :] button.

'y Export Import Utility = I:'-
Expaort | Import

1. Provide the path and file name of Schedule Repoart file. Use the *..." button to browse and locate the import file.
2. Chick the Import button
Mote : If report{z] containg template, first import template and proceed with exportimport utility,

Optiong Location

() Category
) Filters
) Alers ® Legacy [“izsch] ) Mew [".etcry)

() Systems and Groups Source :

[ 1]

) R5S Feeds

® Feports

() Behavior Rules
) SCAP

O Tokenalue

Impart | | Close

Figure 13

EventTracker:

Actionable Security Intelligence




Integrate FairWarning Patient Privacy Monitoring

2. Locate the .issch file, and then click the Open button.
3. Click the Import button to import the scheduled reports.
EventTracker displays success message.

Export Import Utility -

o Selzcted reporis configurations are imoorted successfully.

Figure 14

4. Click the OK button. Click the Close button.

1. Scheduled flex reports (FairWarning®: All Alerts) after importing them.
2. During scheduling, please check persist data and select all the columns to persist.

REPORT WIZARD CANCEL | | <BACK = | NEXT>

ost details and configure the publishing options.

DISK COST ANALYSIS

Available disk sp

Required disk space: 50 M8

( iTP erir ger configu u
To E-mail [Use comma(,) to separate multiple e-mail recipients]
Update status via RSS e Fe v
Show in v
) Persist data in Eventvault Explorer
Figure 15
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REPORT WIZARD cat
TITLE: FAIRWARNING-ALL ALERT REPORT
DATA PERSIST DETAIL

Selact columns to persist

Steg O of 10 I 11111118
RETEMTION SETTING

Aetention period:| 7

B =iz im M3r arn mnly  (Banarre wild e ke mokieked 300 will s e srmeed ie rhe recmas i dopomdy memn I
Parsizt in databass anly [Reports will mot be published and will only be stored in the respective databass

SELECT COLUMMNS TO PERSIST

COLUMMN NAME PERSIST
Alert Time Samp o
Alart Name o
Category o
Uzer Mame o
Uszer First Mama o
Patient Name o
-

Figure 16

3. Now, wait for report to run as per schedule time.
4. After generating report, click on Dashboard > Flex.

+
5. Click on Add Dashboard button and fill Title and Description box and save it.

FLEX DASHBOARD

THe

Fair\\arming

Desaripion

Fairl\amming

Figure 17
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‘ol

6. Now, create Dashlet for FairWarning® by clicking on Configure flex dashlet .
7. Fill WIDGET TITLE, select DATA SOURCE, select CHART TYPE and select AXIS LABELS [X-AXIS].

WIDGET CONFIGURATION

WIDSETTITLE NOTE

FairWWarning-Alert Detected

DATA BQURCE

Fair ng-All Alert Report L
CHART TYPE DURATION VALUE FIELD SETTING AS OF
. -..I;-é- M ::‘_l‘_ v :;-:;--: v
AXIS LABELS [X-AXIS] LABEL TEXT
v
VALUES [Y-AXI5] VALUE TEXT
v
FILTER FILTER VALUES
v L
LEGEND JSERIES] SELECT
| Category T‘ Al v %

| Medical Mently Thefl -l

Figure 18

8. After selecting and filling all options, click on the TEST button to check the Dashlet. If data are coming
properly, then click on CONFIGURE button.
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FAIRWARNING-ALERT DETEC...

Series: Category

oD
ED BD
70
1]
= =
=
[=]
QO 4D 40
30
28
20
10
7 g P ag gy i
i\
T e W Vs g° e g
o o o N N Ny o
B FTC Best Practice @ HIFAA Best Practice @ Medical |dentity Theft ® Policy Complisnce
FTC SesiPracics HIPAA BostFrackcs Madical ensty Theft Palicy Compliance
LABEL COUNT LABEL COUNT LABEL COUNT LABEL COUNT
2015-10-27 41 2015-10-27 D 2015-10-27 25 2015-10-27 52
2015-10-25 20 2015-10-25 a1 2015-10-25 13 2015-10-25 25
2015-10-20 120 2015-10-20 280 2015-10-20 91 2015-10-20 182 I}

Figure 19

.
9. After creation of Dashlet for FairWarning®, click on Customize flex dashlet \“D.

10. Select FairWarning®-Alert Detected usage dashlet and click on ADD buttion ® .

CUSTOMIZE WIDGETS

FairWaming-Alert Detected

Figure 20

11. Now, you can see the Dashlet on Dashboard.
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FAIRWARNING-CATEGORYWISE ALERT DETECTED TREND @ © @ ®

Series: Category

45,
40 | 40
35
30§
€ 25|
=]
8 20
15 |
10 ¢
5]
u FAN N l\e l\l\"\ l\e 19 e l\{} l\e B
N & ™ o & O & S O &
A0 ® e o A® P oD WO & &®
"IS;L b’l 6‘7, ff,\ Q ﬂ’-‘ N .\Q 0:\0 ﬂ:‘g O;\Q 2°
& \Bﬂ' \QO’ o N \QO’ N\ N\ N \&

B FTC BestPractice @ HIPAA BestPractice ® Medical Identity Theft ® Policy Compliance

620:20 - 10/27 0829

20:29

Figure 21

Verify knowledge pack in EventTracker

1. Logon to EventTracker Enterprise.

N

Click Admin dropdown, and then click Categories.
3. In Category Tree to view imported categories, scroll down and expand FairWarning® group folder
to view the imported categories.
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CATEGORY MANAGEMENT

Catepory Tres Saarch

+-[=3 Dell FORCE 10 Switch -

s-[=} Dall DpenManage

+-[= DigitzlPersona Pro

o EL DoubleTake NAME MODIFIED DATE MODIFED BY
#-[= aDirectory
[} EventTrackar
s[5 F& BIG-IP
1=} FaitWarning

(Z]| FairWarning: All Alarts
I
s FortiAnalyzer
¥

s}-[= Fortigars

[} Fortim:

s[5 HP procurve switch
- Imparva

-3 Juniper JUNOS
+i-[=3 Juniper SBR

s-[=} Linux

s-[=} Linux Cracking

Total category groups: 354 Total categories: 3,119

Last 10 maodified categories

Fairiarning: All Alarts 10/2B/ME 6:41:27 PM gurmukhnishan

+-[= Linuz Viglation
+f-[=3 Linux Yum

s [} LOGhinder 5P
[} LOGBinder SQL

- [=} McAfea IntruShield

s-[=} McAfea Sidewinder Firewzll i

Figure 22

1. Logon to EventTracker Enterprise.
Click the Admin dropdown, and then click Parsing rule.
Imported FairWarning® tokens added in Token-Value Groups list at left side of Parsing rule tab of
EventTracker Enterprise (as shown in below figure).
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PARSING RULE

Parzing Aulz Template

®
’

_ - oy Group: FairiVaming 7
_— o okenValue  Display name ¥ L
CISCO Ironport W54 )

DISPLAY NAME TOKEMN NAME TAG SEPARATOR  TERMINATOR

& &

Alert Mama Alert Mame:

L

Alert Time Stamp Alert Time Stamp:

aDirectory

LL R
B
-
=
=
4
&

]
=
=
=)
=
o
5
=
(=]

F5 BIG IP ASM

| S
&7

FairWarning

(3

—
i}
1
]
1
]
1
]
1

4

& &8 & &

L

LOGhinder SOL

Microsoft Windows RR

P8 8

Figure 23

Logon to EventTracker Enterprise.

Click the Reports.

Select the Configuration.

In the Reports Configuration, select Defined from radio button. EventTracker displays Defined page.
In search box enter FairWarning®, EventTracker displays flex reports of FairWarning®.
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REPORTS CONFIGURATION
Srhaduled Jueusd ® Defined fairwarning QQ B

REFORT GROUPS FEX Bl aeroRTS CONFIGURATION - FAIR

B EventTracker
TITLE CREATED ON MODIFIED ON

@
@
@
2 Fairwaring il @
&
@

*1| FairWarning-ldentity theft 10/20V2015 5:13:37 PM D/20/2015 5:14:48 PM @ B [+
* 1| FairWarning-FTC catepary basad alerts 1002002015 5:10:24 A /3072015 5:15:38 PM (D o [+
B3 rortigate Firewa
B hp port change *1I| FairWarning-Policy compliance catepory based alerts 10/2042015 S:08:00 PM QU20/2015 5:15:57 P @ o [+

B Hp security violatio... Il @ —
) %‘J | * 1| FairWarning-HIPAA category based alerts 1002002015 5:02:54 A 302015 51732 PM (D o [+

B imperva Deleta graup

»1| FairWarning-All Alart Raport 1020215120227 PM T0V20V2015 4:23:05 PM @ 5

2 juniper junos ] @

B n per Netscrean

Figure 24

Here you can find imported defined reports such as FairWarning®-ldentity theft.
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Sample Dashboard

1) FairWarning-Category wise alert detected

FAIRWARNING-CATEGORYWISE ALERT DETECTED TREND @ () @ ®

Series: Category

Count

B FTC BestPractice @ HIPAA Best Practice ® Medical Identity Theft ® Policy Compliance

Figure 25

2) FairWarning-Suspicious user

FAIRWARNING-SUSPICIOUS USER @ o @ ®

B Walter, Adams B Miranda, Cooper W Miranda, Andrews Jeff, Bowman
B Frank, Smith @ Chris, Fox B Burton, Cooper Il Ben, Ehrhardt Barbara, Calvin

Figure 26
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Sample Reports

1) FairWarning-All Alerts

FairWarning-All Alert

Alert Time Stamp Alert Hame Category User Hame User First Name  Patient Hame Application
2015-04-10 16:01:04.0 EOT Cerner Milenum: Self-Examination Policy Complance Ben, Ehrhardt Ben Jay, Meyer HNA: Powerchart
2015-04-10 16.03:10.02 EDT Cemer Milenum: VIP Snooping HIPAA Best Practice Jeff, Bowman Jelf Percy, Shock Ascent Capture hdex Validation
2015-04-10 16:05:40.04 EDT Cerner Milenum: Fuction Code FTC Best Practice Water, Adams Viaher Lisa, Andrews HNA: Powerchart

(Search) + Fiter (Remote user)
2015-04-10 16:08:50.12 EDT Cemer Mifenium: Employee HIPAA Best Practice Chris, Fox Chris Ellen, Brewer HNA: Powerchart

Snooping
2015-04-10 16:11:09.763 EOT Eclpsys: Self-Examination Policy Complance Mranda, Cooper  Miranda Percy, Shock Ascent Capture hdex Valdation
2015-04-10 16:15:07, 999 EOT Eclpsys: VIP Snooping HIPAA Best Practice Burton, Cooper Burton Lisa, Andrews Ascent Capture hdex Valdation
2015-04-10 16:30:59.0 EOT Eclpsys: Fuction Code (Search) + FTC Best Practice Frank, Smth Frank Ellen, Brewer Ascent Capture hdex Valdation

Fiter (Remote user)
2015-04-10 16 32:14 109 EDT Ecipsys: Employee Snooping HIPAA Besl Practice Mranda, Andrews  Miranda Wisty, Smth Ascent Capture hdex Valdation
2015-04-10 16:40:10.18 EDT Cemes Milenum: payroll access  Medical identty Thet  Bardara, Calvin Barbara Viiliam, Sankovic Ascent Capture ndex Valdation
2015-04-10 16:42.47 T4 EOT Cermer Milenum: Seit-E; Policy Comps Ben, Ehvhardt Ben Austin, Harp FirstNet (PowerChart)
2015-04-10 16:43:18.876 EDT Cemer Milenium: VIP Snooping HIPAA Best Practice Jeff, Bowman Jeff Alen, Bowman
2015-04-10 16:45.54.387 EDT Cerner Millenium: Fuction Code FTC Best Practice Water, Adams Walier Jay, Meyer

(Search) + Fiter (Remote user)
2015-04-10 16:55:55,376 EDOT Cerner Milenum: Employee HIPAA Best Practice Chrs, Fox Chris Percy, Shock

Snooping
2015-04-10 16.56.14 47 EDT Mckession Care Manager: Fuction  Medical identty Theft Wiranda, Cooper Miranda Lisa, Andrews HNA: Powerchart

Code (dekte patient

demographics)
2015-04-10 16:59:12.97 EDT Mckession Care Manager. Specific Policy Compiance Burton, Cooper Burton Elien, Brewer HNA: Powerchart

Patient Investigation
2015-04-10 16:59:16.387 EOT Mckession Care Manager: Self. Policy Complance Frank, Smih Frank Misty, Smth HNA: Powerchart

Examination
2015-04-10 17:01:47 35 EOT Mckession Care Manager. VP HIPAA Best Practice Wirands, Andrews  Miranda Viiliam, Sank HNA: Po hart

Snooping
2015-04-10 17-:03:20.30 EDT Mckession Care Manager: Fucton FTC Best Practice Barbara, Calvin Barbara Austin, Harp HNA: Powerchart

Code (Search) + Filter (Remote

user)
2015-04-10 17:05:24 18 EOT Ickession Care Manager: HIPAA Best Practice Ben, Ehrhardt Ben Alen, Bowman HNA: Powerchart

Fmolves Snanainn

Figure 27
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Integrate FairWarning Patient Privacy Monitoring

2) FairWarning-FTC category based alerts

' FairWarning-FTC category based alerts
Alert Time Stamp Alert Name User Name Patient Name Application

2015-04-10 16.01:04.0 EDT
2015-04-10 16:03:10.02 EDT
2015-04-10 16:05:40.04 EDT

2015-04-10 16:08:50.12 EDT

2015-04-10 16:11:09.768 EDT
2015-04-10 16:15:07.999 EDT

2015-04-10 16:30:59.0 EDT

2015-04-10 16:32:14.109 EDT
{2015-04-10 16:40:10.13 EDT

2015-04-10 16:42:17.74 EDT

2015-04-10 16:43:18.876 EOT
2015-04-10 16:45:54.387 EDT

2015-04-10 16:55:56.376 EOT

2015-04-10 16:56:14 47 EDT

2015-04-10 16:59:12.97 EDT

Cerner Milienium: Fuction Code
(Search) + Fiter (Remote user)
Eclpsys: Fuction Code (Search) +
Fiter (Remote user)

Cerner Milienium: Fuction Code
(Search) + Fiter (Remote user)
Mckession Care Manager; Fuction
Code (Search) = Filter (Remote
user)

Eclpsys: Fuction Code (Search) +
Fiter (Remote user)

Cerner Milienium: Fuction Code
(Search) + Fiter (Remote user)
Mckession Care Manager: Fuction
Code (Search) + Filter (Remote
user)

Ecipsys: Fuction Code (Search) +
Fiter (Remote user)

Cerner Milienium: Fuction Code
(Search) + Fiter (Remote user)
Ickession Care Manager: Fuction
Code (Search) « Filter (Remote
user)

Eclpsys: Fuction Code (Search) +
Fiter (Remote user)

Cerner Mibienium: Fuction Code
(Search) + Fiter (Remote user)
Mckession Care Manager: Fuction
Code (Search) « Filter (Remote
user)

Eclpsys: Fuction Code (Search) +
Fiter (Remote user)

Cerner Milienium: Fuction Code
(Search) + Fiter (Remote user)

Viaker, Adams
Frank, Smih
Waker, Adams

Barbara, Calvin

Chris, Fox
Barbara, Calvin

Burion, Cooper

Ben, Ehrhardt
Burton, Cooper

Walker, Adams

Frank, Smth
VWaker, Adams

Barbara, Calvin

Chris, Fox

Barbara, Calvin

Figure 28

Lisa, Andrews
Elien, Brewer
Jay, Meyer

Austin, Harp

Lisa, Andrews
Alen, Bowman

Wilkam, Sankovic

Percy, Shock
Austin, Harp

Misty, Smith

Jay, Meyer
Wilkam, Sankovic

Ellen, Brewer

Alen, Bowman

Misty, Smith

EventTracker:

HNA: Powerchant

Ascent Capture Index Validation

HNA: Powerchart

2004 Release Main Application
Ascent Capture Index Valdation

Ascent Caplure Index Validation

Ascent Caplure Index Validation
Ascent Capture Index Validation

HNA: Powerchart

Ascent Caplure Index Validation
Ascent Capture Index Validation

Ascent Caplure Index Validation

HNA: Powerchart

HNA: Powerchart
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