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About this Guide

This guide provides instructions to configure IBM DB2 Universal Database (UDB) to send the
audit events to EventTracker Enterprise.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise
version 7.X and later, and IBM DB2 Universal Database 10.5 and later.

Audience

IBM DB2 Universal Database users, who wish to forward audit messages to EventTracker
manager.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted to
be a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS
DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without
limiting the rights under copyright, this paper may be freely distributed without permission
from Prism, as long as its content is unaltered, nothing is added to the content and credit to
Prism is provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or
other intellectual property rights covering subject matter in this document. Except as
expressly provided in any written license agreement from Prism Microsystems, the
furnishing of this document does not give you any license to these patents, trademarks,
copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product, person or event is
intended or should be inferred.

© 2013 Prism Microsystems Corporation. All rights reserved. The names of actual
companies and products mentioned herein may be the trademarks of their respective
owners.
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Introduction to IBM DB2 Universal
Database

The auditing facility on DB2 UDB allows a Database Administrator (DBA) to maintain an audit
trail for a series of pre-defined database events. It is capable of logging database events such
as authorization checking, database object maintenance, security maintenance, system
administration, and user validation. The audit facility acts at an instance level, recording all
instance level activities and database level activities. There are different categories of audit
records that might be generated. It is possible to configure fine-grained auditing by selecting the
categories of events to be audited.

Prerequisites

Prior to configuring IBM DB2 Database and EventTracker, ensure that you meet the following
prerequisites:

1. IBM DB2 UDB v10.5 Enterprise Server Edition running on Windows 7 Professional,
Windows Server 2008(x64 bit).

Read and Write permissions on DB2 UDB files.

A DB2 UDB user with SYSADM authority to use the db2audit command.
EventTracker v7.x or later should be installed.

Administrative access on EventTracker Enterprise.

arMwbd

Configuration
A. Enabling logging in IBM DB2 UDB

On the DB2 server run the following batch files under administrator privileges,

1. IBM DB2 Audit path.bat:

This batch file creates three folders for storing data, archive and extracted logs.
It enables the auditing and starts logging. The script file has default path as
“C:\IBMDB2\Audit\Files\” under which 3 folders would be created. This path is
customizable. To customize the path edit the batch file and save it.

Note: Run this batch file just once to enable the audit logging and configuring
the paths.
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2. IBM DB2 Audit log extraction.bat:

This batch file extracts the audit logs under a default folder
“C:\IBMDB2\Audit\Files\Extracted\”. This path is customizable. To customize the
path edit the batch file and save it.

Note:

i. Run this batch file periodically for fetching the logs from the IBM DB2
database.

ii. Your database name may differ from what has been provided in the
above mentioned script files. Please change the name from “sample” to
appropriate name. To change the database name, edit the file IBM DB2
Audit log extraction.bat and replace the database name.

To view audit logging configuration use following command

“ db2audit describe”

B. Forwarding IBM DB2 UDB audit log to EventTracker using Direct Log
Archiver(DLA)

Log on to EventTracker Enterprise.

Click the Admin dropdown at the upper-right corner.

Click Manager.

Click the Direct Log Archiver / NetFlow Receiver tab.

Select the Direct log file archiving from external sources check box.
EventTracker enables the associated virtual collection point by default it is 14505.

arwbdpE

Dashboard Incidents Behavior Status  Netflow ‘ Search Reports My EventTracker | Change Audit  Config Assessment

Manager Configuration

(" Configuration | _syslog /Virtual Collection Point_ | _ Direct Log Archiver / Netflow Receiver | _Agent Seftings | _E-mail Configuration | _ StatusTracker |

ll Direct log file archiving from external sources I Purgefilesafter 0  days  Associated virtual collection point 14505 -

| Log File Folder ‘ Configuration Name ‘ Log File Extension | Field Separator ‘ Log Type |

| \ l | \ |

Figure: 01
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6. Click on Add button at the bottom-right corner.

EventTracker displays the Direct Archiver Configuration pop-up window.

Add new section

Type -

Configuration Name

Log File Folder Browse. ..

Field Separator -

Starting Line Offset 0

Configure Cancel

Figure: 02

7. Select ‘Others’ from the Type drop-down list.

Write the log file extension as “txt”.

9. Type the name of the configuration file with extension in the Configuration
Name field. Direct Log Archiver creates an ini file with the name you provide.

10. Type the path of the directory where log files are stored in the Log File
Folder field.

(OR)

Click the Browse button to select the folder.

11. Select the Multi Line from radio button.

12. Starting Line offset is Zero by default.

13. Select PREFIX from the Event Separator drop down list.

14. Write the RegEx as ~timestamp=\d{4}-\d{2}-\d{2}-(\d{1,2}.){3} in String or
Expression box.

o

EventTracker"j 5

Logging in Depth



EventTracker: Integrating IBM DB2 Universal Database

Add new section

Type Others -
Logfile Extension et
IBM DBZ

Configuration Name

C:ZIBMDB2\Andit\Files
Log File Folder “ZWExtractpath

") single Line @ Multi Line

Starting Line Offzet 0

Event Separator PREFIX -

String or Expression  ‘timestamp=\d{4}-\d{2}\d{2}-0d{1 23 K3}

Browse...

Configure |

Cancel

Figure: 03
15. Click on Configure button.

EventTracker displays Direct Archiver Configuration window with more configuration

options.
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Log file configuration

Configuration Name CABMDENAuditFiles\Extractpath\BM DB2

Log Source IBMDB2

Computer Name tom

Computer IP 152.168.1.74 | GetlP |
System Type Win 7 -

System Description db2

Comment Line Token

'a:' Entire Row as

Description Formatted Description

Log File Format

m

Me=ssage Fields Add

- Remove
Select BEvent Date and Time Fields
No of Fields Select Column Mapping
Date Field Computer -
Time Field
<<Back | | Save&Close | | Cancel | -
Figure 04 -
.l
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Section ‘ Description

Configuration Name Name of the log file configuration

Log Source Source of the logs

Computer Name Name of the computer from where the logs originated

IP address of the computer from where the logs
originated. If the computer could be resolved then the IP
address is displayed automatically in this field. Click the
Get IP button if the IP address is not displayed
automatically.

Computer IP

System Type Select the operating system of the computer.

Type the system description. The description should be
informative for future reference

Type the character that is used to comment a line.
Direct Log Archiver will ignore these comments

System Description

Comment Line Token

16. Enter/select appropriately in the relevant fields.
17. Click Save & Close.

EventTracker adds the DLA settings to the configuration pool.

Dashboard Incidents Behavior Status  MNetflow ‘ Search Reports My EventTracker | Change Audit  Config Assessment

Manager Configuration

C | syslog  Virtual Collection Point__| _ Direct Log Archiver / Netfiow Receiver |  AgentSetings | E-mail C | statusTracker |

Direct log file archiving from external sources Purge files after 0 days Associated virtual collection point 14505 -

CiUsersishalendra\Deskiop\RRAS RRAS LoG Comma - [Fields containing comma are wrapped in double quotes] ~

C:\Users\shalendra\Desktop\Amazon\Log amazon JSON None

C:\Users\shalendra\Desktop\BlueCoat Proxy serveriDLA xlsx Wac SPACE

i

CiAUsersishalendra\Desktop\Linux Monitoring Linux csv Comma - [Fields containing comma are wrapped in double quotes]

C:ABMDB2\Audit\Files\Extractpath I IBM DB2 b None

Add || Edit || Remove

["| Enable netfiow receiver Netflow data storage folder C\Program Files (x86)\Prism Microsystems\EventTrackerDLAWetflow Browse.

Port Number Drop Rate Decode Packet Record Binary
9991 0 Yes No
9992 0 Yes No
9993 0 Yes No

=
Figure 05

18. Click on Save button to save the configuration of Direct Log Archiver at the bottom-
right corner.

19. Click the Search tab.

20. EventTracker opens the Log Search browser. And Click on the Advanced Search
button.
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EventTracker b
LogSearch

Tips | Advanced search

Trending today Search: | Go | Defined search strings Edit

>

=] All Categories

1n

“All error events
Data is not yet indexed. You can search with category or basic sesrch. *All information events
“All warning events
*Security: All security events
| D Altiris Deployment Solution
= D Antivirus
1] [} Arayos sPx
4 D ArubsOS
| D Astaro Security Gateways
# [ Aventsil SSL VPN
= D Barracuda firewall

+ PN Rue Cost ProwsG

1,105,299 logs processed since install on Oct 13,2014.
52,977 logs processed today.

© Copyright 1999 - 2014 EventTracker by Prism Microsystems, Inc.

Figure 06

21. Set the search criteria. For example, click on View all system select the specified
system, Select the time interval, set the result limit, and enter the search in, operator
and search for.

Advanced Log Search ®
Resutt fimit 200 o Interval last 1 hr + | From date To date Load previous criteria

I smart Tokens  [7] Add o log watch [ Limit to time

M ncal time M File transfer View Real fime systems.
: Custom criteria  [VREN L)
Search systems Felh” @
S — :
A 1 . @

2 [ contosorsonichwtsysicg
— Search in Operator Search for
2 Moronenia
9 7l contose-ciscatbtsysiog -
Note: To add search criteria, click icon(s) above
CY| bagheera DLA
!i [T contoso-bluecostprysg
~3 [emscTesTaresys
2 [lemocrestzkasys
2 [ contosoLoGbindersP
3 [E] contoso-csenironportESA-sysig
=8 [ cartyonion
!i [ dientsysieg
~8 Memodiota

3 Dsuruoa

(]

=% Flroons
% ey i [ override indexer I Search I

Figure 07
22. Click on Search button at the bottom-right corner.
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Log Search Utility displays the search result.

FRG

Time duration: 12/3/2014 10:41:31 AM - 12/3/2014 4:41:31 PM 1 bar = 1 hour Total events. 42

[i] 0 o 0

12/03 11:41:31 AM

4z

0

12/03 04:41:37 PM

Standard Tokens. ® ] co[O) Pagesize: 10
Log Type 1 il " -
LlogType 1 B -
EventType 5 > Log Time Event Id Site / Computer User Domain Source
Category 1 B Bl 12/3/20144:10:11PM 3230 HUEY / tom-DLA SYSTEM NT AUTHORITY IBMDB2
Event ld 1 —
Source 1 b : Event Type: Information Description:
e | Log Type: System timestamp=2014-12-03-15.01. 12.685000;
Domain 1 P Category Id: 2 category =CHECKING;
Computer 1 kb audit event=CHECKING_FUNCTION;
5 event correlator=0;
User 1 & event status=0;
userid=Shalendra;
authid=SHALENDRA;
application id="LOCAL_APPLICATION;
application name =db2audit.exe;
object type=INSTANCE;
sccess approval reason=SYSADM;
access attempted =MEMBER_OF _SYS_GROUP;
12/3/2014 4:10:11PM 3230 HUEY / tomDLA SYSTEM NT AUTHORITY [BMDEZ
12/3/2014 4:10: 11PM 3230 HUEY / tom-DLA SYSTEM NT AUTHORITY IBMDE2
12/3/2014 4:10:11PM 3230 HUEY / tom-DLA SYSTEM NT AUTHORITY IBMDB2
12/3/2014 4:10:11PM 230 HUEY / tom-DLA SYSTEM NT AUTHORITY IBMDE2
12/3/2014 4:10:11PM 3230 HUEY / tomDLA SYSTEM NT AUTHORITY IBMDE2

Figure 08

EventTracker Knowledge Pack (KP)

Once logs are received in to EventTracker, Categories reports can be configured into

EventTracker.

The following Knowledge Packs are available in EventTracker v7.x to support IBM DB2 UDB

monitoring.

Categories:

IBM DB2: Admin config updated - This category based report provides information

related to admin config updated.

IBM DB2: Admin configuration reset - This category based report provides information

related to admin configuration reset.

IBM DB2: Application terminated forcefully - This category based report provides
information related to application terminated forcefully.

IBM DB2: Audit facility removed - This category based report provides information

related to audit facility removed.

IBM DB2: Audit facility started - This category based report provides information

related to audit facility started.

EventTracker"’j
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IBM DB2: Audit facility stopped - This category based report provides information
related to audit facility stopped.

IBM DB2: Audit policy altered - This category based report provides information
related to audit policy altered.

IBM DB2: Audit policy created - This category based report provides information
related to audit policy created.

IBM DB2: Audit policy dropped - This category based report provides information
related to audit policy dropped.

IBM DB2: Bufferpool dropped - This category based report provides information
related to bufferpool dropped.

IBM DB2: Data loaded into a table - This category based report provides information
related to data loaded into a table.

IBM DB2: Database altered - This category based report provides information related to
database altered.

IBM DB2: Database config updated - This category based report provides information
related to database config updated.

IBM DB2: Database configuration reset - This category based report provides
information related to database configuration reset.

IBM DB2: Database created - This category based report provides information related
to database created.

IBM DB2: Database dropped - This category based report provides information related
to database dropped.

IBM DB2: Database manager instance process started - This category based report
provides information related to database manager instance process started.

IBM DB2: Database manager instance process stopped - This category based report
provides information related to database manager instance process stopped.

IBM DB2: Database manager stopped - This category based report provides
information related to database manager stopped.

IBM DB2: Database migrated - This category based report provides information related
to database migrated.

IBM DB2: Database restored - This category based report provides information related
to database restored.

EventTracker"j 1
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IBM DB2: Database version updated - This category based report provides information
related to database version updated.

IBM DB2: Instance deleted - This category based report provides information related to
instance deleted.

IBM DB2: Node added - This category based report provides information related to
node added.

IBM DB2: Node group dropped - This category based report provides information
related to node group dropped.

IBM DB2: Object altered - This category based report provides information related to
object altered.

IBM DB2: Object created - This category based report provides information related to
object created.

IBM DB2: Object dropped - This category based report provides information related to
object dropped.

IBM DB2: Object renamed - This category based report provides information related to
object renamed.

IBM DB2: Security policy altered - This category based report provides information
related to security policy altered.

IBM DB2: Specified database activated - This category based report provides
information related to specified database activated.

IBM DB2: Specified database deactivated - This category based report provides
information related to specified database deactivated.

IBM DB2: System database directory migrated - This category based report provides
information related to system database directory migrated.

IBM DB2: Table space dropped - This category based report provides information
related to table space dropped.

IBM DB2: Trusted context default role altered - This category based report provides
information related to trusted context default role altered.

IBM DB2: User add role altered - This category based report provides information
related to user add role altered.

EventTracker"j 12
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IBM DB2: User added - This category based report provides information related to user
added.

IBM DB2: User authentication altered - This category based report provides
information related to user authentication altered.

IBM DB2: User drop role altered - This category based report provides information
related to user drop role altered.

IBM DB2: User dropped - This category based report provides information related to
user dropped.

IBM DB2: User privileges granted for objects - This category based report provides
information related to user privileges granted for objects.

Import IBM DB2 UDB knowledge pack
Into EventTracker

E A

Launch EventTracker Control Panel.
Double click Export Import Utility.
Click Import tab.

Import Category as given below.

To import Category

1.

Click Category option, and then click the browse l_J button.

EventTracker"j 13
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'Y Export Import Utility

Export | Import

1. Provide the path and file name of the Categories file. Use the "' button to browse and locate the import file.
2. Click the Import button.

Options Location
@ Category

™) Filters
) Alerts
~) Systems and Groups Source :
Tiscat E
=) RSS Feeds
~1 Scheduled Reports
=) Behavior Rules

=) SCAF

) Token Value

Import

| [ Close

Figure 09

Locate All IBM DB2 UDB group of Categories.iscat file, and then click the Open button.

To import categories, click the Import button.

EventTracker displays success message.

Export Import Utility ==

Figure 10

4. Click OK, and then click the Close button.

EventTracker"j
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Verify IBM DB2 UDB knowledge pack in

EventTracker

Verify IBM DB2 UDB Categories

1.
2.

Logon to EventTracker Enterprise.
Click Admin dropdown, and then click Categories.

group folder to view the imported categories.

In Category Tree to view imported categories, scroll down and expand IBM DB2 UDB

ogging in

Incidents

Category

EventTracker$
L h

Dept

Status  Behavior Dashboard  Netflow | Search

[Category Management

Reports My EventTracker | Change Audit Config Assessment

ey Hi Shalendra Singh

News | Admin

| Tools

| Helo

e ——
= [’:} |BM DE2 UDB

18M DBZ: Admin config updsted

18M DBZ: Admin configuration resst

18M DB2: Application terminsted forcafully
15M DBZ: Audit facility removed

15M DBEZ: Audit facility started

15M DEZ: Audit facility stopped

15M DBEZ: Audit palicy sttered

15M DEZ: Audit policy crested

15M DBEZ: Audit palicy dropped

15M DBZ: Bufferpoc] dropped

15M DBZ: Dats loaded into & table

15M DBZ: Database sitersd

|5M DEZ: Dstabsse config updated

|5M DBZ: Dstabsse configurston reset
15M DBZ: Database crested

15M DBZ: Database dropped

15M DBZ: Dstabase manager instance process started

15M DEZ: Dstabass mensger instance process stopped

L]

Total category groups : 241

Last 10 modified categories

Name =

1BM DB2: Admin configuration reset

IBM DB2: Application terminated forcefully

1BM DB2: Audit facility started

IBM DB2 Bufferpool dropped

1BM DB2: Data loaded info a table

IBM DB2: Database config updated

1BI DB2: Database configuration reset

IBM DB2: Database created

1BM DB2: Database manager instance process started
IBM DB2: Database manager instance process stopped

Total categories : 2,427

Modified date

2{17i2014 10-14:39 AM
2/17/2014 10:14:39 AM
201772014 10:14:39 AM
201712014 10:14:39 AM
2{17i2014 10-14:39 AM
2/17/2014 10:14:39 AM
2/17/2014 10:14:39 AM
201712014 10:14:39 AM
2{17i2014 10-14:39 AM
2{17i2014 10-14:39 AM

Figure 11
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