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Integrate KnowBe4

This guide helps you in configuring KnowBe4 and EventTracker to receive KnowBe4 events. You will find the
detailed procedures required for monitoring KnowBe4.

The configurations detailed in this guide are consistent with EventTracker v9.x and later, KnowBe4.

KnowBe4 users, who wish to forward Events to EventTracker and monitor events using EventTracker.

The information contained in this document represents the current view of Netsurion on the issues
discussed as of the date of publication. Because Netsurion must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Netsurion, and Netsurion
cannot guarantee the accuracy of any information presented after the date of publication.

This document is for informational purposes only. Netsurion MAKES NO WARRANTIES, EXPRESS OR
IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the
rights under copyright, this paper may be freely distributed without permission from Netsurion, if
its content is unaltered, nothing is added to the content and credit to Netsurion is provided.

Netsurion may have patents, patent applications, trademarks, copyrights, or other intellectual
property rights covering subject matter in this document. Except as expressly provided in any
written license agreement from Netsurion, the furnishing of this document does not give you any
license to these patents, trademarks, copyrights, or other intellectual property.

The example companies, organizations, products, people and events depicted herein are fictitious.
No association with any real company, organization, product, person or event is intended or should
be inferred.

© 2019 Netsurion. All rights reserved. The names of actual companies and products mentioned
herein may be the trademarks of their respective owners.
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1.0verview

KnowBe4 is a platform for security awareness training and simulated phishing attacks. It helps you manage
the ongoing problem of social engineering, spear phishing, and ransomware attacks.

KnowBe4 can be integrated with EventTracker using API. EventTracker can fetch all the phishing campaign
done by knowbe4 and provide the report which helps us to understand the user risk score. Its dashboard will
help us to view the risk score for each user and provide information about the phishing campaign done by
knowbe4.

2.Prerequisites

e Admin privileges for KnowBe4 web console.

Note: Reporting APls are available only to customers at Platinum and Diamond subscription levels.

3. Configuring KnowBe4 to forward logs to EventTracker

1. Please login to your KnowBe4 web console with admin privileges.

2. Navigate to Account Settings.

Maxx _—

maxxiBcontoso.com

- Profile
2 Account Settings
@ Sign Out

Figure 1

3. Search for User Event APl > API Key section.
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e Name: Please enter the name as EventTracker API.
e C(lick the +Create API Key button.

User Event API | AP Key € Back to account settings

Reference Documentation

*D Call History L Stats P API Key

Name
You haven't created a key yet.
About Helpdesk | © 2019 KnowBe4, Inc. All Rights Reserved.
Figure 2

4. Please download/copy the EventTracker API key.

1. Contact the EventTracker Support team and get the “KnowBe4 Integrator” executable file.
2. Once the executable application is received, right-click on the file and select “Run as Administrator”.

1 Knowbed Integrato — X

Organisation | |

Knowbed Key | |
[ ] Account on EU Server

Figure 3

3. Please enter the organization name, the Knowbe4 API key and by default Account on US server
selected or select Account on EU server if server existed in EU and click on the Integrate button.

t1 Rnowpes Inteqrato - *

Organisation | Contoso |
Knowbed Key | |
[] Account on EU Server

Figure 4

4. Click on the “OK” button to complete the integration process.
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Information X

0 Integrated Successfully

Figure 5

4. EventTracker Knowledge Pack

Once logs are received in to EventTracker, Alerts, Reports can be configured into EventTracker.

The following Knowledge Packs are available in EventTracker to support Windows.

4.1 Saved Searches

KnowBe4 — User account detail- This category shows the user complete detail logs like user names,
user organization related information and risk scores, etc.

KnowBe4 — User phishing campaign detail — This category shows the knowbe4 user logs like user
training status, user count, training type and organization user phish prone percentage.

KnowBe4 — User phishing security statistics — This category shows the user phishing statistics logs.

4.2 Reports

KnowBe4 — User account detail — This report provides information about the user account who is using
knowbe4. This report provides details of users like first name, last name, email id, and risk score.

Sample Report

Emplo Phigh Curre
yee Employe Depa Prone nt
First e Last Emplo rime Manager Email Perce Accoun Risk
Name Mame yee ID Employee Email Address Job Title nt Address Manager Name Organization ntage t Status Score
11042019 12:00:50 PM |Maxx |dree 1746  |Mmux@kbd-demo.com VP of Sales |Sales |Ds@kbd-demo.com David Scott KB4-Demo 16.23 |active 41.98
11/04/2019 12:00:50 FM |joe courtin 19425 | wmi@kb4-demo.com VP of Sales [Sales |mz@kb4-demo.com Morrie steve KB&-Demo 14235 |active  [45.742
Figure 6

KnowBe4 — User phishing campaign detail — This report provides information about phishing campaign
which is scheduled in knowbe4. This report will contain campaign name, schedule time and end time.

Sample Report
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Last
Phish
Prone Track
Percenta Account Duratio
Campaign I Training Type Group Name ge Last Run Statuz n Frequency User Count Phish Prone Percentage

[10/28r2019 01:29:43 P One Time Phishing Security Test |All Users 2018-04-02T15:02:38.000Z 3 Days |(One Time
1282019 01:25:45 PM [242333 One Time Phishing Security Test |All Users 1.2 2018-04-02T15:02:38.000Z |Closed |3 Days |One Time 123 3
Figure 7

KnowBe4 — User phishing security statistics — This report provides the risk statistics of the user who
have attended the phishing campaign. This report contains information about the user, it’s risk score
and phishing campaign user attended.

Sample Report

Phish

Prone Vulnerable
Percen Schedule Replied Plugin Opened Exploite Delivered
Training Name Group ID Group Name tage Category Name Template Name Landing Page Name d Count Count Count Count dCount Count
10/28/2019 01:29:43 PM |Corporate Test [16342 Corporate Employees |0.7 Current Events CMN Breaking News. [SEl Landing Page 42 3 4 4 4
10428/2015 01:29:45 PN (Corporate Test |[16343 Corporate Employees (0.5 Current Events CNN Breaking News [SEl Landing Page 43 2 |22 |1 |3
Figure 8

4.3 Dashboards

KnowBe4 — Training campaigns by status — This dashboard will show user training campaign status like
active, passed, completed, and closed.

knowBed - Training campaigns by status G -2

W passed completed W closed M active

Oct 28 07:07 PM - Nov (4 07:08 PM

Figure 9

KnowBe4 — User vulnerability by phish prone percentage — This dashboard will show user phishing
security training like user names and phish prone percentage.
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KnowBed - Users vulnerability by ph... G - %
20
15 -
10
<«
5 -
0 -
3 W
o o o
Percentage

MNowv 12 03:07 PM - Mowv 19 03:03 PM

Figure 10

KnowBe4 — Risk score by users — This dashboard will show about user names and user risk scores.

knowBed - Risk score by users G -x

<

LT
Q:F! @@DL ‘4&@

Rizk Score

Mow 12 03:07 PM - MNowv 19 03:08 PM
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Figure 11

5. Importing knowledge pack into EventTracker

NOTE: Import knowledge pack items in the following sequence:

e (Categories

o Alerts

e Token Template/ Parsing Rules

e Flex Reports

e Knowledge Objects

e Dashboards

Launch the EventTracker Control Panel.
2. Double click Export-Import Utility.

- : - . — EventTracker
T - Asriorable Security risguce
| pr— .
LEEE I
‘ ) = —q &
EventVauli Diagnostics License Export Import Append
Manager Utility Archives
E :
EventTracker Traffic Analyzer Agent Port TrapTracker
| Agent Confi__. Manageme.___ Configuration
> I
|
Change Audit About
EventTracker
E-mail: support @Event Tracker com

Figure 12
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B Export Import Utilit

2

Export | Import

1. Provide the path and file name of the Categories file. Use the "..." button to
2. Click the Impart button.

Options Location
(®) Category
Figure 13

3. Click the Import tab.

1. Once you have opened “Export-lmport Utility” via “EventTracker Control Panel”, click the Category
option, and then click the browse | .. | button.

2. Navigate to the knowledge pack folder and select the file with extension “.iscat”, like
“Categories_KnowBed4.iscat” and then click on the “Import” button:

Iy
Export  Import

1. Provide the path and file name of the Categones file. Use the *.." button to browse and locate the import file.
2. Click the Import bution,

Options Location

() Fiters

() Mers

Source
" iscat

() Systems and Groups

() Token Value

() Reports

() Behavior Comelation

Impaort Close

Figure 14
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EventTracker displays a success message:

o Selected category details are imported successfully,

oK

Figure 15
1. Once you have opened “Export-Import Utility” via “EventTracker Control Panel”, click the Token
Value option, and then click the browse| -~ | button.

2. Navigate to the knowledge pack folder and select the file with the extension “.iscat”, like “Parsing
Rule_KnowBe4.iscat” and then click on the “Import” button:
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' Export Import Utility

= =y

1. Pravide the path and file name of token value file. Use the °..." button to browse and locate the impart file.
2. Click the Import buttan

Opliona Location
O Category
() Fitters

() Merts

Source :
(O Systems and Groups |E:hParsing Rule_KnowBed istoken |D

(@ Token Value

() Reports

() Behavior Comelation

Export Import Utility x

Figure 16

o Selected token values are imported successfully,

Figure 17

1. Inthe EventTracker control panel, select “Export/ Import utility” and select the “Import tab”. Then,
click Reports option, and choose “New (*.etcrx)”:
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B Export Import Utilit _
Export Import
1. Provide the path and file name of Schedule Report file. Use the "..." button to browse and locate the import file.

2. Click the Impart button
Mote : i report(s) contains template, first import template and proceed with exportimport wutility.

Options Location
| () Category
() Filters

() Mers

() Legacy (*issch) (®) New (*etcrx)

() Systems and Groups -
issch

() Token Value

() Behavior Comelation

Close

Figure 18

2. Once you have selected “New (*.etcrx)”, a new pop-up window will appear. Click the “Select File”
button and navigate to the knowledge pack folder and select file with the extension “.etcrx”, e.g.

“Reports_KnowBe4.etcrx”.

Note : f report(z) contains template, first import template and proceed with report import process .

Select file |*ston Select file
Awailable reports
Title | | Fequency  Show all @ Q Q
O Thle Sites Groups Systems Frequency Runtime: Type
Figure 19

3. Wait while reports are being populated in the below tables. Now, select all the relevant reports and

then click the Import T button.
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Mote: Set run time option is not applicable for Defined Reports and Houry Reports

Set run time for report(s) from | ___| AM - atintervalof [ _ |minutes Szt || (D

Replace | | to | | Replace Assign systems

«
®

MNote: Make sure that Site(s), Groupis) and Systemis) selections are valid |

Figure 20

EventTracker displays a success message:

Selected reports configurations are imported successfully

QK

Figure 21

1. Click Knowledge objects under the Admin option in the EventTracker web interface.

_‘ Admin ~ Tools~ .

E:— Active Watch Lists @ Event Filters r:f Parsing Rules # / Dad
A Alerts E] Eventvault QEE] Report Settings
Behavior Correlation Rules FAQ Tile Configuration g Systems
{& Behavior Correlation Settings [~ Group Management 9‘?‘ Users
;Ir-‘lll ﬂ Casebook Configuration Q IP Lockup Configuration fl"- Weights
n|§ Category Q Knowledge Objects CJ Windows Agent Config
E Diagnostics @ Manager

Figure 22

2. Next, click the “import object” icon:
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& / Admin / Knowledge Objects

Objects@ T |!| ' # ¢
Import Objects

Figure 23

3. A pop-up box will appear, click “Browse” in that and navigate to the knowledge packs folder (type
“C:\Program Files (x86)\Prism Microsystems\EventTracker\Knowledge Packs” in the navigation
bar) with the extension “.etko”, e.g. “KO_KnowBe4.etko” and then click “Upload” button.

Import

KO_<product name>.etko Upload

Figure 24

4. Wait while EventTracker populates all the relevant knowledge objects. Once the objects are
displayed, select the required ones and click on the “Import” button:

c IDSE

Figure 25

1. Login to the EventTracker web interface.
2. Navigate to Dashboard = My Dashboard.
3. In “My Dashboard”, Click Import Button:
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EventTracker::

Behavior Correlation
Change Audit

Compliance

Figure 26

& / Dashboard / My Dashboard

ez¢os t[Tloo

Figure 27

4. Select the browse button and navigate to the knowledge pack folder (type “C:\Program Files
(x86)\Prism Microsystems\EventTracker\Knowledge Packs” in the navigation bar) where “.etwd”,
e.g. “Dashboard_KnowBe4.etwd” is saved and click on “Upload” button.

5. Wait while EventTracker populates all the available dashboards. Now, choose “Select All” and click
on “Import” Button.
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proceed with importing dashlet,

Mote: If dashlet configured using persisted report, first import the report and p
Available widgets
B Select All

Figure 28

Figure 29

6. Verifying knowledge pack in EventTracker

1. Login to the EventTracker web interface.

2. Click Admin dropdown, and then click Categories.
In Category Tree to view imported categories, scroll down and expand “KnowBe4” group folder to

view the imported categories:
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Category Tree

KnowBed

Category
w KnowBed -
w KnowBed -
w KnowBed -
w KnowBed -

w KnowBed -

Search

9]

User account registration
User phishing campaigns
User phishing security
User training campaign

User training enrcllments

Figure 30

%]

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Parsing Rule.
2. In the Parsing Rule tab, click on the “KnowBe4” group folder to view the imported Token Values.

Parsing Rule Template

Groups

WL P

Manage Engine

Mediskid

Figure 31

N8R ED

1. In the EventTracker web interface, click the Reports menu, and then select the Report
Configuration.
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Report Configuration

Report Dashboard

Explorer

Figure 32

2. In Reports Configuration pane, select the Defined option.
3. Click on the “KnowBe4” group folder to view the imported reports.

Report Configuration

O Scheduled O Queued | ® Defined

Report Groups (—B E Reports configuration: KnowBed

- ~ &

Ig KnowBe4 I ii] @& ®wé
[ manage Engine _Iﬁl_ @ U Title
E Mediskid 'm" @ 1 @ KnowBed - User phishing campaigns detail
(= Microsoft s _||E|_ @ 1 @ KnowEe4 - User phishing security statistics
[ Microsoft-Windows-5e... |-|ﬁl-| i’ﬁ 1 iy FramBad  |learfraininm ramas i Aatail

Figure 33

6.4 Knowledge Objects

1. Inthe EventTracker web interface, click the Admin dropdown, and then click Knowledge Objects.

2. In the Knowledge Object tree, expand the “KnowBe4” group folder to view the imported
Knowledge objects.

Knowledge Objects
KnowBed Q Q Activate Now
Grou ps @ @ _@ Object name KnowBed Activities

Applies to KnowBed

B KnowBed

KnowBed Activities [
| @ I Rules

Figure 34
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6.5 Dashboards

1. Inthe EventTracker web interface, Click on Home Button E and select “My Dashboard”.

Dazhboard

[y My Dashboard

Figure 35
2. In “KnowBe4” dashboard you should be now able to see something like this:

— EventTracker::

My Dashboard

KnowBed

&
I
X

knowBed - Training campaigns by st...

<

M passed completed M closed M active

Figure 36
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